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sudo yum install google—authenticator —y
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google—authenticator
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Do you want authentication tokens to be time-based (y/n) y
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sudo vi /etc/pam.d/sshd

1)-8. =8 3iH W8 & "auth” &=0f Ofotd TZ2| &S F/total ML

auth required pam_google_authenticator.so nullok

Ol

1)-9. O222 SSH F& Al MFAZL A2E

= UEZ ConfigE #=Halof
‘/etc/ssh/sshd_config’ MY =& 3HHO
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sudo vi /etc/ssh/sshd_config

1)-10. 12|10 OfHe| LHES 7} vry BhCH

PubkeyAuthentication yes
KbdInteractiveAuthentication yes
UsePAM yes

AuthenticationMethods publickey,keyboard—interactive
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1)-11. k222 OpenSSH EOt A% mAQI ‘B0-redhat.conf’ I 8 SHHOZ RIS,

sudo vi /etc/ssh/sshd_config.d/50-redhat.conf

1)-12. J2|7 Of2{Q] LIS BryEHLICt

ChallengeResponseAuthentication yes

1)-13. DiX[2R= SSH =g 7| UCh

sudo systemctl restart sshd
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aws ec2 describe-security-groups —-group-ids [Security Group ID]

Qutput:

{
"SecurityGroups": [

"IpPermissionsEgress": [

"IpProtocol": "-1
"Ip{Ranges"I [

"Cidrlp": "0.0.0.0/0"

1
"UserldGroupPairs": [],

"PrefixListids": []

[;

| E 1-4-3 ] CLI B3 - 2Ot 12 73 &0
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aws ec2 revoke-security-group-ingress —-group-name [£2t 11 0|E] --protocol [E2EZ] \
-—-port [EEHS] —cidr [AHA] T4 IP CHS]

Output:

{
"Return”: true

| 1-4-4| CLI B - QHISC Hot 18 FA A

2) HIKSE IP EE IP oD A%

o (AWS B2| 22) ‘22 & — EC2 — HEY3 ¥ 29F — '=Hot 18 —

S% =0t 28

ME{—OIRHIRE FA — QWIS 78 Y 22 5 OHIRE RAOA JHIRI0| B Ths3t
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aws ec2 modify-security-group-rules --group-id [£.2t & ID] \
--security-group-rules SecurityGroupRuleld=[2IH}2E 20 A& 2! D], SecurityGroup \
Rule='{Description=[544],IpProtocol=-1,Cidripv4=[52 Cli4 IP CH]}!

Output:

"Return”: true

}
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aws ec2 modify-security-group-rules --group-id [£2+ & ID] \
--security-group-rules SecurityGroupRuleld=[0}RH}2E B2t J& 2! ID],SecurityGroup \
Rule='{Description=test, IpProtocol=-1,Cidrlpv4=[5{& CH4t IP CHH]}'

Qutput:

"Return”: true

}
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o (AWS CLI) 7| H0oj= Of2Het 20| Magt o ASHL

aws ec2 create-key-pair --key-name [7| I|0{ 0| 2]

Output:

{
"KeyFingerprint": "81:f2:15:31:67:9d:cb:ad:59:eb:08:9a:bc:72:a1:b7:64:9¢.75:50",
"KeyMaterial": "--——BEGIN RSA PRIVATE KEY--——wnMIIEowIBAAKCAQEAEPtNW 198/kFu307ZdVIIxus
[ZITYal0S67zKe+I8oKmhyNUWnrbzYu+x9nchMzBGv3GWm5emtAnbDN6gvXQQadeRSbV3gudD
c50JCOARGXczg38hwnlIHpWKHUWXkhimjRKjJIVOr3A0#wn-----END RSA PRIVATE KEY-----",

"KeyName": "fcloud",
"KeyPairld": "key-0d3a9c3eb550e6d2b"

| 1E 152 CL HE - 7| IO Ml

AN P\

o0 AWSS| E2 7HYARKHEC2 S)0l EZotke Ao thet Q152 PEM 71 O8&iLCt.
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GuardDuty 27l 30 22 yrpu

GuardDuty &4}

MH[A @t
GuardDutyS E5taled Chen} 22 GuardDuty ¥ 2 S0{ap| gLict,
« B4 VPC EE 23, AWS CloudTrall 2| 0|2 21, pNS #2| 23, AWS CloudTrail 53 Hlo|E{ 0/#I= 23, Kubernetes(EKS) #Al 23, YRDS 2O HE &
3 et HIHE W EiLc)
= Elastic Block Storage(EBS) 58 H|0|E{S 24{al0] B0 §x| ZE Hugh|ch 7iMs) 20127| [F
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= Enabling GuardDuty for the first time will automatically enable all GuardDuty protection plans, except Runtime Monitoring, which you can enable
via the Runtime Monitoring page.

= Your use of GuardDuty Malware Protection and Runtime Monitoring are subject to the Amazon GuardDuty A2 2f2te) B2 gtau o), [4

» GuardDuty7t GIOJEf, Of#IE & 815 Malstn BA{6tx| Z61:S GuardDutyE HAIEX| YAl BX] i U617, S8 25 EHS ulZshs + gL

#3: GuardDuty:= #{0f| LIgE HOIH, O|HE Y 215 Rr2(siALt 223 GlO|H, OIHE == 21 ASSIES FMF8tA| gaLIch 2t 2 £= APIE S8 0l2i#t dlo|
B A0 HEE DU 4 AUSLICH

GuardDutyS MF gists o Aws HHo| 308 B¢t XHEECE SFELICL GuardDuty F& #7718 [F. &Ml8] @lots7| GuardDuty 23 [4

| 12 1-7-1 1 Amazon GuardDuty &g}

© (AWS CLI) Amazon GuardDutyQ| CLIZ &M= Of2fet Z0| & £ USLIC

aws guardduty create—detector \
—-—enable

Output:
{
"Detectorld”: "b6b992d6d2f48e64bc59180bfexample”

}

| 1% 1-7-21 CLI E& - Amazon GuardDuty &35}

16




28H9M | Amazon Web Services

N - P\

© Amazon GuardDutyOlA HiSot= "B EX| 718" 2 Amazon GuardDutyOllN E8 EX
LH0| UAE= ZR0| Sol AsL= Y THIKE(EC2QIAEA)E XsC= Aol
WAO= ZARILCY.

o Jedl JHNES 22 P Al RF BARIOl XSl 20 Mt Aficke YISk

NS .
© Amazon GuardDuty/t EHNHE Aol= B2 A W0 EHe 7RG JS0 L0
EL

o 2 710|E0M CHFX| 24= Amazon GuardDutyOl| Chier Chfet 7|s=2 Ol AMH|A HAF

JI0|EE F HigUH

- https://docs.aws.amazon.com/guardduty/latest/ug/what-is—guardduty.htm|
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o

1) VPC S HEH3 &3 752 S8t WERT 74 # S|
2) E9t J2(Security group) === NACL(Network ACL) 59| 7|5 S8t HEYT 714 &
SH(2/0tRHRE SH S)

S 22 A

1) VPC S HIE®3 &H 7|52 S8 UEYZ 74 ¥ EX
(1) VPC MM

- A™O| CHst M8 HEYZ 27t VPC(Virtual Private Cloud)E 22tRE 34 L Y2
SN, Y, 2%) "2 MMe £ 7 A™0IL} 2)X(Region) E Z|CH 5712 VPCE Mgt

4 sUn

-VPCz ¢ A W OE VPCH ZE& Pl S==X| b= AEIPH(CIDR S%)s
F0{o0{0F ofH, VPC dd Al MEUS &H Yol 228z F2|d AMEA HE
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o (AWS H2| 28) VPC= ‘22 & — 'VPC — 'VPC' OflA AN T CLI HO2 MA
2 4 st

VPC 43

g elan gy
VPC 2|24 Ei= VPC U 7|EHHIERY 2|aA0t MAEILICL

O vpcat

‘ O vpcs ‘

Ol5 B - &75f AfZt
‘Name' 7|2 AFBAP} X|F3Hs 248 Z#sHs 08 YogLIch

i my-vpc-01 l

IPV4CIDRES 3=
© IPv4 CIDR 45 23
O IPAM &g IPv4 CIDR 22

IPv4 CIDR

10.0.0.0/24

CIDR £5 37| /160]A] /28 A{0|0{0} BHLICh

IPv6 CIDR £8 &

O IPv6 CIDR EE 813

O IPAM ¢ IPv6 CIDR £2
O Amazon HZ IPv6 CIDR £
O W7k 288t IPv6 CIDR

ElHAl ms

1=zt M ‘

| 12 2-1-11 VPC 44 3tH

o (AWS CLI) APl 32 &%t VPC 44 — ‘——cidr-block’” B2 VPCOH| 20{E IPv4 CHAS

=
ot dg + Az

aws ec2 create-vpc --cidr-block 10.0.0.0/16 \
--tag-specification ResourceType=vpc, Tags=[{Key=Name,Value=MyVpc}]

Output:

lvpcll: {
"CidrBlock": "10.0.0.0/16",
"DhcpOptionsid": "dopt-5EXAMPLE",
"State": "pending”,
"Vpcld": "vpc-0a60eb65b4EXAMPLE",
"Ownerld": "123456789012",
"InstanceTenancy": "default”,
"lpveCidrBlockAssociationSet": (],
"CidrBlockAssociationSet": [

{
"Associationld": "vpc-cidr-assoc-07501b79ecEXAMPLE",

| % 2-1-21 CLI B3 - VPC MAM(IPv4)
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o

- 78 AH VPCE ddot® AmazonOA MEok= IPv6 CIDR =& F7fot] dde +
AU

aws ec2 create-vpc --cidr-block 10.0.0.0/16 --amazon-provided-ipv6-cidr-block

Output:

uvpcn: {
"CidrBlock": "10.0.0.0/16",
"DhcpOptionsld”: "dopt-dEXAMPLE",
"State": “pending”,
"Vpcld": "vpc-0fc5e3406bEXAMPLE",
"Ownerld": "123456789012",
"InstanceTenancy": "default”,
"Ipv6CidrBlockAssociationSet": [

{
"Associationld": "vpc-cidr-assoc-068432c60bEXAMPLE",
i. NEDR

[ 121 2-1-3 ] CLI 3 - VPC MAM(5YU AEH)

(2) MEL 4y
- MEYEZ VPC UoM 22& HESZ SH0|H, MEUDIL M2 OHE 24t*E HOIES XHEY
2 Q0| HEYZ Emg H2ig & ASULL
- MEY0Il= EC2 QIAEA, RDS HO|HHO|A & AWS 2IAAS s & UCH, MELIS|
IPCHE2 VPC M4 Al XM= CIDR IPTHY Q| LHOIM XIFE & et
- MEYZ 2REE gl WO M2, ME, Z2t0|8!, VPNHE, Z2¥2= F1Eo0
40| JtsELCt.
Mz HEZ MERC=Z(MAL & MY &), IHLI0| A& W
2H0[8l MEHICSZ(OA]. WAS, DB S) 7610 22

o x
rr
I=

o (AWS #2| 28) MEUIZ ‘2 & — 'VPC — MEW OM &y E= CLI BBz Mo
A Ol
BLRPN =]
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SCREAREMH|A ot

2 UM 2. HEY3 22

0

1/270 N 2/274 MEUW
Moz Medolg
‘Name' 7|9 ALBXIZ} X H3H= 3he Ztets BOE YHEiich ‘Name' 7|2t AL8XI7} R[5t 2te Zatshs el S WM ELICh
fsec-sec-public ] l fsec-sec-private
OS2 Z|ch 256XM7HX| Y2{E = AELICH 0|22 Z|cH 256XMHX| YE & UALICH
e gy ame g gy ==
MEUo] 438 Yois MefBiL|Ch MESHX| @28 AmazonO| AHSS 2 MEBiL|Ct MEUlo] 438 Jois MegiL|ct MEfSHR| i AmazonO| AtS22 MEfBLC
| OfAIof S (2) / ap-northeast-2a v [ OfAlot e (42) / ap-northeast-2a v
IPv4 CIDR £5 IPv4 CIDR EE
\ O +se™ IPv4 CIDR 35 ‘ 0 +5 23 IPv4 CIDR 28
IPv4 VPCCIDR EE #H IPv4 VPCCIDR EE 3=
MEUS Y48 IPv4 VPC CIDR 252 MEgiLICH NEUIS A48t |Pv4 VPC CIDR 222 Mefsh |t
[ 101000/16 v | [ 10.100.0/16 v |
IPv4 M24 CIDR 25 IPv4 ALl CIDR 22
l 10.10.10.0/24 256 1Ps l , 10.10.20.0/24 256 1Ps ‘
< & AV < > A v
2l 92-1- E=R=I =1 H HLU| AHA
| E 214 HEY ' D208 MEL WY
SI{o = B . A H< Sk=13 = 45
o (AWS CLI) APl 2t4S S5t MEY MY — ——vpc-id’ B2 NEUS MAMsH VPCE K™

‘——cidr-block’

B0 IPv4 S 28U,

Output:

{
"Subnet": {

"AvailabilityZone": "us-west-2a",
"AvailabilityZoneld": "usw2-az2",
"AvailablelpAddressCount”: 251,
"CidrBlock": "10.0.0.0/24",
"DefaultForAz": false,
"MapPubliclpOnLaunch”: false,
"State": "available”,

aws ec2 create-subnet --vpc-id vpc-081ec835f3EXAMPLE --cidr-block 10.0.0.0/24 \
—-tag-specifications ResourceType=subnet, Tags=[{Key=Name,Value=my-ipv4-only-subnet}]

"Subnetld": "subnet-0e99b93155EXAMPLE",

)
)
| 72 2-1-5] CLI ¥3 - MEY MA(IPv4)
- 59 AR MEY TE= [Py ME AMEU MM Chgnt 22 CLI HE2 AEe & JELITH

—-ipv6-cidr-block 2600:1f16:cfe:3660::/64 \

aws ec2 create-subnet —-vpc-id vpc-081ec835f3EXAMPLE --cidr-block 10.0.0.0/24 \

--tag-specifications ResourceType=subnet, Tags=[{Key=Name,Value=my-ipv4-ipv6-subnet}]

| 38 2-1-6 |

CLI 83 - MU ¥

22
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aws ec2 create-subnet —vpc-id vpc-081ec835f3EXAMPLE —ipv6-native \
—-ipv6-cidr-block 2600:1f16:115:200::/64 \
--tag-specifications ResourceType=subnet, Tags=[{Key=Name,Value=my-ipv6-only-subnet}]

| I 2-1-7 1 CLI E" - MEY Md(IPve HE)

(3) 2tE HIO|E ¥y % A
- 2IQE HO|EL2 MEY 7t HEYT ZZE HOEILICt 7|2 2tRE HOEL VPCIt MAZ of
Az AOHJg)IO| T 7|2 212 H0|E2 CI2 2/2E HO|2D HAMOE HALX| ke =

NEUo| 2IES Hojsts HES L
- 2R HOZ2 HEUT FAKOE Azl AU HIEYT Z2E FOfE 4 U0 ASY
2t B4, AL 7 SNS HOIE 4 9
- VPC 44 Al HEILIS 2/0] MAGH| §4T1 013 $+502 MEUIS M3 B2 AEL0 VPC
7|2 24T HOKZ0| HAEOIN ZR ASY, D20yl MEUT 22 PHS Sk

MESlo AZe 2t HOISS 4dott{0f L.

o (AWS #z2| 23) 21*E HOIE2 2& & — 'VPC — 2f2E HOIZ O Hoe & QUELIC

2t2E Elo|g 4%

O|F - &) AtE!
‘Name' 7|2t A8 A7} X|Fst= 342 Lefshs Ej0E MAEL T

| fsec-sec-public-RT |

VPC
0| 2t¢ E|o[Z0] Chal A& & vPCeiLIth

| vpc-0ch4f739a16b09b2a (fsec-sec) v |

Eja

Bl AWS 2|AA0] SHErsts 0[S RILICE 2t i 7|9t MEIR Zto@ AELICH BTLE ALBSI0] 2IAAE A4 T TEIYSALL AWS HISS £HE 4
ALt

7| 2 - 15l Apet

IQ Name X | ‘ Q. fsec-sec-public-RT XI l HAH I

| E 2-1-8 2iRE HO|E 4d

o (AWS CLI) APl 342 S5t 298] E|0|2 44 — ——vpo-id HI4E AEUS MASH VPCE
Al

AIEot ——cidr-block’ H2 dde MEHN 2N IPv4 s AEEL
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aws ec2 create-route-table --vpc-id vpc-a01106¢2

Output:

“RouteTable": {
"Associations": [],
"RouteTableld": “rtb-22574640",
"Vpcld": "vpc-a01106¢2",
"PropagatingVgws": [],
"Tags": [],
"Routes”: [

"Gatewayld": "local",
"DestinationCidrBlock": “10.0.0.0/16",
e (AR
}

CLlI 33 - =t H0|z 4d

- ddet 2fRE HOISS MENN SHZotH HZE 2R HOIE ZH0| ME WEXS SHt

0|8 7kt MU (1/2)

| Q we vz mefy 1 ®
| 0| v | ME4l 1D v IPv4 CIDR v IPv6 CIDR
O fsec-sec-private subnet-0877cbbe7551dd83e 10.10.20.0/24 -

‘ fsec-sec-public subnet-0fe199301aedecfef 10.10.10.0/24 -

ct?8 HIO|SZ MES HZ

$ aws ec2 associate—-route—table ——route—table—id /R7B-/D] ——subnet-id [Subnet-ID]

$ aws ec? associate-route-table --route-table-id rtb-01 "= ssmmmass. --subnet-id subnet-08
{
"AssociationId": "rtbassoc-06i s
"AssociationState": {
"State": "associated"

}

CLI 38 - =28 HO|=dt MEH HZ
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E{4! HOIES0] 3 NAT HO|ES0] M%)
/IZ =t?d H0IEe| XS 0o ==,
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fopi o et Eom)

(4) 2428 Ejolz Fa

- 212 BOIZ0| FMO| gl HEYT SAIS

G0 7| 24RY EIOIZOIE HHMO| gS 2P oY SAS I
A4S SFHZFOF BLIC,

2 SNS 22l 2R

- =g MBIl O210[8] MEY FH0=Z L
2 2IHY HO|EHI0IE F7I510 Ingress(QIE—LHE EA) 2REICZ MH6|FD

JlgNS TR 219 HolZo
22 AEY 2ol

HIO|S ™2
ozl MEY 2k2E HIOIE FAoil= NAT H0|EQI0IE #7150 Egress 2iRYCE
UEHL.

HY5I0 oHHSt HEYT SAlg 74
of 7I2XQl =t*4 HlOlZ 83 CAl= HEdt 25U

—

A
T
-2 YET Ot SHE 9 2

n =2 A2y
Local

[Internet Gateway-ID]

[Subnet CIDR]
0.0.0.0/0

= T2j0[8 HEY
Local

[Subnet CIDR]
0.0.0.0/0 [NAT Gateway-ID]
10.10.0.0/16
> NAT
2 Gateway

LLLLL
3 - Web Server
E - Instance

T

Mo E& & — VPC — YSE E0IZ' oM Chi2teE
M2 HEE 4 U,

2 EOIE

g "M 2t

40

o (AWS 2| 22) 2t

40

HOISS 8ol "ef
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[ 2t*E HOIZ +d ]

VPC > 2R EOlZ > rtb-017bd9ce5h8b6abed > 2t HE

VPC > 2t2E 0|2 > rtb-00aafe7767ddea76b > 2t2E WA
2tee Bzl

2oy B

che HEi

X | [ et Aol=stol
[ Q igw-04febsoscofsisise X

Q, 0.0.0.0/0

oy oy A e
10.10.00/16 = v] o 10.10.0.0/16 [ tocal v| o8y
v] - [Q 00000 X | [ NaTH0IE8I0l v -
J | Q. nat-Oec192b5ae39347cf X ]

o (AWS CLI) APl 2t32 St
2IES A O[E0] IDE X
ot?8 H0ISS HEgUM

aws ec2 attach-internet-gateway \
--internet-gateway-id igw-0d0fb496b3EXAMPLE \

--vpc-id vpc-0a60eb65b4EXAMPLE

Output:
none
| 22 2-1-12| CLI EE - QHY HO|EY0] HZ&
o (AWS CLI) APl S48 Est LHENA QEZ QY EAS 5t NAT AHOIEY0] HE —

‘—subnet-id’ H-Z NAT AO|EQI0|E AN MEUZ X|™s6t! “—allocation—id" Ha=2 CfA

MEHIO| AZL NAT HO|ERIO0IE XIFRLIC.

aws ec2 create-nat-gateway \
--subnet-id subnet-0250c25a1fEXAMPLE \

--allocation-id eipalloc-09ad461b0dEXAMPLE

Qutput:

{
"NatGateway": {
"CreateTime": "2021-12-01722:22:38.0002",

"NatGatewayAddresses": [
{
"Allocationld": "eipalloc-09ad461b0dEXAMPLE"
}

I
"NatGatewayld": "nat-0c61bf8a12EXAMPLE",

"State": "pending”,
"Subnetld": "subnet-0250c25a1fEXAMPLE",

"Vpcld": "vpc-0a60ebb65b4EXAMPLE",
"ConnectivityType": "public"

| I 2-1-13 ] CLI HE - NAT AO|EH0] 4H
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o

£3t 0.0.0.0/0 E2fmol OIELl HOEY0|Z EAl 2IRE ZHZ=

‘—route-table—-id" Ha2Z 28 JMS Moot 2128 H0|=S

He2 SHX| IPVAE AIEoHH, OfEH QIHU

13
=

fou

o (AWS CLI) API

ddot= =128 HOIE +8 —

r

(=3
=
A

ID2 X&old, ‘“—destination—cidr-block’
HOIEQO| IDE EfHZ M&eh ARIX| —gateway—id" Hy=Z XJ-HSLC

aws ec2 create-route --route-table-id rtb-22574640 \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id igw-c0a643a9

Qutput:
{

"Return" : true

}

| E 22114 Cl B8 - 2tRE HIOIE 3

2) HOt 1E(Security group) == NACL(Network ACL) 59 7|52 S8t UEY3 +4

R SH(2/0tREI2E SHl S)

HIE 25t Hot 7|50 2 HOt I=(Security Group)t HIEFACL(Network

4 EI-”

— |_-”E_(|3__3_ ~N E
ACL, 0I5} NACL)S 018% & UCH, 0] 7|5S 0I8olK VPCO tiet HIERR B2 S

HiL. o

BE2 PN 4 UL

Public subnet

Security group A

L
2
2

iy

EC2

&____

| I 221215 HES SH OIAl OF7 [Ei

22 AHZAE ZAA(RIAEHA) 2=FO0|M Inbound & Outbound EfZE H0{oH=

- 2ot O&=2
HOSH 712 QIAEALL HOt 52 101, Ni1, 1:N2 40| 7tsELC.

-NACLE MEY 2=ZFO0|M Inbound 2 Outbound EZHEE XMool HIEN 7/s9=2

MEYIIE NACL2 1:1, N:1 2 40| 7HsEict.
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- HOF 51 NACLY A0|F H|w= Ofefet 2L

NACL

Stateful t'”% Stateless B4
512(Allow) THRIDE AlA 518(Allow)2t H2(Deny) ‘o
2E FAE HE 2 HS =ME ME

- 5ot 122 FJ0|EZAE(White-list)0|H, Inbound2t Outbound H#AIS LE=0A EOF EXIE
Mgath o sUt

>

o (AWS #z2| 2&) Hot 82 ‘24 § — 'EC2 — Hot OF 0N dgEg =+ UsUch

o

2 Mg EE

Hot B0l ww

—J

[ fsec-ec2-sg
44 Foll= 0|58 BYY 4 alach

dY s
[ fsec-ec2-sg ]

VPCE=

[ vpe-Ochms s s (fsec-sec) v ]

QHI2E 12| gu

Y =2 DZRER ¥ EEWY = EX L] Y - MEf AR me

v (= ) =) @@ ) ( )
OIRHIRE & 2w

Rz DEEZ mu  EEWY zm oy ms Y - ME A me

Al e (#. v ) (@ 10m00016  x] | ) (o

| 28 2-1-16 | EQt J& 4H

o (AWS CLI) APl &4 S5t 5ot OF M4 — —group-name’ P42 EOt IEHE X501
Hot D28 MAMGIH, ‘—description’ Hi42 HOF J20| Cfst MHS ?

aws ec2 create-security-group --group-name MySecurityGroup --description "My security group”
Output:

{

}

"Groupld": "sg-903004f8"

| 72 2117 | CLI HY - HOot O MM

28



SHOM | Amazon Web Services

o

o (AWS CLI) APl 232 £t Hot O&0| Inbound & F7 ‘——group-id’ H%2 HOt

b —
J83S XFotd! “—-protocol’ HapE BEES 4%, ——cidr ¥ —port’ & S48 31 IP

U EES MR

o

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdef0 \
--protocol tcp --port 22 --cidr 203.0.113.0/24

Qutput:

"Groupld": "sg-903004f8"
}

| JE 2-1-18 ] CLI BY - 5ot 08 3 F7t

(2) NACL 44

-NACLS| 7 82 3io|
Inbound®?} Outbound 212 MMt = QUSLICE

2IAE(White-list) EE S2AE(Black-lishZ  7H53ID,

|ITI

- Stateless YAI0|22 518 212 Inbound?t Outbound 25 X|Fal0F 2F ET0| CHat

=

el Em0| ¥z HE&EUM

o (AWS 2| 28) NACLE ‘EZ& & — VPC — ‘HUEYI ACL Of|A AMAMSH 4 Qu&LICH

HERXT ACL ‘44 ==
UIEIS ACLE AL Lo ool E2HEI RIofst7| et Wahs ofgie st Mets wot ASelLICt,

HES3 ACL MH

OlE - A5 AR}
‘Name' 7|2t AFBAIZL Kotz 2t Z ok BIOE AMEiLch

| fsec-public-nacl

VPC
0| HIERIA ACLOl| At2E vPCRILICE

| vpc-Ochss" i st g (fsec-sec)

| 72 2-1-19 | NACL MM

o (AWS CLI) APl &85 S5t NACL ¥d — “——vpc-id 4= NACLS MNe VPCE X

NACLS ddg & ASUCL
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aws ec? create-network-acl --vpc-id vpc-a01106¢c2
Output:

{
"NetworkAcl": {
"Associations": [],
"NetworkAclld": "acl-5fb85d36",
"Vpcld": "vpc-a01106¢2",
"Tags": [l,
"Entries": [

"CidrBlock": "0.0.0.0/0",
"RuleNumber": 32767,
"Protocol”: "-1",
"Egress": true,
"RuleAction”: "deny"

)
s

| 712 2-1-20 | CLI H& - NACL MM

o
HE 2FS oHoF gLIL.

- AWS CLIZ &8 288 HE Al NACL HZIDE If2f0|E 4= ARgalof &0 et NACL

n

o (AWS 2| 2&) S MEU0| NACL #Z2 S7Hx| o] Usuct
7 E& & — VPC — HIEYT ACL OJM NACLS MEist 5 MEM O1Z — uL oIz

HE M NACLY| 2% MEUS 8y & AL

HIEQ3 ACL H1Z HE! ..
MEd HESa ACL ¥3F
MEHID
subnet-Of ol S m———

S HEX3 ACL

acl-077 RS

HES3 ACLID

acl-07 LR A
Q

| acl-07 A ———

Jl2gh 9zE

acl-01 Ol i il
[T Filfer inhotind Fiiles | <1

| IE 2-1-21 1 MERIOM SHEY NACL ME
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o

& & — VPC — MEUW 0N MEUS Metst & HEYT ACL — HEYT ACL
7E=l A

WY oM MES0 AZES NACLS MEfE 4= QUELIC

[ NACL 99 ®HZA ]

MEUAE HY 5

0| LIEHT ACLA HEE MEUIE HHEHLICE

0|8 7Hs#t MEUl (1/3)

| Q Filter subnet associations <1 > @
B o= v | Medip v | HFoy v | Jguy v | IPv4cCIDR

O fsec-sec-private subnet-0877cbbe7551... acl-077241dfc44b2db5a ap-northeast-2a 10.10.20.0/24
fsec-sec-public subnet-0Ofe199301ae4... acl-019e3f7d15accalc8 ap-northeast-2a 10.10.10.0/24
= fsec-sec-tgw subnet-066d5b091efa... acl-077241dfc44b2dbsa ap-northeast-2a 10.10.30.0/24

| 18 2-1-22 1 NACLOIAM AAS MEL ME

= ESt EY MEUIN NACL HZ — ‘—-association-id" H4=2 NACL

—

o (AWS CLI) API &4
A |IDE X|H™old, “—network-acl-id® 8142 NACL IDZ X|H510 NACLE HZATHLILE,

aws ec2 replace-network-acl-association --association-id aclassoc-e5b95c8c \
—-network-acl-id acl-5fb85d36

Output:

“NewAssociationld": "aclassoc-3999875b"
}

| 5 2-1-25 ] CLI 33 - MEUI NACL ¢Z

= ZQI510{0F SN, MY Y LI I3

- 212 NACLQ association-id(NACL HZ ID)E &0l
CH2aF 22 AWS CLI HHOES ARE 4 U&LICH

aws ec2 describe-network-acls \
-query "NetworkAcls[].Associations[?Subnetld==subnet-0931fc2faSEXAMPLE"

Output:

[

{
"NetworkAclAssociationld": "aclassoc-0c1679dc4 1EXAMPLE",

"NetworkAclld": "acl-Oeal1f54ca7EXAMPLE",
"Subnetld": "subnet-0931fc2faSEXAMPLE"

}
]

s
©

| I8 2-1-24] CLI ¥& - NACL 9Z ID
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s 7= g

S 2 W R 14 Al HOt EX| dWots E5in
Z{g3|0{0F it

TGl B 9= A, HIOUt H2 SO WeE 4 ITE Bot
r

- GilA|
1) VPC & HEH3 & 7|s2 S8t HEQ/YA E2 SHE@EUY 3)
2) Bt TIE(Security group) == NACL(Network ACL) 59| 7|s& &%t HERT 74
(21/0I2HI2E SH &)
3) UEYC= A5ist 7HXA(MH, HIO[EHH0|A S)0 SQUP O] &F
4) U3t MHIAS St 1P SA

\ 24 At

1) VPC S HEYT B3 7|52 S8t UEYT HZ SHQAHLY S)
- VPCE Z2f0[sist T LIEYISR 2t VPCE A2 =2/X02 22|=/0f, T2 AISKt Tt 52
AFXIS] Bt VPCOK= 7|2HO2 22|50 QUL

- QIEHI L EAGH= VPC(0lst DMZ VPC)2F VPCZH E41 21 On-Premise MEXZ|A|AED}
EMNE k= VPC(O|5H LHEY VPC)S £2|5t1 VPCZH EAIL AWS Transit A0IEY|0|2
Adok= Multi VPC HERF 2ES Of2iet 20| 7140l 23e 4+ USLICH
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U/ [ we vecs

L’_TJ Public subnet %E
@

NAT
Gateway

Private subnet

L

ﬁ LHRE VPG 2

Server

TGW Subnet
E WHRE veC-n
=
@

| J1E 2-2-1] Transit H0|EQ0|E 0|8t HERI SH +4

Transit
Gateway

- ¢ J=0IM QB 7 FE2 DMZ VPCOIM Siloi H1 R S42 24219 Y
VPCOIM St st gL
- fieh €2 HER/A 2 SHY 8 24= VPC, MEY, Transit A0|E¥0] O|H, VPC A

MEY MMHo 2 1-1) & RIESIAI7| HIZLICH

(1) Transit HO|ES|0] M

o (AWS 2| 2£) Transit H0IEY0l= ‘EE & — 'VPC' — 'Transit Gateway' OlAf e &
= AFHCL

Transit Gateway 44 =«

Transit Gateway(TGW)&= S8t AWS AIF L = AWS AIF Zhol| §Z(VPC L VPN)E 45 HiZst: HEYI HS s{=QLch
M FE - M A

Ol Bl
717t Name22 M5 D 0| XFE SAIU2 MYE EfOE YAFLICL

‘ fsec-tgw |

Y zw
Liz0]l Ajsts o £20| £l Transit Gatewayol| i3t Mg MFshIch

{ fsec-tgw ]

Transit Gateway 74

Amazon 5 ASN(RHE A|AR H5) ==

ASN

[J DNS XIg! &=

[J VPN ECMP X2l =

0 712 2teg HolE &1 a=
0J 712 2ted Hiolg Mt g=

[ ZEPHAE x| =&

| 7121 2-2-2| Transit HO|EY[0] A
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I.
24
S= IO*5PO4

o (AWS CLI) APl 242 S5 Transit HO|EY0] A

=8H2M 1+ Amazon Web Services
SM0| CHSH AbMISH AHE https://docs.aws.amazon.com/ko_kr/vpc/latest/tgw/
tgw-transit-gateways.html#create—tgw 2 ZZXotA|7| HIZLICY.
— ‘——description’ H4&-2 AHS HAIGHL,
MMe &~ UASBLICHL (FIZ Transit

—option’ H4=Z Amazon & ASN
HO|EL0l= H4 0] HEx 7ts8Y)

aws ec2 create-transit-gateway \
—description MyTGW \

-—options
AmazonSideAsn=64516,AutoAcceptSharedAttachments=enable,DefaultRouteTableAssociation=enable

DefaultRouteTablePropagation=enable,VpnEcmpSupport=enable,DnsSupport=enable

arn:aws.ec2:us-east-2 111:I22223333:tran5|t-gateway/tgw-

Output
{
"TransitGateway": {
"TransitGatewayArn
0262a0e521EXAMPLE",
"State": "pending”,

"TransitGatewayld": "tgw-0262a0e521EXAMPLE"
"Ownerld": "111122223333"
"Description”: "MyTGW"
"CreationTime": "2019-07-10T14:02:12.000Z"
| 7% 2-2-3 ] CLI B3 - Transit HIO|EY0] MM

*I6|-— ENIZt

58 MEUES XEoit
dd8H

2l 7tS)

M-

| HO0lZ2 2

e MEUI0| Transit HIO|EQ0|2F &

ofH &

}
- Transit A0|ERI0IE 0|&317| ®oiM= VPC AHZ0| EQ05HH
AttachmentS A4 ol
2& & — 'EC2 HEYT CIEHO|A OA &
A
T

(MAE ENl=
J|0] Attachment A4

(2) Transit #|0]
& — 'WVPC — ’'Transit Gateway HZ’ O|A AiMst

(AWS 22| 22) Transit A0|EQ|0] Attachment2t Transit H0|EY|0| 2}

UAGHL.
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0

Transit Gateway Attachment 44 ». Transit Gateway Attachment ‘44 .
Transit Gateway(TGW)= S8t AWS 1 L) c= AWS 7| 71| $Z(VPC U VPN)S A5 9izist 1y | Transit Gateway(TGW)i= St AWS AE U = AWS 71 2ioll 21Z(VPC L VPN)E 8% 1Zsts HIE:
HE 3R He Ee
OIS BT - 4154 A8} 0I5 BN - A&/ AFSH
7|7t Name2 2 M| D 20| XHE SAA2 MHE E4 I8 AAFHLICH 717t Name22 MH5|1 40| X|FHE EXtH2 MYE 18 YAshct
[ fsec-sec-vpc-tga } I fsec-int-vpc-tga J
Transit gateway ID &g Transit gateway ID  #&
[ tgw-006a89507ecfb73d0 v \ I tgw-006a89507ecfb73d0 v }
HZRE = HZRY e
[ vec v [ vec v]
VPC 9 VPC 9iZ
VPC §iZE Mesln PABILICE VPC $1Z8 Meistn Mgt
[ DNS x|@! == DNS X|¢l #=
[ 1pv6 x|2! == [J IPve X &=
[ ojzato|gla 2E XY F= [J oiZ2tojeis BE X|@l e
VPCID VPCID
Transit Gateway0f| 12 VPCE MefgiL|ch Transit Gateway0l| 21Z& VPCE MEigiL|Ct
vpc-0cb4f739a16b09b2a v vpc-0fefd91a02110838f v
MESID = RECH T
Transit Gateway VPC 9122 A48 MEUIS Mei|ch Transit Gateway VPC HZE Hy& MEulg Meigh|ch
ap-northeast-2a | subnet-066d5b091efa30095 v | ap-northeast-2a | subnet-055bbc803aefabst v

| 12 2-2-4'] Transit HO|EY 0| Attachment 24

o (AWS CLI) API 2tAS £5t Transit AO|ERIO0| Attachment 24 — “—transit-gateway-id’
22 Transit AI0|EYI0] IDE XMt “—vpc-id” Hi4Z Transit H0|EY0|E HX|& VPCE
X' gotH, ‘——subnet-id" H== Transit H0|EY0|E AX[& MEUHZ XIHotH AttachmentE

ddg = s

[ CLI & - Transit AIO|EYI0] Attachment M4 ]

aws ec2 create-transit-gateway-vpc-attachment \
—transit-gateway-id tgw-0262a0e521EXAMPLE \
--vpc-id vpc-07e8ffd50f43335df \
--subnet-id subnet-0752213d59EXAMPLE

Output:

{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentid": "tgw-attach-0a34fe6b4fEXAMPLE",
“TransitGatewayld": "tgw-0262a0e52 TEXAMPLE",
"Vpcld": "vpc-07e8ffd50fEXAMPLE",
"VpcOwnerld": "111122223333",
“State": "pending"”,
“Subnetlds": [
"subnet-0752213d59EXAMPLE"

],
]...(ggf)...

| 7% 2-2-5| CLI H&H - Transit HO|EQI0] Attachment M
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o

(3) Transit HO|ES0] 2t E0|S 4

- VPC2t Transit A0|EQ[0|E HZ

QUEZE Transit AO|EH0| 2tRE

— — — = T
HOlE2S Y4t
o (AWS 32| 22) Transit H0|EY0] 2tRLE! HO|EL Transit A0|EQ0| 2t2E! 0|22 ‘=24
= — 'VPC — 'Transit Gateway 2t HO|Z" 0N MM 4 QUSLICH.

Transit Gateway 2t E|O|E MY =

Transit Gateway 2t Ef|0|£2 At2310] Transit Gateway Attachment0i| Cigt 21282 4 8HLICh
M F=

OIS e - &18) Argt
7|7t Name22 HH=|1 glo| X FYE EXtE2 HYE EjIE YYRLICh

l fsec-sec-tgw-rtb |

Transit gateway ID =
228 E0|22] Transit GatewayS MEBHLICt

[ tow-00 A

Cc

ENT1 - MEf ApSH
Ef = AFBAIZHAWS 2| 2200 BEHsHs 2f01S LI 2t Ef T 719t ZHAE Mg o2 PYELIC EDE AL8St0] 2lan
E M 9 LE[SIALL AWS HIS S X8 4 UBLICL

7| - M A

X ‘ ‘ Q fsec-sec-tgw-rtb

Q, Name X |

HAH

Transit Gateway 2t2E E|0|Z MY ».

Transit Gateway 2t2€ H|0|£2 AL2510] Transit Gateway Attachment0i| Ci3t 2t &S 2AFLICH
M "=

0|5 EHT - &15f Afgt
717t Name2 2 HF¥e|D 30| XIFE SXAR HFE EfIE YYBILICE

‘ fsec-int-tgw-rtb ‘

Transit gateway ID  &&
2t El0|22| Transit GatewayE MEfgiLICt

[ tgw-O_-)

C

EfT - AEH AFEH
B ARSRI7FAWS 2lAA0] SHEst 2{OLSRILICH 2t BT 719t ZHAE AB)OR DYELICH B A0 2142
8 74 9 LE(YSIL AW IS S FHE 4 Bk

7l U - M ArE

X | | Q fsec-int-tgw-rtb

‘Q Name X‘

| 78 2-2-6 Transit AO|EYI0]| 2t

74

rl';"

o (AWS CLI) API
H42 Transit A0|E

E5t Transit H0|EY0]

0] IDE AIERILIL.

L=}
o=
O
T

g HO|Z Md
2tRE E0|E MY — ‘——transit-gateway-id

aws ec2 create-transit-gateway-route-table \
--transit-gateway-id tgw-0262a0e52 1EXAMPLE

Output:
{

"TransitGatewayRouteTable": {
"TransitGatewayRouteTableld": "tgw-rtb-0960981

"State": "pending",
"DefaultAssociationRouteTable": false,
"DefaultPropagationRouteTable": false,
“CreationTime": "2019-07-10T19:01:46.0002"

"TransitGatewayld": "tgw-0262a0e52 1EXAMPLE",

be7EXAMPLE",

| 38 2-2-7| CLI
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(4) Transit HIO|EQ0] 2}2E EHO|§ A ¥ X}
- Transit A0|EQ0] 2tRY HO|S2t VPC 7t H& MH¥S Associations(HZE)2= HZAGIH,
Efjmls ®&s EH(Transit HIO|EQO0| Attachment)S Propagations (FINZE MM

2t*8 HOIES 4l

o2 3 s '2& & — 'VPC — 'Transit

T

o (AWS #2| 22&) Transit H0[EH0] 2tRY H|O|
Gateway =f?E HOIS OA Uiy 2t2E HIO|

I AN O MNE 4 UBLICE

S2HD U —~ UH MY Y WL —

T
o

od 4d . HIF A
HIHE F7151H HZ0|A LY Transit Gateway 2t9E E0|22 Z27} Hute 4 ULICHL A2
{3 22E 0|22 Mutd 4 lELCh

rlo

HZ2 2t H|o|S0 AZsHH AZHoM thy 2t2E Hol22 E2iES WS = JASLICH AHE
StLtol 2t ElojSolnt 1 & SLIC,

e N B

Transit Gateway ID

Transit Gateway ID
TGW-00 demla i 55 R

tqw-00 Gammisiei Fomeiy » el
Transit Gateway 2t2E E|0|2 ID

Transit Gateway 2t2€ H|0O|E ID
[ tgw-rtb-041 M

tgW-rth-04 1 sssmin’ wiliiuin

AEE AF MY THopg o1 M
tgw-attach-07 s s s v ‘ | tgw-attach-007 s = wom s v
C

&)

| Z1% 2-2-8 | Transit AO|E0] 2tRE H|O|E2 HZA(Associations) 2 MI{(Propagations)

2 5S¢t Transit A0|EH0| 22E HIO|E HZE ¥ ®™I} — ‘——transit-gate

+8

rlo

o (AWS CLI) AP
way-id #H=2 Transit H0|E2I0] IDE XI"Eot( Transit A0|E0[0| =t?E ElOIS= AH&old

Mo+ AU

aws ec? associate-transit-gateway-route-table \
—transit-gateway-route-table-id tgw-rtb-002573ed1eEXAMPLE \
—-transit-gateway-attachment-id tgw-attach-0b5968d3b6EXAMPLE

Output:

"Association": {
"TransitGatewayRouteTableld": "tgw-rtb-002573ed1eEXAMPLE",
“TransitGatewayAttachmentld": "tgw-attach-0b5968d3b6EXAMPLE",

"Resourceld": "vpc-0065acced4EXAMPLE",

"ResourceType”: "vpc",
"State": "associating"

| 12 2-2-9 1 CLI H& - Transit AO|EHI0| 2}RE H0|E HZ(Associations)
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aws ec2 enable-transit-gateway-route-table-propagation \

--transit-gateway-route-table-id tgw-rtb-0a823edbdeEXAMPLE \
--transit-gateway-attachment-id tgw-attach-09b52ccdb5EXAMPLE
Output:

{

"Propagation”: {

"TransitGatewayAttachmentld": "tgw-attach-09b52ccdbSEXAMPLE",
"Resourceld": "vpc-4d7de228",

"ResourceType": "vpc",

"TransitGatewayRouteTableld": "tgw-rtb-0a823edbdeEXAMPLE",
"State": "disabled"

| 12 2-2-10 | CLI BE - Transit AI0|ELI0| 2t28 HIO|E XNIH(Propagations)

(5) Transit HIO|EQ0] 74 &0l

- Transit Z|0|ERI0] 70| 2t==|H Of2Het 20| 271H2] VPC 2t Stlg & 4 A== HERA
2 Y7t U

TR,
2 ovzvee \U 1/ 40.10.0.018
Public subnet

NAT

5] HREVPC 10,20.0.0/16
Gateway j::}
Private Gl TGW
subnet —

| J1E 222171 ] Transit HO|ERI0IE Fd5tK VPCZH S41 HZ O] OFF|EX

-DMZ VPC® WS VPCHH 45 MYHOR SAG| sk M=Ue 298 Boj=of
SXx| CIDRO TS &8 F7P7H LRSIB, OfAls ORRfer 28U
- MEY 212Y Ej0lZ B 7= “3.1-1)'9 ALY HOIZ MY U HF S AE HIRUL

ro

DMZ VPC MBI L2 VPC AMEH
Destination Target Destination Target
10.20.0.0/16 [TGW-ID] 10.10.0.0/16 [TGW-ID]
- 430| =& 2 DMZ VPC} LHREY VPCIt HEXO= Shlohk=X| &IgtLCt. (OFf OlAl=
EC2 QIAEIA to EC2 QIAEAZ HA 50l
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sh-5.2$ ip addr show enX0 | grep -oP 'inet \K\S+'
10.10.20.179/24

sh-5.2$ sudo ssh -i "server-key.pem" ec2-user@10.20.142.10
#_
_ #HH Amazon Linux 2023
\_#####\
\### |

\ 74 https://aws.amazon.com/linux/amazon-linux-2023

/ _/
_/m/'
Last login: Thu Mar 28 08:33:19 2024 from 10.10.20.179
[ec2-user@ip-10-20-142-10 ~]$ ip addr show enX0 | grep -oP 'inet \K\S+'

[ec2-user@ip-10-20-142-10 ~]$

EC2QIABIAS 0|3l0) VPC HA 12 ol

—=

2) Hor =2 = N 59| 7|52 S8 UEHA 74 (Inbound/ Outbound SX| S)
- Hot 28 0|8% HEYT M2 EXME “2.1-2)" 2 ‘HOt IE MA S AX HRZLCH

-NACLE 0|88t HEY3T HZ SH= “2.1-2)" 2 'NACL ¥4 2 &= HiELLCL

3) RIL= et 7FIXI2(ME, CIOIE[HO0|A S)ofl SLlP OIS
(1) EC2 HZE| IP SH|

P

M E

rr

- {22 |P(ZOIP)2 JIAKI0 e % TR MM S EIP(Elastic IP)E
7

- EC20IAHAS IHEE] IP &Y SXl= AWS IAM 0f|A PolicyE -doldl offd PolicyE 1AM
o

=1
1 =
RoleS 0|85t0 & & AL

{
"Version": "2012-10-17",
"Statement”: [
{
"Effect”: "Deny’,
"Action”: "ec2:Runlnstances’,
"Resource”: ",
"Condition": { "Bool": { "ec2:AssociatePubliclpAddress”: "true" } }
bl
}

EC2 MM Al {EZIP LS XIESH= IAM Policy
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"Version": "2012-10-17",
"Statement”: |

{
"Effect”: "Deny’,
"Action”: "ec2:AssociateAddress’,
"Resource”: "*"

i

| 8 2-2-14| EC2 88 %

- MMEZ |AM PolicyS XZ0o}H

[ EC20I =&

EC2 > QIABA > Launchan instance

® elABA Al M)
You are not authonzed to perform this operation. User: arn:aws:: 5
ia.%, w s not authorized to perform: ec2:Runinstances on resource:
arn:aws:ec2:ap-northeast-2:544& 5:network-interface/* with an explicit deny in an

identity-based policy. Encoded authorization failure message:
KVfS9SlvxyhnfuvqSJeOcMPgU11Q3wpSBGMelmHKD C25uqBOGCDTiOsuXCISgmrvrLnISA752zmGSu
AwflhzSMVgYaawjPnljitfVCV8I0sfFU7653Etdw_aRV8rEwFOLAaXL-
W4Qk10hL8J6uRtezo4fyh_nR1Q-StydpA_lO-
LLWQPK319HjQKTMzcON9dNRIHylcO90amFfYzChJHLFBOHHFaCQmGZb9zjLuSUu_HOOGRHoM24r

vgrnvfhLofn39CTEZSZe9_na00Sblvxzo0_fRyQ5_TJ2M7HK5bh_2x8mAAGemtaND__ugHrqUGhmYT
eKIWtMF-
_5wIR765FHf53fOL4kuY2pm700Z0yxNcEYwiwnn7nxkOKCb6ZmTUQ8ebikGWOVGOqyAd5go3CbsG
ObuYpsOm3ghQg-
0Wge5gzRvZ2J3WRVPZOIGxzWmfgxt5Yxbdv3s2jMFOquSywXpnzTG2rgF7R7Q_91y11cMst6FCEpwg
4iqo9CpdSZ3TQSZQVnObeg3ptHGLOAWZEdvIUaCWEUPUHW2CWjID9IFVhngMGgOSww4F264CQd
HGJptCux_7A9AaZ1nN8tIPgdBOJHgAzhStLphgOr1XOWTTish_1vLIYyk4Zlay_7biXXM8I-
GbgAjBpHCQj8dGdPq5—
ZR7dnXwX5iPmbJQIMXvWrlQQczglMm6chq31BUbCHgkN1CMCpzF7t8k_xVocLT8IsMw6ENdvubelSIE
1GOvv3L99CSQnVOWtzvngzgZWnOFgDStIUNmSG-6ShzDd26TDibL2Lk

v 23 AR
eyFlsts @u2
AL ALt ® Hig

B2 1P FA8 AiFE & gk

EF2{H IP Z4 13.124.110.91: You are not authorized to perform this operation. User:

am 515448 g is not authorized to perform:
ec2:AssociateAddress on resource: am:aws:e:z:ap»nonheasulssm, i irelastic-ip/eipalloc-
0d6bba408f3f09664 with an explicit deny in an identity-based policy. Encoded authorization failure message:
maCsg_vhjhiNhs5dyuvYQUIhsOHJETCvxwhC1UJnbJ2XcF-
RhFETiwC8QHWAYUfetya23sRxw3YgJLAWND_gySyzhwvQ-

CAUNtRbt1EybcJtSKImGQRapfHKbIW7 1SWCkgrOpZyRmwI67jmP-
KiGSxjzIbwWMugG7Q4PKFOG70f2EAZqTgcvzNly_MY7spLOWzsCWBWCdI1ZjZIXke-
kCoxkw1DD2MUZWrlLZgImB27aP8KNu0GOHMmeq1gur3min_deyp3CEXCObwussGCCunnAcUBINB3QwrNIbtMyja
KmZWLUXPMH707HtZ-M8_k2RgB-h1adRIwi68JAkwYryc0dA32Mal-r8askmtSbv1gN2S-UC0agPn-
t21zj1WrEJbicoHAtuh8-6200GJYqO]19_UbEKRBGhYWzpxyeX9P6ygN99USTcA-ORvuHahojT3010u00xWSHO3-
wenyLfBe2_ErfSTn6VVM]NEF|SQDejQRWES7gLHTkwRxp13QAQD5VR3IkMBKgbPDRENOREBXVIObSmKEIKpoK4
EdK7bhENsAqqbqVwdaPdMi3rzxKXkejyek3rTIPTNtyqTvAtiopbSyAfTZusWYOghprO3hwpWqBzCFZgonSMyfxz)
PgQomKrJECVA9Ib6RgrG622NzNY32c2CSmATFq-T3kww-GUOZo rMwhuriaoSTWynykG_QNVW-
53_zjV8_YnkZ8fl4LIX9khJvf_g2cSN9aFOiP5a8ng2Q

EC2 > BRI IPFL > ERHIPFAAY
BRI P T O

Of E2fH| 1P 0] G123 QIARA EE HESIT QIEHO0|AS MEBHLICE (13.124.110.91)

EREH |P F4: 13.124.110.91

n

|22 28

2% P FAE U2 2lade] RUS Mg
O olasix

O HEY3 2EH oA

A\ BRI 1P 547} 0[0) QE QIABIA BRI 1P FAE $1IH O[HO| T ERIN IP F47t o1 SNSIRR FAE
Ofz5| Aol YLELICE K3 ole7|[4

| 2% 2-2-15|

(2) RDS =2 IP SH|

- Amazon RDSE MM Al ‘IEZ HHA

EC20 =4 |

JI58 BRSOl R

P Al Xt oHH

SHOIEN| 122 IPE

TS 4 Qo0 HZ2 ANA SNS I P BYS SHE & USLIC
o (AWS B2 B&) RDS GIOIEH0IA %8S ‘B & — RDS — THOIEHI0IA O

DBYIABIAS HMEf5l0) 28 4 AsLT
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[ RDSUEHOIE mE2 |

HREAHIA 2Ot #2| UM 1 2. HE/S

2

[ (o] —— database-2-instance-1 ®+3s 2H
O L database-2-instance-1-ap-northeast-2b @ A8 7ks El
oz gl Kot ‘ SLE ‘ EIYoHE ‘ 74 ‘ RX| B2 % el

Aszole
database-2-instance-
e I B

2.rds.amazonaws.com

ZE

Faza

HIEQIZ

78 ¥y
ap-northeast-2b

VPC

. -

[T T )]

MEY OE

Hok

VPC ot I8
T SR (SC
04 ¢ Sl TRE . )

(OF-5]

g2 HMA THs
o2

v 57h 7Y

HE2 HhA
O T2 d4A IS
RDSi= Cl|O|E{H|0| A0 BE2| IP FAE SEFILICEL VPC 22| Amazon EC2 QIARIA 2 (
2|2A7} GJo|E{H|0| A0 HZE 4 QUELICE VPC LHRL| B|AAR H|O|E{H|0]A0) AZE 4+ |
LIC}. Clo|E{to]A0) Q1ZE 4 U= B|AAE X|FsH= VPC Ot IFS St 04 MEiFLIC|
O mE2 A A IS
DB QIAEAO SEE IP FA7t AFLICH VPC 2/52| EC2 QAAEA I ClHO| AL 1ZE 4
Lck

HO[E{H[o]A ZE

DB QIAEATL ofZ2|7[0|M Zo| AHRE TCP/IP ZEE X|FFLICE ofZ2|70|M 1Z EXtHof
ZE WS E X|FsHok &HLICt DB 2ot 1F D W2 o] ZEO| Cist HHS 5830k BHLICLAIA||
ote7| [4

[ 5432

3AS E5t RDS HEMQIE MEEZ |P X|gH — ‘——db-instance-identifier’

KX|&stil, ‘——no—publicly-accessible’ HE2 Y QAUIAHAQN HEE

o (AWS CLI) API =
H+=2 RDS QIARA BS

IPE Hleteh =+ UAsUC

=

aws rds modify-db-instance \
--db-instance-identifier dbName \
--no-publicly-accessible

Output:
null
| 1% 2-2-16 1 CLI - RDS YHERQIE HEE IP &Y Xot
- I{22 MMA MF HEE CLIZYOR S010| JHsin, 53 ZUS Solsin K22 HhA
Mg o 4 st

aws rds describe-db-instances \
--query "DBInstances[+].[DBInstanceldentifier, PubliclyAccessible]"

Output:
[

[
"dbname”,
true

—_—

"dbname-ap-northeaste-2a"
false

13
g'l_l
ul
b

4

o
O

| 218 2-2-171 CLI - RDS HEIZQIE Ij52
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o

4) WSl MHIAE S5t IPEH|
- AWS Network Firewall2 VPCOA MAMGHH HERIE EHSok=VPC ZANAN E2HS
ZHEE £+~ AsUO.
i HlZotH, Stateful Rule Groupe

- Stateful Rule Enginell Stateless Rule Engine
5-Tuple(IPEA|), Domain List(=0?! EA|), Suricata Compatible IPS Rules (IDS/IPS) &

MISRILCE
S aigtE MH|AZ  GWLB(Gateway Load Balancer)

- AWS Network Firewall2 2|

UEHRIES EEol= v AH|A LG
£ SHMg o VPC ctRE HME 08510 GWLB

- AWS Network Firewall2 HEZ=
ot= OF|EIM=Z 45t= 0|

CIEZOIEZ UEQ3T ETS MEHGIH Efml ZAE

[e]]=]
AU QILICE,
VPe 10.10.0.0/18
. AWSE Managed
Ewc
. ANF subnet
N
N/
ANF Endpoint
Public subnet

@

Private subnet

-

| 7% 2-2-18 1 AWS Network Firewall 7|2 X

(1) AWS Network Firewall A4

- AWS Network Firewall(O|ot BY3H") A
(Policy)2 XNE35t= M2 RE0, HisiHE XM=

VPCY MESI Lo A=HRIES

HA S
OO
Rule Groups

YeIHOM MEZ T

2510 HEYT EXMZ 28i5tH ECt

di5te HEHS o HHO| ARN FEE L1 AOF

CLIZ Z=tH dd A= ¢ XN ddotl Lot

St
Slof MAMS E& & — VPC — WElE 0N MME & UALICH
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VPC
B35 2t 718 gollM LED LalHof Waly A=mQIE Mg w2 A2US AMZELICL Wt cha) 017|M A-E et Maulet AgEi o
CHE 8=2& ASSIX| 2.

VPC
O] Y52 Wgs VPCE MEBILICE

fsec-sec v

WapE A=Y
2t el A 7Hs8H 1P A7 81t QIO{OF BILICE MEUIZ A8 S0l MEUO| 1P F4 SES WHY 4 elaUch
718 g4y Medl IP A 28

ap-northeast-2a v | ’subnet-ofe199301... v ‘ |IPV4 v ‘ ’ ME A

| I 2-2-19 ] dofd AERQIES HiES MEU XIF

HZE Ysps
rp 0= Wakol Y ST ZAISHD BRlsts YR Folsts 78 1 50| EH=l0| YT WakS SIS ¥ wiE Wi IS 2AY
ULict

ursh m
M sk M2 MAshLE 7| E Wt FAg JAGHLIC
O vl wsie Fa M4 U o1

O 71 sk mxy o1

M ke B3 0|5

Yale FHo| nRE 0|52 YELICL

fsec-fw-policy

0|52 1~128Xt040F BILICE. R&ESH BAH= a-z, A-Z, 0-9 & ~(510|Z)2LIC 0|52 5to| =22 AlFfG7LL B <+ glom 50|22 A4 o= 271 Late 4= gl
&Lict

o - el Mg
AH2 0~256 K12 UE 4= UFLIC

gep B3 &g g2

A grtEd  w®m

B7HS 9lsh Ate K 71X st Wl

O YzstaM - H&
T2 5 v FEISE] ASIS10] ALBAP Hel AN Al o

O =l =M
£} 34910] U= F0] BUH X2ISIT 00} AL, 7%, 22 3fe) 202 M2|glLiCh. oo o] §4e] ol 7|
£ &ML

| 2-2-20 | Wk A MM W o

mjo

o (AWS CLI) API 2t4
‘——firewall-policy—arn’ 22 <H
‘——subnet—-mappings’ H=2 2siH AHEIO|

wast 2 QUL
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aws network-firewall create-firewall \

~firewall-name fsec-fw1 \
—firewall-policy-arn arn:aws:network-firewall:ap-northeast-2:12345678901 2 firewall-policy/fsec-fw-

policy \
--vpc-id vpc-0cb4f739a1EXAMPLE \
—subnet-mappings Subnetld=subnet-0fe199301aEXAMPLE

Output:

Firewall": {
"FirewallName": "fsec-fw1",
"FirewallArn": “arn:aws:network-firewall:ap-northeast-2:123456789012:firewall-policy/fsec-fw-

policy®,
"Vpcld": "vpc-Ocb4f739a1EXAMPLE",

"SubnetMappings": [
{
"Subnetld": "subnet-0fe199301aEXAMPLE"

)
(e

JUE LS

| 28 2-2-21|

ARN =012 OF2ie] AWS CLI BZ<e

aws network-firewall describe-firewall-policy \
--firewall-policy-name fsec-fw-policy \
--query "FirewallPolicyResponse. [FirewallPolicyName, FirewallPolicyArn]

Output:

"FirewallName": "fsec-fw1",
"FirewallArn": " i
policy",
"Vpcld": "vpc-0cb4f739a1EXAMPLE",
“Sl{anetMappings“: [
"Subnetld": "subnet-0fe199301aEXAMPLE"

Firewall": {
arn:aws:network-firewall:ap-northeast-2:123456 78901 2:firewall-policy/fsec-fw-

}
i..(;g;t)...

| 38 2-2-22|

(2) Yot 72 4d H HE

g 5 72 Bt &4

= 34

Il

Stateful Rule Enginelf ME%]

- Ao
AAGH &AM (Strict Order)2t &4 2=A{(Action Order)?t U&LICE.
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- A4St ©=AM(Strict Order)= Rule Grouplil #4& w2 &MUE /IS o= A=
old

— i3 X4 2M(Action Orden)= E1H(Pass) ) AH|(Drop) ) HE(Reject) ) L&(Alert) 7!
N2 Wl HiAls ST

- st X2 Y Rule Group LD 445101 Rule Group] 288t 824 4) i L2
MH0| 7tsEiLC

=
o o

o (AWS 2| 2
154 Rule Group(#2 18)2 2& & — VPC — ‘Network Firewall 7= & Ol

—d
o

49 & UsHH.

- Wl Rule Group 44 Al Of2| 40| QloLt, 2 J0IS0ME CI29 SMOZ Rule

=

Group2 Mdol= A= giLCh

n JE 2 99 ¢ MEf XA 72 I (Stateful Rule Group)
m 2 J2 A BZE AMEY MA 72! (Standard stateful rules)

m X TIF A AT 224 (Strict Order)

 (3) A DERES WETERES
Q 74 &) <1 @
Z2ES 2A CHat AAHE 4 ZE st =Y Rule Options
TCP 1.243.212.80/32 10.10.20.179/32 ANY 22 e g3t sid:1
TCP ANY 13.124.110.91/32 ANY 443 g st sid:2
TCP ANY ANY ANY ANY pal= ARl sid:3

| 72 2-2-23 | w3t Rule Group MM

- 2| AIQ] MAME B Rule Group2 2! ™It =M 2KStrict Order) sid:1, sid:2 £
1251 0]Qe] S4I2 sid:30] 2Ja AfA|(Drop) ELULCH

- M WEfE Rule Group HBlS] BA0| £715/01 k0] FE0| MBEEE 5100}

- B E — VPC — W WA Ol ChY Wl HMS Meehn M XY 74 1

o=

— Y — HIZE H MY #A OE FF 0N FrE L Rule Groups B 5f04
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Al X% 32 28 (1) 24 29 B

fHas v i v 88 v 2|y oy U 2E0M dstAZEL IR

O 1 fsec-stateful-rg 100 ofL|g Al2E = Qg

|2 2-2-04 ek N

o

=z

0] 23k Rule Group F7t

- 0|2 o2 HEYT EciLS ¢ OA|2] Mde Bt Rule Groupll E0i M2t PassE=
Drop St UL

SV~ n P

o & 7I0|E0AM THREX| 2= MH|A0| CHet CHFet 7|S&2 0fie] MH|A HEII0|EE &II6kA|7|
HFELICE
- Security Group

https://docs.aws.amazon.com/ko_kr/vpc/latest/userguide/vpc—security—groups.html
- Network ACL (NACL)
https://docs.aws.amazon.com/ko_kr/vpc/latest/userguide/vpc—network-acls.html

- AWS Network Firewall

https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is—aws-
network—firewall.html
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\ Mg
o 22RE 2F W 7HMNAEEZE ES0| ol WEYE HOF #ME £3oto{0F otCt.
N
1) 2E3At HOt ZA| MH|ALL AZ6H0 2HA| £=(E2RE L SMstE HEYT Edfjm Ax
S #8)

2) E2URE MH|A HMEBAPL HEste 7MMAE ESE st HEQT HoHUN 2 QA J|s
(DDoS, WAF 5) &2

\ 24 A
1) 388AI HOMEH| MH|AQ} HESIO A £3 (HES3A Egjzl 35 S22 28)
- AWSE Z83IAL HO THIS Qo) HIEST ELS Dj2f 3t 4 Ql= YO2 VPC Traffic

Mirroring(0[ot “E2iH O|22) 7|sS ST
- E2il 02182 ENI(Elastic Network Interface)0iA] WEYT EHTES SAGH=H AFBE &
UE 71522, EaY D7} 7kst A4 RYR2 EC2 AAHALL RDS QIAEA SO0| UFLIC.
- HEXS E2RUME fIet OF M= S83IAF HOHEA| MH|A AIARO| K], et HlO|E 7t
HORAA| CHYRIX|O Mt M2t 7 YRO| Eetd & UCH, = 70| HOMEA MH|A
AAE0] AWSOHIN =50 285 = s tAZ 23U

{e)

- &Y VPC LHOIM Ecfy O[22 B=o| VPC 7+ AZ A% Q0| 7HSSHRITE HORRR| MH|A
AN|AHIO] CH2 VPCO| YIX[& B2 VPC Peering E& Transit A0|EQI0] HZ0| 235, L2
29| VPCO| ¥x[ohk= &% VPC Peering HZ0| gt

- = 710|E0ME 2R ME|AJE 2 2™ H THE VPCO| #IX[oks 4RE HAZ L.
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(1) VPC Peering ¢1&

- HORHA| Mu|A AAZO0] Z&=lA AF0 2XE0 JATH Transit AO|E0IE AHZol0]
VPCZE St 78& + AU (2 7101= 3.2-1)-(1) 2| Transit H0|EQ0] ¥ =S

1 HEUL)

-VPC Peering2 &=2¥oz E2|F VPC 7t E2fTZ 2tRE5y| 93t HEYI ozE=
AIOIEL0], VPN S0l 2jEskK| 9411 VPC 7t S4gt &= U= VPC 7|5 gut.

P

o (AWS #2| 2&) VPC Peering2 AOIEQOl= B4 & — 'VPC — "O{E AZ OA A4

mjojal oiE 43

0B - ME AfE
‘Name' 7|2} AHEBRZt A|Hshs 418 Zisis {0 S YMRLICH

sec-men-peer

ojoj2le 2 ypc ME

VPC ID(2EXY

VPC-0cbAf7 s e—— v

VpC-0chaf7 S Sy w2l VPC CIDR

CIDR Ml HE| AR
10.10.0.0/16 © Associated -
mjoj2dgt ChE vPC ME
A
O A"
O CE A"

= kil
© #7 2|¥(ap-northeast-2)
O tEzl

VPC ID(+2t%})

vpc-0155 6 —— v

vpc-0T9969 i m— g = VFC CIDR
CIDR el ol MR

10.100.0.0/16 ©) Associated -

| 1% 2-3-1| VPC Peering ¥ A4

ol

- VPC Peering 12 A5t = m|ojd

20| 2= U

FTHE VPC ARZF7} Peering= £-2olj0F HAXOZ

I
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VPC Z|0j3 1 28 2 aw

SEXVPC 2%} VP
vpeE— == = vpc-URaT o -
VPC-vpc
SEx A
+2}x} QDR A2 (ap-northeast-2)
SEZ AFA D
LQEX ARXHD Sqqrm====—m
544 F— (A A7)
(B A=)

0| VPC G|0{3 ¢ 23 (pox-07381 s e 2 FRSIAIZIS LTI

2FX CIDR
1W0.E =S

A} 2|d
M2 (ap-northeast-2)

| 1% 2-3-2| VPC Peering 912 Q

x~ A
7gl'l'—|

=1

o (AWS CLI) APl &3S &%t VPC Peering ¢1& 44 — ‘——vpc-id H= 22 VPC IDE

X|I™ot, ——peer-vpc—id' B2 HAS hA VPC IDE XIH6IH VPC Peering HAS MMt

2 UgLC,

Output:
{

"VpcPeeringConnection”: {
"Status": {
"Message": “Initiating Request to 444455556666",
"Code": "initiating-request"
h
"'TaQS": []'
"RequesterVpcinfo": {
"Ownerld": "444455556666",
"Vpcld": "vpc-1a2b3c4d”,
"CidrBlock": "10.0.0.0/28"
3
"VpcPeeringConnectionld": "pcx-111aaa111",
"ExpirationTime": "2014-04-02T716:13:36.000Z",
"AccepterVpcinfo": {
"Ownerld": "444455556666",
"Vpcld": "vpc-11122233"
}
}
)

aws ec2 create-vpc-peering-connection --vpc-id vpc-1a2b3c4d --peer-vpc-id vpe-11122233

| 1% 2-3-3 | CLI - VPC Peering &
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(2) 2t2E! H|0|Z0| VPC Peering $1Z& F7}

- 2Z VPC2t A& A VPCH| E2fm D] AA(Source) L CHAH(Destination)0] & ENIZ}
QX|ot= MEUl 2tRE H|O[20| EAIE CIDRY}F |02 20| 22t ZWOsHH, GAl= Or2fet

el

T g 27 VPC iZ T4 VPC

VPC CIDR

10.10.0.0/16

10.100.0.0/16

2LE 27} g

(Destination) 10.100.0.0/16
(Target) Peering Connection 1D

(Destination) 10.10.0.0/16
(Target) Peering Connection 1D

- 2128 HO|E0] 2tRE FIt g2 3.1-1)-(1) 2tRE HIO|E M4 L HZ HE HIEULC.

Q) Ezfm o2z 43
- B 0j2ig 282 'Ediy 05g oy E= 'EdiY 02 2E & UA ddotd 0=
B 0E Al = ddgiuh
- ejd Eciy 0128 AALt T EcfE 0|2{Z0| Ciet S40] HE6=S 2ot 108 485

2QI5t0{0F U
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Lt E2fi O] EH 4d
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2t EfT 0/ AA/CHA ENIO| CHEE HOt 72 MX (QUAEIA EN| 7|X)

| Dl2lE floflA QAAEAN HEEN U= 22F 2500 st #2I0A Ecfiy
= =
= 2Ot OF N2 3.1-2)-(1) 2ot O M4 S FI1 BRI

2) S2RE MHIA HMSAPZL HSsks 7HAE HSE 9Igh HERT HORA 3 RAL
715(DDoS, WAF 5) &2
(1) AWS Shield (DDoS 32 i)
- DDoS(Z4t MH|IA HR)ZACZRH FZ3IM9 THAEE 2367 flsf AWS Shield
MHAZ AlREH & Q&LICtH

A- 210] If%

- Shield Advanced= DDoSZ7, Volumetric bots, FQFH ot A|ZQ} ZE I8 QO ZHH
OE2/A0|ME HSot= 2|d MHIAQLLCE (DDoS 84C=ZEH O &2 &9 HSE
|5iA= Shield AdvancedE F=ot 018 £~ UFLICH)

- & HAIMOM= Shield AdvancedE AlEol0 8 AHIAS Eook= 7dS OAZ 2FELLD.

&)
=)

ALB
Shield Server

| Z1E 2-3-7 Shield AdvancedE AtE%t DDoS &2 W3 79 Al

o (AWS #z| 2&
(1)-1. Shield Advanced= ‘2& & — "WAF & Shield — 'AWS Shield — ‘Get started’
0N =2t & USLICEH
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Security, Identity, and Compliance

AWS Shield
Managed DDoS protection

service.

AWS Shield provides continuous attack detection and automatic mitigations. AWS
Shield offers two tiers of protection - Standard and Advanced.

Global activity detected by AWS Shield

The following is a summary of events detected by AWS Shield across all
applications running on AWS. With AWS Shield Advanced, you also receive a
dashboard that's specific to your applications.

Get started with Shield Advanced

Subscribe and add resources that you want to
protect with Shield Advanced.

Subscribe to Shield Advanced

Pricing (US)

Monthly $3000 / month
Additional data transfer fees apply

View pricing [4

AWS Shield Advanced = 3}H

- Shield Advancede= AFEAPF X|[-ot 2|AA0N| CHoHAZH HSSEA ELLCH M2t 2ESe

MR = TSR AZE 2 AAS MESIY HS MO 2 SEEILICH

(1)-2. DDoS BHOREE| E58 XY 2 &

— 'WAF & Shield” — "AWS Shield’

— ‘Protected resources’ HA S2& £ QU&HLICE

WAF & Shield X Getting started > Protected resources » Configure DDoS visibility & mitigation for your AWS resources

— Choose resources to protect with Shield Advanced i

Getting started . .
Specify the Region and resource types

Web ACLs
Bot control dashboard .
Region
Application int ti
pplication integration Allregions v
IP sets
Regex pattern sets Resource Type
Rule groups Cloudfront distribution
Route 53 Hosted Zone
AWS Marketplace Global Accelerator
managed rules Application load balancer
Classic load balancer
Elastic IP address
Switch to AWS WAF
¥ AWS Shield
Getting started
Select Resources (1/8)
Overview N
Select resources to protect from the list below.
Protected resources
Evenis Q Find resources ‘ 1
Global threat dashboard
-] Name v Resource Type v Region v ‘ D] v
¥ AWS Firewall Manager
d d1dmyo23zt8100.cl... Cloudfront distribution Global E10EZ60OFUIXIP4
Getting started
Security policies ‘ fsec-alb Application load bal... US East (N. Virginia) app/fsec-alb/58a0e...

Shield AdvancedO|A E&gH Xt 14
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- B35t 2|AATL 2EE 21F(0. Seoul 2IM)S MEISHH 2|AAS MEHSIH SEE & USLICL
Ho yez Mg £ = 2ah |2 O34 gL
® CloudFront
® Routeb3
® Global Accelerator
® Application Load Balancer
® Classic Load Balancer
® Flastic IP Address

- 0toF H& CiA0| ALB(Application Load Balancer)2t 22 HTTP/HTTPS AMHAS XNiEok=
Q0213 L7 DDoS 3Hmitigation) SHS 7+ %8 4 9O DDoS B2{0| LSt 22
HEA Sk 8 = AU

Associate web ACL
For layer 7 DDoS protection, the following resources must be associated with a web ACL that has a rate limit rule.

AWS resources

The following resources aren't associated with a web ACL. To provide layer 7 DDoS protection for a resource, associate it with a web

ACL.

Q, Find resources <1 >
Name v Resource type v
fsec-alb Application load balancer

Web ACL

Select or create a web ACL to associate with the selected resources.

Select a web ACL v

I Create web ACL

Automatic application layer DDoS mitigation
Configure Shield Advanced to automatically respond to application layer DDoS attacks on your behalf, by adding and managing rules in
your web ACLs. This is available for web ACLs created using the latest version of AWS WAF (v2).Learn more [

Automatic mitigation
Choose your changes for automatic application layer DDoS mitigation for the protected resources.

© Keep current settings
Make no changes to the automatic mitigation settings for the protected resources.

(O Enable
Enable automatic mitigation for the protected resources that have AWS WAF v2 web ACLs.

(O Disable

Disable automatic mitigation for the protected resources.

| Z1% 2-3-10] L7 DDoS Mitigation & ZM
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- Keep current settings= DDoS &40 Ufet Ats 222 MESHX|TE X H4EE RAKAlok=
740|11, Enable2 DDoS &2Z &4 A| Count/Block ZEZS MEHSIH Xtz 2A31E XE5H=
0], Disable2 Atz 22t MEolX| fb= 4 YU

- Health Check ZL|EE ZMC= DDoS &242 Hatds A A &= A2H, AWS SNS

(o]

TopicZ 0185t 54 EM Al Alrama 7t 28 = USLIC

Configure health check based DDoS detection - optional

Health-based detection uses the health status of your AWS resources to improve the accuracy of network-layer and transport-
layer event detection and mitigation, as well as web request flood detection. You can associate your existing Route 53 health
checks to inform AWS Shield about the health of your application.

To learn more about Route 53 health checks, see Amazon Route 53 Developer Guide [4.

Protected resources

Resource ID Resource type Associated Health Check

app/fsec-alb/58a0e2a747a12076 Application load balancer l - v

| 72 2-3-11| DDoS 22 ZL|EZ SM(Health Check)

Create alarms and notifications - optional

Select SNS topic to notify for DDoS detected alarms

Protected resources SNS Topic

1 resource in US East (N. Virginia) Choose topic v

Select SNS topic to notify when the rate limit is exceeded

Region Web ACL Rate-based Rule SNS Topic

US East (N. Virginia) fsec-webACL L7-rate Choose topic v

| 72 2-3-12 | DDoS 27 Alram M

- DDoS S2Z0i| thHet 4XIA CHS(Proactive Engagement)E ®{aif AFSXAIOIA| H2ts MEELICH
27| ehM EA 1HO| AHASXME SZ0I0{0F StH, DDoS 324 2 Al SRT(Shield

Response Team)OlAl S5& EZA g2tz AHZ S| ELICH
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Getting started » Overview » Edit contacts

Edit contacts ..+

Shield Advanced notifies contacts about escalations to the AWS Shield Response Team (SRT) and to initiate proactive
customer support.

Add contact

Email

| fsec@fsec.orkr ‘

Phone number

| 010-1111-2222 l

Notes

DDoS Manager ‘

| 1% 2-3-13 | Proactive engagement and contacts 85

(2) AWS WAF (& OiS2|H0[M Usis)

- 8 OHZ2AH0IN 2larz M= HTTP/HTTPS QFS ZLE-SGI Hal RS t&sh|
Qlol AWS WAFE A8E & Ql&LICH

- AWS WAF= @ FofE 32 =0t ofL|2t Bot 34 ¥ L7 452 DDoS 220l st 3=
7tSotH, AM8AZH A ot= ASAR Al 281 AWSTH HZohs Al 3¢ Party OfA

HSoke H2lE MEE & Us &dld #A 18S ST

WAF % Rate—based Rule2 0|&3t0{ L7 DDoS 540 HSE
MEH
E

&
2

rrrnn
ALB {/@\} Web
WAF Server

| 15 2-5-14 1 AWS WAFE ArE%t L7 DDoS 34 tha T4 Al
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AWS WAF — ‘Get started

hield’
UL

+ w»

S MEHGI] AHA gl
Get started with AWS WAF
Set up protection for your Amazon CloudFront
distributions, Application Load Balancers,
and/or Amazon API Gateway stages in just

(AWS 22|
— ‘Create Web ACL’

under 5 minutes

Create web ACL

Security, ldentity, and Comptiance

AWS WAF
Protect your web applications
from common web exploits

Pricing (US)

p 2

od

AWS WAF Is a web application firewall service that lets you monitor web requests that are
forwarded to an Amazon AP| Gateway API, an Amazon CloudFront distribution, or an
Application Load Balancer. You can protect those resources based on conditions that you
sts originat \
AWS Shield Advanced &1 3tH
o EHE S =290
= MEISH ASY 0|52

o
AQ

specify, such as the IP addresses that the requests originate from

I ES

d Al EHEZ0H E2

- WAF web ACL
LT
Describe web ACL and associate it to AWS resources ..

Web ACL details

Choose the type of resource to associate with this web ACL. Changing this setting will reset the page
(o] Regional resources (Application Load Balancers, Amazon APl Gateway REST APIs,
]

) Amazon CloudFront distributions

Resource type
AWS AppSync GraphQL APIs, Amazon Cognito user pools and AWS Verified Access

Instances)
thyphen), and _ {underscore)

Region

Choose the AWS Region to create this web ACL in. Changing this setting will reset the page

web ACL =la4 & 0|F &3

‘ Asia Pacific (Seoul)
Name
‘ fsec-webACL
The name must have 1-128 characters. Valid characters: A-Z, a-z, 0-9,
2|1 Add AWS resourcesE 2260 web ACLOIA ELEZHE 2|A
HOMOM= 212 GIAl0] M2t ALBE 7I&E2= &)
60
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o

Add AWS resources X
Resource type
Select the resource type and then select the resource you want ta associate with this web ACL

© Application Load Balancer | Amazon API Gateway REST . Amazon App Runner service

API

' AWS AppSync GraphQL API ' Amazon Cognito user pool | ‘ 1 AWS Verified Access ‘

Select the resources you want to associate with the web ACL.
SO I

Q, Find AWS resources to associate

Name

fsec-alb

| IE 2517 BUEE 2las dH

(1)-1. AWS web ACLO| 72 S5
- 32z 4de web ACLOI A
AMER 2 AEMEAE AF 4d & )t Hd & O5s UHE 4

Add rules and rule groups

A rule defines attack patterns to look for in web requests and the action to take when a request matches the patterns. Rule
groups are reusable collections of rules. You can use managed rule groups offered by AWS and AWS Marketplace sellers. You

can also write your own rules and use your own rule groups.

Rules (0) Edit Delete Add rules &

If a request matches a rule, take the corresponding action. The rules are prioritized in order they appear. Add managed rule groups

Add my own rules and rule groups

Name Capacity Action

No rules.

You don't have any rules added.

(T 2-3-18 | A 08 ME W N8

- L7 DDoS 242 ‘Rate-based rule’ 2 0|25t0] LHE& £ JUOM, Rule builder 7|5
0|20l & RIS MABLCY,
- A2 o2 E S2EE 4= UL Priority A0 TH2tA SX¢

=

=7t 20| L.
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Rule type
Rule type
1 IPset © Rule builder ' Rule group
Use IP sets to (dentify a specific Use a custom rule to inspect for Use a rule group to combine rules
list of IP addresses. patterns including query strings, into a single logical set.
headers, countries, and rate limit
violations.
Rule builder Rule visual editor ‘ Rule JSON editor ]

You can use the JSON editor for complex statement nesting, for example to nest two OR statements inside an AND statement. The visual editor
handies one level of nesting. For web ACLs and rule groups with complex nesting, the visual editor is disabled.

Name

L7-DDoS-rule

The name must have 1-128 characters. Valid characters: A-Z, a-z, 0-9, - (hyphen), and _ (underscore).

Type
(1 Regular rule

© Rate-based rule
Limits request rates for requests that match your criteria. Applies the action to matching requests
when the limit is reached, and removes the action when the rate falls below the limit.

| 212 2-3-19 | Rule builderg 0|89t 2] d4d

- Rate-based Rule2 X3t A|ZHEvaluation Window) LHO| Rate Limit@Z X|HSt
HTTP/HTTPS Q3 4 O|MCZ QF0| HYMIXS If tSS ot= & YUt
=0t

- OIE =0 120 100dE 2EolRALE 15 S Z|HH99719| 2F2 o2 15 3¢

100710| H2 AL Aot Action(Block/Count/CAPCHA/Challenge)S 4=35tAl ELIC

o= oT —

- 71&2 1,25,1022% Y + UACH, 7|22 b=,
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Rate-limiting criteria Learn more [2

Rate limit

The maximum number of requests to allow during the specified time window that satisfy your criteria. You can narrow the scope of the
requests using a scope-down statement. You can group requests by component types for count aggregation. You must provide at least one
aggregation component or a scope-down statement.

100 ‘

Rate limit must be between 100 and 20,000,000.

Evaluation window
The amount of time to use for request counts.

‘ 5 minutes {300 seconds) A ‘

1 minute (60 seconds)

2 minutes (120 seconds)

‘ 5 minutes (300 seconds) ’miﬁ. requests based on this eriteria.

10 minutes (600 seconds)
proxies or load balancers, this will contain the address of the [ast proxy, and not the eriginating

| 7% 2-3-20 | Rate-based Rule 8™

LEZ2= Rate Limitt] Hot @F 2 O 7|E2= 7I2E & AQUKE 2FLI.

-

= Source IP Address : & Q™S ot Sourcelt AtEE!

® |P Address in Header : HTTP/S &IE2| Client FADH A2

m Custom Keys : Header, Query string/argument, Cookie, Label, HTTP method, URI
path® 22 ALHE RAS AEE

m Count All : StatementQ XIS AIRSHZEHEE, ZJHP S AtR)

Request aggregation
Select the web request componants to use for request aggregation. AWS WAF groups, counts, and rate limits requests based on this criteria.

© Source IP address
Use only the IP address from the web request origin. If a web request goes through one or more
proxies or load balancers, this will contain the address of the last proxy, and not the originating
address of the client.

() IP address in header
Use only a client address in an HTTP header. Use caution with this option, as headers can be
handled inconsistently by proxies and they can be madified to bypass inspection.

(' Custom keys

Create an aggregation key using one or more component types, selected from a list. You can
combine an IP address option with other components, and you can create keys that don't use an P
address.

() Count all
Count and rate imit all requests that match the rule's scope-down statement.

Scope of inspection and rate limiting
You can count and manage all requests or only the requests that match the criteria in a scope-down statemant.

() Consider all requests
© Only consider requests that match the criteria in a rule statement

| 1% 2-3-21| Request Aggregation X

OFX|22=2 Rate-limiting criteriaOfiA] Feot #20] 1EE 42 HEH HSs XA JEU.
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Then

Action

Action
Choose an action to take when a request matches the statements above.

© Block
[ Count
(1 CAPTCHA
| Challenge

P Custom response - optional
» Add label - optional

Add labels to requests that match this rule. Rules that are evaluated later in the same web ACL can reference the labels that this rule
adds.

|
=
o
0%
0x
ro
il
|
o
=
£Q
Mo
o
4o
w

hield Advancede= AFEAP} X|-eh 2|AAO]| CHOHA{TE
UL M2t BESE 7IMAHE = 7RMARED HZEE 2 AASE MEHSIH HS

[ el Inting

(1)-2. =9 Priority &%

- 0222 web ACLO| SEoF &0 tigt M =%

—

iy
X
0%
]
I
Inl

- @M 27t =2 H&RI0| Action0] Count® 42 Lt

S M 29| TAS AR SRl
Action0] Block = Pass 22 Ch 94 29| TAIS TSI 9002 24 2917t web
ACL SX0| Y&2 DA Holl T2t @M 29| 40| ZLBHLIC

Set rule priority e

Rules (1/2) ¥ Move down

If a request matches a rule, take the corresponding action. The rules are prioritized in order they appear.

Capacity Action
O L7-DDoS-rule 2 Block
[« ] L7-DDoS-rule--2 2 Block

| 0E 2-3-22 A& Priority 88

(1)-3. Configure metrics &%

- CloudWatch MetricS 0|25101 BLIE & [&IS Mefst 4 Qin, ZALE o QX
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UXIGH= A2IQ] T (Source IP, URI, YX|gt 2l Action, AlZt &) HEE &43t &
(o] (]|
M

=EIe

Configure metrics .

Amazon CloudWatch metrics
CloudWatch metrics allow you to monitor web requests, web ACLs, and rules.

Rules CloudWatch metric name
L7-DDoS-rule ‘ L7-DDoS-rule ‘
L7-DDoS-rule--2 ‘ L7-DDoS-rule--2 ‘

Request sampling options
If you disable request sampling, you can’t view requests that match your web ACL rules.

Options

© Enable sampled requests

() Disable sampled requests

(0 Enable sampled requests with exclusions

| I 2-3-23 | Ao oiet 2UEE A

— MM web ACLOY CHSH ZE 3 web ACL M40 =M, ALBR REi= o OF
AWS WAF7} ZA5104 L7 DDoS BZ0f et THSS 8 4 QLY.

fjo

\ ZT At

o 2 JI0|E0|A CHRX| 9d= MH|AO| CHet CHel JIsS2 Of2fel MH|A AFEVI0EE &
HFELICE.
- Traffic Mirroring
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is—traffic-mirroring.html

- VPC Peering

https://docs.aws.amazon.com/ko_kr/vpc/latest/peering/what-is—vpc—peering.html

- AWS WAF & Shield

https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
[ QX0 et HE ]
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24,  IH Y M HEYT 2| LIESML} QRN Al| HEO| SRUE SMTC0[SI DMZ)S
THEIT OHHSIA| BS5I0{0F Bt

~ OflAl
1) VPC S HEQ 22| 7ls2 E3t DMZ Y 7% 5
2) ShE @ AMH AF HZ Al SHACL )01 2lst SQHUY| S0A F2ot=g &2

\ 24 AR
1) VPC S HES3 22| 7|sS S5t DMZ & 7= § 38 & MY 18

Aot LSS VPCRE HZ2 Transit AlOIEHI0] = VPC
o, O] I DMZZ VPC2t LHER VPC A0 BisiH S

o

S
- 3718 @ M= DMZY VPCO +
Peerlnge 0|80l #4et &+ A

|_-||E _IE_ I-I:. EI-” I:II'O|-% -I_g%l-

=

1
$Q
o>
C
Inl

- S| VPC 2 0|23101 DMZT} LE3e 2alste 742 3.2-1) VPC S HEYT B

JIsE 8t UERA 2 SMQENY 5 W&s HilolH & 4+ AsU.

2) SME & MY =Y HZ Al SH(ACL S)oil 2

rou

P SQHTV| SHM BIoI=E 2

- EC2 QIABIAZ 0185101 THS o MBS THT B EC2 QIABIAN M¥E 2ot 121}

VPC 2 MEYIOl NACLOIA HZO0| Zot THAO| CHOHAMTH 51 #2I8 XS NI
USLICE.

- ™M20| Wost ZQHIT| S0 CHst 2JAEZE Prefix Lists2 2|t 4~ OO, MASH Prefix
ListsE 3/ME & MH QIAEAOl HOI TE0| 51822 XNEolH, AE L |PO| CHSHA

S8 @ AH0 BZ0| 7Fs=UH
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- 5ot 5 ¥ NACLEZ 01828 HERZ 74 ¥ A= 3.1-2) 22t J1&(Security group) £=
NACL(Network ACL) §9 7|s2 S8t WEYI 74 2 EX(Q/OIRHIRE SX §)s

Yot & =+ UL,

o (AWS #2| 28) Prefix Listse 2& & — VPC — '#H2ld HFAI S5 0 844 & =

UGHL.

VPC > TAYUEA RS > A SE4Y

HEAL 22 MY .

CIDR E52 &7 &= YFA 552 Y4 ek

HEA 220 B

| zaew| |
o & gyw

[ |

Fa iR 3y
A EE0| 4Y8 20 T4 GgalE WY e S glatch
O IPv4

O IPv6

HFA BE &5 a=
2 Y22 CipR BET CiDR B0 e HBML AESR FAELICE

CIDREE 49
‘ Q 172.10.10.123/32 X ‘ ‘ o o ‘ ‘ HA ‘
‘ Q, 172.10.20.0/24 X ‘ [ &g olay ‘ ‘ HAH ‘

MEs =t

| 212 2-4-1| Prefix Lists 444

H Prefix ListS 20t 150 SS5t1 HISH| tHY0| HE0| B2 J2 Prefix Liste
UN

=
g2 HESHH oY Prefix ListE £A(Source)2 S5% ZE HOF &2 A2z HEE
==
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Slut2E 5l 6

HoP3E 73 D 78 e DZ2EZ 3%

- | At xi e v]

E=ENY = +A0Y g E-E

e | [seum - [

Ao ME AN me default | sg-0295e41d6d838991e

| | HEA BE
| E8EH7| | pl-08a96a51b08f7c7c7

EEES WL HEH SR _IP2IAE | pl-0a7cal173b2e98ba33

com.amazonaws.ap-northeast-2.Ipv6.route53-he
‘ 055e7992f0c5b0839

[ 72 2-4-2| HOF J20| Prefix Lists X2

o3t

DV P

0 2 7I0|E0N THEA] e AHIA0 CHeE et 7IsS2 O] AMb|A AHVI0|ES Fd

- Prefix Lists

https://docs.aws.amazon.com/vpc/latest/userguide/managed-prefix-lists.html

[ SO0l 2t HE ]

68




SHOM | Amazon Web Services
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AlHHS iES L2
25 HEL3 AR sich ol Z2IRE 84S S8 LIRY HERT 118 Al AR PR So=2
h 2| Hotg Z3lstd, LHRIP K52 2XISH0{0F SiCt.
S\ Mo
o 2ULE B U URY HEYT T3 Al AHEIPES 20{511 F7|X02 HE2 HESI0{0F BiCt.
N
1) CIEYl AHOIEHO|, NAT AHOIEYI0] & &&H 7S Eolf AMIPEN 2 |P &2 &3
2) AW IP BT B0l Cfst 271X ZE 43
o\ 22 A
1) OIE{H AIO|EL0], NAT HIOIEQI0] £ 3 7|52 5 ARMIPRO] U [P 2| 23
- AWS VPCO| 7ML= BlAALE 7|EXOZ VPCO A= CIDR HY| LHe Z2t0(|8] |P(AMA
IP)7t £0Z|M, EIP(Elastic IP)2t 242 M= IP(Z2IIP)7t QS ALE 2AaA MM Al =
MY Hr MO HOE 4 UL
HE(NAT)2 NAT HO|EY0|E 0|85t 7HsEHLILCE.
MY o4

- H2IF S Al Z210[8l IP2

o (AWS #2| Z&) NAT HO0|EH0l= ‘2&
UGHL.

g — 'VPC' — 'NAT O|E0]" OfjA]
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NAT #o|Esjlo] M NAT AOIE 8ol £
OIE - 181 A8
0|2 - MEf AS} ‘Name' 719t BRI} RISt U B8fots E12E SaRIC
‘Name' 7|9} AH8AI7L X|sHs 248 Bérets 08 SAjLICH l feecnatigw |
0|82 Hci 256XI7HX| Y@ & AUSLICH
I fsec-nat-gw l
REr]
0|§ & i 256XIMIX| YRR 4 YBLICH NAT HOIERIOIE A48 ME12E Mejgiuct.
‘ subnet-0877cbbe7551dd83e (fsec-sec-private) v |
LEF
NAT 0| EZ[0|Z Y& HEUE MBr|ct o2 /Y
NAT AO|ERI0I0] Chet 912 RUS MeApiLIC
I subnet-0877cbbe7551dd83e (fsec-sec-private) v l O mge|
O =zoly
o ¥
NAT H|O|E90[0] 3t 12 RYS MeigiL|ct ’ © Z2}o|3 NAT AH0|E$0] E2H0] elE{Lto] SEE 4 glaLic
O mE3
O =zto|y v AHAE ww
Eleix P YYD Hw zﬂmn:g‘ Faas L
NAT 0| E9ojoj| Er2{X| 1p =4Z SR
O M8xHxF
eipalloc-0d51c6cbebabdad1a (mgmt-2) v l
712 Zatoly! IPv4 FA
IPv4 4
> FHME me I 10.10.20.111

| 38 2-5-1 |

- NAT A 0|EQI0l= T==/Z2t0[4!

NAT AO|EQ0] Mo (HS2/Z20|4))

m MEE : gYot EIP(MEEIP)Z Helol] S
m I210|Hl - MEdSE MEU CIDR H9 W XFet Z2t0l8l P2 Halsi S

- 422 NATAHOIEROl= CIEUl SAI0| HRSH 2AaATL US 4R T2 AIRY 4+ UCH,
To210|Hl NATHOIEY0]= On-Premise®t EAIA| E= E} VPCQ EAIS & AL |PiE|2
o A=E & USLICEH

2) AFd 1P & Sigf ofst F7|H HE 3

- A2SH= gAAl [P dig =012 HIERT QEHHO0IA™ 7|SOIM Eolg &~ ol MEHIP
ol TDEpofEl [P RE SH0I0| JHSEHICH
- 20I= TI210[8! IP & oi=0f| tist 718 HE= 09| LHE HR0Y| T2t et o~ AUSU T

\ ET AL

Of—
[y

0 = 710|=0A X

- NAT A0|EH(0]

AH|A0] CHet

| L=

E

Ciret Ofeiel AfH|A EB7I0|1=S Al HEEU.

https://docs.aws.amazon.com/vpc/latest/userguide/vpc—nat-gateway.html
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A F|S MAOHD SO ASE

)
i}
r
O

o (AWS H2| 2&) N8R
CLI Bo= Myst 4 YL

442 Bs B AHIA Y IAM UE— AIBKF— MBRE 4

1A
rr

IAM > AR > ASR 44

=z

@ M8% 4% EE R AL MR EE XIH
280
O ety
AR M H=
38
O N8R Ol
AR} 0|2 2|l 64AMIK| 7HSEILICL REE BA: A~Z,a~z,0~9 X +=, . @ _ -(310]F)

[C) AWS Management Console0| CHEH AF@Xt HM|A Bt RIS — A1E] AZH
AFEROIA| 22 HMA A3 KBt ZR 1AM Identity Center0il A HHAS B2|oHs 2e 2 Al [ALich

@ Ol IAM AL2XHE MA5t & HM|A 7| EE= AWS CodeCommitO|Lt Amazon Keyspacesoi| CHgH
M| A Hot oI5 YRS Saif Z2I2HY YA HNAE YHE £ AFLICH [A5| Lot=T| [4

VIE ST MEA Y et

1AM > AR > fis-te wmtt

fis-tusl el 5

oo

ARN 2& AMA SHM|A 7| 1
arn:aws:iam:55s -« mauser/fis-{ MFAZ 318 AK S LI B - Active
dyE ofxjg 22 239! R ESE )
March 21, 2024, 20:01 (UTC+09:00) @es AN 7| BHET|
et | aB() | B3 | memnAsE | oy
2£ 209l 2 A 22|
2a2a0a3 2ads
https://55600. 7. W.signin.aws.amazon.com/console UCI0|EE 142 H (2024-03-21 20:01 GMT+9)
opxjer 24 23¢9l

© 32 7 (2024-03-21 20:12 GMT+9)

 oyE) mEy QIZ(MFA) (1) EEIICIINTD) ‘\

MFAS At&310 AWS o] Hots Z5tEiLICh MFAZ 2321512{% MFA ClHto|A2| Q1 I =7t HQBHL|CH 2t AFZAH= MFA ClHto|AS Z(ci 87H7HK| SHEret 4 QIELICH AiMs| &
o7 [4

| ClHtol2 g | ArExt | o

o

| wyum

(@) 7tek arn:aws:iam:558 T ma/y iy e Atet els 728

VIE 312 AR MY 2 MR HE

o (AWS CLI) CLIE EdliM AIRXE Moty I QM= ‘lam create-user HHENHE AtRolH,
Of2fQ} ZH0| AFRAIHES 11 QIXIZ QUAGH0] AfAEH 4 QU&L|C
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aws iam create-user \
--user-name Bob
Qutput:
{
"User": {
"UserName": "Bob",
ﬂputhﬂ: ll"“ﬂ’
"CreateDate": "2023-06-08T03:28:41.27@2",
"UserId": "AIDATOSFODNN7EXAMPLE",
"Arn": "arn:aws:iam::123456789012:user/Bob"
}
}
|E a5 | CLI B - AR A
- MME| AFRXP7L TS AL IS0 £6H=2 ‘lam add-user-to—-group’' & HES ARo}0]
X&e 4= gL

aws iam add-user-to-group \
--user-name Bob \
--group-name Admins

| 08 3-1-41 CLI B3 - A8 I8 XM

- A 8X 2 XE CLI B Yol Zup &30 gloenz ZAnE st
get-group’ HHNZ 2let £ QUFLICH

215t7| fIeiAlE iam

aws iam get-group
--group-name Admins

Output:

"Gr'uup": {
"Path™s T,
"CreateDate": "2015-06-16T19:41:48Z",
"GroupId": "AIDGPMSIRO4H3FEXAMPLE",
"Arn": "arn:aws:iaom: 123456789012 :group/Admins",
"GroupName" : "Admins"

||E|5er,sn : D

| IE S5 CLI BY - AR 8 X1 2t el
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G

lam create—login—profile’ AEHE AtEolIH 25
2791 x7| HEHSE gF" £+ UCH, Fx =210 A WAREV HIHER
‘——password-reset-required &M

- ABRIOI 22 2791 HEi0| WL

aws iam create-login-profile \
--user-name Bob --password BobLogin8P@ssword --password-reset-required

Output:

"LoginProfile” : {
“UserName”: “Bob”,
“CreateDate”: “2024-03-21T11:24:36+00:00",
“PasswordResetRequired”: true

| % 3-1-6] CLI BY - 22 H/UHS Y o

= = =20 =x

b
b

2391 Al 7 4

- 12|17 ‘iam create—access—key’ HHUHE AtESIH ¢ 2£0| o2t AWS CLI Lt .2

D27 AFRE 4 QU= Access key/Secret Access keyS MASH 4= QIGLICE

aws iam create-access-key \
--user-name Bob

Qutput:

"AccessKey": {
"UserName": "Bob",
"Status": "Active",
"CreateDate": "2015-03-09T18:39:23.411Z",

"SecretAccessKey": "wlalrXUtnFEMI/K7MDENG/bPxRfiCYzEXAMPLEKEY",
"AccessKeyId": "AKIATOSFODNN7EXAMPLE"

| 72 3-1-7 ] CLI BH™ - Access Key, Secret Key M
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o (AWS 22| 22) UE 442 Ea B AHIA B AV U~ e~ UF MY E= CLI
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180
S e o
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R ol 8 x12 58 BN ASE MBI 719 CletEfelold SAML 2.0% HSE AEXPE O
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[Q view X][EE%—_ ']57Hgil
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B zdoEE a| s# v | um
(] [E W AmazonCodeGuru... AWS Z2|g Grants full access to Amazon Co
(] [E N AmazonCodeGuru... AWS Z2|Y Provides read only access to Am:
(1] = I.IAWSAEpMeshPrevi... AWS #2|8 App Mesh Preview Envoy policy
| [ Viewer-53-Tag-all 2 B2 -
l [ ¥ ViewOnlyAccess AWS B2|¥ - 3|2 This policy grants permissions tc
> 2| A - M AP |
| 3100 | o My - HE 7}
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April 07, 2024, 17:25 (UTC+09:00) arn:awsiam:5585 o =role/fi https://signin.aws.amazon.com/swi
s-viewer-accountA tchrole?roleName=fis-viewer-
armrmA&account=558 1 I
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o (AWS CLI) CLIE EoiM g2 MMEH| oAM= ‘iam create-role’ HHOUE AT &

QUL

aws iam create-role \
--role-name Test-Role \
--assume-role-policy-document file://Test-Role-Trust-Policy.json \

--tags '{"Key": "Department", "Value": "Accounting"}' '{"Key": "Location", "Va
lue": "Seattle"}'

Output:

"RD.I_E".'. {
npathu . n/n .
"RoleName": "Test-Rale",
"RoleId": "AKTIATOSFODNN7EXAMPLE",
"Arn": "arn:aws:iam::123456789012:role/Test-Role",
"CreateDate": "2023-05-25T23:29:41+00:00",
"AssumeRolePolicyDocument”: {
"Version": "2012-1@-17",
"Statement": [
{
"Sid": "Statementl”,
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789@12:root"
}

“"Action": "sts:AssumeRole"

"Tags": [

"Key": "Department",
"Value": "Accounting"

"Key": "Location",
"Value": "Seattle"

— 0| ARHOf| JHOIE._l AHE sAHotes Hets F0ol| floiiM=

HHAHE A2 4= UL Of2H2 20| HH I ARM0| Hele HE
o o

o

O] AWS 2|AA OIE(ARN)S

aws iam attach-role-policy M\
--policy-arn arn:aws:iam::aws:policy/ReadOnlyAccess \
--role-name ReadOnlyRole
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IAM > Hotx 5%

L 2ot Xt 39 -

FE ABRH= 0] IFe| 2E AWS 2|20 HH|AS > o0 Chg 2 Al [28(8) +¥sHs 20| FELICH AWS K12 2| S8t AL WA|of Cifs) Xba|3| 2toteiy
Y [A8(B) AxstHe. Service Quotas
ZH % HIg 22|

A M R
Ao olofgl F4 '
LB L = T— =
AWS AE ID H AL8XHID
O ——— 0 o oo o - eeasees e cSsw
HE| HE] QIF(MFA) (2) A7 5712t MFA Clttol A g5
MFAS AI8310] AWs 8209] 018 ZBIBILICL MFAR 21915{2{2 MFA ClblolA2] 915 RE7HBULICH 2t LA MFA CIHIO|AS AIch 87W1X| B8 4+ UGLICH X8| tobey [4
clutolx g8 Azt els oY gnt
(@] 7 arn:awstiam: e e A 2lE -
O Hot 7| arn:awstiam:| -l 'rootMFA-Yubikey-3+ - - [ |
oA 7] (1) 4.22 ERNEErTa
ws CLI, AWS Tools for PowerShell, AWS SDK Ei= X1 AWS API S8 B3l AWSO| Z2242) w4 S HATLICH o wol 2ch 7 7kl A NEH T vl poryysy CH. M8 0| [2
AN A 7| ID 4y g OFX|9fo= ALg St M2 7| opx|2to AtgE aixi No2ros A
=]
| @ 42 d U N/A S G © Active

—

CIE 3113 EYSl 2EIXKroot) HMIA 7] KA

o (AWS CLI) ‘aws iam delete—access—key’ HEHZ ZdiA root AFEAIY access key idE

Aot &M =i =+ UsHC

aws iam delete-access-key \
--access-key-id AKIAIOSFODNN7EXAMPLE

| IE 3114 CLL BE - 2l #2lKK(root) AMA F| HIA

79




3820t MR SACCHREMHIA BOF B2 HIN | 3 AN U Hst 22

(2) Al BRIR AHO| GIE M
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kil |l o A
29
ARN & YMa AM 711
arn:aws:iam::55Em L me: user/ Me— HIggstE AK————— =

= =

e opxjgr 22 200! Aux 7| 2
December 14, 2022, 17:18 (UTC+09:00) - M2 7| BHET|

38 | o3 | mexdsE | adsmed

sty (2) A

ARSIl ZE HZE YA S £ I8 S Asts FoIFLch
e 71E R
Q z4 | [2=5e v <1y @
0  zdo=@ a| sd v | ezws@
O [E  NF AdministratorAccess AWS H2[H - F2 =y
O [E  EpoxyMitigationsDenyAll o2 Qlatol olatel

> At A (=X 22)

| IR 3115 ] A e AF 2R

Q!

AKXt HsHex. Admin) 506

- ‘aws iam attach-user-policy’ HE2 SohiA A AHN ‘AdminstratorAccess’ HAMS
SICyHL O}

=20d

aws iam attach-user-policy

--policy-arn arn:aws:iam::aws:policy/AdministratorAccess \
--user-name Alice

| TIE 3116 CU B8 - A A ZEA He B

ML

- QreF SIS XM ZeA AEES O0|Z6HoF st= E™ AMHIATL Qs R HIEA]
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IAM > Hetx s
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{
"Version": "2012-1@-17",
"Stotement”: [
1
"Sid": "RestrictServicedRoot",
"Effect": "Deny",
"NotAction": [
"iom:*",
"ssoi¥,
"account: ¥,
"servicequotas:*",
"budgets:*",
"aws-portal:*",
"eur: ¥,
"billing:*"
1,
"Resource™: [
nan
14
"Condition": {
"Stringlike": {
"aws:PrincipalArn”: [
“arn:ows:iam::*:root”
]
1
"NotIpAddress": {
"aws:Sourcelp”: [
"123.123.123.123/32",
"234.234.234.234/32"

1
i
{
"Sid": "AllowAll"™,
"Effect”: "Allow”,
"Action": [
e
1y
"Resource”: [
W
1
1
1
}

| E 3-1-18 | IPERIZ 98 SCP
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IAM > Algx > e

" 5.
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ARN Dl M|~ AHMA 7|1
(3 arm:aws:iiam:55 user/  HIEAEHE AT
E o O Med 7372 1. 7378 71,
HHE opxjg 2& 279l M~ 7| 2
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2) ¥R FLE0| mME MFA
o (AWS #2| 2&) MFA 71 2152 QoM ‘2& &'— 'MHlA F 1AM H'— "M8A— ol
AEXNY S8 ‘HOt XA Y — "HE| ME AS(MFA) — ‘MFA CjHI0|A S0 SSE

7
MFA ZXIE &felote HE/F7te = UsUC

21T 11

-|)||

IAM > A8 > mimd > MFAClHjo|A BrEf
e8]

MFA CJH[O]A Me MFA C|HO| A MEH |

2tk
Clto|A Mg

MFA device name

ClHfolA O1F
O| ClHo|AS Algste o|o| 9l 0l§S LBLIC
Lldfoj2 ol

Z(of 128XQULICE FRAE L '+ =, . @ - ' 2XHE ALBSHAIL.

MFA device

Q50| YRE mjoict AEX} 0I5 X &% 2|0fl AL&E MFA ClHIo|A S MEFLICE

o Authenticator app
Authenticate using a code generated by an app installed on your mobile
device or computer.

@) Security Key

Authenticate using a code generated by touching a YubiKey or other
supported FIDO security key.

o 0 O Hardware TOTP token

Authenticate using a code displayed on a Time-based one-time
password (TOTP) token.

| 302 MFA £7 915 5=

o (AWS CLI) ‘aws iam create-virtual-mfa—device’ &S Saofl 742 MFA ZX|

0z
0x
O
o

=
=
‘aws iam enable-mfa—-device’ S Sdlf O|X0|A Y MFA &AXIE SHGIEE 4

== A
oIl At
A
USLICH
aws iam create-virtual-mfa-device \
--virtual-mfa-device-name BobsMFADevice \
--outfile C:/QRCode.png \
--bootstrap-method QRCodePNG
Output:
"VirtualMFADevice": {
"SerialNumber": "arn:aws:iam::210987654321:mfa/BobsMFADevice"
}
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iam enable-mfa-device \
--user-name Bob \

--serial-number arn:aws:iam::210987654321:mfa/BobsMFADevice \
--authentication-codel 123456 \

--authentication-codez 789012

aws

| IE 52741 CL B - S8 MFAE MEXAH 3

L\ ET A

o HE9| SSO(Single Sign—-On)E Ao
(o]

MEXIO| OISALIS E5jA| 4B 4 Q=2 723

https://docs.aws.amazon.com/ko_kr/singlesignon/latest/userguide/what=is.html

= |AM Identity Center2 22510 SSO
J
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o (AWS #2| 228) 3|At9] QIAL A0 BIAE= idPS] SAML MIEHHO|EE ARSI, IAM Identity

CenterQ XHAZYH AAZ S o}7| QohM ‘2L &' — 'AH|A F |AM Identity Center Y='—
HE—~ A 3T a4 HAHES SoiM 482 '%@ T AU

IAM Identity Center > 4% > Xtz 5% 22 Y

124 24 =0 AA ME
A2 5 24 HY A EY a4 WH
X7 B8 245 AH IES B2t RAULICE 1AM K12 5 HEIS AS510] 2] 58 £40| AR Y IF0| AWS AF ¥ Balec
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QIF XA Y 354 7Y

O =tz 3% ME Cl2iEz| O Active Directory O A= Xt 5Y 3ZAt
3E 1AM Xtz 5% HEON B ABXH AWS Managed Microsoft ADS| 2 )
w2 ol U IS BRABLIC AFRKHE AWS EA8R % DES BRIBILICE EE D HBLH(idP)olA 2E ArSxiet
AN~ ZES E3 2OQAFLICL AWS Managed Microsoft AD £ J8S H2(FLICE ABXH= 1dP 22

AD Connector At83101 1AM X{2{  HOJxlo) 2a218tm AWS A2
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- IAM Identity Center0f 2AlQ] idPE AASE AA2 S5of Fll=, QA F&2 HF0|
HIYDE2 Xts D2H|HYE FAEH 0|2 QI6HM ‘IAM Identity Center 24 &' — ‘MX'—

s D=HING gd=ls +Ag

IAM Identity Center > 4% > X8 Z2H|Xd

As Z2H|NY
AHE Z2H|X'd2 SCIM(Cross-domain Identity Management) Z2E 20| 2|F5}0 ID XS Yx(idP)2| ALBXHE Z2H|X'J5HH 0] 7|52 AME35I2{H 1dP7t S8 SCIM Z22S X|2la)
OF BfLICH XbA|5| 2ote7| [

4

SCM Ql=ZelE el
https://scim.ap-northeast-2.amazonaws.com;/fles s e i i © gysig
o B R /scim /v2/

oA E2 (1) 4

X7 B ME Cl2iE{2|ol= 2t 23T 87 OAuth HRX} k|2 E20| Zate|0] JASLICE 0] E22 2 233t & CIZIE||N LS ELICH Het 42| 0[R2 7|E ML E2S ChA| EAIE S K| M A
£ EZS 48 $ AGLIch XtZ 5 HE| CI2ERIE Hof 2710 AN~ E28 XIREHCE
AN~ EE ID el Ay ey

O flomm == o EE————— N MEY 2/27/2024 © 2/27/2025

| E 5-3-2 ] ANE ZRH|IME #dst

o (AWS CLI)
- AWS IAM lIdentity Center= CLIE 08¢t SE3HdES M= KoK 32= 2&52 SollA
GOt off0F SfLICH
- 3AQ] QAL AAHRIOIN £ OIZXI0| Oiet A ANME Hot== Of2S] AWS APIE
25101 X AP| Callg S&3IEE & 4 QIoLt A TX| 420 |AM Identity CenterZ

-
=20
SotiM S& defot= A0| ZPAR= HEEUH,

aws iam delete-user \
--user-name Bob
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29
ARN EEE N ES SHMA 7|1
arn:aws:iam:558 £ il user/Te H|gHgsHE A B Sl T L T
i e OMed 252 d. 252 71E,
AeE Ofx|2t 2& 2301 M2 7] 2
March 21, 2024, 20:01 (UTC+09:00) - oN|A 7| BHE7|
| 3B HI | sexABY | aMAmug

A8ZL IE A (2)
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HA JE0| ALSR 7}

O agol2 a | AZE HA [ v
O Admin2 AdministratorAccess
O EC2-Admins-MFA EC2-Stop-Terminate-MFA
n
| 78 3-3-4 1 1AM A2X &2
IAM > M8XJE > Billing_costing
Billing_costing == i
9% Hy
AgAEOE ol8 Ay Azt ARN
Billing_costing April 15, 2024, 22:22 (UTC+09:00) arn:aws:iam::558 ©em:group/
Billing_costing
NgR() | A | s
st "Y (10) 1= | C || g2 | w4 | assst v
Z|h 1070 2ald HAS AZE & UBLch
ZEYVIER
(Q 2 |[=== v | <1 @
0O  =™os[ a| s¥ v | ozs dEE v
() [{ W9 AwSBillingConductorFull... AWS 22|y 1
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=
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Soti =22l

oo

Of2fe| 2325

\ B3 A
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https://docs.aws.amazon.com/ko_kr/singlesignon/latest/userguide/gs—ad.htm|

- Microsoft Active Directory

- Okta

https://docs.aws.amazon.com/ko_kr/singlesignon/latest/userguide/gs—okta.html
https://docs.aws.amazon.com/ko_kr/singlesignon/latest/userguide/gs—gwp.html

- Google Workspace
https://docs.aws.amazon.com/ko_kr/singlesignon/latest/userguide/cyberark—idp.html

- CyberArk
https://docs.aws.amazon.com/ko_kr/singlesignon/latest/userguide/onelogin-idp.html

- Onelogin
https://docs.aws.amazon.com/ko_kr/singlesignon/latest/userguide/pingidentity.html

- Ping identity
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update-account-password-policy
[--minimum-password-length <value>]
[--require-symbols | --no-require-symbols]
[--require-numbers | --no-require-numbers]
[--require-uppercase-characters | --no-require-uppercase-characters]
[--require-lowercase-characters | --no-require-lowercase-characters]
[--allow-users-to-change-password | --no-allow-users-to-change-password]
[--max-password-age <value>]
[--password-reuse-prevention <value>]
[--hard-expiry | --no-hard-expiry]
[--cli-input-json <value>]
[--generate-cli-skeleton <value>]
[--debug]
[--endpoint-url <value>]
[--no-verify-ssl]
[--no-paginate]
[--output <value>]
[--query <value>]
[--profile <value>]
[--region <value>]
[--version <value>]
[--color <value>]
[--no-sign-request]
[--ca-bundle <value>]
[--cli-read-timeout <value>]
[--cli-connect-timeout <value>]

| E 3-4-3 1 |AM THAQIE HM MY

3
it
kel
>
(1]
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(2) CloudTrail O[HIE &0l
o (AWS #2| 28) ‘28 & — ‘CloudWatch’ — ‘211 I8 — ‘RE 27 AEZ AM A ZE

XS ‘ConsoleLogin’ @2 ZAMGI 27 OHIEZ 3I0IStH 4 QIELICY

CloudWatch X CloudWatch > 2138 > aws-cloudtrail-logs-loggroup > All events
AWy a2 s S
EOOoME
e . - —
ofzfe] BE| SfchE ASSI0l 21 OS] 80I, 2 i ZUE YMEKT KR 4 LI | THEIO] cheh HIE| ot 4
> 2 Ao @0 @0
Q. ConsoleLogin X|[ mer 1 sor v amg ssnxs B | utcdpd v |[ oagEd v | @
v 21
2208 > ElaEz | oz | =zaxezog
20 ES > 2024-04-15T14:48:24.378Z L ion":"1.08", ity":{"type": "IAMUser", "principa.. _CloudTrail_ap-northeast-2_2
2ol efe ) ) o .
> 2024-04-15T15:02:33.357Z { ":"1.08"," y": {"type”: "TAMUser" , "principa.. " _CloudTrail_ap-northeast-2_2
Logs Insights
> 2024-04-15T15:02:33.358Z {"eventVersion":"1.08","userIdentity":{"type":"IAMUser","principa.. —CloudTrail_ap-northeast-2_2
v XE
¢
BEXE “eventVersion”: "1.08",
| ,
\IDAQ25C6HS4B3PVESTIM" ,
ez T
“accessKeyId": "",
"userName": "network-developer"
» X-Ray 7|% )
"eventTime" 24-04-15T15:00: 262",
» OMIE ignin om",
It "eventName": "ConsoleLogin”,
"awsRegion": "ap-southeast-2"
> OfF2IF0IM S "sourceIPAddress": "LL¥. :. .,
: "Mozilla/5. Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.8 Safari/537.36",
» HE3 ILEY "errorMessage": "Failed authentication",
“requestParameters”: null,
» QIAIE "responseElement:
Aol "ConsoleLogin": "Failure"
3,
P "additionalEventData": {
B ginTo": "https:// g isauthcode= g _ap-south 5 A
AEHE| “MobileVersion™
N2 A4 "MFAUsed": "No"
"88143e58-cbd7-43b6-9358-db1132697a67" ,
: "AwsConsoleSignIn,
“managementEvent": true,
"recipientAccountId”: 'e -
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion”: "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvi ": "ap: h 2.signin.aws.amazon.com"
3
3
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A
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Rt aws-cloudetrail-logs-loggroup [0 2 [ tomsmsishesma ][ aws | [
cHAlEE ZIAIEMA
» 24 Ao @0 Oo v EIIOEAREE HE 4E Bl
[ =z |
v 23
ESELENE ™ Tz g Glole & B 4y
21218 =
== ° 75 EE >
2aoy s
ARN TS T 7|04x} QIALO|E 75| AN
alol g
heast-2: g o Amazon $32 HOEf LiiELH7]
Logs Insights. group:aws-cloudtrail-logs-loggroup:*
7loixt elatolE | Amazon S30] cigt SE L] 7]
v XE A4 Azt - -
128
QEXE KMS 7| ID
| uE
o o7l gtg
el vlols
» X-Ray 7|5 -
> oE
> OhEHOIM ME FEpe ‘ 92 | oem | mmEe | IS | JogeMos | ook xs
> HIESIS BUEY
» oAfolE. X% ZE (0) ] A Zead 2| xNEEE Y
bt Q' Find metric filters <1 > e
AlEtsp|
Nz 24
XE e gl
ol 221 280 clef Folel XIE HE7F gLk
B BE 44

| 1% 3-5-3 1 CloudWatch 211 JE0IM X[E HH My

{ ($.eventName = “ConsoleLogin”) && ($.errorMessage = "Failed authentication”) }
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| ConsoleLoginFailureAlarm| |
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CloudWatch 42 MM
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AWS Notification - Subscription Confirmation

Al « AWS Notifications <no-reply@sns.amazonaws.com>
To: o

You have chosen to subscribe to the topic:

arn:aws:sns:ap-northeast-2| i ¥ i*ssssss4 . ConsoleLoginFailureAlarm

To confirm this subscription, click or visit the link below (If this was in error no action is necessary):
Confirm subscription

Please do not reply directly to this email. If you wish to remove yourself from receiving all future SNS subscription confirmation requests please send an email to sns-opt-out

Amazon SNS &3 F= 50 QF oY

ﬂJIO

-SNS &d == 5251 0| o WYz 28 dEet SUE] O[HE= HF
o
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"ConsoleLoginFailureAlarm" in Asia Pacific (Seoul)

AN « AWS Notifications <no-reply@sns.amazonaws.com> Today at 12:51AM
To: e

You are receiving this email because your Amazon CloudWatch Alarm "ConsoleLoginFailureAlarm" in the Asia Pacific (Seoul) region has entered the ALARM state,

because "Threshold Crossed: 1 out of the last 1 datapoints [5.0 (15/04/24 15:46:00)] was greater than the threshold (1.0) (minimum 1 datapoint for OK -> ALARM

transition)." at "Monday 15 April, 2024 15:51:15

View this alarm in the AWS Management Console:
https://ap-northeast-2.console.aws.amazon.com/cloudwatch/deeplink.js?region=ap-northeast-2#alarmsV2:alarm/ConsoleLoginFailureAlarm

Alarm Details:

- Name: ConsoleLoginFailureAlarm

- Description: 2 270l Ay

- State Change: INSUFFICIENT_DATA -> ALARM

- Reason for State Change: Threshold Crossed: 1 out of the last 1 datapoints [5.0 (15/04/24 15:46:00)] was greater than the threshold (1.0) (minimum 1 datapoint for OK
-> ALARM transition).

- Timestamp: Monday 15 April, 2024 15:51:1 C

- AWS Account: =

- Alarm Arn: arn:aws:cloudwatch:ap-northeast-2:(=  =ssss==m:alarm:ConsoleLoginFailureAlarm

Threshold:
- The alarm is in the ALARM state when the metric is GreaterThanThreshold 1.0 for at least 1 of the last 1 period(s) of 300 seconds.

Monitored Metric:

- MetricNamespace: CloudTrailMetric

- MetricName: ConsoleSigininFailureCount
- Dimensions:

- Period: 300 seconds

- Statistic: Sum

- Unit: not specified

- TreatMissingData: missing

State Change Actions:

- OK:

- ALARM: [arn:aws:sns:ap-northeast-2 S ConsoleloginFailureAlarm]
- INSUFFICIENT_DATA:

If you wish to stop receiving notifications from this topic, please click or visit the link below to unsubscribe'

Ci nsoleLoglnFallureAlarm‘85bb7816 c28e-4ddd- 8fec 93fd4437308e&Endp0m

Please do not reply directly to this email. If you have any questions or comments regarding this email, please contact us at https://aws.amazon.com/support

E70 270 ofet ZE OmE 4

(AWS CLI) ‘APl 242 &5t CloudTrail =X AMA — ‘create—traill HEHE Eadl HHUHA
%

dlot= API OHIE 7|S5 =Zol 2121 2F OHE =2l JisiLL.

aws cloudtrail create-trail --name Trail1 --s3-bucket-name my-bucket --is-multi-region-trail

Qutput:

“IncludeGlobalServiceEvents": true,

“Name": "Trail1",

"Trail ARN": "arn:aws:cloudtrail:us-west-2:123456789012:trail/Trail 1",
"LogFileValidationEnabled": false,

“IsMultiRegionTrail": true,

"S3BucketName": "my-bucket"

CLI H&H - CloudTrail & MM
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- CloudWatch A& ZH H d& 440 tiet CLi= MSotk| st

L\ AT A

© AWS Management Console =101 O[HIEE= Ol EAME &1 HIELICH

- https://docs.aws.amazon.com/ko_kr/awscloudtrail/latest/userguide/cloudtrail-event-

reference—aws—console—sign-in—events.html

102




SHOM | Amazon Web Services

0

NETE TIE LS

SRSE JHRI | AAR 201 A 4 A HIZHS FRIS
225101 H310{0} Bt

A 4

0 SHRE TSR EeAAE F2 Jkse A dd Al Qe HIZEE AlE Eol0]
MEol0{0F ST,
— Of|A]
1) MBA7H Al RFE

+
£Q
rr
[mn
ng
£
o
22
0x
=1
il
1
L

L\ 2 A

x| A
xp 73 2

=l

fol

1) M3APL £ Q58 £ g HlH
o (AWS B2 22) ‘22 & — 1AM — AP MY — US FHOM B L ABK HH

= 5

dd Al O|EA0A MSdte d2 Z2 2210] JhsEH.

AM > A" g
™ M e

IAM AFBIOl Chst 91 27 AR FAJBILICE
O] AWS 7™ Cl3at 22 7|2 ¢S HHMZ AI88hLICt
o5 214 20| Jlet 27 A
8z - RS s o
o AWS 7 0| i Ol FASHSUH 4 8l

A4S A
CHS 2%t 88 X8 5 2|4 37 =3
o Ci2xt
o 22X
o 2%
o YRS FQlE 2xt

103




TR0 48 SURCTEFEMHIA HOt m2| UM o 3. AF ¥ HEH B

IAM > AR YYD asEyuy

o4 B B ..

&S H
O m7leg O uertxi
712 4= a7 AlgS Hgech A8 XY YT 27 AYS MEeLCh
245 52 2ol

2|4 2R 0|2 SRt
OB,
6~128 Afo|ofof giict.

R
(O 17H olatel el QT CHERHA-Z) B

) 174 ol4fel 2fel Y £2xHa-2) B

) 174 olsdel 2xp T4

O gxrzmes 2@ #$%A&* () _+-=[10]1) 1710y B4

IIEt 27 Mg

0 s oz ayst

O & etz A #2ixt oy Be
O A=t AfAle] o ¥ 68
O & a8 gt

|OE 36| AR Y

tol
2
=)l|:|
re
A

- HIZHS9 24 20| A HE Lk, 7B 27 A0 et 28s & & AL

Al gkt HASAL ALE dd Al OISAIOA B4 et HIBEHS dd 2 2721 Al M22
A

AEAL MR YR XY

ALBAL M HE
AgRtolg

( )

A8XL 0182 Zol 64XIMHK| FhsEILICE RESt Bk A~Z, a~z, 0~9 R + =, . @ _-(310|F)

AWS Management Console0l| CHEH ALSX} HM|A A5 H|Z - AEH AFSF
APBXIOIA| 22 YM|A HEHS HZsHs ZS 1AM Identity CenteroilA] HHAS BH2|aHs 22 B Azl [ALch

( ~
@ MBI 2& HMA At MBI YSLIN?

ALgxt 28

O Identity Center0l|A| ALRX X - 2F

Identity CenterE AH83}0] AFBXRI07| 2& AM|A A5H2 F|Z5ts 20| FELIC Identity CenterS AtE3HH
AWS 7IF L 222 OfZ2|7H|0|Mof| Tt AFBR K AZ SA0A BH2[E < ASLICH

O 1AM AIBXIE M4fstn de
M|~ 7|, AWS CodeCommitO|Lt Amazon KeyspacesOi| it MH|AE HOt QIF FE Ei= HIA A HMAS 2|
o ] Hot 1F FRE S TRl WA YNAE YIS0} St FR0)EH IAM ALSRIE WY 20| B
Lick

4 J

z2aus
O xS 4NEAs
ALBXIE MAEt & ASE £ 4 JYSLICH

O Agrtxid 25
ALBAtSl SRt AIF S YRfgiLict,

8t 0|40|0{OF gfL|ct.
o O3 B2 R85 M| 71%] ojat2 Eglsto] Zatafof giLich tiExHA~Z), 22X Ha~z), £XHO~9), 7I1S ! @ # $ % A& * () _+-(Bt01Z) =[] {}]"

O g5 84

AF8ZH= CHE 2OQ1 Al M| S S AdsHof BiLict - HE
AM2XH= IAMUserChangePassword [ F%g XHSO= 7Me} 9S8 HEE + UES s{8ELCH

® O] IAM AIZXIE A5t F HAHA 7| = AWS CodeCommitO|Lt Amazon KeyspacesOll CHEH AMH| A HOt Q15 HEHE Saff 2209 BA| HMAS MY
& 2 UAELICE XEMI5| oter| [

| IE 3-6-3 ] AMEA AF dd Al AWS #E| 2& HE e 43

104




=282 | Amazon Web Services

- A 8A M HE K™ Al ‘AWS Management ConsoleOf| CHgh AFAL AMA ATt HZE -

MemAlst 2 HMTsI01 g 4 UBLIC

- =2 YSE MEA AE YD ME Al O|ZA0IA AIEE

- AMEME Hg 2380 Al M Y& ddalior gUL sids MASH AgAl= 0l A =219

https://6a 7 signin.aws.amazon.col m/console

st | 28 | g1 | =oxHEY | AyA R
2& 209l EER VRS
2azaoaa asos

YHl0IEE 352 ™ (2024-03-15 03:45 GMT+9)

opxjet 2& 2391

| 12 3-6-4 A2Xtel HOob XA

X

O

2 oy A
O #4st

O gt
H|EMsIstH 7| & &S 7t JAHELICH

ols MH

O 71z 945 84X
O xs MME 2s
O AMExHRIE ¢S

[J At8xt= kg 291 Al A S E Aadsfiof gLt

abp_admin2| AWS Console 2A|A 2 2SS t2|§L|CH

A2XH= IAMUserChangePassword [F M2 RS0 2 7142t ¢SS HAE 4 UEE 5|2FLICE

i
k>
3
Wy

| 72 3-6-5 | AMRAC & HMA T

o (AWS CLI) API et32 S8t AY HgHs 2 =2l
HAS E50 AHAN KEZSH= HZHS HEIS 3018t
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aws iam get-account-password-ploicy
Output:
{

"PasswordPolicy": {
"AllowUsersToChangePassword": false,
"RequireLowercaseCharacters": false,
"RequireUppercaseCharacters": false,
"MinimumPasswordLength": 8,
"RequireNumbers": true,
"RequireSymbols": true

}
}
| 1 3-6-61 CLI B8 - AFHN HI== &S Y2 &40l
aws iam update-account-password-policy
--minimum-password-length 8
--require-numbers
| 12 3-6-71 CLI B8 - AFHM HSotz ¢S HM HY

NP
o HIZ2Hs & 40| TAM 7|2 ¥ &9 AWS CLIZ get-account-password-policy
THUE AlolH o247t LMoIH, HEHS 21 70| AEA XF 2 32 dd%e= A8
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P
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2) SME & MH0f

L |

1) A #2| 71522 3HE & MHT HZ Jkss Al™
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2|

e

(1) ELB H3t x|
- AWSOIM 2712 ¥ MHE Elastic Load Balancing(ELB) &2 Amazon EC20i ¥ AMHE
A MX[6 2| 7tsoiH ZE MH|A0 F2 7St EE0] B3R gL

B2 28) E5 8 AEAF — et =71 of|A] w2 His HAGH0
o (AWS B2| 22) ‘22 & — 1AM — AIBAF — 5t F7F 04 AWS 223 HMS ¢1z6
2s I:IO;I%I- A Ol | |-
1AM > AISXE > g admin > g7t
&R ;
O F=
st 274 2t £}
71E 2B0I ABAHE £7SPILE Al B SYELICH SRER ABXIel HEE Belstaie IER Bl 20| FLIC X8| 2ote| [2
28
E= gt gM
O g0l Algxt 27t O #st =4 O = B 21z
71ZE 280 ABAHE F7I817LE A 1EE YHYLICL BB AR 71E ABAIZRE DE 1§ W, IZE ey Y, ol2tel 3H 2E YA ABK0IH A AFEHICE ALBXI0|H) st of
8101 2|22 AISX} ABHS Melstes 20| FELCH 9 7|E Het FAE wARIUCH 4, Yig D0l AUBt § ASKHE MW 1Bl F7IsHs 20| F
auch
st FH (1243)
B 7IE 9Y
Q ElasticLoadBalancingFullAccess x| [ == s v | imen <1y e
O =zuosR a| sy v | et e v
[m] [ W ElasticL 55 AWs 2213 0

rd
41
g'y
i)
2

| % 3-7-11 ELB H
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S

— ELBO| CHgh M| X2 Hst0| HQSH AQUI=AWS 2H2[S HaHOl ElasticLoadBalancingFullAccess

S IAMRXA Heto| AES + Uz

o 1= |_

EC2 TjAlEE X EC2 > 2=y

EC2 224 87|
e FEp =

Elastic Load Balancing® 44! S2fzie] wsto] ufet stg o2 2c Weis Y= Hysc,

4

QIABIA
olagia [Q 2= e zea ‘ ¢c15le@
AEA 2Y
At B

st e

oz v | pnsoig v | u8 v | vecip v | eus v | 88 v | gysen v

ied: User: ;A ——— developer is not authorized to perform: elasti i i because no identity-based policy allows the

Ol QIARIA

Hg sAE

Yoo y7
v ojojx|

AMI

AMIFtE2T

v Elastic Block Store
=8
At
28 F7| p2xp
v YE3 ¥ 2ot
Hotag
gty 1p
Hi%| 28
7| mof
HIEHS QlE{m0|A 0 2 Wiy Meys X
v 2C WY
E2EWEN
oy 28

Trust Store 27

Sl RS WM S MeysiLct

¥ Auto Scaling

Auto Scaling 18

o
5

rr

| 7% 3-7-2| ELB HZ #Hst0| Q= 4

- 2| 3HH2 ASH0| 817| W20 APl & Al AccessDenied Of217 EHASHICH O|ZH ZQEt

AZUZ Hets R0l 28 + UsU.

£Q

(2) M H2XE 28 SH

-3ME & MH EC2 QUAHAN HAck= K27IX| B S ME 2HEXE ARZot H&ok=
20| USLC.
- MEXAE IAME Soll AtE 3 3 HOt 015 JHE 156t M #He|XAE Solf SSH Mg
AZFet 4 QIELICH O I EC2QIAEAN MX|E AWS System Manager SSM Of0|ME=
MM 2Kt HZ0| FLC.
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! AWS Cloud
AWS account

o

B~ g
Prnvate subnet

55M Agent o Instance
role T

A &
User Session Manager
E Logging VPC
Private subnet
CloudWatch Logs Amazon 53
| 12 3-7-3 ] MA #EXE 0188 EC2 Of7|Ell Xy
o (AWS #2| 28) Z£ & — 1AM — g — ‘I M40l AWS MH|A= EC2E MEHSID
Het HAEAmazonSSMManagedinstanceCoreS MEHGI0] Aats AggiLCt
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S8E0f AR SURCAHFEIMH|IA 2O T2 AN 1 3. AY U H

aM > o > gy

0lE X%, 2E U 44

H12i8t 2 2l oEfE] My

&) B AR FE
st 27t
- Az oig

O] {&H2 AHat= ofo| 9li= 0|52 YBILICL

OlE XY, AE X 4y
EC2_SSM_Role

Zch 64xILICE HRAF L +=,. @' BAE AETIMIR.

o4y
O] 1ol cisfo] ZIEet MBS FIjerick

Allows EC2 instances to call AWS services on your behalf.

Erf £ 2 1000. BXHA~Z % a~z), 2XH0~9), B, M & EE CH3 27t 5 8iLIE ABEILICE _+=, @-/\[D1H$%"&);"<>"

TEDH: M2IE 4 2l AE{E| Hey

2| oY 7]

1

2 "Version": "2012-10-17",

3~ “Statement": [

47 {

5 "Effect": "Allow",
6~ "Action": [

¢ "sts:AssumeRole"

() "Principal”: {

10- "Service": [

kil "ec2.amazonaws . com”
12 1

13 }

14 }

2EHA|: Mt F7}

sz gof

OB - w8 v CHgo=N HEd v

AmazonSSMManagedinstanceCore AWS 22| et s

3E: | 9t

BT 7} - 150 A8 me
B2 2laAE A, F2| £ ZHMEhs o] £20| EISF AWS 2|A20] F718 4 /= 71-2t HojJLICH

2lAA0 e E{I7t QLI

M e F7E

Zo 507H] EjOE ©f F7t 4 UASLICH

| I G741 M EERE HES AR IAM HE 4

-2 F — EC2 — QUAEAT — MY ~HOFOIM 1AM HE

=
= =
Ao MM A &S flei ME EC2_SSM_Role's HH5IH SHE & + USLCH

EC2 > QIAEIA > j-0d47ff0adb6254fe6 > 1AM gt 3

IAM &t £ 5.

1AM &S QIAEIAC| HZBHL|CE

QIARA ID

[ i-0d47ff0a4b6254fe6 (bastion-linux)

1AM &

QUIABA] HZE IAM 2B MESIALE of2t0| WHE|Of QUX| SCHE A of2S WAHBHLICE MEist HEto] BiX| lARIA HZE BE o33 CFBILICE

( EC2_SSM_Role v J @ M 1AM g AN [4

|IEL 375 M ekt HES flS EC2 1A

rm
>
=2
x
>
<
19
e
iz
oA
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EC2 > QIABIA > i-0d47ff0adb6254fe6 > QIAEA0 ¢H
QIAEIAN QA 4.
CI2 M 5 5iLIE AIRS10] QIAEIA -0d47ff0adb6254fe6 (bastion-linux)oll 212

‘ EC2QIAHAOIZ | SessionManager ~ SSHEZOllE | EC2 XY =g

Session Manager Al8:

* SSH 7|, Bastion Host = QIHI2E ZES HX| 941 QIAE A0 HZFLICE

* HM2 AWS Key Management Service 7|12 At&310{ HSEL|Ct

o MM 5 2 N5 HEHE Amazon S3 B2l EEE CloudWatch Logs 21 150 7|28 4 JU&LICH
 Session Manager0|X Al 2 7|2 47 [ Ho|X].

L
B

| 2 3-7-61 MM HEXE Soff EC2 2AHA A

2) 38 @ Muo M2 JisEt AE 232 Al FIIE HE

=

b

=

o (AWS 2| 2£) 22 & — 1AM — ABAY — A8A 01’9 EE| WE QIS(MFA)UIA

MFA T{HIO|A 20| 7HsEiL .

() (Coszia ) (meacistor2 gt ) ~,

LE| TE| 2AF(MFA) (0)
MFAS ALZ3101 AWS £129] Hiolg ZIBHBILICE MFAZ 21915212t MFA ClutolA| 915 ZE7t HRStLICt. 2t AFBHS MFA CISHOIAS 2Ich 8747HR] E1eet 4 UeLick. xiuisl eot| [
| e

9l

| clatola g8 | Apaxt | o

o

MFA C[H}0| A7} gi&LICt MFA ClHI0|AS EH510] AWS 8 B0t 714517

MFA C|uto] 2 e

| 2 3-7-7 MFA €¥

111




TR0 48 SURCTEFEMHIA HOt m2| UM o 3. AF ¥ HEH B

MFA EIHI’OI& ﬁlE—lI Info

MFA device name

ClHloO|A O|&
of C|Hfo|AE Aldsk= o|0f 9= 0|§S =ELICH

( ClufojA 0= ]

Ecf 128X(LICH EALH '+ =, . @ - ' BXIE ABSIHL.

MFA device
el=0| 2 gt ujolc} AF2XL 0|5 X S 2|0f| AF2E MFA C|H[O|AE MEHSH|CE,

Authenticator app

Authenticate using a code generated by an app installed
on your mobile device or computer.

Security Key

Authenticate using a code generated by touching a
YubiKey or other supported FIDO security key.

- Hardware TOTP token
o (¢ 0
Authenticate using a code displayed on a hardware Time-
based one-time password (TOTP) token.

ﬁ
b

| Z1E 3-7-81 MFA CjHiOo|A 4% 3tH

- MFA CIHOIA OIS QZGH MFA CIHIOIA EIJS MEFSILICH 2t CIBIOIA EfQIO mi2A
Yiapale HOJRILIC

® Authenticator app®! 4% GSEMFA ZE 27HE oA ELICh
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Clofo]A B e

s

Authenticator app
7Hd MFA CIHIO|AE QR ZEE AZH510] THE 4 Rl ClHI0| 20 M3zl ofZ2|7 0]
ML|ct.

DHFY C|HIO|A = HEE0| Google Authenticator, Duo Mobile =
Authy izt 22 Sk o E2|A|0[8 S HXIBL|Ch

Sie|= oiE2FolM B8 &= [

ik ggnmmwNWqu==Eu 9

gl?-ﬂg Qlél—ll:}. E?_’ ?I 5’.7I

MFA C|HO| A0 EAIE H4E FE = JHE AMSLICH
MFAZE 1

O |

MFAZE 2

[ )

ws (Com) (D

HeH

toh

| 15 3-7-9] MFA OjHpO|A 4% - FE ¥

m Security Key®@! ZA<2 iPhone, iPad, or Android device &2 Security key A& SH|C}
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0

EII:II'OIﬁ -AE-IQ Info

Security key

Hot 7| Ao chal| X|@lsl= 24 [4

Hot 7|Z C|Hjo| 20| HZELIC.

MFA 28| 312 [

MFA C|HIO|A MH - Security Key Ad sHH

b

as SignIn

Choose how you'd like to sign in to “aws.amazon.com”.

iPhone, iPad, or Android device
Save a passkey on a device with a camera

Security key

Use an external security key

Continue

MFA C|HIO|A & - Sign In 3HH
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Amazon Web Services

Cancel

Scan this QR code with a device running iOS 16 or
later, or another compatible device, to save a passkey
for "aws.amazon.com”.

MFA CJHIO|A A - Sign In : iPhone, iPad, or Android device 3tH

2¢ SignIn Cancel

Set Up Security Key

To set up a security key for “aws.amazon.com”, insert and
activate your security key.

MFA C|HIO|A MX - Sign In : Secirity Key 3HH
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® Hardware OTP token 4 CIHIO|A @2 HE 2 MFA 62| 8 ShCt,

ElHI‘OIﬁ ‘gg Info

Hardware MFA device
SIEY MFA C|HFO|A AFZ0] CHEF ALM|EH LEE 2 1AM A8 MM [AE ETSHMIR.

ClHio| A SIHoj| = ClHIO|A U MSE Y=FL|CE

EEE )

Cluto|A ofHO| HES FE1 HA|El= 6XI2] RAHS R{ELICH

[ MFA ZE1 ]

30% JICk & BIES CHA| SBLIC 5 WAl 2% Y2ishic.
[ MFA ZE 2 J

|12 3-7-14| MFA CIBOIA 4% - Hardware MFA device 3t

o (AWS CLI) APl &4 Est MFA CHIO|A 2M3F — ‘enable—-mfa—device’ HEHHZ IAM
FX9 MFA CHIO|AE Edst & &= UELCH

aws iam enable-mfa-device \

--user-name Bob \
--serial-number arn:aws:iam::21098765432 1:mfa/BobsMFADevice \

--authentication-code1 123456 \
--authentication-code2 789012

| JIE 3-7-151 CL B3 - MFA CjHio|A 2yt

- 2|10 ‘APl 248 £t 7HAF MFA CIHEO|A MA' — ‘create—virtual-mfa—device’ HEHZ
% A (o]

7 MFA CJHFO|A
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aws iam create-virtual-mfa-device \
--virtual-mfa-device-name BobsMFADevice \
--outfile C:/QRCode.png \
--bootstrap-method QRCodePNG

Output:

"VirtualMFADevice": {
"SerialNumber": "arn:aws:iam::210987654321:mfa/BobsMFADevice"

| 7% 3-7-16 CLI HEH - 7IMMFA ClHIO|A AN

S -n P\’

o ZE| WH QIS(MFA)2 7t 710|E= Of2f AWS 34 M8 FHE

oo

- https://docs.aws.amazon.com/ko_kr/IAM/latest/UserGuide/id_credentials_mfa.html
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Algws 7IE g
T HHEASSAYY, NSHEY S0 UE L5 o]
41, ¢ss N Il O Ol KA U MRS JHARIIME, AE2IX| SO it 2SSt TS
Mg OiHE EoIsi0i0f BT

NN~

o o HITZS/AY, HAUZEESH, M2EEY S0 T2t ¥ 2Lt tiefo] MY &
AMel=l=s JHIAE tHollds Yest HES 1124610{0F i
— OflA]
1) 22REQ 7| &2 MHIAS Salf CSP AAS] #2|d Keyz AT
2) SPRES| 7| #2| MHIAS Solf 0|84t &2l Keyz o3}

3) OI8At A1 2loh= Keyz YB3t S

(1))

S 22 A

1) 22tRE9| 7| H2| MHIAS E5f CSP AIXIe| &2 KeyE U455}
(1) AWS 2|3 7| 22 50l

=/ L=

- = HiME AWSY| HO|H &zst tiy MEAS S EBSE HAlZ HELIL.

o (AWS 2| 28) Z&

=

Doy

— A& MOl AMY| ‘KMS 2= — ‘Key Management Service’

=28 — ‘AWS 2@ 7' 2 — ‘aws/ebs' 7|9 HEZt ‘EHsHE QIX| QIS

g == |
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TSE0} AR SASCHRLMHIA WO B BN | 4 Y5T| B2
Key Management X KMS > AWS /8 7]
Service (KMS)
AWS #21d 7| (5)
AWS B2IH 7
i Q 44 T= 532 7 HelE {12 @
v 48X 7| A0 wy v | 3D v | am
AWS CloudHSM 7| 2£0] aws/redshift 06630eb9-F6¢B-dbOF-bf04-bbea7e61174d s
|5 7| AE0f
aws/febs 4d99d32a-Tec2-44cb-ab6B-581a1649e17d aasg
aws/secretsmanager 7df9591f-f359-4f71-bdea-14105¢e25971 wrysig
aws/lambda 93e7b5e3-32eb-41c2-a984-81a83351f80e HysE
aws/rds £2325845-59cf-4eef-92aa-cc944dac7320 aysE
| JE 411 AWS BYE 7| 22
S o = — X = ‘
o (AWS CLI) APl &t4g S5t 2|8 Lol ZE KMS 719] EZ0IE ¥ ARN 7tMR7| — ‘AWS

el 719 2

9l
—

‘alias/aws/ebs’ =S SOISH|CT

{

$ aws kms list-aliases

"Aliases": [

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/access-key",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/financeKey",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/ECC-P521-Sign",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/ImportedKey",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/aws/dynamodb",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/aws/ebs",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/aws/redshift"

{
"AliasName": "alias/access-key",
"TargetKeyId": "0987dcba-@9fe-87dc-65ba-ab@987654321",
"CreationDate": 1516435200.399,
"LastUpdatedDate": 1516435200.399
}l
{
"AliasName": "alias/financeKey",
"TargetKeyId": "0987dcba-@9fe-87dc-65ba-ab@987654321",
"CreationDate": 1604958290.014,
"LastUpdatedDate": 1604958290.014
}1
{
"AliasName": "alias/ECC-P521-Sign",
"TargetKeyId": “1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate”: 1693622000.704,
"LastUpdatedDate": 1693622000.704
}1
{
"AliasName": "alias/ImportedKey",
"TargetKeyId": "la2b3c4d-5e6f-1la2b-3c4d-5e6flazb3c4d",
"CreationDate": 1493622000.704,
"LastUpdatedDate": 1521097200.235
}l
{
"AliasName": “alias/aws/dynamodb",
"TargetKeyId": "@987ab65-43cd-21ef-09ab-87654321cdef",
"CreationDate": 1521097200.454,
"LastUpdatedDate": 1521097200 .454
}1
{
"AliasName": "alias/aws/ebs",
"TargetKeyId": "abcd1234-09fe-ef90-09fe-ab0987654321",
"CreationDate”: 1466518990.200,
"LastUpdatedDate": 1466518990.200
}1
{
"AliasName": "alias/aws/redshift",
}1

| 38 4-1-2| CLI

oY - AWS B2 7| 2
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4

(2) AWS #2|d 7|12 EBS 28 US3l

o (AWS #2| 28) Z

S & — ‘Y% MEHo| M| EBS 3 — SX FlEuale ‘28 22 —
QE® ALt ¢ o)

|_E H =
4o 28 — ¢33t HEQ 0| 2§ ¥=sF 2= — KMS 7| 2 AEHA

}

E

3-1-101M 215t ‘(V1=ghaws/ebs’ 7| ME — olHO| ‘=& dd's 2ol L2atE =85S

G-I

ERY ue
[ w2 sspige3) v )

@ ©l% Y8 5D gp30| 212 HARILIC) gp3E gp25Ct GBE HIRO] HiCH 20% MBLLICH Xpis] @oH22| (5 j

"

a7i(GiB)  uw

2{2: 1 GiB, £0: 16384 GiB. S H4010} QLT

IOPS =&

2 3000 10PS, #CE: 16000 10PS. L2 H40{0} gCH

He|gMis/s) =

22 125MiB, £k 1000MiB 71%: 125Mi8/s

ey =z
[ ap-northeast-2a v J

AGAID - MY MY uw
[ 2eon 2a2 wusmag ) @

ys u=
Amazon EBS HSSHE EC2 Plasiad @I H EBS 2lanof (i HEs @S HoZ MBI,

ol 28 st

KMS3| s

(s 71 219

Q |

N X% KMS 7| K.
(7123 aws/ebs

>
Q

|E 4-1-3| B8 YBE B KMS 7| M

o (AWS CLI) APl 242 Sot AWS 2| 7|2 EBS =28 2S3t — Ot CLIE AAgLICh (M
2z M2 289 ZE EBS 28 Y433} 7Is2 LZERZ E43).

o2

aws ec2 enable-ebs-encryption-by-default

Output:

"EbsEncryptionByDefault": true

-

| IE A-1-4 2l™ E EBS 280 et Default 238t 7| A%
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BAM 228
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$ aws kms create-key
{
"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"Description”: ""
"KeyManager": "CUSTOMER",
"Enabled": true,
"KeySpec": "SYMMETRIC_DEFAULT",
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1502910355.475,
"Arn": "arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ,
"AWSAccountId": "111122223333",
"MultiRegion": false
"EncryptionAlgorithms”: [
"SYMMETRIC_DEFAULT"
1,
}
}

==
ME

| 4-1-6 1 CLI B3 - 0|8t 23 Key A%

0

S @3 — S% 7lEnle B8 32

M = — KMS 7| 2|AE0|A]
(DEAOIM g5t OIZAT H2d 7| MEl — 5IHY| =28 WS S2olH Y2t 282 MLt

ol
o
iy

|

|

EEYY
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aws kms create-custom-key-store \
--custom-key-store-name ExamplePublicEndpointXKS \
--custom-key-store-type EXTERNAL_KEY_STORE \
--xks-proxy-connectivity PUBLIC_ENDPOINT \
--xks-proxy-uri-endpoint "https://myproxy.xks.example.com" \
--xks-proxy-uri-path "/example-prefix/kms/xks/v1" \
--xks-proxy-authentication-credential "AccessKeyId=ABCDE12345670EXAMPLE, RawSe
cretAccessKey=DXjSUawnel2fr6SKC7G25CNxTyWKESPFOXX6H/u9pSo="

Output:

"CustomKeyStoreId": cks-223456789@abcdef@

| 410 R 7| AR 4

(2) 2T 7| AEO0M KMS 7| ‘44
o (AWS 2| 28) VPCe 2& & — % MU AMo| 'KMS 28 — Key Management
Service’ 28 — MEX X 7| AR 2 — X HiFHOIN AF 7] AR 28 — (1)
Qe 7| A0 M 0N Mot F 7| AEME M8 — QEX AHOIM 0] 7| AE0IM KMS
7| MES ME — QI J| AEX0 U= KMSE AS3t 7| IDE sty T ZMZ
MMZ= KMS71E 2R 7] AENQ USst 7|2 GEA7|l= HHY) — a7
ot THE'S 28 — 7| #2X XE = 'TE 22 - 7| ABA XE 7 TF 28 — 4%
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o (AWS CLI) APl &tAS E5t o2 7| AEXOIN KMS7| MM — ‘——custom-key-store-id’
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aws kms create-key \
--origin EXTERNAL_KEY_STORE \
--custom-key-store-id cks-9876543210fedcba9 \
--xks-key-id bb8562717f809024

Output:

"KeyMetadata": {
"Arn": "arn:aws:kms:us-east-2:111122223333:key/1234abcd-12ab-34cd-56ef-123
4567890ab" ,
"AWSAccountId": "111122223333",
"CreationDate": "2022-12-02T07:48:55-07:00",
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"CustomKeyStoreId": "cks-987654321@fedcbad",
"Description”: "",
"Enabled": true,
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"

1,
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"KeyManager": "CUSTOMER",
"KeySpec": "SYMMETRIC_DEFAULT",
"KeyState": "Enabled",
"KeyUsage": "ENCRYPT_DECRYPT",
"MultiRegion": false,
"Origin": "EXTERNAL_KEY_STORE",
"XksKeyConfiguration": {

"Id": "bb8562717f8@9024"
}

| A-T10 ] AR 7] ARKOIM KMS 7] 4d

@) &= 7| 2AE00IM WYet KMS 7= EBS £
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-'(2) OI2A 22| 712 EBS 28 ==l 9 WHES FZT HIFULL

\ ET A

09

1) 28 7| 2B HS Kotz S5t AH2 OfHOA =Rl 7HsEILI,

- AWS KMS FAQ(https://aws.amazon.com/ko/kms/fags/) 2 22 7| AEN o= FxE
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- Amazon RDS
https://docs.aws.amazon.com/ko_kr/AmazonRDS/latest/UserGuide/Overview.Encryption. html

- Amazon S3

https://docs.aws.amazon.com/ko_kr/AmazonS3/latest/userguide/serv-side—encryption.html

- Amazon Redshift
https://docs.aws.amazon.com/ko_kr/redshift/latest/mgmt/working—with—db-encryption.html
- Amazon DynamoDB

https://docs.aws.amazon.com/ko_kr/amazondynamodoy/latest/developerguide/EncryptionAtRest. htrml

- Amazon EMR
https://docs.aws.amazon.comy/ko_kr/emr/latest/ManagementGuide/enmr—data—encryption—options. htrml
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O QUKXITL AWS &2 710] toliM= 85 HEoAL, WX & 7| ZHS
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AT AR 22 #ol= B 4 YlsUr:
- O|ZXIS| JHOIEQI CIZ 80| OfTat Ml AH AWS BRI 712 A8E 4 iUt
T2p YSHHOBE, 2lAAS BEGHe Ut 712 A0 LRI} G2 FROIT, AWS B
712 Metsts 20| E&UICH

3) 71 A871Zt 8 & 7| M H MHE

(1) XS ess} 7| wH 2yst

o (AWS 2| 28) ‘2a & — A% HTO| 2M0| 'KMS Y2~ ‘Key Management Service
2 — TY HAY ! 23 - S20IN D2l 7| WS 2 — 7| TH © Y —
0] KMS?IZ X502 THIPUCY S &% o1 ME'S S

7 un une 7Y L =1 naw u
g
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O O KMS Yl HEOR THELIC A8 S0k [3

| IE A-2-0 ] Esst 7| AkE WA st

o (AWS CLI) APl &35 St A5 7| U g3t — O3z CLI B85 2ol N5 7| 1A

‘s &delotdl 2t 2RI,

$ aws kms enable-key-rotation --key-id 1234abcd-12ab-34cd-56ef-1234567890ab

$ aws kms get-key-rotation-status --key-id 1234abcd-12ab-34cd-56ef-123456789%0ab

{
"KeyRotationEnabled": true

}
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o (AWS CLI) APl 242 S8t KMS7| AfH| ot — CtZ CLI oM AHE 7| IDE Y=ot
7| MA GleF Y] Vgt =10 HlSC
$ aws kms schedule-key-deletion --key-id 1234abcd-12ab-34cd-56ef-1234567890ab --pending-window-in-days 10
| IE 424 CLI BE - 38t 7] A o9
() Y=st 7| 2zt / HIEGst
o (AWS #2| 28) ‘B& 5 — 2Z HHO ZMo| ‘KMS 28 — ‘Key Management Service’
S2| — D Y I 2 — S0 B 7| MY — 92= NEro| F| B 22| —
CENR 2AEQ Higdsl ME — 0| 7|2 Higkdeted AQIX| RIS E MEfstl 7|
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£ MMBiLICE XiMl5| Yot=r| [4
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Zasl/Hlggst — Og CLI TZOK AW 7| DS

- EQ5H MHOZ [CIA| 2535} 7|
E5t KMS?|

=1 o
2HES

o (AWS CLI) API
QUB5tT 7| BASH/HIBLSS AFLICE
$ aws kms disable-key --key-id 1234abcd-12ab-34cd-56ef-1234567890ab

| IE A-2-6] Y2e) 7| HIEEst

$ aws kms enable-key --key-id 1234abcd-12ab-34cd-56ef-1234567890ab

| IE A2 Ysst 7| Edst

Hest 712 Ao

4) MHE AS3 7|1E QMG HEke = U= wot
- 0|8Xte| Asst Mo M2t A3st 7|5 HHs & A, AWSE
257 8 AWS KMS(Key Management Service)2t AWS  CloudHSM  MHIAZS
NSt
- AWS KMS2t AWS CloudHSMO| CHer EoF W&t 710|== &I AFOA 2401 HEELIC

\ AT At
o AWS KMS HOoF Lig 3 710|=
- https://docs.aws.amazon.com/ko_kr/kms/latest/developerguide/data—protection.html

o AWS CloudHSM HoF LiE 2 710|=
- https://docs.aws.amazon.com/ko_kr/cloudhsm/latest/userguide/security.html
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— O

SHIot0{0F ST,

- OflAl
1) 27| 22| M| Z2fX Hok2 ZAQIHM0|A R0iota! FOTE0| ol JAZHEY
2) MEXE ddoks 2 7|0f UeliMes XS B AT 4= UA0{0F otH, 2f 240 T2t

EAS10| Mt 20f S
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ol

o\ 22 A
1) edsst 7| &2 MHA 22X} 50 dg DLES
o (AWS B2 22) 22 B — 2% 4Ol Mo IAM 93 — FQ Jis9 WY 32 —

KMSS| =HMeISZ 7HX|1L U= "Ml "AWSKeyManagementServicePowerUser s "M 0|

X - E_ ‘ ’ E_ ‘ —_ = y —_ = 2
F11 ROLM 22| — 'HEE AEE E%' — ‘ot ZMOoZ AZFE MU0 oiF Mot JHMS
Oost 1 A== = ;
Aafet #e| FHSS UHE| 0IF ZHUA 2RI
WM > HE > AWSKeyManagementServicePowerUser
AWSKeyManagementServicePowerUser s«
ECE LT
wn el A s#ga
Aws B2UYW February 07, 2015, 03:40 (UTC+0900) March 07, 2017, 0955 [UTC+0500) e
e g vy o ) s yan
AP YUMo AUW (3) KTH
S FUE VOINTE W T A OE TGS
WS 713 AR R
Q go ]!Eau ». 1 @
a | ol a | wHUSY v
01 Admin g
" Administrators AET I8
] gelim 1AM AR

| JIE A-5-1| 3eh 7] B2 MHIAO CHEE HE|IXH RO i ZUEHE
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o (AWS CLI) APl 2t32 Sst ¢S7| 2| MH|A 22X} 20
O7I2E ID(ZZIM)Z 0|2XtQ| ZHOZ WAL, */TestPolicy
ervicePowerUser 2 HZ510] ATt
aws iam list-entities-for-policy \
--policy-arn arn:aws:iam::123456789012:policy/TestPolicy
Output:
{
"PolicyGroups": [
"GroupName": "Admins",
"GroupId": "AGPACKCEVSQ6CZEXAMPLE"
}
1,
"PolicyUsers": [
"UserName": "Alice",
"UserId": "AIDACKCEVSQ6C2EXAMPLE"
}
1,
"PolicyRoles": [
"RoleName": "DevRole",
"RoleId": "AROADBQPS7FFZAEXAMPLE"
}
1,
"IsTruncated": false
}
| 8 A-3-2 ] 27| 2| MHja At 20 i 2L EE
2) 4S8t 7| @ #EX HE XY
o (AWS &2 28) 2& 8 — X Mol ZMY ‘KMS &2 — ‘Key Management Service
22 - I PR 7 22 —~ D H2AY 7 S2o|M HRKE S NS 253t 7|2 22
— 7| PR MNOIN TP 22 — B0 Q= B2 FH RS S0IM HEj=4 He
o 7| WX SEgHct

sicre) E7F 3245101 o
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7| B2|R}F F7t X

KMS APIE S5lf 0| 7|2 BH2|& 4 QU= IAM AEX} 2 B2 MESHYA|R. ST ALSAL = 2fE
£ 0| 2£00A] 0] 7|5 TH2|5t2{H HBtS F7I3H0F & <= UFLICHL AHMIE| 2or7| [

7| H2|x} (3/62)

[Q s1aem o

{1 2 3 4 5 6 7 >

B os v | == v | sy v
0 changhyun / User
gslim i User
proxy_user / User
security.kr... ¥ User
(] AccessAna... / Role
[} Admin / Role
=l Amazons... / Role
O Amazons... / Role
[l AVMCont... ! Role
ad AwsSecuri... / Role

|IE A-3-5 ] gset 7| E ekt Er X1

o (AWS CLI) APl &AE Eoff, ‘AWSKeyManagementServicePowerUser M & 4 Q=
CHAR2 IAM user, IAM group, |IAM role 37tX| RO =2, 22} ‘attach-user—policy’, ‘attach

group—policy’, * attach-role-policy’ 2t= Ct2 3712| CLI BEUHE Soff e 4= USLICh

aws iam attach-user-policy \
--policy-arn arn:aws:iam::aws:policy/AdministratorAccess \
--user-name Alice

aws iam attach-group-policy \
--policy-arn arn:aws:iam::aws:policy/ReadOnlyAccess \
--group-name Finance

aws iam attach-role-policy \
--policy-arn arn:aws:iam::aws:policy/ReadOnlyAccess \
--role-name ReadOnlyRole

| A-3-4] CLIBE - esst 7| & #eAt 2 XIF

134



=282 | Amazon Web Services

3) e=st 7| 22X} A Het 2O

o (AWS 2| 28) 22 g — 25 %JEJQI A0l ‘KMS® 21 — ‘Key Management Service’

ZOM Hot B2let 7|12 S22 — 7| HA

=" = o =
‘ ] = o - g, n
SOl WY 23 — 7| A HY |c| E{0flA1 Aﬂéoroq Sid" “Allow access for Key
.. = 3 . L] ; [ [ =
Administrators" 2 ©M — ‘Action’ &=0| U= 7IsE § ER 8= 7IsE Mol LEFR
= 'O = . = o = %
2 HE AR ME'S S0t BIYRLICH(Z29] Actiondf Chet HE2 ZIE FX)
KMs > DA B2AY 7| > 3|ID: 47ddbffb-bfc5-4dd1-bges-eafddgasfeda > W W
7| "= my
7| 8
14w {
| 15 | {'sid": "Allow access for Key Administrators",
16 "Effect": "Allow",
17v "Principal": {
18 "AWS": "AIDAICN2SXLADZYVWHTD6"
19 1,
20v "Action": [
21 "kms:Create*",
22 "kms:Describe*",
23 "kms:Enable*",
24 "kms:List*",
25 "kms :Put*",
26 "kms :Update*",
27 "kms :Revoke*",
28 "kms:Disable*",
29 "kms:Get*",
30 "kms :Delete*",
31 "kms : TagResource",
32 "kms :UntagResource",
33 "kms:ScheduleKeyDeletion",
34 "kms :CancelKeyDeletion"
35 1
36 "Resource”: "*"
37 h 4
JSON  15HM Z, 578 Y ® R0 | AZmo ©

| JE A-3-5 ] g=eh 7| HE|Xtof it 2 e 2o

o (AWS CL) APl #Z2 S3t U8y AR ZAMS 20| — (F3) 2 AZolof
A

‘key_policy.json'IYS MH — MM=E MM DUNMN "Sid” ‘Allow access for Key

O — —
Administrators"S &M — ‘Action’ —‘?'——E—% (@32 H=Z5I L gl= Actions2 HM|7Hotd
2™ — 02 CLIOIM EFZ 7] IDE Ao, ‘key_policy.json’ MAQ| HZE F0{ MaHSH|CY.
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Contents of key_policy.json:

"Version" : "2012-10-17",
"Id" : "key-default-1",
"Statement" : [

{

"Sid" : "Enable IAM User Permissions",
"Effect” : "Allow",
"Principal” : {

"AWS" : "arn:aws:iam::111122223333:root"
1

"Action™ :; "kms:*",
"Resource" : "*"

"Sid" : "Allow Use of Key",
"Effect" : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:user/test-user"

bl
"Action" : [
"kms :DescribeKey",
"kms:ListKeys"
1,

"Resource" : "*"

| 72 4-3-6 key_policy.json It

aws kms get-key-policy \
--policy-name default \
--key-id 1234abcd-12ab-34cd-56ef-123456789@ab \
--output text

Qutput:

"Version" : "2012-10-17",
"Id" : "key-default-1",
"Statement" : [

{

"Sid" : "Enable IAM User Permissions",
"Effect” : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:root"
i 7
"Action" : "kms:*",
"Resource"” : "*"
1

{
"Sid" : "Allow Use of Key",
"Effect" : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:user/test-user"

4
"Action" : [ "kms:Describe", "kms:List" ],
IIResour‘cell : Il‘ll

| I8 4-3-7 | Y57| m2xt 24 A

ror

0]
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28 — UM Y 7 22 - S=20 U= 7I1E SN et HEE 71 22 - 7| YW
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KMS > IZ @Y 3| > 7ID: 47ddbffb-bfc5-4dd1-h9e8-eafddoasfeda > X HE
7| g¥ Hy
7184
38w {
39 "Sid": "Allow use of the key",
40 "Effect”: "Allow",
41w "Principal": {
42 "AWS™: "AIDAICN25XLAD7YVWHTDE"
43 1,
44 v "Action": [
45 "kms:Encrypt",
46 "kms : Decrypt",
47 "kms :ReEncrypt*",
48 "kms : GenerateDataKey*",
49 "kms :DescribeKey"
50 1,
51 "Resource": "*"
i H }’ - .‘é,
JSON  2081M{ Z, 248ME  ®2F:0 | Azno &
W wseng

| IE AT YRS | ARSA 2 FEet 2O

o (AWS CLI) APl =FE Sot a7 AM8A Fa@st B — 3 E  FEXo
‘key_policy.json' s Mo — MME FH MANM Sid” Allow use of the Key'& EM
— ‘Action’ 222 ZIE FZT6IH L Q= ActionE2 MZHot! 8 — TS CLIOIA EF 7|

A

IDE HASIL, ‘key_policy.json’” M| HAZE F0 ASHSH|CE.

Contents of key_policy.json :

"Version" : "2012-10-17",

"Id" : "key-default-1",

"Statement" : [

{
"Sid" : "Enable IAM User Permissions",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:root"

1,

"Action™ : "kms:*",
"Resource" : "*"

"Sid" : "Allow Use of Key",
"Effect" : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:user/test-user”
1,

"Action" : [
"kms : DescribeKey",
"kms:ListKeys"

1,

"Resource" : "*"

| Z12 4-4-2| key_policy.json I
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aws kms put-key-policy \
--policy-name default \
--key-id 1234abcd-12ab-34cd-56ef-1234567890ab \
--policy file://key_policy.json

IR A-4-3 ] YRT MEA E4a et R0

2) &ss} 7| =& At A st ZLEE X F7|H HE

o (AWS #zZ| 2&) 2% & — 2

oxd M

=
2 — ‘74 %%fEJéa 7 2 —

KMS > DHEYP| > 7| ID: 472ec1b5-0a3a-4d99-873b-fb3ag5334740

472cc1b5-0a3a-4d99-873b-fb3a9533470

ey

#Y o
testkeyl - E ]
ARN g
[u) 2:92310775 /47 200 1D5-0432-4099-8730-fb32953347f0 #

slad | wesTy | ma | diaM | Wy

ElE-L |

7| g%t (s)

K5 APIR B8 00 2|8 B2 4 2l AM BN W SUE YIS WY BN T SRS 0L BE01Y 0f J1E BN NG SIM0LY ¢ LU X I"I!J_I_B
CEEETT
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o (AWS CLI) APl 2tA3E S5t &457| S5 Aot =0 tfst ZLEHE — =38 Key-ID #/2 =1
e CLIE A — 2|H= JSON FRUM 'Sid™ "Allow use of the Key'S M —

‘Principal R=201 i 7|9 AEHRS ARe FHSS AMERUL.

aws kms get-key-policy \

--policy-name default \

--key-id 1234abcd-12ab-34cd-56ef-1234567890ab \

--output text

Qutput:

"Version" : "2012-10-17",

"Id" : "key-default-1",

"Statement" : [

{
"Sid" : "Enable IAM User Permissions",
"Effect" : "Allow",
"Principal” : {
"AWS" : "“arn:aws:iam::111122223333:root"
1,
"Action® : “kms:*",
"Resource" : "*"
1,
{
"Sid" : "Allow Use of Key",
"Effect” : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:user/test-user"
1
"Action" : [ "kms:Describe", "kms:List" ],
"Resource"” : "#*"
}
]
}
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KMS > D B2AF ?| > 7|1D: eddOeab2-f1dd-46d1-9834-675e60b8F728
e4dOeab2-f1dd-46d1-9834-675e60b8f728 = ]

ek

w3 el A gt

testKey2 slg 2024 3% 262 11:47 GMT+9

ARN oy 2jH 8y

3 arm:aws:kms:us- = o2l

west-2:923107751682:key/edd0eab2-

f1dd-46d1-9834-675e60b8f728

7| uy Yz 74 Ef1 EeE 7| uy

Asst 1Y

7 78 R EL0) =8 Yn2E

HlchE RSA_4096 RSAES_OAEP_SHA_1

RSAES_OAEP_SHA_256
B 7IME
AWS KMS gEs LS

mo

HSok=Xl =l

J

| I 4S5 Qbdet Asst UVEE

o (AWS CLI) API 242 S5t otXst 453t Yi2|ES MEotk=X| &2l — OF CLIE X238
Key-IDE =11 &3 — 2|8 A1t T “EncryptionAlgorithms M oY 719 US3t d2|5S
SIOISH|CH(OF2 MEO| ‘SYMMETRIC DEFAULT ‘= AWS KMS7} CHAl7| 253510 ARSH=

AES 256 Y12|52 ZolH, &3 FX)
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aws kms describe-key \
--key-id 1234abcd-12ab-34cd-56ef-1234567890ab

Output:

{
"KeyMetadata": {
"AWSAccountId": "111122223333",
"Arn": "arn:aws:kms:us-east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ,
"CreationDate": 1.499288695918E9,
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"Description”: ""
"Enabled": true,
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"KeyManager": "CUSTOMER",
"KeySpec": "SYMMETRIC_DEFAULT",
"KeyState": "Enabled",
"KeyUsage": "ENCRYPT_DECRYPT",
"MultiRegion": false,
"Origin": "AWS_KMS",
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"
]
}
}

| 4-5-2 | QMMSH Bst ATRIES HMBBH=X| Eeol

3) AWS KMS7} MiZst= etsst 2na|E LY
-AWS KMS7H HIZSle Ziziol 2153t 7| QEd XM 4Be OIg ZA0M A ¥ 4
QULICE
CHE7 [(SYMMETRIC_DEFAULT) Al - 23
RSA 7| Al - &3
Etel B4 7| MY - 23

SM27| M(E= 2IH M8) - g3
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CloudTrail X

ChAEE

ojus 515

Insights

v #ojl3

LRAIRE
el
O|¥E CiojE A2
=

=5

#H

CloudTrail > OIME 7|R

OJHlE 7|2 (300+) == | c || o= nERE ¥ H Athena EJ0|H 4
OjE ZR0fE Hcho0R FRE Ha) UvE: BAELE
&4 =9

wIEs v |Q fase X || B wm s azm v | €1 23456.> @
O omim=ols | omm azt | MsxoE | olmm s
O CreateLogStream 4% 06, 2024, 18:08:25 (UTC+09.... |pgs.amazonaws.com
0 StartCrawler 43 06, 2024, 18:08:21 (UTC+09-... glueamazonaws.com
O StartCrawier 43 0B, 2024, 18:08:20 (UTC+0%:.... glue.amazonaws.com
O UpdateInstancelnformation 43 06, 2024, 18:07:00 (UTC+09:..., SSM.AMazoNaws.com
| Updatelnstancelnformation 48 06, 2024, 18:06:57 (UTC+0%-... SSM.AMAZONaWs.Com

| 1% 5-1-11 AWS CloudTrail O|HIE 7|5

(2) Amazon EC2 &= 342 stol

o (AWS &z 28) Z£ & — Coudlral — OHIE 7|2 — 2WA QF 0N 'AWS::EC2::Instance’ £

Amazon EC2%} &t21E HE SHAE 20let £+ QUsU

Q215101 &5t

O[¥E 7|8 (13) u=

| C H oME Cje2E v ” Athena E{0|& 4

OJHE 7| Rofi= X/t 908 S0rel 2| OIAESt HAIELICE
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4 =8
2an qY Q. AWS:EC2:instance X || @  aee mere <1 @

O oMEolE | o= Azt | agxtolE OJHE 2

O AssociatelaminstanceProfile 4% 04, 2024, 08:43:06 (UTC+09:... ec2.amazonaws.com
compute-

| GetEC2InstanceRecommendations 3% 29, 2024, 19:07:55 (UTC+09:... optimizer.amazonaws.c
om
ec2-instance-

) SendSSHPublickey 3% 29, 2024, 18:55:28 (UTC+09:... connect.amazonaws.co
m
compute-

| GetEC2InstanceRecommendations 33 29, 2024, 18:55:27 (UTC+09:... i B optimizer.amazonaws.c
om
compute-

O GetEC2InstanceRecommendations 3W 29, 2024, 17:32:49 (UTC+09:... L optimizer.amazonaws.c
om

0 Runinstances 33 29, 2024, 17:24:42 (UTC+09:.... ec2.amazonaws.com

| 1% 5-1-2| Amazon EC2 23 2| &0l
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. . Amazon DB QIAEAQL W= O|HIE, RDS DB QUAEALE Q11 Aurora SHAH
AWS::RDS::DBlInstance o| DB OIAEY A% Q2

AWS::S3::Bucket Amazon S3(Simple Storage Service) HZlo} S =l OHMIE
AWS::EC2::VPC Amazon VPC(Virtual Private Cloud)2} &= O|HIE

re

(3) Amazon EC2 M 39| &l
o (AWS 2| 28) ‘Z4 & — ‘CloudTrail’ — ‘0|#IE 0|2’ 0l 'Runinstances’ £ 2i5}1H,

Amazon EC2 MM O[HIEZ =01t 4~ QGLICH

OME 7|8 (2) uu [ G || omecezs v || athenasomay |
OiME 7[R0 Al 0% Fete) B2| o/ WE} BAIELUCH
a4 x4
| otie oi v | Q Runinstances X | | B ww sz wery | <1 @
O  oME=olg | opme Az | AtgxtolE | opm= 2a |
[ Runinstances 38 29, 2024, 17:24:42 (UTC+09:... ec2.amazonaws.com
O Runinstances 38 29, 2024, 15:26:35 (UTC+0D9:... ec2.amazonaws.com
| 12 5-1-3 | Amazon EC2 MM 50|
- 20leh &~ QU= O[HIE OO0 et KA= Chgat €L
FE
CreateDBInstance MZ2 DB QUAHA Md OHE
CreateBucket MZ& S3 HZl M4 OHE
DescribeVpcs otLt Ofee| VPC HE 201 O[HIE

(4) CloudTrail O|HIE AM| &
o (AWS oz 2 ) ‘B4 5 — ‘CloudTraill — ‘O#IE 0|2 S S2/51H O[HIE A|Zt AF2X} 0|2,
AA P Z=A E G2 AMEH HEO JSONSERC| OHIE HTEZ 81015 & QIAL|Ct
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Runinstances =«
M HE yu
OjHiE Al AWS UM 7| Aws 2[H
38 29, 2024, 17:24:42 (UTC+09:00) | =—= = == == ap-northeast-2
AEILOIE EA P FEL Q= 3c
W___ = o { B I ] -
OJHE Ol O|ME D g 8
Runinstances d55d5ca9-0dfb-4d24-b7ce-5ffaObccd562 false
OJHIE 44 23 ID
ec2.amazonaws.com c0e7ad10-b602-40c3-beda-9babfd682db5

| IE 514 OJHIE MR FE

ore stz s

JSON 7|
{

"eventVersion": "1.09",
"userIdentity": {
"type"! "AssumedRole",
"principalld”: "ARMEEEESSERSERETY :myeongsu-Isengard”,
"arn": "arn:aws:sts::22 . 56:assumed-role/Admin/mye rd",
"accountlId"”; "22=== 56",
"accessKeyld": " e — x "
"sessionContext”: {
"sessionIssuer”: {
"type": "Role",
"principalld": Y,
"arn"! "arn:aws:iam::22 "5 156:role/Admin",

| 1% 5-1-5| OHIE YZE HHE

- 7HAAHFA(EC2)0f CHet M 7122 SSHE 0|28t ™2 EC2 Instance ConnectE 0|&%t
2oz 25 o £ AsYrCt

(1) SSHE 0|23t Hz 7|12
- CloudWatch AgentZ 0|25t0 /var/log/wtmp 215 $F& 4= UFLICH.

- EC20iM CloudWatch AgentS +&lot7| flgt IAM Fets ddsiil dets =7l

o (AWS 2| 28) 2& & — 1AM — 9 — 9 44 — ‘AWS MH|IA — MH|A E=
AE AHIOIA EC2 MEf — TS — S=0|A ‘CloudWatchAgentServerPolicy’ M2 MEH
Aot (o], CloudWatchAgentServerRole) — ‘A&t M o2

~ TIg — Yols 93 0122
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et Tt

3t Y (1/940) w=

M efgtoll AZE xS it o4 MeEfgh|Ct

ZEY 7IE /Y
Q_ CloudwatchAgentServerPolicy X ‘ ‘ 2E [/ v l 170 L= SO N
FHoE[2 a | s¥ v | u-
[E W¥ CloudWatchAgentSe... AWS Z2[g Permissions required to use AmazonClou...

> s A HY - MEf AL

| 516 1AM B AN - et £7}
CHS EC20I 1AM ofte eizistLC

o (AWS B2 2&) ‘22 & — EC2 — QAHA — AF

—

L= E
1AM 9t 28 — IAM F0lM 2z PE0T I B0 |AM S YH|0IE & 4= JUSLICE

EC2 > flAHA 5 i-0BGIINNNNENIGTE ) 1AM il 3

IAM gt 77 4.

1AM &S olasi A0 HEEL|CH

QlARA D
(3 i-086 i3 (AWS-EC2)

1AM i3t
PIAEIAY HEE |AM HEE HEE Y HEO| dER|0] U5 EHT M HEE WP o) dEt oE0] sl QAT A HEE RE YEE ClFEICL
CloudwatchAgentServerRole v ‘ I C | A 1aM HE dd 4

| JIE 5171 EC29 IAM g AHOI0IE

- Oz HHWE 02510 EC2 2AHAN| CloudWatch AgentS AX|EHCH.

o (7FSXH L CLI)
- CloudWatch AgentE CH2ZE ShLCH.

wget https://amazoncloudwatch—agent.s3.amazonaws.com/amazon_linux/amd64/
latest/amazon-cloudwatch—agent.rpm
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[ec2-user@ip-10-0-1-4 ~1% wget https://amazoncloudwatch-agent.s3.amazonaws.com/a
mazon_linux/amd64/latest/amazon-cloudwatch-agent.rpm

--2024-04-06 14:00:27-- https://amazoncloudwatch-agent.s3.amazonaws.com/amazon_
linux/amd64/1latest/amazon-cloudwatch-agent.rpm

Resolving amazoncloudwatch-agent.s3.amazonaws.com (amazoncloudwatch-agent.s3.ama
zonaws.com)... 3.5.17.212, 3.5.28.40, 52.216.60.193,

Connecting to amazoncloudwatch-agent.s3.amazonaws.com (amazoncloudwatch-agent.s3
.amazonaws.com)|3.5.17.212}:443... connected.

HTTP request sent, awaiting response... 200 0K

Length: 100451634 (96M) [application/octet-stream]

Saving to: ‘amazon-cloudwatch-agent.rpm’

amazon-cloudwatch-a 100% ===>] 95.80M 7.96MB/s in 22s

2024-04-06 14:00:50 (4.31 MB/s) - ‘amazon-cloudwatch-agent.rpm’ saved [100451634
/100451634 ]

CloudWatch Agent CIHRZE

- CloudWatch AgentZ MX| §iL|Ct.

sudo rom -U ./amazon-cloudwatch—agent.rom

- CloudWatch Agent A% IS MMeL|C
(o]

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-config—wizard

Are you satisfied with the above config? Note: it can be manually customized after the wizard co

mpletes to add additional items.
1. yes

2. no

default choice: [1]:

1

Do you have any existing CloudWatch Log Agent (http://docs.aws.amazon.com/AmazonCloudWatch/lates

t/logs/AgentReference.html) configuration file to import for migration?
1. yes

2. no

default choice: [2]:

2

Do you want to monitor any log files?
1. yes

2. no

default choice: [1]:

1

Log file path:

/var/log/wtmp

Log group name:

default choice: [wtmp]

Log group class:

1. STANDARD

2. INFREQUENT_ACCESS
default choice: [1]:

Log stream name:
default choice: [{instance_id}]

CloudWatch Agent A& It
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0
0

AELE2 WizardE SollA] oA 88 =+
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ACH, EC2 K& 020 271 Mtus HF06t CloudWatchZ &&ok= Ak 7RSEILIC



- CloudWatch AgentZ MaisiL|Ct,

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl —a fetch—config
-m ec2 —c file:[configuration—file—path]

[ec2-user@ip-10-0-1-4 bin]$ sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ct
1 -a fetch-config -m ec2 -c file:/opt/aws/amazon-cloudwatch-agent/bin/config.json -s

*¥kx%kx processing amazon-cloudwatch-agent sxxsxx

I! Trying to detect region from ec2 D! [EC2] Found active network interface IL! imds retry client
will retry 1 timesSuccessfully fetched the config and saved in /opt/aws/amazon-cloudwatch-agent
/etc/amazon-cloudwatch-agent.d/file_config.json.tmp

Start configuration validation...

2024/04/06 14:21:27 Reading json config file path: /opt/aws/amazon-cloudwatch-agent/etc/amazon-c
loudwatch-agent.d/file_config.json.tmp ...

2024/04/06 14:21:27 1! Valid Json input schema.

2024/04/06 14:21:27 D! ec2tagger processor required because append_dimensions is set

2024/04/06 14:21:27 D! pipeline hostDeltaMetrics has no receivers

2024/04/06 14:21:27 Configuration validation first phase succeeded

I! Detecting run_as_user...

I! Trying to detect region from ec2

D! [EC2] Found active network interface

I! imds retry client will retry 1 times
/opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent -schematest -config /opt/aws/amazon
-cloudwatch-agent/etc/amazon-cloudwatch-agent. toml

Configuration validation second phase succeeded

Configuration validation succeeded

amazon-cloudwatch-agent has already been stopped

Created symlink /etc/systemd/system/multi-user.target.wants/amazon-cloudwatch-agent.service » /e
tc/systemd/system/amazon-cloudwatch-agent.service.

[ec2-user@ip-10-0-1-4 bin]$ J]

CloudWatch Agent A8 3lH

- CloudWatch OflAf SSHE 08¢t EC2 H& 7|5 20" &= USLCL

ClovdWatch > 2318 > wtmp > 1-08 3

[ J0 al [F.3
23 0HE C gy v ER el AlE
Olzge| WE{ STHE Al840{ 21 ol Ee] S0f, 22 T 2US A4S YL + YaLich. Le| TiEio] ofeh 4] otk7| [
Q. Fiiter events - press ente | 18 1412t B | utc Az gagdo] w &
> EglA@z A%

#178 0[ OIS} ALICE FALL

> 2024-04-06T14:21:29.7332 o reboot.1.79-99. 167 amen2823, x86_648z fLI cttySOtySBchz £/N c-yS@tySeLOGINGGZ F/N b.
v 2024-04-06T14:21:29. 7332 pts/Bts/Beci-userSs.233.215.13 fS8 66 &
pts/Bts/Bec2-userss.233,215.13 5@ HAb
i
-l
g 2024-04-06T14:21:29. 7332 pta/@F FBB 2 pte/Bts/@ec2-userSE.233.215.13G fb2 66 2 pts/@WE F{Y Dpts/@ts/@ecZ-user..
> 2024-04-06T14: 21:35 0797 88 §pts/BT8 88 § pts/Bts/BecZ-usersE, 233,215, 1300 FC> 06 pts/lts/lecZ-userl3, 209,
B M O[UET} GiELICH S WAEE YA SAWGLICE

fo|
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ol

SSHE 0|8%t EC2 B& 715

]

(2) EC2 Instance ConnectE 0|2%t X 7|12
(AWS g 2&) OMIE AA — ‘ec2-instance—-connect.amazonaws.com’ Q6tH,
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SendSSHPublicKey ==
M EHE 2
aJflE AlZH AWS A 7| AwS 2|H
33 29, 2024, 18:55:28 (UTC+09:00) ap-northeast-2
2305 AP FL 2F A
My e— 58 s 13 -
OME 0|5 o= 1D 7| Ha
SendSSHPublicKey Tedalf7c-e25b-444e-83e6-f4417888fach false
OJHIE 2 [F D
ec2-instance-connect.amazonaws.com c9af3613-583d-4273-a988-47e1027d71f9

ro

| 7% 5-1-12 | EC2 Instance ConnectE 0|23 Mz 7|2

=] ]

3) 7HSXIES AREst LAl AFEXF R TFSRHES| HEH(AMH, CIOJE|H|0|A, AERIX] S)E

- AH, DB, AE2|X| SO et AHE APl= CloudTrailoflA 2QI% 4~ AZUC

(1) S3 Ar20] st &
o (AWS 2| 28) Z£& = — CloudTrall — O[HIE 7|Z Of]A OJHIE AA" 0f "s3.amazonaws.

com’ 2 YD1 S3 AB| B3t WIS I & UL

— =

OJHIE 7|2 (50+) = | c [ | o= cieEs W | | Athena H0l% 44
0JHlE 7[Bofl= X|ct 90 F0ie| Ha| O[MEsE HAIELICE

£4 =3

l OHIE A v I Q. s3.amazonaws.com X I I B & YAl YeE ‘ ¢ 1 2 w )| @
] oME o8 | o= ARt | agxtols | omE aa

] GetBucketLocation 38 16, 2024, 12:37:27 (UTC+09:... my rd s3.amazonaws.com
| GetBucketOwnershipControls 38 16, 2024, 12:26:23 (UTC+09.... my. o s3.amazonaws.com
| GetBucketVersioning 38 16, 2024, 12:26:23 (UTC+09:... my rd 53.amazonaws.com
] GetBucketLocation 38 16, 2024, 12:20:50 (UTC+09:... my, rd s3.amazonaws.com
OJ GetBucketlocation 38 16, 2024, 12:19:49 (UTC+09:... my rd s3.amazonaws.com
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CloudWatch Logs - A1E] Afg}

X 205 JUERSHD EX #50| WAsIH 0|8 Y2|=5 CloudWatch LogsE FAEILICH EF CloudWatch & CloudWatch Logs 220| HEELICt
AHAI5| Zot=7| [4

CloudWatch Logs #=
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fsi-cloudtrail-logs

1~512XJL|CL. A}, At CHAl, RE, S2HA| L otE2E s{ggLct
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AWS CloudTrail2 0| &g 4215101 CloudTrail O|IEE CloudWatch Logs 211 1222 MASH|C}
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O 71E

EEE

CloudTrailRoleForCloudWatchLogs_fsi-cloudtrail-logs

> FHEN

| 72 5-2-1| CloudWatch Logs &X

- CloudWatch Logs 21 J120f O|HIEES ™4
Hd 52 O|Uo 23 JF0| OHET MNEH

o (AWS CLI)

-71&2 23 80| Q= 42 CloudWatch Logs create-log—group HES ArRol0]
CloudWatch Logs 271 IS 271 0MIEQ| MY AHC=HOIEZ MMEH 4~ QIEL|C

= L—

aws logs create-log—group —-log-group—name [name]

- CloudTrail0] CloudWatch Logs 271 J1&0| O|HEE &8 4= UA| t= et MM5H| 25l
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{
"Version": "2012-10-17",
", [

"Statement™:

{

"Sid": ",
"Effect”: "Allow",

"Principal”: {
"Service": "cloudtrail.amazonaws.com

3
"Action”: "sts:AssumeRole"

| 212 5-2-2| assume_role_policy_document.json

AlSH5H0, CloudTrailoi| CHall AssumeRole #EH0|

-Og 2Ys
aws iam create-role ——role-name [role_name] ——assume-role—policy—document file://{path to

AEEN CloudTrall

—_—— o

assume_role_policy_document).json

- Xg= 23 380 CloudWatch Logs 21 AEZES MMstil, 0] 21
CloudTrailol 204517| Q|5 Of2ff Lo M AASH |CY,

;o
O—
|_|_E

OMIES MoH= B L3 A

{
"Version": "2012-10-17",
", [

"Statement™:

{
"Sid": "AWSCloudTrailCreatelLogStream2014110"

| .
"Effect”: "Allow",

"Action”: [
"logs:CreatelLogStream

],
"

"Resource
armn:aws:logs: /region:account/DJ-log—group:[log_group_nameflog-stream: /account/D]_CloudTrail

[region["

]

b

{
"Sid": "AWSCloudTrailPutLogEvents20141101",
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"Effect” "Allow",
"Action”: [

"logs:PutLogEvents"
],

"Resource": [

"arn:aws:logs: /region.account/DJlog—group:/log_group_name/log-stream:/account/D] CloudTrail_
[region[*"
]
}
]

| 1% 5-2-3| role—policy-document.json

aws iam put-role-policy —-role-name [role_name] ——policy-name cloudtrail-policy
——policy-document file://{path to role—policy-document).json

ol

- DX |He2 QoM ddet 271 J5s 71E2| CloudTraildi HH0|E LY.

r

aws cloudtrail update-trail ——name [trail_name] —-cloud-watch-logs-log-group-arn
[log_group_arn] ——cloud-watch-logs-role-arn [role_arn]

(2) CloudWatch OjlA{ OJHIE ZiOI
o (AWS &2| 228) ‘248 & — CloudWatch’ — ‘27 — ‘27 J& — X0 el XI-st 21

a8 M gyct

H 1
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CloudWatch > 2338 » fsi-cloudtrail-logs

fsi-cloudtrail-logs [ w2 v || Logsmsighesoinzrl | [ anaaa | [PEEEEEA

p EIOE NS EHE

Rasey | @1 | ouN | NEWE | ISUS | OloiAeols | ool us

21 AEZ (3) AbH| ‘ EaAER 4N H DE ZI AER ZM

Q 27 AEE BEE E= HEA Y AE | Owmsign Dossgsan@es < 1 > @
[0 =2a2em v | oixigrojdE Azt v
R 22 36_CloudTrail_ap-northeast-2_2 2024-04-07 07:47:32 (UTC)
(] 22 56_CloudTrail_ap-northeast-2_4 2024-04-07 07:46:28 (UTC)
] 22 36_CloudTrail_ap-northeast-2 2024-04-07 07:45:20 (UTC)

| 72 5-2-4] CloudWatch 211 J1Z20|A OHIE &0l

- fol= 211 AEZZ MEfel & WA HEZ MEHGIH O[HIEN Cist M2 HES 201t
USLICH
ZaoME | c H XY w H Bl ARt ] X|E LE| 44

Of2ij2| LE| ATHE ALEsI0| 23 0|HiES] B0, 7E Ei= 8IS Z4st EE = AGL|ch ZEf sietol cisf Ahdls] 20127 [4

Q Filter events - press enter to search H 12 1AIZH ‘ UTC A2l v ” ClA@Eo] w ‘ &

» EflAgm | oAl

ZCE ol o|HET} QL. Fof= S5O

v 2024-04-97T08:04:49,973Z {"eventVersion”:"1.89", "userIdentity”:{ "type": "AssumedRole", "principalld..
{ 4

"eventVersion": "1.@97,
"userldentity”: {
"type": "AssumedRole",
Tprincipalld”: "ARsss s mmee 8P4 AmazonM#AA-airflow",
arn": "arn;aws:sts;: 22 " 56 assumed-role/MNAAImmersionloyStack-MyvoaExecutionRole-
@0 TUSER)/AmazonMWAA-airflow”,
"accountId": "22  EiEsilSE",
"accessKeyId™; "R ————
"sessionContext™: {
"sassionlssuer": {
"type": "Role",
"principalId™: "ARSEE———.piT
"arn": "arn:aws:iom::22 0 56:role/service-role/MVAAImmersionDayStack-MwagExecutionRole-

el R "
"aceountTd" < "2 e wmonm"

| JIE 5-2-5] OHE MB WE =l
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(3) CloudWatch ZAH A
- CloudWatchE 0]8cl0{ EQet A=i0f ofst Z&

| Ol AWS 2| 50| tfer 271015 HIeIRS I Off CHet

s 4 UsLc

M

ton

- = FUM0AME B5E S 3

B2 dds A= L.

o (AWS #2| 2&) 2& & — CloudWatch’ — ‘27" — ‘271 JF — M0 ol st21

AHAH
OO
2 M — XE BE — KE TE AN S 22t TE IE 44 o IE BEHBS offel

==}

7EI-O| olZs %H__ll:_'-_

H—/d

{ ($.eventName = ConsoleLogin) && ($.errorMessage = "Failed authentication”) }

i o

EE o 4
X5 LEIS AL 310] CloudWatch Logs2 &5/ 2 IS0l OlMES SUERIS 4 ASLICH 55 88 DU L F2sPiL 23 ol
X ke FE5HT 228 S5 X|E0| S 2+ USLICH TE TR0 chal K4S LorEYNL, [2

e LER
27 0[N LRE & E= HE S Xsto] XIES WY

Q. {($.eventName = ConsoleLogin) && ($.errorMessage = "Failed authenticati X l

| 2 5-2-6 IHE Ho|

m 0|2 ZHZ| ConsoleSigninFailures 4
n X|HE HYAHO|AON CloudTrailMetrics Y=
m X|HE 0|20 ConsoleSigninFailureCount 4
= X|E 4o 19 -~ T2 — XE EH 4y
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ConsoleSignInFailures

e EER

{ ($.eventName = ConsoleLogin) && ($.errorMessage = "Failed authentication") }
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XE £ 20| FolE YARE o X = EHA0| FolE YAzt el FEILUF NEEUALL AL 7+
Oft&LICt of| AELICE Gl0JE{7} &L

CHS SNS FH|of| 22lg =duct
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O ZFH| ARNZ AHE3510 CI2 AHFol| 22
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x| 0|2 nRsHof ghLict
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ALARM: "Console sign-in failures" in Asia Pacific (Seoul)

« AWS Notifications <no-reply@sns.amazonaws.com>
.
o s
You are receiving this email because your Amazon CloudWatch Alarm "Console sign-in failures” in the Asia Pacific (Seoul) region has
entered the ALARM state, because "Threshold Crossed: 1 out of the last 1 datapoints [5.0 (12/04/24 07:12:00)] was greater than the
thrashold (3.0) (minimum 1 datapoint for OK -> ALARM transition)." at "Friday 12 April, 2024 07:17:21 UTC".

View this alarm in the AWS Management Console:

lu

Alarm Details:

- Name:

- Description:

- State Change:

Console sign-in failures

OK -> ALARM
- Reason for State Change: Threshold Crossed: 1 out of the last 1 datapoints [5.0 (12/04/24 07:12:00)] was greater than the threshold
oo . S e AD o

2T AL

g, MM E= HEEX| U= =elotr| ?lof

CloudTrail0] 21 IUS FAESHS

=
724 d5= HE2 t3ol 238 & Higi

CloudTrail 271 Ir
— https://docs.aws.amazon.conyko_kr/ansdoudtrail/latest/userguide/doudtrail-og-file~validation—intro.htr
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aws cloudwatch put-metric—alarm \

—alarm—-name 'AWS/EC2 CPUUtilization Instanceld=i i 247 f
-—alarm-description '0| ZAEE= EC2 QIAEAS| CPU ALE BLIEZStE O =20|
-—no-actions-enabled \

—metric-name 'CPUUtilization' \

-—namespace 'AWS/EC2' \

-—statistic 'Average' \

—dimensions '[{"Name":"InstanceId","Value":"i-02 27"}]"
——period 300 \

——evaluation-periods 3 \

=—datapoints=to-alarm 3 \

—threshold 80 \

——comparison—operator 'GreaterThanThreshold' \

-—treat-missing—data 'missing'’

aws cloudwatch put-metric-alarm \

——alarm-name 'AWS/EC2 CPUUtilization Instanceld=i-@4 6b’
——alarm-description '0| FEE EC2 QIAEAQ| CPU ALE BLIESHE O =30|
——no-actions—enabled \

——metric-name 'CPUUtilization' \

-—namespace 'AWS/EC2' \

——statistic 'Average' \

——dimensions '[{"Name":"Instanceld","Value":"i-04 6b"}]"
——period 300 \

——evaluation—-periods 3 \

-—datapoints—=to—-alarm 3 \

——threshold 80 \

——comparison—operator 'GreaterThanThreshold' \

AWS CLI Z2 TE 0Al
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o APl AR O[O T3t HPIZXINS SHI00F BTt
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O[HIE O|& ef5459a6-d354-4e91-a60f- false
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O[HIE AA QA ID
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IIIE
‘

APl AL 0] ZHHE

SE0A OfHIE 0|§ Putlnventory SE0| [§A0] E OHIE 0|§1 AR CHAIOI AFR A} O

== gext oz i-03594e370d341404d & &2l 7t (MIA| OllM= EC2 QIAEA ID 7t oHEc-;)

557} - OMIE AA ssm.amazonaws.com  SE8t AA |P AL i MHIAS SESF OHIE A
= - AA P F4&  3.133.150.185 A 201 IS

_ 32 22, 2024, 15:31:43 _

SEYUA - OJHIE ARt SN OMIET} SEE ARIS 7|12
SLA| | | (UTC+09:00) | 22E Al |

~OMIE HTCE OMIES] MAEES JSON QEHER RZBLICL s TS0l QX3!
AlZiaE 2x] £2 ot2t APl st Mis Mefot= Ol =50 &= 2E YEE Eglold
UAgHH.

O[HIE Y AE zw N

JSON 7|
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AROAVMIYNJXLKBH55EBQN:i-03594e370d43414044",

"arn": "arn:aws:sts::. :assumed-role/cfn-S8MInstanceRole-gF0crulLtzTB/1i-03594e37043414044",

"accountId": " "
"accessKeyId": "ASIAVMIYNJXLJB64PNTY",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId"i "AROAVMIYNJIXLKBHS5EBQN",
"arn"i "arn:aws:iam:: @momon virole/cfn-SSMInstanceRole-gF0crulLtzTB",
"accountId": 'TEEESSSSs—————
"userName": "cfn-SSMInstanceRole-gF0cruLLtzTB"
h
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-03-22T05:45:202",
"mfaAuthenticated": "false”
b

"ec2RoleDelivery": "2.0"

i
"eventTime": "2024-03-22T06:31:432",
"eventSource"! "ssm.amazonaws.com",
"eventName": "PutlInventory",
"awsRegion": "us-east-2",
"sourceIPAddress": "3.133. 08 @&,
"userAgent": "aws-sdk-go/1.44.260 (gol.20.12; linux; amd64) amazon-ssm-agent/",
"requestParameters”: {

"instanceId": "i-03594e370d341404d",

"items": [

{

"typeName": "AWS:BillingInfo”,

"schemaVersion": "1.0",

| J1E 5-4-21 APl O|HIE ZE JSON REHE H7|
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R

o (AWS CLI) AP HOZ OHIE T X3|= ‘aws cloudtrail lookup-events’ BES M%ﬁ}
K= 90 S02t9| CloudTrail &2 OJHIEONAM SIX{ OMIES

EventName & ConsoleLogin 22 ZHZ o0 x3l6k= A

aws cloudtrail lookup-events --lookup-attributes \
AttributeKey=EventName,AttributeValue=ConsolelLogin

Output:

{
“Events": [
{

"Eventld": "654ccbc0-ba0d-486a-9076-dbf7274677a7",

"Username": "my-session-name",

"EventTime": "2021-11-18T09:41:02-08:00",

"CloudTrailEvent":
"I eventVersion" W' 1.02%W", W' userldentity w" :{# “typew " :W" AssumedRolew", W "principal ldw" - w"A
ROAJIKPFTA72SWU4L7T4:my-session-namew", W "arnwW" W "arn:aws:sts::12345678901 2:assumed-
role/my-role/my-session-
namew", W"accountldW":w"123456789012W" W"sessionContextw":{#" attributesw":{W"mfaAuthentic
atedwt":w"falsew" W"creationDatew":w"2016-01-
26T21:42:12Z2W"}, W'sessionlssuert": {#" typeW" . "Rolew" , W "principal ldw" :W" AROAJIKPFTA7 2SWU4
L7T4W" W arnW":W"arn:aws:iam::123456789012:role/
(M)

"EventName": "ConsoleLogin”,

“Resources": []

}
]

}

| 1% 5-4-3 | CLI B3 - EventNane ZE X3

& syt

o
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- Lookup—events Fd0l= L2t €2 54
® ——max-items (H4u
o Hietst OHIE & X = UCH, 10M =T 507HK| He| 7rsE .
O) aws cloudtrail lookup—events —max-items 10
® ——start-time (EIQYARI)
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Event 23| K0 XHE A7 HYIE 7[BICE G X3| OMIE 5
CloudTrailEvent OHIEY} BreteSS LiEth= AXE Zefet JSSON ZAE
Eventld BigtE OMIE GUIDE E&st 22Xt

EventName gretEl O[HIE 0|2 Eaet =AM

EventSource 2H0| O|F0{F AWS MH|A

EventTime O[HIE Zmt 2 AIZKUNIX AlZH &)

Resources SretEl O[HIETL HXoh= 2lal 55

ResourceName OHIEY} HXoh= 2laA 0|2 Edlole 2A4E
ResourceType OHIEY} HXoh= 2lal RYS Eelots 24

Username OretEl OHIEO]| CHE AIE ALEAL 0|82 Edole EAY
NextToken Ol lookup—events HHOA Z2C| L2 HO|X|E 7IMLe =AE

\ ET AR

o 0|8APt HE2 SIEM £3M=S f St= 42, SIEM 22802 AEAL &3 L APl AR =X
#H 208 NEY = UACH, M Y2 AM&Eok= SIEM &84 MEAZ 9| HiEL .

o AMBA EF H AP AIE FH 215 MEdt/| flatM= CloudTrail0] T+5=0f QUO{OF BHLIC.

o AWS BHEZE QUHTO0[A ALZ0| e YEHEQI M= AWS oM XMiSoke ‘AWS Command
Line Interface At HYAN £ T HIFLICL

o CloudTrail AWS CLI &2 WAZXE FLE&LCH

o CloudTrail?] 7|2 21 Hat 7|22 90 & O|E=, &7| Ha&0| B3t 42, CloudTrail Lake,
CloudWatch 2! S3 0ff 222 AES 4 /USLICH

0 S8, Lambda OIM A== APl 2£2 'HIO0IE OMIE =215 H7|=5 Jot0{0f LCt.
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5.5. Hot 7. ACL S)of Bt [EXte] 22tRE HIE|T MH|A O A| L4Sk= Abetoll

AoIFXY s sHo=XAM(2] S)2 SHE5I0{0} Bt}

\ Mg

0 22T BHN HEYT MHIAVPC, NAT 5) ALR Al LMBH= A0 CHEE SERM(2 1
S)g ssioior it

- 9| AR

1) HEYT AHIA O[S0 3t ABKVPC, NAT 75| 44 2 81 S)

oln
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\ 24 A

(1) VPC HEY3 #49| FxiM
- VPC Q10 LIERIT S0 CHet M2 8 20 7|28 4 100 VPC, M= T80 LES
QIEMOIA B9iZ B2 27 440| JHSEUICL 271 7180 WS R0 Y YR 229
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UpdateUser MEXL 0|18 = 425 HE
DeleteUser AL ALK
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DetachUserPolicy AR HAE HelY JHM2 22
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CloudWatch logging

You can stream or send session logs to a CloudWatch logs log group that you choose, and encrypt log data for all sessions in your account. Session logs should be used for
det ing and bleshooting purposes. XtA|3| 207 [F
. For pricing information, see Amazon CloudWatch pricing [4.

CloudWatch logging
Enable

Choose your preferred logging option

© Stream session logs (Recommended)
Session data streams continuously to CloudWatch logs during your sessions. The session data is structured in JSON format.

O Upload session logs
Session data is sent to CloudWatch logs at the end of your session.

Enforce encryption

[J Allow only CloudWatch log groups that are encrypted by customers master keys (CMK)

CloudWatch 21 1§
MM 208 A28 20 JFe| 0152 EH|ch

O 2E0M 2328 M=
O HAE Mxjo| 2115 0|5 U

[ ssm-session-log

S3 logging
You can store and encrypt log data for all sessions in your account in an S3 bucket that you choose. Session logs should be used for ing and tr
purposes. XtA[3] 20t27| [, For pricing information, see S3 pricing [4.

Send session logs to S3
[J Enable
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AWS Systems Manager > MM Z2|xt

Session Manager

O L P

General preferences

Idle session timeout
60 minutes

Run As

Maximum session duration

KMS encryption

® Disabled

CloudWatch logging

Send session logs to CloudWatch Enforce CloudWatch log encryption

© Enabled ® No

Logging option CloudWatch log group
Stream session logs ssm-session-log

S3 logging

Send session logs to S3 S3 bucket

@® Disabled -

Enforce S3 log encryption S3 prefix
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CloudWatch > 211E > 21 1E MM

23544

BEIJE NS EE a2

@ CloudWatch 2% Standard ¥ Infrequent Access2h= 5 71X| 211 Z2)AS ®2§HLIC) 2t 20 ZajA0M HZst=
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{"eventVersion"

{"eventVersion"
{"eventVersion"
{"eventVersion":"1.0","eventTim

{"eventVersion"

{"eventVersion"

{"eventVersion"

{"eventVersion"

{"eventVersion":"1.0","eventTime":

{"eventVersion":"1.0","eventTime":

:"1.0","eventTime"

{"eventVersion":"1.0","eventTime":

:"1.0", "eventTime"

{"eventVersion":"1.0","eventTime":

:"1.0","eventTime"

:"1.0","eventTime"

BN - assumed-role/ AEETT——Y

g i 79 £ 4840F"

"userdel: fsec mail spool (/var/mail/fsec) not found"

CloudWatch X
> 2024-4-12T06:46:59.6807
=4 52 ge
AN N A= ¥R » > 2024-04-12706:47:00.679
Al > 2024-4-12T06:47:01.6797
v
22 Ao @0 Oo > 2024-04-12T06:47:02..6797
ZE e
> 2024-4-12T06:47:03.6797
REZR
> 2024-04-12T06:47:04.6787
v 231
> 2024-4-12T06:47:06.679Z
211§
» 2024-4-12T06:47:07 6787
20 S
> 2024-4-12T06:47:32..679Z
2tol= H|Y
Logs Insights > 2024-4-12T06:47:36.678Z
> 2024-04-12T06:47:47.6797
v XE
v 04-12706:47:
sExE 2024-04-12T06:47:52.6792
7| {
"eventVersion" 0",
pS=] "eventTime": "2024-4-12T06:47:522",
“ap-northeast-2",
v X-Ray 7S -04832c6547Fc01b9"
1
R "userIdentity": {
"arn": "arn:aws:sts::
ey )
"runAsUser”:
"sessionId
v olE "sessionData": [
"$ sudo userdel -r fsec”,
T
ofitE A ¥
(5 2004-04-12706:47:55 6782
> OfE2|Al0|M AE
{
> H=sla BUE R S
"eventTime'
v QIANOIE "awsRegion
"target”:

{"eventVersion":"1.0","eventTime"

:"1.0","eventTime":

:"1.0","eventTime":

":"1.0","eventTime":

"2024-04-12T06:46:592", "awsRegion":
"2024-04-12T06:47:00Z" , "awsRegion": "
"2024-04-12T06:47:01Z" , "awsRegion" :
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RDS > HiOlE I8 > Tenle 18 4y
nt2tole a2F 44y
i2iojE aF MS 3=

ut2tolef 38 miez|
0| DB It2t0jE| 2EE XE8¥E DB WL

I aurora-mysql8.0 v ‘

78
DB LiE0|E OE R2

‘ DB Cluster Parameter Group v I

REDTE
DB H2H0|E| JF2| AlExt

I audit-test ‘

oY
DB W2t0|E| 250 ciet MY

| |

| Z1E 5-6-9| C|O|HH|0|A T2 OF dd

-ddt ooy I80M HE 2 Solf audit’ 2 ZMSH EH 3 7St D2H0|EE0|

5t
UACH, Ot 2t HEFLIL.

. S
® server_audit_logging : W2 12 HE
. . — E - — “ el
= server_audit_events : ZAF 270IM 7|SE H0|EHE M (2 FIM0M= ‘QUERY &
AER)
RDS > m0jE 28 > m2tlE 1E $%: audit-test
43 753t njetole] (352) JlEzez 4y ae | | easuna
Q. audit X | oz &= sl <1y B
O olg a o v HE8RY Vv COIE| 84 v 2 v
88 A
CONNECT,QUERY,QUERY_DCL,QUERY_DDL,QUERY
O server_audit_events _DML,TABLE Dynamic list Modified
| QUERY |
0O server_audit_excl_users | mf2ojEfo) chst zF 2/2f | Dynamic String Engine default
d server_audit_incl_users | j2fojEfof cyEk gt 22 | Dynamic String Engine default
(] server_audit_logging | 1 v | Dynamic Boolean Modified
O server_audit_logs_upload | 0 v | Dynamic Boolean Engine default
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QUEE |

‘ _ﬁ _ ‘ ’ ‘ ’ ; = ; ‘ y 2
- ‘24 & — ‘Amazon RDS — ‘H[O|E{H{|0|A” O|A MASH DB SHAEZ MEIGIT ‘8 2
[ = = E o
SN 23 ZEE HZERLDH HOEHH0]A ZM0 ‘DB S2AE IRMOH 1F & YA
= = = = = =
US0E MY D522 HE0 0 MEELLL
_ xol5 = = = k=%
Folg 2 /12 I20H 280 AL A1 L2f0jH O822 HEst 2, HE AlES
= o [ H IL
HtHol| floiMe BIEAl R0 QT
RDS > HE0E 3% ) EEHIE 18 $%: audit-test
23 7t olatolg (352) JEgtos 4 A4 _
Q, audit X | ¥xl &= 50 1 > &
O ES & u v HgRd v Hioje{ g4 v a& v
S8 %
CCONNECT,QUERY,QUERY_DCL,QUERY_DDL,QUERY
a server_audit_events _DML,TABLE Dynamic list Modified
’ QUERY ‘
] server_audit_excl_users ’ of2pojE{o) cist gk 2/2f ‘ Dynamic String Engine default
O server_audit_incl_users [ mf2folEfol cist Zt 2/ } Dynamic String Engine default
d server_audit_logging ’ 1 v ‘ Dynamic Boolean Modified
d server_audit_logs_upload ’ 0 v ‘ Dynamic Boolean Engine default
| J1E 5-6-11 1 HO|EH0|A FM OEt0H OF HE 43
_ E P “ D bl — E P —_
HIO[HH|O|AL] QIABAS Z=lotH 271 2 O[HIE SH=0f|A Of2Het 20| ZA 2115 20l
A A C| = = ‘ [ — R . = S5l0|8F A A
= sUhh offd 215 dHotd 'BHI[ & =2H 4N 208 =0y + UsUM
23 (115) 27| ] esc
Q DB 215(5) 7jF2= ZEE | <1 2 3 45 6 > &
olg a Opx[Ete = £ &5 v E R v
O audit/audit.log.0.2024-04-12-12-30.0 April 12, 2024, 21:30 (UTC+09:00) 0 bytes
O audit/audit.log.0.2024-04-12-12-30.1 April 12, 2024, 22:00 (UTC+09:00) 473.7 kB
O audit/audit.log.0.2024-04-12-13-00.0 April 12, 2024, 22:00 (UTC+09:00) 0 bytes
O audit/audit.log.1.2024-04-12-12-30.0 April 12, 2024, 21:30 (UTC+09:00) 0 bytes
O audit/audit.log.1.2024-04-12-12-30.1 April 12, 2024, 22:00 (UTC+09:00) 379.5kB
O audit/audit.log.1.2024-04-12-13-00.0 April 12, 2024, 22:00 (UTC+09:00) 2.8kB
O audit/audit.log.2.2024-04-12-12-30.0 April 12, 2024, 21:30 (UTC+09:00) 0 bytes
@] audit/audit.log.2.2024-04-12-12-30.1 April 12, 2024, 21:59 (UTC+09:00) 483.5 kB
O audit/audit.log.2.2024-04-12-13-00.0 April 12, 2024, 22:00 (UTC+09:00) 0 bytes
O audit/audit.log.3.2024-04-12-12-30.0 April 12, 2024, 21:30 (UTC+09:00) 0 bytes
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- 0/2| CloudWatch 9] 21 J20IA A44i5t RDS o HOEHI0jAS] Audit BN 2At 21
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CloudWatch > 233§ > /aws/rds/cluster/database-1/audit > All events

2I0ME G || =mav || wgmusm | xmasas

of2ie] TE| ATHE Ar8SI0] 211 o[HIE S| 80f, P& Ei= ZHS ST oi&IE 4 UgLict TE e cish Xtals| Zot=7| [

Q Filter events - press enter to search | ’ 12 1AIZH | UTC AlZHcH v ’ ’ ClAZ0| v l [O)
> Efglagizm | oiax | =axeszos

> 2024-04-12T12:35:11.780Z 1712925311780608 ,database-1-instance-1,admin,10.0.. database-1-instance-1.audit.log.@

4 2024-04-12T12:35:11.782Z 1712925311782426,database-1-instance-1,admin,10.0.. database-1-instance-1.audit.log.@

4 2024-04-12T12:35:11.898Z 1712925311898629,database-1-instance-1,admin,10.0.. database-1-instance-1.audit.log.@

4 2024-04-12T12:35:21.696Z 1712925321696236,database-1-instance-1,admin,10.0.. database-1-instance-1.audit.log.3
1712925321696236,database-1-instance-1,admin,10.0.140.152,38,2241,QUERY,mysql, 'CREATE USER \'fsec\'@\'localhost\" A
IDENTIFIED BY <secret>',0

w 2024-04-12T12:35:26.939Z 1712925326939733, database-1-instance-1,admin,10.0.. database-1-instance-1.audit.log.1
1712925326939733,database-1-instance-1,admin,10.0.140.152,38,2271,QUERY,mysql, 'select user from user',@ A
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© Amazon RDS 9| H|O|EH|O|A S0 Ciet ZAt 271 42 Ot F3E & HIELCH
- https://aws.amazon.com/ko/blogs/korea/configuring—an—-audit-log-to—-capture—databas

e-activities—for-amazon-rds—for-mysgl-and-amazon-aurora—with-mysgl-compatibility/
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2814 A A R
O[HIE m{Ed Xty
304 o
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KA, T/A2A, OFE(), THAI(), REQ)S AH8310] 2l 64212 X|FRLICH
ATHA| - AEf LSS Moy - MEl AfEH
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O 27|otAtg O miE Al A O Azt X|H HEH(JSON HE7|)
Amazon EventBridge 27|02 At2 EventBridge0i|d H|23t= BIE3l2 O|HIE I{EIS JSONSZ EHEtLCt
3101 O[HIE TRl MABLICE AH8310{ OHIE THES gt
O|HIE ST z=
O[HIE AA O[HIE THE
AWS MH|A = EventBridge THELE AAZ X2 OHIE THE tEi= OJHIEQ} UR|SH= HE]
| AWS A|2 v ] 14
2 "source": ["aws.iam"],
3 "detail-type": ["AWS API Call via CloudTrail"],
AWS AfH|A 4 "detail": {
O[HIE AAZ AFBE|E= AWS AMH|A 0|5 5 "eventSource": ["iam.amazonaws.com"],
6 "eventName": ["CreateUser", "DeleteUser"]
IAM v 7 3
81
O[HIE ¥
IS 0j3sHs o] AAZ ALRE OJHIE RF
’ AWS API Call via CloudTrail v ]
@ CloudTrailg Saf| M&5|= 2 o[HE0|
£ M5 "HE 89| UC= CloudTrailg
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I Describet 22 7|/ ER AR5t
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Amazon EventBridge > 7% > 7% 44
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Chie &iE W)

EventBridge”t O|HIES %{9| Tha0l| TE5H7| Toj| O|HES| AES ALBAt FHoIE 4= AELICHL & E= API2| 3 HEDIS
AH235104, JSON ZZE AI83llA 22| OJHE AA0| 2t3 FAsh= H4=-Z FOIRILICE 2(TH 100712] H4-E Fo|5t0] 2} H=0f YUY
US EEE > ASHLICH T8 OFF 23 BESI0|A 0[2{3 H+E <variable-name>(2)2 AIE# 4 JUHLICH

Y5 gz
7l gt o= FoEl Y == e % Folat= ol Ar2EUCH JSON Z2E Arg510] 0|ES| E5=S FZsi aie s W40l AMFELICE ofE S0f &
2| J=2E Yysiof O|ES ZtS FHEE £ USLICH

1{

"time": "$.detail.eventTime",

"eventname": "$.detail.eventName",

"username": "$.detail.requestParameters.userName",
"ip": "$.detail.sourceIPAddress"

O N UL WN

© JSONO| §&8iLICE.

EENREER

n
HEsl

2 HEA2 Uiy MEsie= FEO| ot SARULICE cHakol 2X1H0ILE JISONS M= MBS WHE &= ASLIch
1 "CloudTrail oA AFHBTCHHL/AH) OMIET} HHRIZ|USLICH. <time> O] <eventname> 2| O|HIE &F0| LMD, 2F
2

o (AWS B2 22) LS W] Y3 WS Amazon SNS MHIAS 083D, O|HY 7AS
SHBUCL ‘22 & — ‘Amazon SNS' — FH — FH M S Mesll QS BE 2
MEfotn 012 2 9T MBI
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[ otor

dlczolE
Amazon SNS| SIS 418 4 li= ojoi|Y FAQLICE

l test@example.com
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S — Simple Notification Service
- N
Subscription confirmed!
You have successfully subscribed.
Your subscription's id is:
arn:aws:sns:us—east-1:"9" W0 #:CloudTrail-Monitoring:b2@de9ac-
3572-48b0-8c78-b8c9e7371d66
If it was not your intention to subscribe, click here to unsubscribe.
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|TE 5771 oltY Uy 1= 4T aiE
= E = = = L] 92
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1A= A
5015t 4 QLI
Amazon SNS > FA| > CloudTrail-Monitoring
CloudTrail-Monitoring ENERERED
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CloudTrail-Monitoring
ARN R A[]%E
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AWS Notification Message

@ o AWS Notifications <no-reply@sns.amazonaws.com>
To: O ey o

Today at 11:23AM

"CloudTrail Of|A] A 22 (MM /AR 0|“"E7r FoIE| & LI|CE 2024-04-12T02:22:35Z Of| DeleteUser 2| O]
HIE SZ£0| QA58 1 QM5 AIRAL0|E2 fsec 0|0 2AX| IP = 110.12. 5 m wL|C "

If you wish to stop receiving notifications from this topic, please click or visit the link below to

unsubscribe:

fms g wmos .com">https://sns.us-east-1.amazonaws.com/unsubscribe.html?
SubscriptionArn=arn:aws:sns:us-east-1: 88§ §&& 878 :CloudTrail-Monitoring:b20de9ac-3572-48b0-
8c78-b8c9e7371d66&Endpoint=k&ss = @a=s s ".com

Please do not reply directly to this email. If you have any questions or comments regarding this email,
please contact us at https://aws.amazon.com/support

| E 570 AE HEAY o|HY SE

.

gk

2) #2IX} A" MFA 81 O[HIE
AMEdt= 4L ‘EnableMFADevice’ O[HIEZ} 7|21 oY O|HIERZ 2t

o

o
= =
S =oiE 4 U

re

(1) MFA X O[HIE %}
- MFAZ EnableMFADevice O[HIEZ} SMGHAIE T YUHHO=Z MFA £ Sot 218Y 82
O|HIE HIZE MEHEQI sessionContext 2H0f| ‘mfaAuthenticated” ZtS ol oiE AFZXHIt
MFA 7t M= CI7IQIX| &olgt 4= QUELICH MFA & Aot 42 i 442 ‘true’ 7t EULCH.

CloudTrail > OfME /& 3 EnableMF

EnableMFADevice «
ME EHE aw
QHHIE Algt AWS HxfL 7] AWS =H
4% 10, 2024, 23:57:39 (UTC+09:00) ASIAABAAW us-gast-1
Mg olE AA P FA oEac

i Td 110.12.218.9 R

O[HIE 0| Q[HiE |p 7| M8
EnableMFADevice ectd5de3-bf67-4¢67-b3dd-f2ee6f437982 false
OjWE A 2310
iam.amazonaws.com 0b7d45b8-f9c4-4547-b5cB-d292a57fdB5d

s
A

| Z1E 5-7-10 ] CloudTraildilAf MFA O[HIE
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JSON 87|
{
“eventVersion": “1.09",
“userIdentity”: {
"type": "AssumedRole”,
“principalId”: “AROA46A4W3LGEIIQNS. = b "
‘arn“: "arn:aws:sts: ;e SEem——  agsumed-role/Admiy = oow  mmegeed”,
"accountId”i * Eeamem—
“accessKeyId": "ASIA46A4WIL6LB427A2S",
"segsionContext”; {
“sessionIssuer”: {
"type“: "Role",
"principalld”: "AROA46A4W3L6I3IQNSSORE",
“arn": “arn:aws:iam::| . l:role/Admin",
“accountId®: “FEESIEN————
“userName": "Admin"
h
“attributes”! {
“ereationbDate": “2024-04-10T06:25:052",
“mfahuthenticated”: “false"

+
“eventTime": “2024-04-10T14:57:392",
"eventSource"! "iam.amazonaws.com",
"eventName": "EnableMFADevice",
"awsRegion": "us-east-1",
"sourcelPAddress":! "110.12 % 8 8",
“userAgent"”: “AWS Internal"”,
“requestParameters”: {
"userName": "alice”,
"serialNumber"”: "arn:aws:iam:: " 0 I :mfa/AliceMFADevice"
}

“responseElements": null,

| 2 5-7-11 | OHIE MM #HIZE=

(2) MFA &X

-MFA 282 3.7 S48 ¥ AH B2 A Mgt 9o U= X

HHELICS.
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1) APl =0| 7t58t IP XA

ot CLI B 7|8tez MYH

QL= 3t Hof S

i

~
s
o
fix
oL

M2 Management Console 1t CLI

rr
X

o (AWS #2| 258) ‘=
=2

o R XF Wiol MM BEM USON' 2 Meist & ool L8 20iEUIE & r1eg
Z23itt

"Version": "2012-10-17",
"Statement”: {
"Effect” "Deny’,
"Action”: "*",
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g

"Resource”: "*",
"Condition": {
"NotlpAddress": {
"aws:Sourcelp": |
"192.0.2.0/24",
"'203.0.113.0/24"

Het X|H o

A&, Y, 2laA 9 ZAHS MEEHH UFS FOIRILICH JSON TE7ZIS ME5t0] HEt YRS Tyt

B u o JEEDYED,
| 1-[
2 "Version": "2012-1@8-17", =4y
3v "Statement”: {
4 "Effect": "Deny",
5 "Action”: "*",
6 “Resource”: “*",
7w "Condition": {
8w "NotIpAddress": { 2 Mel
9w "aws:SourceIp”: [
te B ki HH0|M 7IE B8 NeASPILL M| RS 27IEILICE
11 "203.8.113.8/24"
12 1 + M2 37t
13 1
14 3
15 ¥
16 |
+ A 257}
JSON Ln1,Col1 6144%} = 59827t L&

|(i):~;'.“_"r:0 ®es:0 MAzmo QFE:0

[ Source IP H|

St

3

—
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B0} 48 SUSCHRLIMHIA HOF B2 HTA

= 2HON HX 0|1 S
MEE M2 AM AIBX 22 G0 20{ot MESITt
(AWS CLI) HZ2HO[L} 2k
OIAI0AM= policy.json O2H= O|20=2 XZAISITL

"Version": "2012-10-17",
"Statement”: {
"Effect”: "Deny’,
"Action": "*"
"Resource":
"Condition": {
"NotlpAddress": {
"aws:Sourcelp”: [
"192.0.2.0/24",
"'203.0.113.0/24"

g n
’

Ot HHNHE Ao M=2 Fus i

aws iam create—policy \
——policy-name DenyAccessExceptIP \
——policy—document file://policy.json

~ % aws iam create-policy \

> --policy-name DenyAccessExceptIP \
> --policy-document file://policy.json
{

"Policy": {
"PolicyName": "DenyAccessExceptIP",
"PolicyId": “"ANPAW3MEENGB3LCDZSSVZ",

Ol ]:[l-OIE X—I

6. APl £t2|

PN

o

—

"Arn": "arn:aws:iam:: ™ " :policy/DenyAccessExceptIP”,

“Path”: "/,

"DefaultVersionId": "vl1",
"AttachmentCount": @,
"PermissionsBoundaryUsageCount”: @,

"IsAttachable”: true,
"CreateDate”: "Z2025-05-18T@9:13:57+00:88",
"UpdateDate": "2025-05-18T@9:13:57+00:00"

[ AWS CLI 2 0|25 IAM X MM

E
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Or2ie| BHUE ol dHE FMS 1AM AFSALL HEof| fO0{ertt.
- 1AM A0 FHA £
aws iam attach—user—policy \

—-user-name (USER_NAME) \
——policy—arn {POLICY_ARN})

Fol HAMO2 MAO| YR HUTO| Ljg0| UK o3 DEIER O|SHiCh

~ $ aws iam attach-user-policy --user-name fsi_user --policy-arn arn:aws:iam::® § ¥ :policy/DenyAccessExceptIP
~ 3

~31

[ AWS IAM AEXH| 3 & |

- 1AM ojE0] F5 Hof

aws iam attach-role—policy \
—-role-name (ROLE_NAME) \
——policy—arn {POLICY_ARN}

~ % aws iam attach-role-policy --role-name fsi_role --policy-arn arn:aws:iam::&™" =~ "W W) :no]icy/DenyAccessExceptIP

~ 5

~3$1

[ AWS |IAM 0] M= e |

I A

oor

AWS |AM H& A
- https://docs.aws.amazon.com/cli/latest/reference/iam/attach—user—policy.html

- https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role—policy.html
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&t AWS APl 9| R2dS dSoM =M, AWS SDK

0|80tz &% ABAt= Sigv4 2F #Estt

o AWS 29| 22t JiA Xt B2E
Sigv4)” 2t1 Sk= Signature £
AWS &= SigV4 0|25t ARZXIE
£ 0|8otAL AWS 9] #t2] 2& 52 AWS CLI &

2o 24¥S ofA| 0t ot

S n -

o AWS API 2| Signature 7+ &% &3
- https://docs.aws.amazon.com/ko_kr/IAM/latest/UserGuide/reference_sigv.html
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@ M~ 7| HYE
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o T Ol4 BE Bl A% M4 712 BRI ARBILICE

o A5 S Fasehc)

o OMA 7|2 HIIEoR DH|LICh

XA 7| Bajof cipt B LIBE Aws HAlA 7] He| 29 AlRlE HEEI8.

syt R EE

(AWS CLI) ‘aws iam create—access—key —user-name AIRXI0|E HIS Aldlolo]
UMAT|, HOF HMAT|E MASITY,

~ % |aws iam create-access-key --user-name fsi_user

{

"AccessKey": {
"UserName": "fsi_user",
"AccessKeyId": "AKIAQ)SE—
"Status"”: "Active”,

"SecretAccessKey": "3Zr3wgXl mm = EEE m W,
"CreateDate": "2025-85-18T12:59:08+00:00"

[ 220l 25t HE |

223



TSE0F M8 SASCHTLIMHIA HOH Tl HTM | 6. AP Bl

AlHHS iES L2
6.4 APl MM 2 ME 87|12t E2RE 7K E2E 2o APl 7|5 018 Al MM 2 MEHZHW
o Mg EHE* 87|72 4%510{0F SiC}.
L\ My

0 APl 7|5 018 Al 2ot 32 @lol API MM 2 M {0 et R&7(7HE &Yoo
— Of|A]
1) N fRE7IE 22
2) APl & M9l Ra7|2t B3 7|

ror
o

OIF

9_
1o

T\ 24 A

o (AWS 22| 2&) AWS IAM ARZXtel NH-XQI 0157| as ol ‘' — ‘ldentity and Access

=
Management(IAM) — ‘F&’ OA flot= Hets MEY

© o> @ ©
Identity and Access < 248t (14) 2= @ -
Management(IAM) 1AM 9812 B712 BOt a8 X2 TUE 717 53 [sto| Y= X2 FYULICL MR8 4 ik HEEP| I 98 4 st

(@ mmay ] la X | 1 <10 le

1] ogtols A | M@= | omxegs

v =10 -

v oA B2
AER OB )
e Roles Anywhere == ol
0 1 Bl AWS $IIREE IFESHT AWS AbIA0 Cigt AMAR etetsil RBgLICh

- [eo_] _
= o O] %c@
1D ®HBYH [eE ] = =
e H| AWS 2|3 ZC0f|A AWSOl| M| A X.509 ABHC{E SlA| Kot OIZ
== oA B g7 AWS Lol AlZ 3} Tt SYE o1 W Hat 7| PKI 2IEEHE ABLE AWS Certificate YA| HOH QIEE el ARSI S Hot2
""" Hof Mef2 AtEsl0] U] AWS YIREE 28 Manager Private Certificate Authority [3 2 =2 T T T
v HTA A Lic. ArBaio] et IE S elEELc
| 2% |
(==}
- A 712 AXS OI5H © O=x AMC}O| ‘IHXIP Eo =g
Zo MM K& AlZEE o] floll 3tH @5 AHe 'BY HES =&

224




=282 | Amazon Web Services

fsi_role =«
Q0

44 gn
May 18, 2025, 22:38 (UTC+09:00)
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SEUM o Hety3

I0) https://signin.aws.amazon.com/switchrole
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E[C] MM x| A2t
TARE

- SHEHIA St

20 Ml X%

ARF  Hest 5 912 A3 HE HES So0] MY MY

=
A A M7

of 4y

Pk X

E|c] MM x| Az

1Az

s |

Azt oy

2417t
arzt
EINED

1212

. Mg R 712t

FHoiA= 20f 0] LNX|S] HE MM 7]2H0] S BELICHL AP EE cLI AFBAY
IEHE ArESt0] O] 2t ofsle] MM 7I7He HEE = AUSLICL

SHSLICH IS Eof 1AM HHO| I C}2 HEE U= H9E SEHLICL YA oA
qEshuct. Xpxis| goter| [

| 38 |
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~ $ ows iom update-role --role-nome fsi_role --mox-session-duration 4320@
~ %
~ % aws iam get-role --role-name fsi_role
{
"Role™: {
"Path": /",
“RoleName”: "fsi_role",
"Roleld": "AROm m "em m o m m ",
“Arn": “arn:aws:iam::058264511176:role/fsi_role",
“CreateDate": "2025-05-18T13:38:@3+00:80",
“AssumeRolePolicyDocument”: {
"Version": "201Z2-10-17",
"Statement”: [

{
"Effect”: "Allow",

"Principal”: {
"AWS": "arn:aws:iam:: — o

}I

"Action": "sts:AssumeRole",
"Condition": {}

1
1
“Description”: "",
"MaxSessionDuration”: 43200,
"RoleLastUsed": {}

o5t MM OH|0|E &2 & 2N

- https://docs.aws.amazon.com/ko_kr/IAM/latest/UserGuide/id_roles_update-role-sett

ings.html#

[ 220l 25t HE |
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\ 7=

AlHHS iES L2
_ S2IRC 7RI 22|12 Qs APl S5 A| YSstE EAMFZEE
I orS3 XM
6.5 APl S& 77t AUdS3s M2 HMR5{010} BiC
\ Y

o APIZ S5t Z2IQC IR B2l 4% Al HEYT EN 252 o5t UssiE SATS

ME3510{0F S,

N

1) SSL M8 &

\ 24 M

1) AWS AMH|AQ| AP 55
AIB3t= HTTPS ICZQIES

o AWS MH|AE EXMS ol TLS(Transport Layer Security)&
HZotd AWS APIZ S4lEh [ ME & YsetE 7282z NE
£l TLS 1.2 O] At

o AWS APl &8 AM&olz 8% Za
o TLS 1.3 2 AM8E A=s HY
o NE=E= 42 Chsat 20| curl BHOE Soff &2

X Yoot ARE =0

=

215101 TLS HIX

AH|AS] S

[ AWS MH|A TLS X &

# curl —v https://s3.ap—northeast-2.amazonaws.com

o AWS SDK 9| boto3 = 7|=XC= z]Al TLS & AIH

o APl & A| 7|2X2=2 MY HZH™ 4(Signature Version 4)AIESIH Q@F AS st
o HQ Al AWS Private LinkE &8st VPC RO AWS MH|AZO] Private 4 +31 3
PIHY AR 810 AWS HIEHA WM f=stE S40| 7hs
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galf HTTPS ZE HZ 58 ]

} ’é.*:._‘ SH) 2ot IES AEot 7k Z20[8] S2RE(VPC)OIA
RIEfSt HTTPS Bt 512

Inbound rules

Qutbound rules

Sharing - new | VPC associations - new ‘ Tags

' Inbound rules (1)

@ ( Manage tags ) ( Edit inbound rules )

[Q Search } <1y | @
v | Security group rulelD ¥ | IP version v | Type v | Protocol v Port range v |
sgr-041839f784f4fce3c IPv4 HTTPS TCP 443 ‘
\ &1 A
o (AM Hetg Soll 23 518) IAM FH Zd Al “aws:SecureTransport” @4ts TrueZ

Zimotoz X2 =X

= HL o

[ IAM 29| Condition O ]
"Condition": {
"Bool": {
"aws:SecureTransport”: "true”
}
}

0 AWS MH|A AIEIZQIE =0]
https://docs.aws.amazon.com/general/latest/gr/aws—service-information.html|

o AWS Well-Architected Framework
Znl

9| SEC09-BP02 Enforce encryption in transit L&

(https://docs.aws.amazon.com/wellarchitected/latest/security—pillar/sec_protect_data_t

ransit_encrypt.html)
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o AERIX| SHO| W2t QY TN AT S MEs
SN
1) = DL SRS A, AERX HE2 AKA X
(e}

2) AE2X B2 7kset A”IAM) HE

3) URLZ ®Z Al H2 7tstt At 8= IP XIE &

o\ 22 A
o AERX| M2 AMA XiT

1) 2|F 37t 229 32

o] B0| ELQoH| 2 4% H=H =

o Amazon S30A Q& AMA RHS H™GHH AEZ[X|Q
HIOIHE QEZ2EH QMo XA £ O'Ef.
o (AWS &g 228) ‘T — ‘Amazon S3 — HEHZA — G HZ' — ‘HaF oA, HEZ AAMA

xich M8 S0l 7}
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[ Amazon AWS 22| 22 |

HE2] HA A XHHE S )

HEZ] AN A= ACL(HMIA R[] S5), A B, HHA X B3 £E= BFE S3f HAl A 7—‘11<1I°|I SO{EILICH BE S3 B3l X Rl cigt T 22| HM|ATE RITHE| A=K EolsH [2E T2 AMA
A2 gAstgiLict of 42 of B2l X aiE M2 XIFol|gt HEEILICE AWSOAlE [RE HE2 AMA RIS BYsIs=S FFSIXIR, 0| MF2 HEshy| o HE2| AM|A7} gloj= ofZ2|7(0|
M| SHIEH| HSsHR| FRILIC) 3l £ LR ZF|0 ol = FE £F0| BE2| HMATH alR&’_* AP SF AE2|X| AL Atz{oll 2| Of2H i MES AFRAF XIHE 4 UELICE XHMIF| Lotey| [2

® & of AiFe| TiE2] HMA XHeF M| st
2YstE 0| Aol HE2] AMA AL HF2 o] BiZloll Cish HlEhgstE F0: HEFLICh

BE TS AMA R

O M3 gyststH off a7ie| S 2 SY8Ie At ZELC Of S 43 2422 M2 SEEULCh

- Al AcL("JﬁIé ﬁlloi %)i Eaif foigl Jlf«l l l’-IIF_" nilél HMA REEH

ol =85 SH0, 717 B2 2 24R|0) ChEt A TR AAIA ACL A4S SXIBLICE 0] HH2 ACLE AHB310] S3 2|2A0) hat T
12454K] 2
L e ACL(‘ZIM’IA Ho| £8)2 Sall F0{E K3 L AH|ojl st HE2] BMA XHCH
S32 37l U 2xofl CHE HEE HMHAS HOjsts BE ACLES RAEILICH
L AT E2] H3 =AM A X1 HH2 S5l Fo1E B3l R X0 chEt HE2] M|~ R
S32 B2 2 2zof Ciet AMAS Hojate A B3l L AMA X|H FHES ACELICH 0| MHS 53 2|4A0] e T2 HMAS 5125t 7|5 HHS WK aLICh

2/ojo w52 M = AMA XIF S Sl £01E M 3 Aol Ciet B{S2] W wAt ALY HMA R

S32 b7l I |0l CHEH HE2| HMAS Hojsts HS ALRSH= H3) (= oHA|A X|E0|| i3t BHE2! ol MRt Al HMAS SA|EHLICH

o (12 8%) 712Xz M HIl2 HS2 BMAS SIoHK| b=t oiF 7IsE AEolH A
Tre|Xfet Ml ARAPE 2|laA g M0 ARl ME &= Amazon S3 2|AA0 et H=H

HYAZ MBSt F FEAl HOS & 8% JHsSict

2) AE2X|0 "2 JisE A™IAM HE)

© Amazon S30| HZot/| o IAM HAMZ Saff HetE 20ol F0{0F Stk

(1) (S3 HZ Ast 50) S30i &

S3 HAlL} oi8Y Hets %%@EH, ._4°J8 OfEH CHOA Fag 4 .

OII
N
40
S
>
_;h?
2
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E
£0)
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[ AHEXE S3 7t &Y FH GA |

{
"Version": "2012-10-17",
"Statement”: [
{
"Effect”: "Allow",
"Action”: |
"s3:GetObject”,
"s3:PutObject”,
"s3:ListBucket”
1,
"Resource”: [
"arn:aws:s3:HAIEH/*"
"arn:aws:s3: i HZAIH"
]
}
]
}
[ 9 S3 #H3t ]
S3 #st A9
s3:GetObject A0 CHet 47| et
s3:PutObject ZBHOf CHet Y== #Hdt
s3:DeleteObject ZHA|Of CHE ALK ot
s3:ListBucket S3 HZl 2[AE H5t
s3:CreateBucket S3 HZl AN H5t
s3:DeleteBucket S3 HZl AMH| Hat

o (APH 74E S3 IAM H&) AWS O XiSoks #2ld A A8ot0 #Hets 20E 2 UL
CIEL MRAO= XHOHK| ROIEE MEXQ #Hot 470 HQst 32 g &
2|AA(S3) Off CHohAl Heks| XSk 0] HAEC
— AmazonS3ReadOnlyAccess @ 97| ®8 ™2

- AmazonS3FullAccess | 2 &gt 2

(2) (AWS #2| 2&) AZBX0AH B2 Hete F= A T2 H2l IHoE ZHS 28610 HAE

SEE 4 QU

o (AWS B2 22) 'F — ‘Amazon S3 — U I — ‘Y B — B3l A Y oA

"2 A0 oA ZHS kol =8 EL.
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[ S3 HZ ™ of ]

"Version": "2012-10-17",
"Statement”: [
{

"Sid": "AllowSpecificUser",

"Effect”: "Allow",

"Principal”: {

"AWS": "arn:aws:iam::123456789012:user/At2XIAHH"

L,

"Action”: [
"s3:GetObject”,
"s3:PutObject”

],

"Resource”: "arn:aws:s3:::HZIH/*"
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o §
(==

Of A8 SASCHFENHIA Hot T2l HIN | 7. AE2X| 2

il

gl

toh

[ S3 Bz B my

A o= =
CEARSL
Cmaom2) (zawwi 2)
JSONSE ZgE HZl H2 M0 MFE ZiRol Chst AN A HEHS HSELICH B2 Y2 CE AFo| 478 2H|ol= H=IX| Z&LICH &
M|3| ote7] [3
HZ! ARN
[5] arn:aws:s3::fsec-bucket
M3y
~
@® of Aol chs HE2] YMA REEH M0 BASHEI0f 217] THR0l| THE2| HMIATE XpHEILICH
o= AMFo| #ME|UER] BHolsta{H o] AIFo| HE2] HMA RiTh MY [A2 #IStM|R. Amazon S3 T E2| HAA X{Th AL [F0]
el xpAl3] otz |
J
1v { -
2 "Version": "2012-10-17", =ud
3v "Statement": [
4v {
5 "Sid": "AllowSpecificUser",
[ "Effect”: "Allow",
7v "Principal”: {
8 "AWS": "arn:aws:iam::123456789012:user/bob" 2 M
9 })
10~ il T Ho|A 7= 22 ML 22 2TIBILICH
11 "s3:GetObject",
12 "s3:PutObject"” + M= =5t
13 1,
14 "Resource": "arn:aws:s3:::fsec-bucket/*"
15 }
16 ]
17 3
13 |
————————
JSON Ln18,Col0
WeEeko ®eFT0o AzZmo Q=H.o Q| M| A O|2| HY|
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o (IAM i H7h) AWSOIA= BAIE HE(Explicit Deny)?t

2] 619(AIIOW)EEr S5,
2|AA 7|EE 2

%(ou: 53 2L BB AP 38 Jlet BHIAM B0l 2F =g

3) URLZ HZ Al H2 758t Al B IP X1E S

aj

0 QIF IS Sofl UMA ol 42 Al H IP AEL= B Hiots MEHSE MUY =

M (H'I" IP Xjgh He HZ0| HEHo= AFE0 A
S Mo + AT

[ S3 HZl ™ of ]

"Version": "2012-10-17",
"Statement”: [
{
"Sid": "PublicReadWithIPRestriction”,
"Effect”: "Allow",
"Principal”: "*",
"Action": "s3:GetObject”,
"Resource”: "arn:aws:s3::HZIH/*",
"Condition”: {
"lpAddress": {
"aws:Sourcelp": [
"X.X.X.x/24"

(2) (Presigned URL) O|2| MHEE URLZS AHZol0] Aot AlZh SOF ZHAM|0f QUAMA HSES 2SI

o (AWS #z| 2&

'E — ‘Amazon S3' — HE HZ' — i HI' — T LEME ME
— HE| XA — ‘0)2] MYHE URLY 2L = S35l Presigned URL S AASICE
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Of &8 SCIREAREMH|IA 2ot #2| FaM 1 7. 2AB2X] &2

i Presigned URL A4 ]

(mssurizn ) (woeze )(wiz) (Canmy o)

Cle2C g4l

02| MEE URLE 37

&4 H oy

—3
ZH 712
S S3 URI

d09c5a435d84162dfb8cb5150fe68d737fca075826¢36fb2b
469 msambmn b

AWS Z2|H
OFA|OF EFZK(AME) ap-northeast-2

obxjet 43
2025. 4. 30. pm 2:30:01 PM KST

37|
2.7MB

a8
pdf

7l
[T FSEC.pdf

I0J s3://fsec-bucket/FSE

Amazon 2|22 0|E(ARN)

& 37| At
A

olE

Y

=2l Al

S3 SelectE AtEst 2|

[0 arn:aws:s3::fsec-buck

AE{E| E{I(Etag)
[0 51132fe0a33d7c778

x| URL
I0] https://fsec-bucket.s:
FSEC.pdf

Ay Hy
24| 0|5 Hi7|
AE2|X| S2fA EHEY
A & 253t HY
HEtH|O|Ef HE
e Hy
ACLS AIESI] HER o= 8
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[ Bt2Ej= Presigned URL A ]

02| MHE! URLE ‘FSEC.pdf’' 2§ X
02| MYE URLS FIHE! AlZH SO 240 ChEt M| A HEHS SoisHs o AR EILICE XiA|
5| ot=7| [4

® 2l 2 277t Zeto|yll Zolx, StaE m7kx| F2Lt o] 0|2 MEE URLS AtEst
0f ZHH|of| WM A 4 AFLICH

0|2] MYE URLO| DH2E mfnpx|e| AIZF 74

S3 2L 2 AE510] Zof| 12412 S0 E= MlMo| otE2E mirtx| 0|2] MEE URLE H|1E S8E + ASsLICLH
ZI A|ZF ZHHo 2 0|2] MHEE URLES AMA1512{2 AWS CLI 5= AWS SDKE AISEL|CE 0|2| MHEl URLS| AlZHZE
Z2 IAM Z&of| 2t H|gtE 4= ASLICE

0=
O

Alzt

30
1~720 At0|2] E4=0{0F §H|Ct.

HI
<>
o/

02| MEE URLS 445t 0] URLO| X522 SR EE0f| SALELICH

o (AWS CLI) AWS CLI £ 0I85t0{ S3 URI Off thalf &&A Presigned URL £ Mg 4 UCh.

4
B>

[ CLI 7|Ht22 Presigned URL MM ]

% aws s3 presign s3://fsec-bucket/FSEC.pdf ——expires—in 3600
https://fsec—bucket.s3.amazonaws.com/FSEC. pdf?X-Amz-Algorithm=AWS4-HMAC-SHA256&X
~Amz-Credential=AKIA46AA[A M| PVU%2F20250529%2Fap—northeast-2%2Fs3%2Faws4_request
&X-Amz-Date=20250529T103709Z&X-Amz-Expires=3600&X-Amz-SignedHeaders=host&X-Am
z-Signature=7d09563f6793700630cd58ada341926249e8373e10826d616fe6e0fdfb84d549
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S ABSH= ZS S3 2 B FAS MF6D| B0 2lAA FAO| BHS

4= QIC}. RCP(Resource Control Policies) 2 &201H X219 AH0| U= 2|AAN| CHSH
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AESX] SHO| [} 87|, A7) S HetE MIESkSI HEsiu
H2|sl0{0f Sttt

2 \WEE
o AEZIX| SX0)| T2t 7|, M7| S Hete MESIeHo M8st &2(50{0F Sit.
- OflA|

1) AERX| A HEKSH7|, 47| Sy =X0l| T2t Mg

2) AE2|X| Hol 20| 0| ool =7|1%el HE 8 S
2% A
1) AERX] HF| A7, 27| S X0 M2t M
© Amazon S3 O AEZ|X| X9 Hotg 7| M7| FEZ HShotH™ IAM FA, H2l Ha

T= ACL(Access Control List)2 A6t SX0| 3= HSE AN 4= QI

= =2o=
o (AWS &2 2&8) ‘& — ‘Amazon S3 — ‘General purpose buckets’ -) SHY HZI' -)

‘Permissions’ Of|A], #Hetd &2st AN 201 Jts

[ Amazon S3 H{Zl IO|A]

fsec-bucket ==

M &y B xE | mE AMANE
Het e
HHIA 37|

SN AL ZITHE IAM 215 N4 EA7(01 HBELICH 1AM BA7| FA HT7} HEshs @Al [20] ofel K| 2opMR.
ap-northeast-20i| Chigt £447| 27|

THE] AHIA REHEIZ A1) vy

TEY AHAE ACL(ANA HIO| S5), B2l FH, HAA XIF P £= REE S8 v13l L 270l KOo{FLICL RE 53 B3 U 2ol chdt HE2| M AT} AT solstie [RE T2 AM|A RIS S4SHEILICE o] HFE2 ol 2l L aig o
MlA X|Fol|et HBELICH AWSOAE [2E HE2 HMA XIThS BYSIH=S 2YSIX|, 0| HFS MEaty| Holl HE2 M| A7} glofx ofF2|7|01M40] SHI2A| HE3H=X| gelpiLich M3l i UE ol 0= HE +E2| HEZ HMA7L Uodt H
2 5% AE2IK| AHS AR2i0l 27 OfH W MFES ASRE XIFE 2 ABLICE ApAI5| Yotwv| [F

@ &5 o] HFe| HiER| M2 RiTt Mol gHastE
2YstEl 0| Aol miS2| AMA RHe HF2 of izl chs BIEHgstEl F2ol= ML

BETE AHA X
@ a3
> 0] H{3lo| JHE HEE HMIA KTt MH
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3 MEAL I8 E= A0 ol S3 Z4A|C

(1) (AM Y2S AfE3l

7|2t MU] Hels MEH

0
Qb
()
9'2
rr

{
"Version": "2012-10-17",

"Statement”: [

{
"Effect” "Allow",

"Action”: ["s3:GetObject"],
"Resource”: ['arn:aws:s3:::example—bucket/*"]

}
]

}

B |

rr

[ £ HA W ABHE P2EsHL -2 5185t

{
"Version": "2012-10-17",

"Statement”: [

{
"Effect”: "Allow”,

"Action": ["s3:PutObject’],
"Resource”: ['arn:aws:s3:::example—bucket/*"]

}
]

}

(2) (A YHUS ALZet Ht MIgH ‘Amazon S3' —~'HZA —~'#el — 'HI FHOIA 2|4 M
MA
SO
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[ Amazon S3 HZl H™M MY ]

2 T

JSONSZ ZhdEl i3l =2 tizlol XZe Zwof chish AuA Asts MSELICh H3l FH2 T2 AFo| 2]8 Zol= HE=IX| gb&LICh AH4Is| 2ot=7| [3

© ol A1 2 vizlofl chal HE2] AMA Rtct o] gHstEo] Q17| WiR o HE2] AMAT} REHELICE
0l HHO| EYsi=|UER| Etolst2{H 0] AFo| HE2] MM|A AHEr HFI} 0] HZlo| HE2| HM|A It HFS RIS, Amazon S3 HE2] HA|A Xjeh

AR [Z0ll chal XiAl5] 2oty

HAlg ZFo| glgLict

.I

ox

o (QI71/47) HZ B B3l e S

Heots 48

AIEAL, AY E= 1P

FAUME 97| F2

40| ChoH BHZ! L 2RI 27|/A|

[ 3 IP
{
"Version": "2012-10-17",
"Statement”: [
{
"Effect”: "Allow",
"Principal”: "*",
"Action”: ["'s3:GetObject"],
"Resource”: ['arn:aws:s3:::example—bucket/*"],
"Condition”: {
"IpAddress": {"aws:Sourcelp”: "x.x.x.x/24"}
}
}
]
}
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SEE0F 48 SURCAREMH|IA 2ot 22| UM 1 7. AE2X] &2

[ £8 AWS AFUHAME &7 HZ 518 |

"Version": "2012-10-17",
"Statement”: [
{
"Effect” "Allow",
"Principal”: {"AWS": ["arn:aws:iam::123456789012:root"]},
"Action": ["s3:PutObject’],
"Resource”: ['arn:aws:s3:::example—bucket/*"]

o (712 4%) MHo| AQHO| B3l ARKE HFE0| YO0, BE ACL
ACL BEIZ AMB3H| YsiMS 2 AR B OJM ACL ZA5HE

Disabled &0 RUC}.
MEHSH F=0{0F ST,

|:|HJ

[ 23 AR

23 293
CHE AWS AIFOllA O] Bizlo] ZHgst 24H|o] 2R3 X HM|A Fof SF(ACL)2| AL S HOIBILICE A 2R32 ZHoll ciet AMAE XIFE £ A= ABXIE ZFERILICL

O AcLHgYsHE @)
0l Bizle] BE 2= of AFo| 2FELICE. 0f Bizlat 1 ARol chet ANAE S EsML KFELICE

O AcLgystg
0f Bi212] 2= CHE AWS ZIF0IA 288 4 USLICE Of B2 I R0l Chet HH|AE ACLE ALB310] XIZE 4
gLk

O 2 AF|| HNAS JHEH o2 Rlof5t7LL 24H| 210|E{7H YR EFHs HIO|EIE 2RHES SH0F SHs ZL7} OH{2HH ACLS BIZHISISH: 00| Z&LICH ACL thi B2l HRS At83I0] 1 elso] AlgAte Hjo|Ef
£ 3Rotd Asts B25t LA |7t SoIjHLICh

x| 293
O i ARK ME
Of #2001 ZHJEl A 24317} bucket-owner-full-control &2 ACLE X|F5t= 22 M 2H|= M ARK7E ARELICEL DX 2 ZS 27| 210|877 ARELICH

O 243 2fole|
27| 2lolEl= 27| 28X12 RAIELICH

[ @ M 2ol cHa M2t 27| ARAS HB5t2{2 b2l 0| 25| YZ 0| bucket-owner-full-control £Q) ACLE 275H=E X|FaHOF BHLICh XtA|s| Zot=7| [2 J

o (ACL Hy) HY HE

fjo

S=ol0] 2R

5t M3 HOfSICt
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[ ACL(MHA HOj 22) T |

ACL(HIA F0] 28) BE ..

ACL(HMIA HIo| £5)

CHE AWS HFol| 7|2 9{7|/247| #EHS ROfiLICt XiMI5| 2ote| [3

TJS0o{x 2| B2 ACL
B3 2RXHAWS AF) Lt o)
41 1D: [ d09c5a435d84162dfb8cbS150fe68d737 67 7]
fca075826c36fb2b469295ee24829fb

BE MZHEHE2] YMI2) O ug 0 1
28: [0 http://acs.amazonaws.com/groups/global/ Y| 7|
AllUsers

SIFE A8RH JTE(AWS AIFO| U= BE AR [ A
28: [0 http://acs.amazonaws.com/groups/global/ = £71
AuthenticatedUsers

s3za MY IE O ue 0 a1
ag: ’E http://acs.amazonaws.com/groups/s3/Log D M| D A7)

Delivery

A 2DE ABA EE QISE AR IE H|H0JXI0A| HM A HEHS Hoist =7t 0| BiZI2| ZHRof HM|AS 4 YBLICH
AtAl5] tot| [3
O[2{8t #HZ Atgto| 24x|ot vizlof 0|X|= Yek olsgict.

CHE AWS 71 Fof] chigh A2
2|aA0t HAZE CH2 AWS HHO| gL

T|S04xt F7¢

(4) (= 714 H2 WOl Zets OS2 MEsol| flof = 712 A8 4+ AU
A=

o (=Y 7)) ofet 22 ZU7IE ME0IH MEXC=Z SHEY & Uk
H

2 7]

aws:SourcelP QFO| st IP =4 J7IECE FHIE MO
aws:PrincipalTag IAM ARZXILE o XIEE BT 718 2 Mo
aws:RequestedRegion E3 AWS ez FZ Agt
aws:MultiFactorAuthPresent | MFA Q15 022 T2 H|0f

aws:ResourceTag S| AA0| AI-E ERT 7|8 H2 HOf

o Ofet 4 71= 1AM 2ME F1

[ HTTPS &2 it |

"Version": "2012-10-17",
"Statement”: [
{

"Effect”: "Deny’,
"Principal": "*"
"Action”: ["53.*",
"Resource”: ['arn:aws:s3:::example—bucket/*"],
"Condition”: {'Bool": {"aws:SecureTransport": false}}
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[ EX Z2(Prefix) HlAMZH M2 58 ]

"Version": "2012-10-17",
"Statement”: [
{
"Effect”: "Allow",
"Action”: ["'s3:GetObject”, "s3:PutObject’],
"Resource”: [‘arn:aws:s3:::example—bucket/fsec—folder/*"]

F0| 2420f ol 71X HE =38 S

|'OII

2) AEEX| H
© Amazon S3 OlA IAM Access Analyzer 2 AWS Config S 8610 F7|XO2 #Heh 20
S0 Ofof AES 4= UL

L
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[ IAM Access Analyzer 2A17| AMA ]
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Identify 1AM users and roles with
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B 247144
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[ CLI € Sall IAM Access Analyzer A3 ]

$ aws accessanalyzer start-policy—generation

o (BIM =) HIME OR2E #oF HAE
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o
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[ CSV 2 HAE= E1AM ]

Tt 'S3E8 |AM Access

access-analyzer-report(ap-northeast-2)2025-04-29

2025-04-29 07:28:50 +09:00

2025-04-29 07:28:50 +09:00

2025-04-29 07:28:50 +09:00

2025-04-29 07:28:50 +09:00
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AWS #2|8 7% (576)

[Q 7

| 29 x|

| Resource types

£ 1 2 3 4586 > @
Resource Trigger
ol A ‘ ‘ o
types type
s3-bucket-
o i AWS:S3:BU CHANGE- Checks If logging is enabled for your $3 buckets. The rule is
cagng cket TRIGGERED NON_COMPLIANT If logging is not enabled.
enabled
s3-bucket- Checks if MFA Delete is enabled in the Amazon Simple Storage
AWS:S3:Bu CHANGE- i
(@] mfa-delete- Service (Amazon S3) bucket versioning configuration. The rule is
cket TRIGGERED
enabled NON_COMPLIANT If MFA Delete is not enabled.
s3-bucket- Checks that the access granted by the Amazon S3 bucket is
o policy- AWSLS3IBu CHANGE- restricted to any of the AWS principals, federated users, service
grantee- cket TRIGGERED principals, IP addresses, or VPCs that you provide. The rule is
check COMPLIANT if a bucket policy is not present.
3-bucket-
Sl Verifies that your Amazon 53 bucket policies do not allow other
policy-not- AWS:S3:BU CHANGE- !
(@] Inter-account permissions than the control 53 bucket policy that !
more- cket TRIGGERED
provide.
permissive
ni = St 1 X
[ S3 & Fo At 2 73 ]

FE
s3-account-level-public-access—blocks H7I2E ol S/HEZAIE A80] o U=X| =0l
s3-bucket-level-public-access—prohibited | S3 HZI0| HESHH B2 7Hs8HK| M=
s3-bucket-public-read—prohibited S3 HZI0| ME=5H| 7| H20| S0 UX| A2K| M2
s3-bucket-public-write-prohibited S3 HZI0| ME=5tH| M7| H20| HEE0 UX| A2X| M2
o Q01N 2 B ol CIS 2 TAS WA 27F SITI0IN Hols 2 4
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ol AFe| HE2| M~ At 47

¥ Storage Lens
CHAIRE #4: s3:/f<bucket>/<aptional-prefix-with-path>
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cid #2l olF
75 AHERH|E
&l Cha HEA
» 538 AWS Marketplace 20 25 7] Ha

© [DestinationPrefix][YYYY]-[MM]-[DD]-[hh]-{mm]-[ss]-[UniqueString]
() [DestinationPrefix][SourceAccountld]/[SourceRegion]/[SourceBucket]/[YYYY1/[MM]/[DD]/

[YYYY]-[MM]-[DD]-[hh]-[mm]-[ss]-[UniqueString]
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[ Lambda &< 44 |

= lambda > &< > restrictS3ext @ ®
restrictS3ext EDIGCIEEDICETED)
v ﬂ-¢- 7".9. L ( Infrastructure Composer= L{sLY?| ) ( CI2EE w ) |
D = u
[ﬂ restrictS3ext ‘ et 2
4228
l @ Layers ()] J
&4 ARN
= \ [0 arnawsilambda:ap-northeast-2:88: . if
&l sz ‘ + A unction:restrictS3ext

#EURL =

F= | HAE | BUEY | RN | @y e

n=as w ®

< = | £ restrictS3ext | O Doe-g
| -
= EXPLORER @ lambda_function.py X B Welcome m -
~ RESTRICTSZEXT @ lambda_function.py
@ % lambda_function.py 1 import json
2 import boto3
p 3 import os
4 from urllib.parse import unguote_plus
5
nf) B def lambda_handler{event, context):
7 # 8BE Y sER) BlAs
E:? « DEPLOY 8 ALLOWED_EXTENSIONS = {'.pdf', '.doc', '.docx'}
L m
i s 13
A Deploy (¢2U) ii}! s3_client = boto3.client{'s3')

% 12 try:
= # 53 e i o3 4 91 5

14 bucket = event['Records']1i8]1['s3']['bucket’]['name']

15 key = unguote_plusievent['Records'][@]['s3']['object']['key']}
16

17 # Y YR 58

18 file_extension = os.path.splitext{key)[11.lower()

0>|

o (ARt TI0]) OfF| A2 pof, doc, doox HEIAIRH 583H= F=0|M, ALLOWED_EXTENSIONSO]
SRS Z7I510] AFRE 4 QUCh CIOt SbgRt JjHl0|o=®, RO M2t =S o HusH

=gol0] YAE Mo A= A

[ &&Xt HO{5H= Lambda MZ FE ]

import json

import boto3

import os

from urllib.parse import unquote_plus

def lambda_handler(event, context):
# o8 MY =Xt 2AE
ALLOWED_EXTENSIONS = {.pdf, ".doc’, ".docx’}

s3_client = boto3.client('s3')

try:
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# S3 OHIEON HZl O|E 4K 7| ==
bucket = event['Records'][0]['s3']['bucket][ name’]
key = unquote_plus(event['Records'][0]['s3]['object]['key])

# Y X ==
file_extension = os.path.splitext(key)[1].lower()

# =YX A
if file_extension not in ALLOWED_EXTENSIONS:
print(f"&oi= I 2t&X}: {file_extension}”)
# Sl8EKX| L2 OjY A
s3_client.delete_object(Bucket=bucket, Key=key)
return {
'statusCode": 403,
‘body'": json.dumps(fItY SH&XL {file_extension}= 12X L&LICE)

}

print(f'5{2= MY XL {file_extension}')
return {
'statusCode": 200,
‘body": json.dumps(IU0| g8Ho= PEEEJUSLICE)

}

except Exception as e:
print(e)
return {
'statusCode": 500,
'body": json.dumps( &7t LAGHELICE")

© (Lambda #8t £0{) Lambda 7} Alg of Qo Hets Fsl =Lt

[ Lambda OlA At A8l i3t |

{
"Version": "2012-10-17",
"Statement”: [
{
"Effect”: "Allow",
"Action”: [
"s3:GetObject”,
"s3:DeleteObject”
1,
"Resource”: "arniaws:s3:::your-bucket-name/*"
}
]
}
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[ restrictExtension
OIMIE OIS 255X OILOIOF BLIEY,

TTA - M A
AEE EAE MRS 717 s HME EEE FHEiuch

[ Images/
HO|A - ME AfSF
FEE EAE 2l 717t e AME 2 S AERLc

0O =8
s3:0bjectCreated: Put

( ig
O[HIE 23
RIS 4018 OIS 8L 01 XIBILICE 2 IE0| Cish 25 O[ME| MBSk O[S FUB HUBIZILL BILEOlAte] 71 OIIEE Melg 4 ULic)

[ #Al
s3:0bjectCreated:Post

A 4y

ZE A iy ojE

s3:0bjectCreated:*
0 =A
s3:0ObjectCreated:Copy
O gelme gizc 28
s3:0bjectCreated: CompleteMultipartUpload

[ g3 2=ig
s3:0bjectRemoved:Delete

[ 4% 0 44g
s3:0bjectRemoved:DeleteMarkerCreated

245l HAH
[ 2E A4 57 oj=

53:0bjectRemoved:*
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271 0HIE @ CRICCIDRE. .
Ofeie] BE{ BITHS ABI0] 21 0J=0| 80, T8 G 21 ST THEE 4 USLICE W) Hisiol s X8| o] [2

((Q o= mere- enter 715 wei 214 | [ RS

CIAEHo] v

]

o Al%|
A 01 o[HIE7} GiLIC AAIE

INIT_START Runtime Version: python:3.13.v38 Runtime Version ARN: arn:aws:lambda:ap-
northeast-2::runtime:9ed4@a0aZfed561b26d389 i e

START RequestId: 9c@21bc4-81e9-4592-898f-f@Ff3f611532e Version: SLATEST

|§aﬁ_4 Y W .xlsxl

END RequestId: 9c@Zlbcd-81e3-4592-898f-f@f3f611532e

REPORT RequestId: 9c@21bc4-81e9-4592-898f-f0f3f611532e Duration: 3000.00 ms Billed Duration: 3000 ms Memory Size: 128
MB Max Memory Used: 87 MB Init Duration: 416.11 ms Status: timeout

START RequestId: 9c@21bc4-81e9-4592-898f-f@F3f611532e Version: SLATEST

Isam T YA .xlsxl

END RequestId: 9c@21bc4-81e9-4592-898f-f@f3f611532e

REPORT RequestId: 9c@21bc4-B1e9-4592-B98f-f@f3f611532e Duration: 300@.88 ms Billed Duration: 3088 ms Memory Size: 128
MB Max Memory Used: 88 MB

START RequestId: 548lad@3-8996-4a81-a@87-5a83449b5e2d Version: SLATEST

Iﬁiﬁﬂ T BER: pdf I

END ReguestId: 5481ad@3-8996-4a81-aB87-5a83449b5e2d

REPORT RequestId: 5481ad@3-3996-4a81-0@87-5a83449b5e2d Duration: 118.15 ms Billed Duration: 119 ms Memory Size: 1Z8 MB Max
Memory Used: 88 MB
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[ Amazon GuardDuty 2| S3 &MTACE HF |

GuardDuty > S32| Uglo] €5

S32| WA ES - BE 53 Beyo| ZA 2t 8]

MEiEH 53 H3ITE 27| FEALC] ME2 P25 niels ZASI W0 EXIBLICE GuardDuty Hel0] 2SS 15t AWS AH|A ofpt [3 HEELICt
A} HIBO| HELICE XtM|5| 2otey| [2

v DLE W HM A 22
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[sZ://bucket—name/preﬁx ] ( S3 3tope7| )

34]: s3://<bucket>/<optional-prefix-with-path>

oid 21H

Y B2l 015

CHY "FAL

2 7| HA
© [DestinationPrefix][YYYY]-[MM]-[DD]-[hh]-[mm]-[ss]-[UniqueString]
() [DestinationPrefix][SourceAccountld]/[SourceRegion]/[SourceBucket]/[YYYY]/[MM]/[DDI/[YYYY]-

[MM]-[DD]-[hh]-[mm]-[ss]-[UniqueString]
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(AWS CLI) B30 4 (7|=ROR M) AQH @ BAl AR M8 2 'BE 2| ONA XHTHO)

HEE dH=Z YEEUn) H HA MH &2 4

$aws s3api create-bucket ——bucket (AFEE HZl 0|E) \

—-region ap—northeast-2 \

——create—bucket-configuration LocationConstraint=ap—northeast-2 \
——object-lock—-enabled—for-bucket

» aws s3api create-bucket --bucket fsi-reference-book2025 —--region ap-northeast-
2 ——create-bucket-configuration LocationConstraint=ap-northeast-2 ——object-lock-
enabled-for-bucket

{

"Location": "http://fsi-reference-book2025.53.amazonaws.com/"
by
(END)

$aws s3api put-bucket-versioning ——bucket (AF2E HZl 0|5) \
——versioning—configuration Status=Enabled

b> aws s3api put-bucket-versioning —-bucket fsi-reference-book2025 \

—-versioning-configuration Status=Enabled

$aws s3api put-object-lock—-configuration \

——bucket <AE HZl 0|8) \

——object-lock—configuration { "ObjectLockEnabled": "Enabled”, "Rule": { "DefaultRetention":
{ "Mode": "GOVERNANCE", "Days": 365 }}'

AWS Backupg EdiM 1Y HAS AR St BES MAFILICE
AWS Backup SE M4

(AWS #2|2%) 'AWS Backup' — 2E' — M 2E M4 — X&A 0|5 U= — AWS KMS
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(AWS CLlI)

aws backup create—backup-vault \

—-backup-vault-name fsi-data—-backup \

——encryption—key-arn
arn:aws:kms:ap—northeast-2:123456789012:key/abcd1234-a123-456a-a12b-a123b4cdb6ef

» aws backup create-backup-vault \
——backup-vault-name fsi-data-backup \
——encryption-key-arn arn:aws:kms:ap-northeast-2:123456789012:key/abcd1234-a123-456a-al2b-al123b4cd56ef

"BackupVaultName": "fsi-data-backup",
"BackupVaultArn": "arn:aws:backup:us—east-1:558352152289:backup-vault: fsi-data-backup",
"CreationDate": "2025-05-17T711:05:10.686000-07:00"
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(AWS CLlI)

$aws backup put-backup-vault-lock-configuration \
——backup-vault-name ({2 HZl 0|2) \
——min-retention—days 365

aws backup put-backup-vault-lock-configuration \

——backup-vault-name fsi-data-backup \

——min-retention-days 365
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(AWS CLI)

$aws backup create—backup—plan \
——backup-plan {
"BackupPlanName": "fsi-data—backup—plan”,
"Rules": [

{

"‘RuleName": "fsi-data—backup-rule”,
"TargetBackupVaultName": "fsi-data—backup,
"ScheduleExpression”: "cron(Q 1 * * ? *)"
"StartWindowMinutes": 60,
"CompletionWindowMinutes": 180,
"Lifecycle": {

"'DeleteAfterDays": 365

aws backup create-backup-plan \
——backup-plan '{
"BackupPlanName": "fsi-data-backup-plan",
"Rules": [
{
"RuleName": "fsi-data-backup-rule",
"TargetBackupVaultName": "fsi-data-backup",
"ScheduleExpression": "cron(@ 1 * * 7 *)",
"StartWindowMinutes": 60,
"CompletionWindowMinutes": 180,
"Lifecycle": {
""DeleteAfterDays": 365

"BackupPlanId": "de8ledc@-e568-4ae3-8008-42525caddcaf",

"BackupPlanArn": "arn:aws:backup:us—east-1:558352152289:backup-plan:de8ledcd-e568-4ae3-8008-42
525caddcaf",

“"CreationDate": "2025-05-17T11:45:11.174000-07:00",

"VersionId": "NTVjYmMzMWMtZTcwOC@OMDQ5LTKkOZTgtMzM5Zj ] jMWFiM2N;"

b

$aws backup create—backup-selection \
——backup-plan-id $(aws backup list-backup—plans ——query
"BackupPlansList[?BackupPlanName=="fsi-data—backup—plan'].BackupPlanld" ——output text) \
——backup-selection {
"SelectionName": "fsi-resource-selection”,
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"lamRoleArn":
arn:aws:iam::123456789012:role/service-role/AWSBackupDefaultServiceRole

[

"Resources":
arn:aws:s3:::fsi-reference—book2025

]
y

6093a7bb-858d-4a59-a590-a47095365dab
il,

"SelectionId": " -
"BackupPlanId": "de8ledc@-e568-4ae3-8008-42525caddcaf
"2025-05-17T13:04:26.043000-07:00"

"CreationDate":

}
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(AWS CLI) S3 syncE
aws s3 sync s3://[BZI0|5]/AWSLogs/[AHEID]/CloudTrail/[2|H]/[E=]/[&]/ ./cloudtrail-|
ogs/[A=]/[E]/

= Ol
$aws s3 sync s3://fsi-reference—book2025/AWSLogs/123456789012/CloudTrail/ap-

northeast-2/2025/ ./cloudtrail-logs/2025/
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$aws cloudtrail update-trail ——name {CH4& CloudTrail 0|2) -—enable-log-file-validation
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(AWS CLlI)

$aws backup create—-backup-vault \

—-backup-vault-name fsi-data—-backup \

——encryption—key-arn
arn:aws:kms:ap—northeast-2:123456789012:key/abcd1234-a123-456a-a12b-a123b4cdb6ef

» aws backup create-backup-vault \
——backup-vault-name fsi-data-backup \
——encryption-key—-arn arn:aws:kms:ap—-northeast-2:123456789012:key/abcd1234-a123-456a-al2b-al23b4cd56ef

"BackupVaultName": "fsi-data-backup",
"BackupVaultArn": "arn:aws:backup:us—-east-1:558352152289:backup-vault: fsi-data-backup",
"CreationDate": "2025-05-17T711:05:10.686000-07:00"
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(AWS CLlI)

aws backup put-backup-vault-lock—-configuration \
—-backup-vault-name fsi-data—-backup \
——min-retention—days 365

aws backup put-backup-vault-lock-configuration \

——backup-vault-name fsi-data-backup \
——min-retention-days 365
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$aws backup create—backup-plan \
——backup-plan {
"BackupPlanName": "fsi-data—backup—plan”,
"Rules”: [
{
"RuleName": "fsi-data—backup-rule”,
"TargetBackupVaultName": "fsi-data—backup,
"ScheduleExpression”: "cron(0 1 * * ? *)"
"StartWindowMinutes": 60,
"CompletionWindowMinutes": 180,
"Lifecycle”: {
"DeleteAfterDays": 365

aws backup create-backup-plan \
—backup-plan '{
"BackupPlanName": "fsi-data-backup-plan",
"Rules": [

r
1

"RuleName": "fsi-data-backup-rule",
"TargetBackupVaultName": "fsi-data-backup",
"ScheduleExpression: "cron(@ 1 * * ? *)",

"StartWindowMinutes": 60,

"CompletionWindowMinutes": 180,

"Lifecycle": {
"DeleteAfterDays": 365
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"BackupPlanId": "de8ledc@-e568-4ae3-8008-42525caddcaf",
"BackupPlanArn": "arn:aws:backup:us—east-1:558352152289:backup-plan:de8ledcd-e568-4ae3-8008-42

525caddcaf",

"CreationDate": "2025-05-17T11:45:11.174000-07:00",

"VersionId": "NTVjYmMzMWMtZTcwOC@OOMDQ5LTKOZTgtMzM5Zj ] jMWFiM2NG"
¥
(END)

$aws backup create—backup-selection \
——backup-plan-id $(aws backup list-backup-plans ——query
"BackupPlansList[?BackupPlanName=="fsi-data—backup—plan].BackupPlanld" ——output text) \
——backup-selection {
"SelectionName": "fsi-resource-selection”,
"lamRoleArn":
"arn:aws:iam::123456789012:role/service—role/AWSBackupDefaultServiceRole",
"Resources”: [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:s3::: ¥

aws backup create-backup-selection \
——backup-plan-id $(aws backup list-backup-plans ——query "BackupPlansList [?BackupPlanName=="'fsi-
ata-backup-plan'].BackupPlanId" --output text) \
——backup-selection '{
"SelectionName": "fsi-resource-selection"
"IamRoleArn": "arn:aws:iam::558352152289:role/service-role/AWSBackupDefaultServiceRole",
"Resources": [
"arn:aws:ec2:*:*k:rinstance/*",
"arn:aws:s3:: k"

"SelectionId": "6093a7bb-858d-4a59-a590-a47095365da6",
"BackupPlanId": "de8ledc@-e568-4ae3-8008-42525caddcaf",
"CreationDate": "2025-05-17T13:04:26.043000-07:00"

}
(END)
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https://docs.aws.amazon.com/ko_kr/aws—backup/latest/devguide/whatisbackup.html
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o (AWS CLI)
$aws backup create—framework \
-—framework-name (T[T 0|Z) \
--framework-description "28 TAIKIE F24 22| ZU/F" \
——framework—-controls '
{
"ControlName": "BACKUP_RESOURCES_PROTECTED",
"ControllnputParameters”: |
{
"ParameterName”: "resourceType”,
"ParameterValue": "RDS,EFS,DynamoDB,EC2,S3"
1
]
5,
{
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"ControlName": "BACKUP_RECOVERY_POINT_MANUAL_DELETION_DISABLED",
"ControllnputParameters”: |

{

"ParameterName": "resourceType”,
"ParameterValue": "RDS,EFS,DynamoDB,EC2,53"
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o (AWS CLI) AWS CLIE Al
AFESI0 Trail O[HIETH OMIE MEWT|QH UX[ot= HR 7|§§ & QUEE A-gg = JAsUC
Trailoil CHaH ZICH 571 O[HIE MEHT|QF X|CH 2507H9] HIO|E 2|AAZS M & QELICE Of2f
U= MA Traill Ol F83 4ol g7 M8 H M7| ME &2l OHIES et 2=
OHIER} AWS AEe| 2= Amazon S3 HZl 2 AWS Lambda <=0 Ofet 2= G|O|H
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aws cloudtrail create-trail \
--name Trail1 \
--s3-bucket-name amzn-s3-demo-bucket \
-=is=multi-region-trail

Output:
{

"IncludeGlobalServiceEvents": true,

"Name": "Trail1",

"TrallARN": "arn:aws:cloudtrail:ap-northeast-2:123456789012:trail/Trail1",
"LogFileValidationEnabled": false,

"lsMultiRegionTrail": true,

"S3BucketName®: "amzn-s3-demo-bucket"

| % 8-5-2| CLI B3 - CloudTrail £ M4

aws cloudtrail put-event-selectors \

=trail-name Trail1 \

--gvent-selectors '[{"ReadWriteType": "All","IncludeManagementEvents": true,"DataResources":
[{"Type":"AWS::53::0bject", "Values": ["arn:aws:s3:::"]},{"Type": "AWS::Lambda::Function®,"Values":
["arn:aws:lambda"]}1}]"

Output:

"EventSelectors”: [

"IncludeManagementEvents": true,
"DataResources”: [

"Values": |
"arn‘aws:s3:"

“Type": "AWS:S3::0bject”

"Values": |
“arn:aws:lambda”

1,
"Type": "AWS:Lambda::Function”
i

I
"ReadWriteType": "All"
}
1,
“TrailARN": "arn:aws:cloudtrail:ap-northeast-2:123456789012:trail/Trail1"
}

| 72 8-5-3 | CLI B3 - CloudTrail X O[|HIE MEHT| MM
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aws s3api put-bucket-versioning \
--bucket amzn-s3-demo-bucket
--versioning-configuration Status=Enabled

Qutput: g8
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aws s3api put-bucket-notification-configuration \
—-bucket amzn-s3-demo-bucket \
--notification-configuration file://notification.json

Contents of notification.json:

{
“TopicConfigurations™: [
{
"TopicArn": "arn:aws:sns:ap-northeast-2:12345678901 2:53-notification-topic”,
"Events": [
“s3:0bjectCreated:+"
1
}
]
}

Output: g2
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o (AWS CLI) put-object-lock-configuration2 AFZ5tH S3 HZI0| 2K Z=2 HEY
USLICE HZ x| 2Z AF Alols oY HZQ WA &2|E M gdst ofof LIt
aws s3api put-object-lock-configuration \
--hucket amzn-s3-demo-bucket-with-object-lock \
--object-lock-configuration '{ "ObjectLockEnabled": "Enabled", "Rule”: { "DefaultRetention": {
"Mode": "COMPLIANCE", "Days": 50 }}}'
Output: gl
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aws backup put-backup-vault-lock-configuration \
--backup-vault-name my_vault_to_lock \
--changeable-for-days 3 \
--min-retention-days 7 \
--max-retention-days 30

Output: 818
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o (AWS CLI) create-legal-hold HHS AtE5I0 BN BES

aws backup create-legal-hold --title "my legal hold" \
--description "my description" \
--recovery-point-selection
"WaultNames=string,DateRange={FromDate=timestamp,ToDate=timestamp}"

Qutput:

{
"Title": "my legal hold",
“Status": "CREATING",
"Description”: "my description”,
"LegalHoldld": "22978f64-36e1-4131-815b-4e582da7a6h0",
“LegalHoldArn": "arn:aws:backup:ap-northeast-2:123456789012:legal-hold:22978f64-96e1-4131-
815b-4e582da7abb0", _ _ _
*CreationDate": "2025-05-29T09:10:14.087000+00:00",
"RecoveryPointSelection™: {
"VaultNames": [
string"
]

“bateRange': { . .
“FromDate": "2025-01-01T00:00:00+00:00",
"TaDate": "2025-12-31T23:59:59+00:00"

}
1
}
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aws s3api put-bucket-replication \
--bucket amzn-s3-demo-bucket? \
--replication-configuration file://replication.json

Contents of replication.json:

{

"Role": "arn:aws:iam::123456789012:role/s3-replication-role",
"Rt{;les": [
"Status": "Enabled",
"Priority": 1,
"DeleteMarkerReplication”: { "Status": "Disabled" },
"Filter” : { “Prefix": *"},
“Destination*: {
| "Bucket": "arn:aws:s3:::amzn-s3-demo-bucket2"
}
]
}
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© Regions ¢ (@] E
QO Coming Soon Data center
o An AWS Region is a physical location comprising @ An Availability Zone consists of one or more discrete data centers, each with

multiple Availability Zones (AZs).

redundant power, networking, and connectivity, housed in separate facilities.

REGION
« A geographic location with
multiple AZs
« Isolated from other Regions

AVAILABILITY ZONE

« A physically isolated cluster of one or
more discrete data centers

« Located in areas at low risk of flood,
earthquake, and extreme weather

« Independent power, cooling, and
physical security

« High bandwidth, low-latency
networking with redundancy

DATA CENTER
A physical location that stores
computing infrastructure
Uninterrupted power supply with
onsite backup generator
Built with innovative sustainability
measures
Improved energy efficiency through
innovative approaches to power,
cooling, and carbon tracking
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