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& Define policy overview

® Select VPC network

Select the VPC network or networks where your mirrored and collector instances
are located. You can only select networks that you have permissions to use.

If the mirrored and collector instances are in the same network, select Mirrored
source and collector destination are in the same VPC network. If they are in
different networks that are peered, select Mirrored source and collector
destination are in separate, peered VPC networks. Learn more [4

(O Mirrored source and collector destination are in the same VPC network

@ Mirrored source and collector destination are in separate, peered VPC
networks

Mirrored source VPC network
web1-vpc

Collector destination VPC network *
[ outside v

CONTINUE

© Select mirrored source
|
© Select collector destination

|
© Select mirrored traffic
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@& Define policy overview
|
@ Select VPC network
|
@ Select mirrored source
|
@ Select collector destination

Select an internal passthrough Network Load Balancer that balances traffic across
your collector instances (the backend instances), which collect all the mirrored
traffic. The load balancer must have a forwarding rule specifically for packet
mirroring. Learn more [2

Collector destination *
{ seoullb-forwarding-rule -

You can also create new L4 internal load balancer

CONTINUE

© Select mirrored traffic
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A oA raw-encryptio = RAW_ENCRY ' cryptoKeys.rawEncrypt. cryptoKeys.rawDecrypt
oS5t n PT _DECRYPT
HICHA! M3 | asymmetric-si  ASYMMETRIC = cryptoKeyVersions.asymmetricSign, cryptoKey
gning _SIGN Versions.getPublicKey
asymmetric-e = ASYMMETRIC = cryptoKeyVersions.asymmetricDecrypt, cryptoK
_DECRYPT evVersions.getPublicKey
cryptoKevyVersions.macSign, cryptoKeyVersion
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https://cloud.google.com/kms/docs/algorithms?hl=ko
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https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys/encrypt?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys/decrypt?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/rawEncrypt?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/rawDecrypt?hl=ko
https://cloud.google.com/kms/docs/digital-signatures?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/asymmetricSign?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/getPublicKey?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/getPublicKey?hl=ko
https://cloud.google.com/kms/docs/asymmetric-encryption?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/asymmetricDecrypt?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/getPublicKey?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/getPublicKey?hl=ko
https://cloud.google.com/kms/docs/mac-signatures?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/macSign?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/macVerify?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/macVerify?hl=ko
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https://cloud.google.com/logging/docs/logging-gce-quickstart?hl=ko
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INSTALL OPS AGENT @

Dashboard
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® CPU 0 time series
Summary
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VM instances & IMPORT VM
INSTANCES OBSERVABILITY INSTANCE SCHEDULES
Overview
Dashboard
GRU [Predeﬁned - < @Lastizhows ~ cr @ > W @
Processes E
instance_name - machine_type - zone - region instance_group
Memory [ ,]* ,]* ,]* ,” ,‘
Network
Disk CPU Utilization (Top 5 VMs) @ Memory Utilization (Top 5 VMs) @
v iLags 150% 0%
All Logs
S e —————
System Events
ll:\ 100% 20%
~ Integrations !WWMWM'N'M"_ ‘chv:mwnhlwww\wmh R
Add Integration 4
T ¥ T T T 2 500 T T T 3 T 0
Conﬁgured UTG#1 2:00AM 4:00AM 6:00AM B:00AM 10:00AM 12 OﬂPM utc+1 2:00 AM 4:00AM G:00AM B:00AM 10:00AM 12:00PM
® a-demo (us-central1-f) = b-demo (us-centrall-a) ® a-demo-with-ops-agent (Us-west2-a) m an-e2-custom-test-sc (us-central1-f) F
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T | T A . T il T i T 7 T 7 30%
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L i

< Policies =+ CREATE POLICY

Il Created after: 01/01/2021 Filter policies x 7]

Display Name Type @ Last Modified By Last Modified On Created On Enabled

Network address set to 0.0 Logs @google.com May 19, 2021 May 19, 2021 ‘ on : v

Network address setto 0.0 Logs ‘({@google.com May 17, 2021 May 17, 2021 ‘ on : v

Quota 2: allocation-to-limit . Metrics “(@google.com February 5, 2021 February 5, 2021 ‘ on i v

Quota 3: allocation-to-limit .. Metrics (@google.com February 5, 2021 February 5, 2021 - on : ~

Quota: allocation-ta-limit fil... Metrics (@google.com February 5, 2021 Fabruary 5, 2021 ‘ on : v

Syslog NOTICE message d... Logs \@google.com June 2,2021 June 2, 2021 - on : v

- ot H OI= =]
R = It R
o o = THL= o f=3

o g3 F210lAf Monitoring0| X|§5H= 2E U2l X0l L2S

e SEYF VB 2T JEr Y
O[2{eh ZHES AT MO AZoHE HA MES ~HdaloF Lttt

mail / SMS / Webhooks / Slack / Google ChatS CFgHL|Ct.

g3 M2 ddot= GIMLIT

¢ 2

Mobile Devices (via Cloud Mobile App [2)

(i ] Monitoring now supports both user-scoped

No mobile devices configured
Google Chat
No Google Chat channels configured

PagerDuty Services

No PagerDuty services configured
PagerDuty Sync

No PagerDuty Sync channels configured
Slack @

No Slack channels configured
Webhooks

No webhook channels configured
Email

No emails configured

SMS

No SMS channels configured

| 2 5-3-4 | LE e
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Create Email Channel

Email addresses can be set to receive notifications from your alerting when a new
incident is created.

I Email Address *

[ Display Name *

CANCEL SAVE

| IE 5551 olHe EE AHE 4

o 27 DU

- 271 2UHZ - | ogging

o g9 g U=/l

- AME oE7] 2 #2] | Cloud Monitoring
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https://cloud.google.com/logging/docs/alerting/monitoring-logs?hl=ko
https://cloud.google.com/monitoring/support/notification-options?hl=ko
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resource.type="api"

resource.labels.service="compute.googleapis.com"
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> & 2024-02-14 08:11:38.564 compute.googleapis.com ..compute.regionInstanceGroups.insert .pe-west4/instanceGroups/europ 4-mig  adm: ianjung.altos..

audit_log, method: "v1.compute.regionInstanceGroups.insert”, principal_email: "admin@sebastianjung.altostrat.com

> i 2024-02-14 08:11:47.012 compute.googleapis.com .compute.regionInstanceGroups.insert .pe-west4/instanceGroups/europ: t4-mig  admi ianjung.altos..
audit_log, method: "v1.compute.regionInstanceGroups.insert”, principal_email: "admin@sebastianjung.altostrat.com

> @ 2024-02-14 08:13:04.873 compute.googleapis.com .compute.regionInstanceGroups.insert .-centrall/instanceGroups/us-centrall-mig admin@sebastianjung.altos..
audit_log, method: "v1.compute.regionInstanceGroups.insert”, principal_email: "admin@sebastianjung.altostrat.com"
> i 2024-82-14 08:13:14.700 compute.googleapis.com ..compute.regionInstanceGroups.insert ..-centrall/instanceGroups/us-centrall-mig admin@sebastianjung.altos..

audit_log, method: "v1.compute.regionInstanceGroups.insert”, principal_email: "admin@sebastianjung.altostrat.com

> & 20824-02-14 08:28:04.773 compute.googleapis.com  ...regionInstanceGroups.setNamedPorts  .pe-west4/inst: oups/europ: t4-mig  adm: ianjung.altos..
audit_log, method: "beta.compute.regionInstanceGroups.setNamedPorts”, principal_email: "admin@sebastianjung.altostrat.com”

> 2024-02-14 08:28:05.366 compute.googleapis.com ...regionInstanceGroups.setNamedPorts .-centrall/instanceGroups/us-centrall-mig admin@sebastianjung.altos..
audit_log, method: "beta.compute.regionInstanceGroups.setNamedPorts", principal_email: "admin@sebastianjung.altostrat.com”

> @ 2024-02-14 08:28:13.589 compute.googleapis.com  ...regionInstanceGroups.setNamedPorts .pe-west4/instanceGroups/europ t4-mig  admi ianjung.altos..
audit_log, method: "beta.compute.regionInstanceGroups.setNamedPorts”, principal_email: "admin@sebastianjung.altostrat.com”

> i 2024-02-14 08:28:14.196 compute.googleapis.com  ...regionInstanceGroups.setNamedPorts  .-centrall/instanceGroups/us-centrall-mig admin@sebastianjung.altos..
audit_log, method: "beta.compute.regionInstanceGroups.setNamedPorts", principal_email: "admin@sebastianjung.altostrat.com”
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https://cloud.google.com/logging/docs/view/query-library?hl=ko
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https://cloud.google.com/pubsub/docs?hl=ko
https://wikipedia.org/wiki/Security_information_and_event_management
https://wikipedia.org/wiki/Security_information_and_event_management
https://cloud.google.com/vpc/docs/flow-logs?hl=ko
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https://cloud.google.com/nat/docs/monitoring?hl=ko
https://cloud.google.com/vpc/docs/flow-logs?hl=ko
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https://cloud.google.com/iam/docs/audit-logging?hl=ko
https://support.google.com/a/answer/9320190?hl=ko
https://cloud.google.com/logging/docs/view/query-library?hl=ko
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http://admin.google.com
http://admin.google.com
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https://cloud.google.com/iam/docs/audit-logging?hl=ko
https://support.google.com/a/answer/9320190?hl=ko
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