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https://cloud.google.com/compute/docs/access/iam?hl=ko

RERE 71 4z

OI2X} JHAIXIR LY QtYTC

1.7. S5 ot 421 O|8Xt 7HMXI2l Wi AMTE SHHtS S-EI510{0F SICL.
\ A9

o O|8X} 7HAHE W IE SNYCHE +Eoto0F St}

- 0|8APt ERSt Q= "UHTE SHYRT SEEM &)

- S2RE AIRAPL “UMHIE SHY HS(HA S)

- A S HX7 27tstt 2801 42 1 &0 Tots YdEIE SHES
o O|8APE ERoldl = #iA 5 AEIE SHHUS Fdol 23 = UsULC

- £9| Google Cloud= WindowsE 4&dliok= 4% HIO[HA EiAM ADEJNHE Hillgh As

Talofll UsLC
© Google CloudOi= O[8AtS] VM 7HEAHES AETE=RE HSotl et AlgS flofiA
Google Compute Engine2| 22t VM(Shielded VM), Security Command CenterQ| 7t&F {4

AI:O

2|8 ZX|(Virtual Machine Threat Detection)2t 22 MHASS HMIEEHLICH

- Hot VM: GCES| E2F VM2 GCE VM QIAHA9 AF Tistt F2YS MEotk=s AblAz,
()Y Ni=2
=

S8 E= HE &9 ZHOU FEICE Qlot Foli=RH AAHAL| OFdS HFEFILIL.

- HOt 2El(Secure Boot)

- VIPM 2 AtE%t AEst E8(Measured Boot)

- 724 2UHdE
-7t oA E ZX|: Security Command Center Premium HE= Security Command
Center Enterprise?| 7|2 MH|AQI ZtA A Q& ZX|(VMTD, Virtual Machine Threat
Detection)2 SIO|MHIO|X £F2| AF & S+ AT EMS Solf AFZAL QIAHAS] 2|
ZIX2 H@ZELICH VMTD = QUSsHY 2 ATEQH, HY BE 2EF| HOt A= Z24=

EOM HedEl= TN 22 HMY ofd OiS2AH 0[S HAIRUG

17



https://cloud.google.com/compute/docs/instances/windows/windows-best-practices?hl=ko

IE0F 42 SASCHUFYMHIA HOL QMM | 1. TR T2

\ 24 A

o GCE 22t VM S8 A8 43
- Google Cloud 2&2| VM QIAHA HO|X|2 O|SELTY.
-HOE VM & AME d¥FollAt of= QABIAS] 0|FE Z=ol0 VM QIAEA MEFE
HO|XIE L.
- "SA'E 2=06i0, VM QABAS FX| = ‘+F's 2200 7 HOIXIE FU.
-8 HOJX|, 2t VM MMM 22F VM SH8S +EeL

- Hot BE £ Q% Moo 2ot BES AlE 2FgU

- VIPM MFE Makslo Virtual Trusted Platform Module(vIPM)S AR AXSHLLCE,
- 244 JLHZE A AYE Meol 224 BUHEHEE A A-un,

o

- Ngs S

- NAS 22610 QAHAZ A|XSHCE

{EF Compute Engine & windows-vm QIAEA ~H
ZHAF O Al
ot ST VBN
VM QIAEIA
- HotVM @
@  olasia =z ThE obEiEt PAIS Sfsl BE MEES ALR MESIMR.
A dsEgdELc HotHE MY @
vIPMAY @
Sl e 2AN BLEY AR AY @

| IE 1710 5o VM MM HOt VM g8 EXSH|

o 7k A R ZX| Aot
- Google Cloud 2£29| Security Command Center HO0|X|2 O|SgHL|Ct.
- 21oF SCC Z2|0|Y 0|2 Se= ArEotd UX| SATHH, 7k Tl 1" &R 7150 gdattl=
o
=

MEBILICL (¢ T SCC Z2DlY Oy S3S A8 32

SCC Z2j0® Ol S5

MHIAS AMgot= Y0 M=t 1=0] Ty + AsUL det O Hg8Ms HEo

=




S28E0! | Google Cloud

HAIZ|IE gL

- MH|A MEH HO|X|OIA Z4AF A 8 ZHK|(Virtual Machine Threat Detection) 7[S0]
AEEYE RSS2l

— Security Command Center AMH|AE @{olf ERet B4 HetE F0ol/| [ottd, M=2 AH|A

Ads 44

= «
-
Q|

‘securitycenter.serviceAgent” GgtE £0EHLICE.
- OpX|et Ay 2tz HAON 2R HES S0t o
cC

>

28s =L,

OJ&: AO7F37O O“P%E"% SPO|aAl A
-7k O R dX0IM Ol aXIE 8% SCC HO[X|el "HHgs" S=0M 2Rlokd ==
O|A
USLIC
Security Command Center &% <
Q@ s34 @  ciolE 4FE IE £E 2uKol AIBE 4 e
\
@ Hulz MH|A
‘ Security Command Center0i|A] 7| 2X o2 At HEE MH|AS MEFILICH MU|A XHA|5| 2otE?| (2
© 9ol
| Security Health Analytics
O umg= B QUi ek, B7H i3l S Be] ukEel T 020 OIS FIUAIES Algaiic R .
Security Health Analytics XtA|5| 2ot (3 b
Web Security Scanner
2 O Z2H|01M S IHoll LBAIF I WX APOIE AT YERI(XSS), ReHEl Bto|=2i2| Sof Ykl
F|op82 WABHLICE Web Security Scanner XA 20t=7| (2 [ Qi 2y - 1
O[HIE 23 ZX|
Cloud Platform, ID, GIO|E], ZHFE! QIAE A0 st 2SS MAIZIeZ ZX|ELICE
Event Threat Detection XtM|5| 20t=7| (2 { ore 8 v ]
Container Threat Detection
i 22 A52 Ags olaaai2 Blo|Lfz] S efol ol ciist RISl Bt AsE AlgaiLic
Container Threat Detection XtA|5| 20t=7| 2 { LRt i ‘
Container Threat Detection0| 22{AE{0f| DaemonSetS B Z§LICt S2{AE
0 0|2{3t DaemonSetS A&5H= O AL8E 4 Ui 2|4A7} HEEHK| HOI5HA|
2. XMIE| o7 2
Virtual Machine Threat Detection
Compute Engine QIAEIAZS BM510{ 2S5t 22 42 S HIREH ES MEsiLCH
Virtual Machine Threat Detection XtA|5| 20t 7| L { A=t v ]
52 s
el ME THE| FoFE ATHHE AR MEstol BeteE T4, ofZ2lA oM, 2N Hetel Fof
EIZ TolatHIR. Of MBI AL THE SCC MBIANM NB3ts 712 28] 7158 Betsiuick S8 #lo { Biesn ¥ ‘
A 271 RMI5| Lot 2
os Hz2 Ha

VE 2] 7 oA R EA Vs st

19




SEE0F 48 SUREAREAHIA 2ot OHHM 1. JHRE B2

o

o OS g 049 FHE Google Cloud?| MY 2 3 SEF 2H ZM0| AHE L
IL

81 20| ufe
270 0f 7| 2

=

0[8Rte| Yoo WS oY ERHCH (Of: HAl S)S 0l&XI2)

— 1= O

oA
“dJotA7IE HY UL

O

L\ AT A

—

o 2 UiE0 et & O ARMigh 2= Offo FESH SM0A &elokd & UG

T AL

- HI0F VMO|Z 291017197

- W2 A|ZE HOF VM SM AR AMX

— JPAE AL 93 ZER] JHQ
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- Create and start a Compute Engine instance
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- VPC firewall rules | Cloud NGFW
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- How-to guides | Resource Manager Documentation | Google Cloud
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& Define policy overview

® Select VPC network

Select the VPC network or networks where your mirrored and collector instances
are located. You can only select networks that you have permissions to use.

If the mirrored and collector instances are in the same network, select Mirrored
source and collector destination are in the same VPC network. If they are in
different networks that are peered, select Mirrored source and collector
destination are in separate, peered VPC networks. Learn more [4

(O Mirrored source and collector destination are in the same VPC network

@ Mirrored source and collector destination are in separate, peered VPC
networks

Mirrored source VPC network
web1-vpc

Collector destination VPC network *
[ outside v

CONTINUE

© Select mirrored source
|
© Select collector destination

|
© Select mirrored traffic

|TE 232 | WA DRy Y Y
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@& Define policy overview
|
@ Select VPC network
|
@ Select mirrored source
|
@ Select collector destination

Select an internal passthrough Network Load Balancer that balances traffic across
your collector instances (the backend instances), which collect all the mirrored
traffic. The load balancer must have a forwarding rule specifically for packet
mirroring. Learn more [2

Collector destination *
{ seoullb-forwarding-rule -

You can also create new L4 internal load balancer

CONTINUE

© Select mirrored traffic
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https://cloud.google.com/kms/docs/enable-disable?hl=ko
https://cloud.google.com/kms/docs/control-key-destruction?hl=ko
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https://cloud.google.com/docs/security/key-management-deep-dive/resources/google-cloud-kms-deep-dive.pdf
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https://cloud.google.com/kms/docs/reference/permissions-and-roles?hl=ko
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https://cloud.google.com/kms/docs/separation-of-duties?hl=ko
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https://cloud.google.com/logging/docs/audit?hl=ko
https://cloud.google.com/logging/docs/audit?hl=ko

TRE0F 4 SASCHRLIMEIA HOH OHIN | 4. UBT| T

ZA 2
7HEl12]

Cloud KMS =

cloudkms.projects.locations.keyRings.create
cloudkms.projects.locations.keyRings.setlamPolicy
cloudkms.projects.locations.keyRings.cryptoKeys.create
cloudkms.projects.locations.keyRings.cryptoKeys.patch
cloudkms.projects.locations.keyRings.cryptoKeys.setlamPolicy
cloudkms.projects.locations.keyRings.cryptoKeys.updatePrimaryVersion
cloudkms.projects.locations.keyRings.cryptoKeys.cryptoKeyVersions.create
cloudkms.projects.locations.keyRings.cryptoKeys.cryptoKeyVersions.destroy
cloudkms.projects.locations.keyRings.cryptoKeys.cryptoKeyVersions.patch
cloudkms.projects.locations.keyRings.cryptoKeys.cryptoKeyVersions.restore
cloudkms.projects.locations.keyRings.importJobs.create
cloudkms.projects.locations.keyRings.importJobs.setlamPolicy

cloudkms.projects.locations.get

cloudkms.projects.locations.list
cloudkms.projects.locations.keyRings.get
cloudkms.projects.locations.keyRings.getlamPolicy
cloudkms.projects.locations.keyRings.list
cloudkms.projects.locations.keyRings.testlamPermissions
cloudkms.projects.locations.keyRings.cryptoKeys.get
cloudkms.projects.locations.keyRings.cryptoKeys.getlamPolicy
cloudkms.projects.locations.keyRings.cryptoKeys.list
cloudkms.projects.locations.keyRings.cryptoKeys.testlamPermissions
cloudkms.projects.locations.keyRings.cryptoKeys.cryptoKeyVersions.get
cloudkms.projects.locations.keyRings.cryptoKeys.cryptoKeyVersions.list
cloudkms.projects.locations.keyRings.importJobs.get
cloudkms.projects.locations.keyRings.importJobs.getlamPolicy
cloudkms.projects.locations.keyRings.importJobs.list
cloudkms.projects.locations.keyRings.importJobs.testlamPermissions

kmsinventory.organizations.protectedResources.search(0| 2| £ 7 1)

kmsinventory.projects.cryptoKeys. list(O| 2| = 7])
kmsinventory.projects.locations.keyRings.cryptoKeys.getProtectedResourcesSummary

O21£7])

cloudkms.projects.locations.keyRings.cryptoKeys.decrypt
cloudkms.projects.locations.keyRings.cryptoKeys.encrypt
cloudkms.projects.locations.keyRings.cryptoKeys.cryptoKeyVersions.asymmetricDecrypt
cloudkms.projects.locations.keyRings.cryptoKeys.cryptoKeyVersions.asymmetricSign
cloudkms.projects.locations.keyRings.cryptoKeys.cryptoKeyVersions.getPublicKey



https://cloud.google.com/products?hl=ko
https://cloud.google.com/products?hl=ko
https://cloud.google.com/products?hl=ko

S8E0 | Google Cloud

24 Al

o IAMEZ S8 Cloud KMS 22/t 3 RO(ERME, B0 E= X% HF)
S 1AM — +OUMIA BB HO| — U X PHAO| MBR § £7} — Ao BULE KMS

CryptoKey ¥&3l/=253 5 MEH — K&

2 FHROIA 0] 2]240] clieh A2 FBHE FOI5HD AR F715101 7 PHR0| SH 2 U=
B NFHLICL Beo| w2t K3 7158 SFsHE Y01 F THUOP] A HBIE Hofst
£ Z2E 2IILICH 1AM 221 K145 obe| 2
EEES
B
F A F7t
F YNS AIBH, I8, SOI2! S AHIA AFILICH IAMS] % PR RS 2017| 2
| PEEELE P ]
T POuE 19 0l gl
A X1y
e Ag HEo T, F FHRO| 0 2242 SUY 4+ i MR FHHLICL A
2ol|e2
o Y U e AME _
L]
T wE oy £k AsoR UefY
Lryploney & eer
Cloud AP HRUE B Cloud KMS
g, Cloud IDS | Corekeruammen
F29E KMS CryptoKey 5
l Cloud loT a8
e —
Cloud Life el
Sclences #2125 KMS CryptoKey 2 B2 KMS CryptoKey 215 81/5 58
Cloud Marketplace sal/%es | B8 HE HUB AIS HTAULICH
Cloud Profiler S2HPE KMS 2R r
og 2|

12 4-4-1] IAME E3 Cloud KMS 2|&t oigt =0

© Cloud KMS 7|01l tiall £ AEX0IA 7|28 &#H JLREN
- 70E 7101 chet IAM Hetg 205t H 1AM w7t OFd Cloud KMS HiF0iIM AH

- 20t — Key Management — 7|24% — 7|5 — 75t & — A& o 20 — M 7192

F7} - Ry

97




S8=0f 48 SCIRCHREAHIA 2ot QM | 4. &5 &2

"My-key "ol CHf§t oA 3t K0f

F TR0 0f 2|20 Cifgt M| A B FOISID Y FIISH0] F FHUO| SYE £ U=
AU NFRLICL 0| W2} £ 7|F S SH3HE FR02 F YR HM A AsHg 0i5}
£ X8 FIIghch |AM =2 ZpM|3| 2oteo| 3

CPON
© My-key
EE N
Y2 AR, IE, E01Q! E& M2 AFRILICE IAMS] F THR KAE 20t| 3
M F YR
Nepre e, )
o8t X|3
ofte A W oz FHED, F RYA0| 0] 2jaAE Y £ U XS ZHBLICE K5
§OHH7| (2
R 1AM Z24(MEALE) @ _
22I2C KMS CryptoKey 2%... v 1AM =71 27} L]
a3t K33} XY AR AL
ch
+ chE g 29
| JE 4-4-21 44 Z[0f CHEE IAM Hetkg BO
o Cloud KMS 7|80l CHoll EH ARZA0A 7|25 #E I
7448 7|20 CHet IAM ggt 20z CLI YEiZE A3l He
gcloud kms keyrings add-iam—policy—binding "keyring" \
——location "location” \
——member “principal-type":"principal-email” \
——role roles/"role"
- CLI WAlOR o3t R0f5t 3 7|20|l 1AM HEO| HOIE S5
F g 9| gz 8|
+S M| A st 520 ~S AMA 2Bt ALE
THE SM0SE= YN o m
0O se 4 P olg oAt &
Ooe 6 sdbuild.gserviceaccount.com Legacy ARK By vcovaem Va
ey
Service
Account
o
O s T . trat.com Jaebyung AR $¢ My Project 66586 Va
voon 222E KMS B2|x} $* My Project 66586
Ol be t com 2219 KMS CryptoKey 258 @ pr.. a-northeast3/keyRings/my_key-rings |/‘

| IR A-A-3 ] FI™ 1AM 9E 2O

rol
okt



S8E0 | Google Cloud

o Cloud ConsoleOfiAf 211 EH47|2 0|83101 57| BI2| Y S50 Cf3t LolS B0Ist 4 U
-27 — 27 =)

s | @ 2lAA MEON ‘S2HRC KMS

CryptoKey' S HE{5lD, =5t ZiM AZKO: /2 302 S)2 Meisitl 57| 3EL)!

Encrypt E= Decrypt S) &0l

-
= | zaegwl O sl Az GBS SYoiwy|
#2| 2 (12) MO  FH() 2to|=aj2) (@) mHexer @y 2i2ssn  EEEL
il ==
- Qzzr Q ZEI=HY O I 222S KMS Cryptokey ~ I zl0g v A - @ ZHoE
. @Q=z1ic @ srE0n EaEEsus  guHes  QuMAEezos  Autwdl -
~
" 2ame <> slasay Q @ ¢
2 '
_ = e gl ZhAM ] ! i
m [Tz <[ | Dﬂﬂﬂm | 2
e e
A RESOURCE TYPE ® T T
= ——4‘E14‘£ 2% 4:58:00 2%505 2% 510 2&515 2% 5:20 __49514%,955;23:00
b d
@ =212= KVS Cryptokey a1 x
- #2lzn =aEsel #* Z3olIM 37 YA TIE - A== H
= A SEVERITY
= Azt KST v 2% +3 Qo
. 5 = - 7 @ ety @ ey
° > 6 2024-04-14 17:17:11.185 cloudkms.googleapis.com § Decrypt ¥ .Rings/my_key-rings/cryptoKeys/check-ride servi
F ) =1
a i ed ! > i 2024-84-14 17:15:35.571 cloudkms.googleapis.com | Decrypt N .Rings/my_key-rings/cryptoKeys/check-ride servi
) A LOG NAME > i 2024-04-14 17:15:34.855 cloudkms.googleapis.com J§ Decrypt N .Rings/my_key-rings/cryptoKeys/check-ride servi
69 cloudaudit.googleapis.com/data_access 7 > i 2024-04-14 17:15:14.705  cloudkms.googleapis.com | Decrypt ¥ .Rings/my_key-rings/cryptoKeys/check-ride servi
= cloudaudit.googleapis.com/activity 1 > i 2024-84-14 17:15:14.383 cloudkms.googleapis.com | Encrypt | .Rings/my_key-rings/cryptoKeys/check-ride  servi
HoA-A-4] e e ' ZE0| et LY
| E A-A-4 ) ST e ¥ SE0| e LY

o IAMOZ 535l7| Hst A

- JAMOZ HMA X Cloud KMS Documentation

99



https://cloud.google.com/kms/docs/iam?hl=ko

S8E0F 4E SCHRCATRTMH|IA HOb N 1 4. 27| 2
X :

\ 49

S5 UNAESS XE0| WQEILICH Google Cloude 5st 12|52
o H7HX|E EFotdl, 2 7|18=0 ME MEIISSH Ye|ES
L5

5} 7|5 0|2 Al OFXIEt Q5

oOI‘

712%=(Key purpose)i| [zt C+S
AELCH

Google CHE Y53t

RSAZL12|E(PSS, PKCS#1 v1.5)

S 3/ 2S5 SHSymmetric encryption) :
oIS st/=253HRaw symmetric encryption): AESZ112|E(128 bit 2 256 bit)
=N =

~ 1A THE ©

- HICHZE! MH(Asymmetric signing): EffaMeti12]
OIS 51/2 5 s Asymmetric encryption): RSAZT2|1Z(0AEP)

XHEE HME

— H|CHZ! @
- MAC MH/EPI(MAC signing): HMACY12|S
AlLi2|e 7| %(SDK) 7| x(API)
X =2t encryption ENCRYPT_DE ' cryptoKeys.encrypt, cryptoKeys.decrypt
CRYPT
A oA raw-encryptio  RAW_ENCRY = cryptoKeys.rawEncrypt, cryptoKeys.rawDecrypt
lgegel n PT _DECRYPT
HICHA! M3 | asymmetric-si  ASYMMETRIC = cryptoKeyVersions.asymmetricSign, cryptoKey
gning _SIGN Versions.getPublicKey
HICHA ISSE  asymmetricce . ASYMMETRIC | cryptoKeyVersions.asymmetricDecrypt, cryptoK
ncryption _DECRYPT evVersions.getPublicKey
MAC A™  mac-signing MAC cryptoKevyVersions.macSign, cryptoKeyVersion
s.macVerify

100



https://cloud.google.com/kms/docs/algorithms?hl=ko
https://cloud.google.com/kms/docs/algorithms?hl=ko
https://cloud.google.com/kms/docs/algorithms?hl=ko
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https://cloud.google.com/kms/docs/algorithms?hl=ko
https://cloud.google.com/kms/docs/algorithms?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys/encrypt?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys/decrypt?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/rawEncrypt?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/rawDecrypt?hl=ko
https://cloud.google.com/kms/docs/digital-signatures?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/asymmetricSign?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/getPublicKey?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/getPublicKey?hl=ko
https://cloud.google.com/kms/docs/asymmetric-encryption?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/asymmetricDecrypt?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/getPublicKey?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/getPublicKey?hl=ko
https://cloud.google.com/kms/docs/mac-signatures?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/macSign?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/macVerify?hl=ko
https://cloud.google.com/kms/docs/reference/rest/v1/projects.locations.keyRings.cryptoKeys.cryptoKeyVersions/macVerify?hl=ko
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https://cloud.google.com/stackdriver/docs/solutions/agents?hl=ko
https://cloud.google.com/logging/docs/logging-gce-quickstart?hl=ko
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oETALS OSINFO  SCREENSHOT

INSTALL OPS AGENT @

Dashboard
o Predefined
METRICS

LOGS

CPU Utilization @

< (@©Lasti2hours ~ ceT Q@ > W

Memory Utilization @

Overview o
cPu
@ Requires Ops Agent INSTALL
Processes l [ l l l —_—
Memory l 1N "
S 200 400AM  GOOAM 8 aé,w. 10:00AM utc 200AM  400AM  GOOAM  B00AM  10:00AM
® CPU 0 time series
Summary
PacketMinoting Network Traffic @ Disk Space Utilization @
v Disk SoKiBls
Performance
Capacity [ k l L | l I @ Requires Ops Agent  INSTALL
Z MONITOR VM INSTANCES - S v ‘l l‘ l e L T T - -
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S8=0F 4

VM instances & IMPORT VM
INSTANCES OBSERVABILITY INSTANCE SCHEDULES
Overview
Dashboard
GRU [Predeﬁned - < @Lastizhows ~ cr @ > W @
Processes N
instance_name - machine_type - zone - region instance_group
Memory [ ,], ,], ,], ,” ,‘
Network
Disk CPU Utilization (Top 5 VMs) @ Memory Utilization (Top 5 VMs) @
v iLags 150% 0%
All Logs
S e —————
System Events
') 100% 20%
~ Integrations iwmm‘wlvmhwww. ‘chv:mwnhlwww\wmh R
Add Integration 4
T ¥ T T T 2 500 T T T 3 T 0
Conﬁgured UTG#1 2:00AM 4:00AM 6:00AM B:00AM 10:00AM 12 OﬂPM utc+1 2:00 AM 4:00AM G:00AM B:00AM 10:00AM 12:00PM
® a-demo (us-central1-f) # b-demo (us-centrall-a) ® a-demo-with-ops-agent (Us-west2-a) m an-e2-custom-test-sc (us-central1-f) F
# c-demo (us-central1-) ¥ d-demo (i A test-1931 tral1-a) # monitor-instance (us-central1f) ¥ one-demo (us-central1-a) s
Network Traffic (Top 3 Sent/Received) @ Disk Utilization (Top 5 VMs) @
2MiB/s 40%
l ‘ 1MiBis Aﬂi‘q
T | T — T il T i T 5 T ; 30%
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L i

< Policies =+ CREATE POLICY

Il Created after: 01/01/2021 Filter policies x 7]

Display Name Type @ Last Modified By Last Modified On Created On Enabled

Network address set to 0.0 Logs @google.com May 19, 2021 May 19, 2021 ‘ on : v

Network address setto 0.0 Logs ‘({@google.com May 17, 2021 May 17, 2021 ‘ on : v

Quota 2: allocation-to-limit . Metrics “(@google.com February 5, 2021 February 5, 2021 ‘ on i v

Quota 3: allocation-to-limit .. Metrics (@google.com February 5, 2021 February 5, 2021 - on : ~

Quota: allocation-ta-limit fil... Metrics (@google.com February 5, 2021 Fabruary 5, 2021 ‘ on : v

Syslog NOTICE message d... Logs \@google.com June 2,2021 June 2, 2021 - on : v

- ot H OI= =]
R = It R
o o = THL= o f=3

o g3 F210lAf Monitoring0| X|§5H= 2E U2l X0l L2S

e SEYF VB 2T JEr Y
O[2{eh ZHES AT MO AZoHE HA MES ~HdaloF Lttt

mail / SMS / Webhooks / Slack / Google ChatS CFgHL|Ct.

g3 M2 ddot= GIMLIT

¢ 2

Mobile Devices (via Cloud Mobile App [2)

(i ] Monitoring now supports both user-scoped

No mobile devices configured
Google Chat
No Google Chat channels configured

PagerDuty Services

No PagerDuty services configured
PagerDuty Sync

No PagerDuty Sync channels configured
Slack @

No Slack channels configured
Webhooks

No webhook channels configured
Email

No emails configured

SMS

No SMS channels configured

| 2 5-3-4 | LE e
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1. Google Cloud 242/ 4 THZ0I MonitoringE =it & QRS HeHBiLICt
2. oY MY IS BB

3. Ol MMOIN M2 £7t2 S2sC

4. I O[HY FAS S UBILICY

5.

Create Email Channel

Email addresses can be set to receive notifications from your alerting when a new
incident is created.

I Email Address *

[ Display Name *

CANCEL SAVE

| IE 5551 olHe EE AHE 4

o 27 DU

- 271 2UHZ - | ogging

o g9 g U=/l

- AME oE7] 2 #2] | Cloud Monitoring
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https://cloud.google.com/logging/docs/alerting/monitoring-logs?hl=ko
https://cloud.google.com/monitoring/support/notification-options?hl=ko
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resource.type="api"

resource.labels.service="compute.googleapis.com"

| 8 5-4-1 ] 21 EMT|
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0

> & 2024-02-14 08:11:38.564 compute.googleapis.com ..compute.regionInstanceGroups.insert .pe-west4/instanceGroups/europ 4-mig  adm: ianjung.altos..

audit_log, method: "v1.compute.regionInstanceGroups.insert”, principal_email: "admin@sebastianjung.altostrat.com

> i 2024-02-14 08:11:47.012 compute.googleapis.com .compute.regionInstanceGroups.insert .pe-west4/instanceGroups/europ: t4-mig  admi ianjung.altos..
audit_log, method: "v1.compute.regionInstanceGroups.insert”, principal_email: "admin@sebastianjung.altostrat.com

> @ 2024-02-14 08:13:04.873 compute.googleapis.com .compute.regionInstanceGroups.insert .-centrall/instanceGroups/us-centrall-mig admin@sebastianjung.altos..
audit_log, method: "v1.compute.regionInstanceGroups.insert”, principal_email: "admin@sebastianjung.altostrat.com"
> i 2024-82-14 08:13:14.700 compute.googleapis.com ..compute.regionInstanceGroups.insert ..-centrall/instanceGroups/us-centrall-mig admin@sebastianjung.altos..

audit_log, method: "v1.compute.regionInstanceGroups.insert”, principal_email: "admin@sebastianjung.altostrat.com

> & 20824-02-14 08:28:04.773 compute.googleapis.com  ...regionInstanceGroups.setNamedPorts  .pe-west4/inst: oups/europ: t4-mig  adm: ianjung.altos..
audit_log, method: "beta.compute.regionInstanceGroups.setNamedPorts”, principal_email: "admin@sebastianjung.altostrat.com”

> 2024-02-14 08:28:05.366 compute.googleapis.com ...regionInstanceGroups.setNamedPorts .-centrall/instanceGroups/us-centrall-mig admin@sebastianjung.altos..
audit_log, method: "beta.compute.regionInstanceGroups.setNamedPorts", principal_email: "admin@sebastianjung.altostrat.com”

> @ 2024-02-14 08:28:13.589 compute.googleapis.com  ...regionInstanceGroups.setNamedPorts .pe-west4/instanceGroups/europ t4-mig  admi ianjung.altos..
audit_log, method: "beta.compute.regionInstanceGroups.setNamedPorts”, principal_email: "admin@sebastianjung.altostrat.com”

> i 2024-02-14 08:28:14.196 compute.googleapis.com  ...regionInstanceGroups.setNamedPorts  .-centrall/instanceGroups/us-centrall-mig admin@sebastianjung.altos..
audit_log, method: "beta.compute.regionInstanceGroups.setNamedPorts", principal_email: "admin@sebastianjung.altostrat.com”
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https://cloud.google.com/logging/docs/view/query-library?hl=ko
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https://cloud.google.com/pubsub/docs?hl=ko
https://wikipedia.org/wiki/Security_information_and_event_management
https://wikipedia.org/wiki/Security_information_and_event_management
https://cloud.google.com/vpc/docs/flow-logs?hl=ko
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https://cloud.google.com/nat/docs/monitoring?hl=ko
https://cloud.google.com/vpc/docs/flow-logs?hl=ko
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https://cloud.google.com/iam/docs/audit-logging?hl=ko
https://support.google.com/a/answer/9320190?hl=ko
https://cloud.google.com/logging/docs/view/query-library?hl=ko
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http://admin.google.com
http://admin.google.com
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https://cloud.google.com/iam/docs/audit-logging?hl=ko
https://support.google.com/a/answer/9320190?hl=ko
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https://cloud.google.com/iam/docs/best-practices-service-accounts?hl=ko
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o Managed Instance Groups (MIGs) 72

- https://cloud.google.com/compute/docs/instance—groups?hl=ko
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