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R M #4(server-g2 - ORBWSFbUZiiv4) 83
‘ ,H H ‘;H;f-;,— H,\H:,‘El KOR-Seoul 112 - 25 AteH 5 — — — - o @ C
Server g2-key SSH Key Pair 441 885 I
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(DEAT) 7FAH0l HZoks A0 tfet 2SS = THIRHE Ay Al
ECER

PairS AF2EILICH HIEA| Key Pair2 AMR5H0]
2 SSH ®&afof StLct.

1) Keypair It MM (Servers ) SSH Keypair)

E7I5H, DEAEC 42 2oHoz HOt ZstE YAOZ AMu F Al Key
7

£ ME5H3

Platform @D
= servers > SSH Keypair

&P All Services

Dashboard

SSH Keypair

& User ¥ VM E20i LRT SSH KeyPair £ H2|gLct
2 1AM >
B servers v
Virtual Machine Name Zone
Metworking || aws_cent DX-M1
Tier || Genians DX-M1
Virtual IP 1 ‘study —
Network Traffic -
| test DX-M1
Volume
|| testD728 DX-M1
Image
|| WAFOZO1 DX-M1
Volume Snapshot =
SSH Keypair [ WAF_WAF11Key DX-M1
Token | WAF_WAFTestKey DX-M1T
Log History

| 12 1-1-2| SSH Keypair Ao

2) AMAMSH Keypairlt CHRZE(pem IHY)

MAME SSH Keypaire 13/0F HIZSIEE CIREC 5 HE HAS

UCHHUZE H5)

SSH Keypair 7t A =| 5L T

o FeHTME

© Notice
1. Private Key = S0 £¢12 0j 22 =9t E-mall M52 139 HZE L

- |

| 121 1-1-3 | SSH Keypair MM Z1}
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3) .pem IIUZ 0|25l .ppk IHY Ao

PuttyS Soll AMH0| &0k E ORE2 pem MAS ppk MAZ HASHO
HZAS PuttygenS2 Solf 7FsotH Puttygen2 Putty AX[A| Xts A

Puttygen &3 & pem MYUS =22 F Save Private Key HES Sdlf HAE FAo=2

Nt

E® PUTTY Key Generator ? X
Eile Key Conversions Help

Key
Mo key.

Actions
Generate a public/private key pair

Load an existing private key file

Save the generated key | Save public key

Parameters

Type of key to generate:

® RsA (O DsA (O ECDSA (O Ed25519 (O S5H-1{RsSA)

Mumber of bits in a generated key:

[E® PUTTY Key Generator ? X
File Key Conversicns Help

Key

Public key for pasting into OpenS5H authorized_keys file:

ssh+sa AAAABINzaClycZEARAADACABAAABAQDZY -

+w\/dht 2Tw Kok Xd 1V« PgESMacl Fb PAKINrAXZ G NycehC TkJOb TuCwOE vk 8w/RLOY
+vBRDEXbZv MafqShEI0 1t B0 My NE1ai T/0/DOwhf8ZV3UALUIZ 1w Rga TIAF TmEVVENm 20 7w MIONoSmnf
Wai5d/wlbhFd 1Rak Frg\WhmGu DS Feisi WX 2 DXCVw WEHLDeQ 1w 5/ SdwSCwmE Shid/Litl 2v Ywlc BHXLThCrd

phArFyB636TPy W 1zeHd3jIHb v
Key fingermrint: |sshrsa 2048 SHAZ56:4J79ZLL+L1tIn5;li0253Aik Qy FpEXTam 7Y0d35R+1 |
Key comment:  [mported apensshrkey |
Key passphrase: | |
Corfim passphrase: | |
Actions
Generate a public/private key pair W
Load an existing private key file = i
Save the generated key | Save public key | I Save private key I
Parameters
Type of key to generate:
@ RSA () DsA () ECDSA () EdDSA () 55H-1 {R54)
Mumber of bits in a generated key:
| 18 1-1-4] Keypairg 0|88t SSH H& MY

4) 7t XHed MM A BEEA] SSH M&2 Keypair XA
SSH Keypair= VM MEA|0 X[HotH Mdok= Ax 7HsEILICEH

4
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Name server-dl

Root Volume Type l HDD ‘ S8 ‘

Root Volume Size l 50GB ‘ 100GH ‘

SSH Keypair esk-key . | Mo dd ]

[ 72 1-1-51 VM MMA| SSH Keypair Ad gt

5) SSH T4 Al Keypair IUS 226l M
PuttyOild MH EEAOl= ‘Connection-SSH-Auth-Browse'E &dlf HAst ppk IYUS

MEBILICY.

2 PUTTY Configuration ? =
Category:
=g S_essjnn s | Options controlling 55H authentication |
B Temingl [-] Diisplay pre-authentication banner {SSH-2 only)
- Keyboard [] Bypass authertication entirely (SSH-2 only)
E::tures Authentication methods
Bl Window [/] Attempt authentication using Pageant
- Bppearance [] Attempt TIS or CryptoCard auth (SSH-1)
- Behaviour [«] Atempt "keyboard-interactive” auth (SSH-2)
- Translation —— :
&1 Selection Authentication parameters
—Colours [ ] Allow agent forwarding
- Lonnection | [ ] Allow attempted changes of usemame in S5H-2
- [1ata Private key file for authentication:
Hlsers Waehy W Desktop Wheypairl ppk |

| I 1-1-61 SSH & Al Keypairg 0/8 4

5
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o

i
b

= 80

-

Ly
. Openstack 7|8t 3M|T S3HZYLICH.

=UE
ZaHZ : Cloudstack 7|2t MH|AQILICEH

=
~

D
G
MH|AS 0|85h= E(DX-M1, 8& )M M2t sigds= SAUZ2
MHEIAS] XIO[7F RqAOH MIE MH|A X0l= ZE MH &F AUSE

> IE M AME Ol HO|X] : kt cloud

o MY 018/8% Y ZE 0w : Cloud Uiw¥ (kt.com)

o SSH Keypair 22| ZE OfwY : Cloud IiFY (kt.com)
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=8EA 1 KT Cloud

1=

19 O|Xt 7HIXIE ™ Al OISX} 7HSKHE EZ APHol gt =791 AR XY S
T B39 RAl Ng S THol0{0f Sitt,
23
O[ZAt 7HIAEN Mok AZO tigt 27121 #AIS +~Eot¢{0F it

— Of|A]
1) 2701 QR0 ME ZotSH 2ot (530l 2701 A Al AE &Y

on

o4 AL

@® MH OS 431 Wy
NH B Al HotdeiE flot AE da A & 282 MU &2 OS I 49 a HE

JFsgUH.

ﬂJ|O
%

CentOSQ] /etc/pam.d/system—-auth UL Console &2 Al, password-auth D2 SSH
HAHD Al QY gebz 270K oY 25 ANoioF SLCH(RHEL A 71E)

- pam_tally2.so.deny = A A| &F 20, 5) unlock_time = &ZAIZKO|, 60)

#%5PAM-1.0

# This file is auto-generated.

# User changes will be destroyed the next tume authconfig is run.
required pam_env.so
required pam_faildelay.so delay=2000000
sufficient pam_unix.so nullok try first pass
requisite pam_succeed if.so uid >= 1800 gquiet success
required pam_denv.so
reqguired pam_tally2.so deny=5 unlock time=60

required pam_unix.so

sufficient pam_localuser.so

sufficient pam_succeed_if.so uild < 1000 guiet
required pam_permit.so

required pam_tally2.so

requisite pam_pwquality.so try first_pass local_users_only retry=3 authtok type=
sufficient pam_unix.so sha512 shadow nullek try first_pass use_authtok
required pam_deny. so

optional pam_keyinit.so revoke

required pam_limits.so
-session pam_systemd. so
session il 1 default=1ignore] pam_succeed if.so service in crond quiet use uid
session required pam_unix. sl
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#PAM-1.0

# This file 1is auto-generated.

# User changes will be destroyed the next time authconfig 1is run.
required pam_env.so
required pam_faildelay.so delay=2000000
sufficient pam_unix.so nullek try first pass

requisite pam:succeediif.so uld >= 1000 quiet success
required pam_deny.so
required pam_tally2.so deny=3 unlock time=60

required pam_unix.so

sufficient pam_localuser.so

sufficient pam_succeed 1f.so uld < 1000 gquiet
required pam _permit.so

required pam_tally2.so

requisite pam_pwquality.so try first pass local users only retry=3 authtok type=
sufficient pam_unix.so sha512 shadow nullok try_first_pass use authtok

required pam_deny.so

optional pam_keyinit.so revoke

required pam_limits.so

optional pam systemd.so

[success=1 default=ignore] pam_succeed if.so service in crond guiet use uid
required pam_unix.sf

/etc/pam.d/password—auth LI AN Zt HA

@ Fail2Ban Z27(X2|90f) 0|2 ity
Fail2ban2 python(2.4 Ver 0|&)2=2 B=MZE SWz2 271018 ¥
logfilesg S0IA YF 7|7t S LS AIHGk=E 22 ssh, ftp S0 F
force attackOil CiSol/| et 2ERILIC
iptables, tcpwrapper S0l olffd hostE 506t §X hoste] &S AiHok= 7152 71K
RUOM, ssh, apache, ftp S2 0|29t & W0 ARZELICEH

Fail2Ban?| &€& &A= Ch2dt 25U
1) yum install fail2ban S2 HHANWE Ed Fail2Ban=a AX|SHLC
2) /etc/fail2ban BZ0| Fail2ban A& 0| {X[okAl ELIC.

3) AHEOIUQI jail.conf IIUS SN [default] sectiontA bantime(XIHA[ZHI maxretry(AI Al

B Horet 2)E MBet ¢o= HERL

-

=1y
=

Fail2Ban config &% 3tH



o A o|2ule] e =Y : Cloud 1Y (kt.com)
o Fail2Ban 0|24t HE =Y &X : Cloud 5Y (kt.com)

o Fail2Ban CR2Z2E &3 : https://github.com/fail2ban/fail2ban
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s
A™ HZAl OI2XL MK RE AH™(root, administrator 5) HZ Al

g JHume RE
T R MBS ZIIE 4TS SHEISI0I0F BiCL
\ Mg
0 O|2Xt 7HMAE RE AN B2 Al F71015 £HO0| SHEL|0{0f SICHH, 7150] MZZX| ¢= ER
OFRst 27901 4Et2 SHSI0{0F BiCt)
N
1) 0|} 2I=
2) SMS 2I=
3) B QIS =2
s=2 Sof otFet 2791 £H =2H 5

4) SSH PEM Key

\ 24 At

® SSH PEM Key 0|2 4iH
FSRIES| SSH B4 Al RE AFL=0| AF 271012 AHEO UCH, RIEA] EEF AZe=

o
279 & FEAFECZE TR Mg JFsEUH.

"root".

rather than the user

Please login as the u
= S
2 =1l

| 12 1-3-1] SSH ®& Al B2IX} AMez 2191 87}

OSE &t AH

| & 1-3-1 |
2t 7
CentOS centos
Ubuntu ubuntu
Rhel cloud-user
Debian debian
Rocky cloud-user
Windows Admin

10
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(2) Servers ) Virtual Machine Y VM
oid Keypairs

SoliM SSH &£0] 7tsEUH.

MM Al SSH Keypairs

AEat0] 7HAEE d-dotH

B servers » Virtual Machine

Virtual Machine

Virtual Machine S 44 #Z, AR o oA 4EiE gjsiich

Zone ‘ DX-M1 L4

Tier | DMz v

Name test-vm

Root Volume Type 58D |

Root Volume Size

SSH Keypair ‘ test v || am e
——

CPU-AMD Server Ubuntu Centos 7.8 64bit Ivcore 2GB

Application Red Hat Linux Centos 7.6 84bit 2vcore 2GB

GPU Server Windows Centos 7.2 64bit 2vcore 4GB

DB DEBIAN 2vcore 8GB

Rocky 2vcore 16GB
| 8 1-3-21 VM 44 Al SSH Keypair 2l 2

H A2 A IR
@ 27 £54 0|18

d

AR T

SUC (@

$Q

Al OIHY Q1B & F7HH
FPIZ0|A AZEL OS/SW F22H|0f

Ol HOtSH el flofiids QR 2otEF

20 524 HX)

82 B8 4

AxonlQ

Vertica

Accordion
ELADIS
MESIM ESB
MESIM APIG

cLoup marketplace

ICEWARP mi2iae| -~ (TR
EEETISEETY oo ]
NGINX Plus API Gateway
Hyperframe_Wildfly
Hyperframe_Tomcat

Hyperframe_Apache

HyperFrame_Nginx
LENA Web Server
LENA Web Application Server

OpEH 0|~ HE AMEH HE/s=ouU sgas
vAegis Altibase DBMS
ek for Server
Capture HE|s4490{/EDR
EMSISOFT gte|stiaaio] i
VirusChaser 10 Kevac
AhnLab CPP
V3 Net Server os/swEIHY
ShellMonitor RedCaslte
AVG RDP 55 0 At 41 ACRA Paint
AVAST A E S Secuve TOS

i-oneNGS

i HI-PSM
X-LOG for IDL
X-LOG for CDC ok ety
NeverStop-DR 7| UR YA (Nexus) @ELA HE L

a2 (

Zenius-APM
Felice for Apache Kalka

onTune

HELAES
KHUB 447|482 1 MS
Wil ol2 el 246 C-MES
Het3oleta|
HyperReport(3tolHa| R =)
THEUEAMRFO

DSM

focuspang ai

Remotecall

RemoteView

olal

| 2% 1-3-3 |

1

OFIZ0lA HZHN &7

N

g
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o MY o288y 22 %Y : Cloud OiwY (kt.com)

o kt cloud OEIZ0|A : OFIEZ0|A (kt.com)
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= LHE

TR MM Al HEY3
AE ,I;—ggo | =4 OI8XI2| 7FMXI2! 4 Al QPHiSt L|ES|T MHS X&510{0F SiCt.
=20 1o

\ Moy
o QEHAM AN H&0| SEQSH AL WHEIP = CHACHOIAM R Mg 4= Q== AXMEI0{0F St
N
1) FRARI T TEsS ZONP(RIR) T 2 Y A
2) M2IISSt IP = ety A%

P
3) VPC & BOt0ES SF UR HEI tor HZ 4

\ 24 A

N g 2710l Ler=H0 ofal L[R2 S4I0] AHE ALH, Tier LHROIM AFRIP 7|#0=2

S4I0] 7Es=UH

TRRIAIO) 2l HIEYISOIN B4 6I/AITS QI3 NAT SF2 Off & 7Hi| WAOR JKsain)

|'u>-
IO

2= YU

1) MR (Virtual Machine) OIF0IA 7FSAY MEH & JM& 4F Tl 018
2) Networking HI'F0IA SQIP ME & M& HY 7|5 0|8

@ JHIRIY QIR YEYT H4 MY U MF #ol

=29 Networking Hiwe B&2H 7IsS Sl /HNEE NAT EFS F/6IAL 71E0

4
S=E NAT 4%S Solg 4+ ABLI

1) (& 22) Servers ) Networking

13




& All Services
TY ot Networking
& User ? 201 IP o CHEt Port-Forwarding Tt W3t s e|gct
o 1AM ;
| &2 um { araps 4 H gtz 20 58] “ Static NAT H Static Route “ i) ‘E]
B servers
Virtual Machine Public IP Zone et
Networking 71 21184184248 DX-M1 =
Tier [ 211184184249 DX-M1 7t
Vietial || 211184184250 DX-M1 %3}
Network Traffic o
7] 2184184251 DX-M1 =7t
Volume
T 21184182252 DX-M1 =3t
Image
7] 21184184253 DX =3t
Volume Snapshot =
o 71 211184184254 DX-M1 e
Token [ 211184184355 DX-M1 =7t
Log History
| 72 1-4-1| Network 8% 3}H
110 MEH S ™A MK
4 o
2) ) Ol P Me & M M c->I
Py [ Ha } s s H wapey 21 39 } Static NAT H Static Route “ a3 |B @s fiR . RE ekl
Public IP Zone Elgd Static NAT
I v I 211184.184.248 DX-M1 el -

3) VM &2 st B4 A™E(Port-Forwarding &2 1:1 NAT)

(B4 2%) () Servers ) Networking HiF0A & A0 AISY B2 IPS MEiot & B4 &S

22I51H Port-Forwarding AES & 4= QUSLICE

211.184.184.16 =¢!IP2| H&5 YEHELICL

‘ | et | Asport | @ | aspart | zzes | a=

| sty-cent1 - | | 22(55H) | 21118418416 |\;f 10995, 12501~65535 | | Tee v |

O zeayez 43

o
o
e
1]
]
rr
it
ru
2
0=
o
p. 0
o
2
fir
a

10| B&LIC).

| 121 1-4-2 | Port-Forwarding &3 &0l

14
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® MH: H£& HdYS & & f

® AM&Port: AMHS| O ortE EE@ AQUR| MEHELITE. OS Bde floids 2sas
22(SSH), #=®+= 3389(RDP)S ALEELC MEHEH MHC| OSO| Ot XAso=
LIEFELICE. O] 200 & MH|A 80(HTTP), 443(HTTPS), FTP(21) S0 USUCE

o QP N HEISUE SCIPRILIC.

® IQlPort: R0IM H2E I AES S2PortE AYHLICE AldPortet 22 HSE M
g, OE #sE Mx: gU

o IZE= AMEY Z2EEs AU

012 20| Portg 1112 AZY = AL, Off 'EES He= 2 SIS AESHH N:INJH=

=]
g2+ U

< ||

|cEntas?E v \ ‘ H End | 211.184.184.16 | Start H Enhd | ‘TCP

| -O zesws=uw

|ERT ZEE #2 U4 S Hitks 20| F&UCH bl

| E 145 ZES HRIZ 2% Vs

ofX| ‘838 %JEHOHM MH= Q220 EAI0| HifHOZ Ot5
L d

&b All Services
<
B Dt Networking
22 User > 2ol Ip o THet Port-Forwarding T 9Sh{E Bajgiick
o 1AM 3
| & uw |I et g ['QEIEIEJEEI H Static NAT ‘[ Static Route “ = |E]
B servers v —_—
Virtual Machine Public 1P Zone Etgl
Networking |71 211184184.248 DX-M1 7|2
Tier [ 211184184.249 DX-M1 ES
VirtiahP 7] 211184184.250 DX-M1 *3}
Netwark Traffic B
| 211184184.251 DX-M1 e
Volume
[T 211184184252 DX-M1 %3}
Image
[ 211184184253 DX-M1 ES
Volume Snapshot
SSH Keypair 7| 211184184254 DX-M1 *3}
Token [ 211184184.255 DX-M1 =7t
Log History

| 73 1-4-4] Network-23i# MX

L°£
r

15



SEE0F 48 SUREAREAHIA 2ot OHHM 1. JHRE B2

[<&]

Prior Action Saoirce Network Source CIDR Pratacol Destination Network Diestination CIOR Destination Port oS an

1 allow cxternal all ALL DMZ_Sub PF_211.34.245.96_20080_T.. - -
2 allow external all ALL DMZ _Sub PF_211.34245.96 30022 T... s o -
3 allow external all ALL DMZ_Sub PF_211.34.245,.95_5950_TCP - — L] -
a altow external all ALL DMZ_Sub PF_211.34.245.96 5952 TCP - L] - o
5 allony extermnal all ALL DMZ_Sub PF.211.34.24596.5951_TCP e L ] -
& allow DMZ_Sub 172.250:107/32 TCP external 218.145.29.166/32 L J -

=
Allow BMZ_Sub | TEP  ~ | | DMZ Sub -

| IE -A-5 ] ek ALY &l (IP or URL)

Priority: 2ot 29| 24 =2|gLCt. et &Mz 2 =% LSULCL

Source Network: EEX| HEYIE LHLICH

Source CIDR: £4X|2 5{8% CIDRE QigiLct,

Protocol: Al2& T2EZSS UHEILIC

Destination Network: S&X| HEYIE MEHFILICY.

Destination CIDR: SXX|Z 5i% CIDRZ YUHTLICE. (IP or EHQI)

Destination Port: =&8X|= o1 PortE YHLICH. HP= ol HY Porte= €2
XS iU

HEQFOl SR= 31t &L
® [External: 2E2(Z0)
® DMZ sub: 71292 HZEEle= Tier

® Private_sub: 7|22 XMB&l= Tier

1) AetE uish N

QBUA & A Al ELX|= External2 A™LICEH

o2 2E9| IPE CIDRZ HMOHE £ O'ALIEF AnyZ TZZ2 5i&s6H™ 0.0.0.0/02
=

SHLCE Destination2 MH7 YX|St Tiers AEdSLCE.

MME 0|0] gt AR, Destination CIDR ACZ 115 £ QT2 HO|A FuCh
0. PF_211.184.184.16_22_22_TCP

(LEZQY ZOIP_TQINE H2EX)

o oo
Ip
).
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et S MEsL|Ct
‘ | Priority | Action | Source Network | Source CIDR ‘ Pratocol ‘ Destination Network ‘ Destination CIDR | Destination Port ‘ €3 | FA ‘

| Allow ~ | | external " ‘ ‘ 0.0.0.0/0 | | e v | | DMZ Sub hd ‘ ‘ PF,21].184.184.16,!OL Start |- End + =2k

‘ PF:211 184,184, 16,10(

NZ CH2 TierQ MH7|2| EAO| LRt AL Source?t Destinationgs 2t2t Tier2 AMEHL|CH

‘ Priority | Action | Source Network | Source CIDR | Protocol ‘ Destination Network ‘ Destination CIDR ‘ Destination Port | e ‘ M ‘

| Allow ~ ‘ ‘ DMZ_Sub v ‘ ‘ 0.0.0.00 ‘ ‘ TP~ ‘ | Private_Sub » ‘ | 0.0.0.0/0 ‘ l Start

MNHOIM 2If2 W= Outbound S410] EQSt B Sourced| AHL| Tier?t CIDRE

Q1251 Destination2 External2 A& SLICY

2) it zgf; QB Tt0|=
XX
C)

OIFOR ORGP RAotI| YIHA Wak WA Ta| Al HA E YRS

HJIO
I-II

Servers ) Networking ) &siH MY HiHE Sl S

T} B 2= A0 XNSOE BAIFUC

ml
n

1 3 Allow DMZ 172.25.0.65/32 TCP Private 172.251181/32 - @
] a Allow DMZ 172.25.0.59/32 TCP Private 172.251181/32 @
5 Allow Private 172.251171/32 TCP DMz 172.25.0.65/32 22 [ ]
186 Allow Private 172.251.32/32 TCP DMZ 172.25.0.65/32 22 @
7 Allow external all TCP DMZ SN_211. 80 @
8 Allow DMZ 172.25.0152/32 ALL Private 172.251.71/32 [ ]

VR A6 et HAH E QST HA|

Yo M 2Ex JI0|E= Of LES VIECE *igds Mot H7|gUH.

[

17




SEE0F 48 SUREAREAHIA 2ot OHHM 1. JHRE B2

T —
ol Hiak Ad
= R B s e
_ E27| Any Open 4 _ y
In AR E0| S Tep 80, 443 HH H 2| 0.0.0.0/0 10.0.0.1/32 TCP 8443
Out %X Any Open ¥ 1000.1/32 0.000/0 TCP 80
In/Out  EE Any Open FH 14.63.3.1/32 10.0.0.1/32 ALL(0-65535)
- E27] TS Open BH(16HIE 03t Subnet) e i
In “Apg 20| et 80, 443 = el 14.63.0.0/16 10.0.0.1/32 TCP 6443
Out =X h% Open F#(16E|E 05} Subnet) 10.0.0.1/32 14.63.0.0/16 TCP 80
g2 Hz ®
Injout . 1463.3.1/32 10.0.0.1/32 TcP 23
= HTT TCP 80
212 EIUIL* B HH
In - SSH : TCP zg 14.63.3.1/32 10.0.0.1/32 TCP 22
| - RDP : TCP 2389

Ij_E.I 1-4- 7| § %IiH _Clllé-IE O|-|_H 7|

T m e

o Server/Networking 2% OiFg &= : Cloud Oi%g (kt.com)
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1) SSHE S¢&t H& Al Qrdeh A™e2] &(ex, ID/PW 7|8H0] OfH Certificate 7[Et 215
YA HE 5)
2) SRL ¥ 220N AT Al AHet AUF HA HEGHY ULAHAE SEFY + U=
Hets AId OI8ARIA| 45 S)

e M

K| ZotH, VM &8 Al SSH

kt cloud? 4% 72822 VM F& Al Certificate 7|8t Q15 HAS
7St

KeypairE At2313 Keypairs Sall Qe WAO2 SSH &&0|

1) SSH Keypaire Servers ) SSH Keypair H50lA AAd/22sh £ 10 A AA A0

SSH KeypairE SA|0] ZtHoH Motz SHE 7tseLCh
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Kt claud
CLOUD
Platform @D
@ Servers » SSH Keypair
b All Services
[Z] pashboara SSH Keypa"-
2 Uear 2 VM 40| HRE SSH KeyPair & Z2fEirt
oA >
2E #HX >
B servers v
Virtual Machine Name Zone Fingerprint
Networking 2022test DX-M1 d5:74iec
Tier 39key DX-M1 49:3171
Mietiatie &t XM Blae6t
Network Traffic
acronisk DX-M1 34:155:3
Volume
Aveva DX-M1 2d:b6:5¢
Image
beb-key DX-M1 62deid!
Volume Snapshot
SSH Keypair bjy-key DX-M1 d3icd:6:
Token bjy-key-6 DX-M1 330bid
Log History biy-key-7 DX-M1 f1:b5:5a

| 12 1-5-1] SSH Keypair &2| gH

= servers > Virtual Machine

Virtual Machine

Virtual Machine & 441, S, Atx| 8l #7h AEHE ZsfE|ct

Zone DX-M1 v|
Tier | oMz v
Name test-ym

Root Volume Type HDD

Root Volume Size

SSH Keypair test

CPU-AMD Server Ubuntu Centos 7.8 84bit Tveore 2GB
Application Red Hat Linux Centos 7.6 64bit 2vcore 2GB
GPU Server Windows Centos 7.2 B4hit 2Zveore 4GB
DB DEBIAN 2vcore 8GB

2vcore 16GB

Rocky

| 12 1-5-2 1 VM MM A SSH Keypair A7 MM Jts

2) Linux OS9| AR SSH &4 £ Toolg AMEo} £ 2 A0A= MobaXterm=
0|80l H4 THoIASLICH

M=2Z=2 SSH Sessions ddst0{ 00| 2o ZELYY FES UHRLIL.
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Sesslan settings

N @ X E & @ @ N
88H  Telnat Rsh  Xdmecp RDP VNG FTP SFTP Senal

Wﬂrning' you have reached the maximum number of saved sessions for the personal edition of Mobaxterm.
You can start 3 new session but it will not be automatically saved.
Please support MobaXterm by subscribing to the Professional edition here: hitps://mobaxterm mobatek net

File

BN Basic SSH settings

E m @ x

Shell Browser Mosh Aws 53 WSL

oY
&

Remote host *|211.184.184.162

[(]Specify usemame

»)

BN Advanced SSH settings B Terminal settings "8 Network settings

- Bookmark settings

X 11-Forwarding [ Comp Remote

Execute command- ‘ 1

=

SSH-browser type: \-SFFP protocol

- |Interactive shell  +

[JDo not exit after command ends

[JFoliow SSH path {expenmental)

[Use private key |C\Users\KT\Desktopi2r1 K1C\ 1| | | 2 Expert SSH settings

Tom | [owm

| 22 1-5-3 |

® Remote host: &¢I IP
® Port : &2 Port
® Use private key: SSH Keypair PPK I

MobaXterm SSH &£ MH 3tH

3) Windows OS2 AL Admin PWE &9Ist & ‘17 & HAIE' S Eoff HAEHC
Servers ) Virtual Machine HF0IA Windows VMAME! & CEO2 OF0HA HZHS
Sors SO
= servers » Virtual Machine
Virtual Machine
Virtual Machine £ 44 HZ, 45| 9 7 HEHE Z9/Bhich
\:\[ =3 H Al [mwm“j\[ s E o5 WAl 28 A
O o - Zone e e A2 2EEY  Ter
7] testvm oM DX-Central windq s . 2vcore 4GB HOD M
B w7
(| win-isesi-test o ag DX-M1 windd 4veare 8GB SSD T
[ sms-windows-02 orNE D¥-M1 Wwin HigH s ol 4vcore 8GB SSD DMZ
71 server-d1-win e DX-M1 windd VM Rebuid 2vcore 2GB HOD DMZ
elEjzjoj~ £3
\:\ filte4Test [ Rb=3 DX-M1 windg 4ycore 4GB HDD bMZ
Volume 22|
| 12 1-5-4 1 VM ZX3| gtH
NS BHS T MBI SSH Keypair PEMIIUS §RE3HP Admin HO| HASICE 2018
Z UL o HAYE= VM 28 Al 28F =7| H|2HS LT
Ol 7HJAME0 ©EotAo 2Kt AFel HIEHSE HAo= As Hil B2, kt
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cloudifiM= 14 VMO HAES AO|= & &+ glOH=z WAL |0 7o FEETEILIL

server-dl-win 2| {ARIES 2olgh|ch

server-di-win 2| IAR|SE SOIFLICt

+ 8SH KeyPair  esk-key -ID admin

« PEM It - i= - H|EMs S8X3x00JYP48HGBILG O

| 215 1-5-51 Windows VM IHAQIE 20l 5H

Pr—

L\ ET A
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7lsg 0|25t |IAM userd F9dH TQst AHotdt MEASIH 20t £~ QUSLICH
(22) IAM ) Policy HI0i|A ‘X*"% MM HEZS Sdlf MMet MHIA MM Hotd]| CHot MzHs
MMSHCEH MHIAE RE AHY M £ Q= BE MHIA 22 S0 7t 7tsotH, 249| Hots
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, Ot 20|

1) 8 2& H4 5 1AM ) Policy ) HH M

+ Al Services
.
(3] Dashboard @ POI ] Cy
A User s 1AM AHEXI0I7| 518 HAS DS BRI BT of2] Y2 HM a5 o2 |O| AHE 7HsEILICL
& 1AM = ’
2l ‘ et g7
. Exa
I 8ty I FHF L | as
Palicy Group S server server
Audit{user) server_Ae server_Ae]
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{3} Server ¥
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I AP
288 Network >
server_only server 2 st (Hal)
Watch >
storage storage_THATH
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CIAANN HetR0 iy MHE MEHSIH MHE TR, AIX Hols ROoeiLCH
M3
BRIV | Policyl |
pt=lal]
L
AHlA AE A = i
o) HA
gy testumym314
AR object-central

K2P Enterprise ServerHi= R glas zx)

Backup DL AR =3 test-noded
object ¢lorage 40 D1_glance VM Rebwild test-node2
K2p OF_55H Keypare dEEE test-nodel
Privale CA O5_API Key ezd=zE controfl
27
e
ELEES EEEITEN =g CESN
Server (D1) e 3= test-node2 i
Server (D) e k] test-node L i
Server (D) e R Hal

| 12 1-6-2 | O|8A Het2|E flet YH:(Policy) 2H

3) IAM ) User ) AMEX} MM
AEXE M TAOIA PolicyOlA Aot Mot HE0| CHSE 207t 7t

+  AllServices
Al Dashboard | User
A User H 1AM MEFE 2HET Policy S2 Policy Group2 2 #ehs faje|ch
& 1AM & [
T =3 || | [ FEAm s s | [ o |
Policy ' S0 | MFA(E-mail)
Policy Group
Audit{user)
Audit(action)
{F Server >
&, Load Balancer >
sfe  Metwork >
‘Watch ¥
£ APlkey »
B Auto Saaling »

| 72 1-6-3 ] |IAM A2} MM
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kt cloud OFUISH(0|A L #Al/EE FH| 02| S28S HoH FA7| HELICH
&) https//cloud.kt.com/marketplace/ A L 9 [D
cLoub marketplace omEolANE  DANE  ME/SEed  SuuA 5 @
SIHIL MK duUTT
MugojEF0|A g CUBRID ——
AxonlQ vAegis Altibase DBMS SanilisiER
ICEWARP D2 AJH| A 2o} for Server —
22l 32 el Capture StEf H90{/EDR
oIE(sSL, 3|/pwaa]) onTune
NGINX Plus APl Gateway EMSISOFT SHElsiH9fio]
Hyperframe_Wildfly VirusChaser 10 Keyac
Hyperframe_Tomcat AhnLab CPP HEUAEY
Hyperframe_Apache V3 Net Server os/sw g2l KHUB £87|¢Teis | MS
Vertica AVG RDP &3 G At Hid RedCasite 4202 M2 S2H C-MES
HyperFrame_Nginx ShellMonitor ACRA Point HyperReport(&}0|Hz2| X E)
LENAWeb Server AVAST A{tHE 2l Secuire TOS EER=abued]
LENAWeb Application Server -oneNGS SHEREMRO
Accordion HI-PSM DSM
MESIM ESB . focuspang ai
X-LOG for IDL
ELADIS Remotecall
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NeverStop-DR JIUE AMA(Nexus) QE LA Hzba CHIIAT
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7tSEiUc
TierMA 7152 S5l DMZ, Private TierSOZ HEYIZ TESIT LHREMHE BEHIOZ2HH
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| b it

Jwas b Jwas |
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LELELI LI il —————l

1 I‘ 1
] o8 [
DMZ Tier Private Tier

[ 38 2-1-1|

712%¢Q1 2 Tier Web-WAS-DB #&

71202 HNEZ= Tier(DMZ, Private)? 37t Tier/t LQst A MM J1sEHLCt.

o IA ™A
)-.—JI_._EI'l

S
H= T

ervers Y Tier ) Tier Al

Tier 3HO| A HiFHIOIM Tier 44 HES SLICL

‘& All Services
.
] pashboard Tler
22 User FHak MBI7E SIAE HIE YT ML 9] Tiers #2|ghuicH
1AM
Tier 4448 [ Data Lake Tier 44 H Private Subnet | | 41 ‘B 2E 7 »
B servers
Virtual Maghine Name Zone | CIDR
Netwarking 1 oMz DX-M1 7l 10.224149129/26
Tier || Private DX-M1 2l 10.2241521/25
Virtoatip | DMZ_coniner D¥-M1 L 10.224133.225/27
Network Traffic —
"] cloudwafsec-370 DX-M1 7t 10.213.184.1/26
Volume
| Private_study DX-M1 =3t 10.224135.193/27
Image
) || Private_container DX-M1 7t 10.224134193/27
Velume Snapshot o
SSH Keypair | DMZ study DX-M1 =7t 10.224134.225/27
Token [ | Genians_ZTNA DX-M1 7t 10.224181.193/27
Log History

| 72 2-1-21 Tier MA/22
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Virtual Machine

Virtual Machine S 44, #, Alw| ol ol Aefg =8lghct

Zone | Dxmt v
Tier DEV ~
DEV
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DMZ
Root Volume Type HOD [ S50 I
Root Volume Size 5068 100GE |
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6.1. APl S£ A

SEIOC JMMAIY BAS SIE APl SF Al QHHS
o

OISATIS X510 HOMIS ZSISI00F BiCt.

0 APl 3F Al 0IZAE 2

— Of|A]

1) APl 3&0| 7t5%
2) 1AM 7| st &0

- D12&0|M [Servers ) Token]H'=E Edll APl &= Q152 ISt Project ID, Project Name,

Password X3 7|5

= NS

kt cloud
CLouD

Platform @b

(& All Services

[ Dashboard
@ User >
2 1AM 5
B Servers

Virtual Machine

Networking

Tier

Virtual IP

= servers > Token

Token

Open AP| Token U206 Hast B2E stolghL|c),

- Project ID DX-M1 i = pane | [ Protectio we

« Project Name & 272 A&7} SL Lot {ktuclou™**@gmail.com)

« Password T 270 vidHee ULt

| 72 6-1-1] API 2I= Token H&
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- APl AF2 710|E0|A Token g 710|ES MIZEHLICY

k‘lﬂlﬁ OI'E lg:':!'tlu'l (Platform @D)

He @

kt cloud 2| @D Platform 0f|4 AF2 7t=8F Open AP 710[= 2M2IL|C}

& Ho[X{oll 4= Open API ==& 7t 712 £6| AFZE ofjdlet 27 ehisi=guick,

1. kt cloud 2| Open APl <= RESTul AP @42 BLTH, OpenStack AP 2] S2ha2 R|@ITHL|CH
2. HTTP method #210 APE Ho|El Request THFO[E|0| Tt 22t2S K of My~ &

st
3. 7|5§3:-lo

SEE5F 43, o4 9 =3 g 4 gL
=2l Open APl = Z whe of2fig Z4L|ch

Step 1. 212 E2 & > Step 2. Open APl 2% > Step 3. 2% T+ 02| HzJ

Step 1. 21Z Signature ¥4 ©

DX-M1 Zone(@D1)2| Open APIE AHE8}7| oM, B 21E RHE S6 915 522 U2 dofop gk

) Notice
1. 25 E32 U2 S 602" STt M8 FhsEiLICL
29z sopr

E 0|8 Qs Rayatn| 24| 2 5= ELICH (ex. AFETOIT HA B)

1. APIURI (215 E2 )

https://api.ucloudbiz.olleh.com/dlfidentity/auth/tokens

| 72 6-1-2| Token g 710|E

==

- D1 E31Z9| Token Y322 ol Request Body L R HEE 7|QSHLCH.
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auth

auth.identity

identity.methods

identity.password

password.user

user.domain

user.domain.id

user.name

user.password

auth.scope

scope.project

project.domain

project.domain.id

project.name

“X-Subject-Token”

HA[EUL.

@Izt -

- ME&=

%EE

Bady

Body

Body

Body

Body

Body

Body

Body

Body

Body

Body

Body

Body

Body

ILII:?I'OE

APl Key, Secret Key&=

Type

Object

Object

Array

Object

Object

Ohject

String

String

String

Ohject

Object

Object

String

String

o §
(==

8i20F 48 SR

oo

Description

Default @ "password” 2t AH2
Default@ "default” 2t AIS
AFERH2| id

AETD| password

Default 2 "default" gl AH2

AMERE] id

Request Body HE 7|

MEEL

o [ ]
SI:II- =

G
- GEE =& [API KeylHl'=E Sdll API Key, Secret Key
A7 Key =" 7|

Token?| SRAIZI2 TAIZICZ XIHE|0f A0, 0|F0| XH

ol

O_HI_
— = — —

HEIMHIA 2Ot

Z3lok= ls

M.

QILHM 1 6. API 22|

0] FRELL.

Q0| ME5IH “201 Created” Y T2} &, Q15 EZ0| 2H slH9

=ES0| 017 &

=Mt AIZI0]

= NS,




oy
00

H

2
rio

KT Cloud

- ‘URL Parameter, APl Key, Secret Key'E 0|&clH{ HMAC SHA-12 Sdoff 2US
SignatureES MMBiLICH
* APl S&0| AFZot= URL Parameter= 022t 242 {202 HO|

Order Type Description

1 APl Ke Yo U2 AP Ke

2 AP 20| command ZEGAM AFSSHE AP 7|50 ChE! ;

3 APl BE0f 24 AP I 82 LA o Uym o2 25s He

4 SH 2y LEY it SHE 2 XML EE= JSON 22 Mg WE %| 8 (Default = XML)

URL Parameter 7%l X9

— APl SEA| MEEl= Olell ParameterSS F715t01, API2| AlE 2tz AlZE F0| 7ts&LI.

Parameter Example Description
signatureversion signatureVersion=3 signatureVersion M2H0E7F BIALE U 20| CHE HLHE expires TRHIEE SAIELICH
expires expires=2021-03-15T09:45:19.659Z BHE A[ZEE YYYY-MM-DDThhimmissZ E2|(ISC 8601)22 43

APl AtE Tte AlZH 2%

(B3 - GEHB)

- GEAHE Z=£ [Servers ) APl Key]tl'=E Solf API Key, Secret Key2 A Y FAZ
H&ol= JlsS MSELIL
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kt cloud
CLOUD 2z ga12:=
Platform @GC

% Servers > APl Key
& Al Services

[z Dashboard API Key

S8 User > Open APl £ AtE317| 9|3 APl Key £ 2ol 4 EL|CH
o0 1AM >
Hid
@ upsEE sses > APIKY B
& servers v

Virtual Machine
Networking

Cloud Internal Path
Virtual IP

Network Traffic
Disk

Image

Volume Snapshot
SSH Keypair

API Key

Log History

APl 7| &€&

kt cloud 22 222E Apikey Ohl M QIL|C}
2 kt cloud 32 222 E <cloudmaster@ktcloud.com>

(OMonday, April 21, 2025 4:54:48 PM

Show pictures

Lokt cloud 33 S22 ot

apirey [N
secretiey : [

APl key 2t HIY

215 SignatureE ddot= WH2 L SYELIC

APl Key MIE2 HMSotk| psaUlt.
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© Open APl At 710|1= FE(RIZE 3

O

&%)
D1 E3Z : https://cloud.kt.com/docs/open-api—guide/d/guide/how-to-use
G1/G2 E3HE : https://cloud.kt.com/docs/open-api—guide/g/guide/how-to-use
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0 APl SF Al & HAIXIS] R2ES 2Hol| fIgh Yots 2A=oI0{0F SITHEE Sf2I510{0F Bi).

- OflA|
1) APl E2t 7|2t MEHS Sot HALX| T 01 5

S HMZ&HCE DX-M1 Zone 2| Open APIS

Tg 2O[OF gL

= E32 2 0192 Ols QE5IK| YA = 4 USLICH (ex. ARRRH %3t 17 5)
~Open APl 3% Al, QB3/QE5IA 92 GIHZ APl 55 Al FA/AI 2| Zap|
HZELc
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[Request]

curl =ki =XGET ‘https://api.ucloudbiz.olleh.com/server/v1/client/api?
apiKey={API KEY}&command=listVirtualMachine
&zoneid=ecebbd65-6571-4696-875f-5a17949f3317&signature={C1& Signature}

[Response]

HTITP/1.1 200 OK

- APl SZ0|| Oigt Signature’t &I A2 42 401 25 SH= Ms&LIC

[Request]

curl =ki =XGET ‘https://api.ucloudbiz.olleh.com/server/v1/client/api?

apiKey={API KEY}&command=listVirtualMachine
&expires=2024-04-15T12%3A00%3A00%2B0530&signatureVersion=3&zoneid=ecebbd65-6571-
4696-875f-5a17949f3317&signature={21= Signature}

[Response]
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=80 &8 SHREHRE

IEO
= -

APl SE A| 1= 7
5 A ok 7] marp ag AT 2= A s
HIOKS Of4GHO} SiCt.

6.3. APl 5

08

Ct.

o

\ A
o APl & A| Q&= QLT ZHex. HO7| 5)2 OtXs| &7 2 Z2|51040¢

- O]
1) APl S22 MEGH=E ABEIE HIZY|, 95N S2 wEEX| ES T25[0{0F Bict.
\ 24 A
o (U, BT - DEAE)
_ =g E5| X3|7t 7FsEiLct

| Al, AZS HZ2HS 2

wgs I8t Project ID 23

- FIHCE Uy AFel HEHs HEE &9

Kt cloud
CLOuUD
Platform @D
E5 servers > Token
(& All Services
5 Dpashboard Token
A0 User 5 Open AP| Token #20] Bast HBg sfolah ||,
R 1AM ¥
B seres * - Project ID | Dx-wn v ||
Virtual Machine
; » Project Name & 272 L3t SLEL|ct (ktuclou=*@gmail.com)
Networking
Tier + Password T 209 HEHEe) UL
Virtual 2
| 1 6-3-11 Token g HH =0l
I
o (At - GEAD)
= = ; _ o =| = —s
of OFAZ ofidl Al, AFo| HIEHS Q1SS Sl 287t 7ksgUt

- APl Key X3|E 2ot
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SHOM | KT Cloud

Kt clovd
CLOUD

€3 Platform @G1,62 £} APIKey > Defauit AP Key Doy [ eaeiss @ esswot
+  AllServices
() Dashboard | Default API Key
A User >
{3 Server >
A
P ; ® I
%8 Network > API Key ©
Watch >
Secret Key @
P APlkey -
APl key

| 18 6-3-2| APl Key X3

a3 _ =2
oo EJﬂ!:'nE

- APl Key Z3|E £[ol0] APl KeyE AE Y= &Y 4+ UASUC

e Ey—— Kt cloud B2 S2H2E Apikey ot oiglLick
56 2= 2 kt cloud 22 E2}2E <cloudmaster@ktcloud.com>

o e (O Monday, April 21, 2025 4:54:48 PM

— | = servers > APIkey (=) Show pictures

& All Services

[ Ktcloud B8 2at9c oo

[Z] Dashboard AP| Key

& User > Open API Z AF2317| 98t APl Key E Eholgt 4 Q&L|Ch

2 1AM > spikey

A secretKey :
E Servers v

| 12 6-3-3 | APl Key 4%

—
1]
dl
>
09
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SEE0F 48 SURCAREMH|A ot OHHM 1 6. API 2|

APL O[22 LTzt aaypp SIS THIAE RS 2 AP Il 018 A, K
6.4, o oo T TS oy 9 QUAZNEE| SN R RIS
o MEI510{0F SHTH
\ Mg

o APl Ml MIEZO| oSt RE71ZHE A8, RUIAUMERZ| &) f5 YA ez
= tE MEol0{0f Bl
- OflA
1) APl & M9 RE7|7F MY
2) MHO| R&7I7H Ol
3) APl HOt7| Bt=7|7t 4
4) QUIZNERT| S) 7| L NS 71502 otg7 |7t &4 S

o\ 22 A
o (U2t 3F - DENHE

o

= | o §
=Hd

)

o
- DX-M1 Zone2| Open APIZ At5H| o= ™

tX 2IE Qs Sofl 218 B2
. 2EEE E200| Uoik= 1AIZE 71222 Raot, teE B2

2
O=Z APl & Al 257}

SHLC
Er =T,

D1 EZ &UZ Al, expires_at2 Solf E2 Bt A|ZF Q10| 7FSEILIC
OtRE EZO0Z APl A8 Al 401 2F7} 2HELCE
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gHOM KT Cloud

GET ~  https://api.ucloudbiz.olleh.com/d1/server/servers/detail
orization Headers (8) Body
Headers 6 hidden
KEY VALUE DESCRIPTION esa Bu
Content-Type application/json
X-Auth-Token gAAAAABQOxaqVAAIL2V-0nkKzgQOjAHKX4f5q0%-_3b9K...
Body Cookies Headers(9) T 1 Unautt 4 16 B
Pretty Preview Visualize JSON v =
i

- APl & A| Signature?| R&77t8 MHot= parameters Soll MIEAIE AN7|sS MIEELIC

Parameter Example

signatureVersio

3

Signature 87|t ME parameter

- APl S& A| Bt=E Signature 7|BICZ 401 &7t 2[HFLUCH

[Request]

curl ki =XGET ‘https://api.ucloudbiz.olleh.com/server/v1/client/api?

apiKey={API KEY}&command=listVirtualMachine
&expires=2024-04-15T12%3A00%3A00%2B0530&signatureVersion=3&zoneid=ecebbd65-6571-
4696-875f-5a17949f3317&signature={1= Signature}

[Response]

H
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SEE0F 48 SURCAREMH|A ot OHHM 1 6. API 2|

=8 2 7E Al Key M2 7Is= Sl M22 Key L50| 7L

3 Platform @G1,G2 {} APIKey > Default APl Key Qoisy [ 2aelgel @ w5=w0t
+  AllServices
[ Dashboard ] Default API Key
A User >
3 Server >
- —
& LoadBalancer >
8% Network > APl Key Ual
Watch >
B © Secret Key ©
P APlkey &

| 1E 6-4-3 1 APl Key XM=
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FEHRH 1 KT Cloud

’1E
22RE I 22|12 Qs S5 or55|E
65. APl sETRUss mg oo - Uit BER HE AR 28 A Head
SH77E NB3I0I0} BTt
29
APIE S5t 29T TRt BR| 48 Al YT E2T BSE st A5sE SNTZIS

— GilA]
1) TLS 1.3 X|&

P At

KT Cloud®| Open API= TLS(SSL) ¥2at S410] MESK AUCH, TLS 1.35 XL

% rurl —v —tls-max 1.3 https://api.ucloudbiz.olleh.com

Host api.ucloudbiz.olleh.com:&43 was resolved.
IPvé: (nmone)
IPw&4: 211.252.122.71

Tryimg 211.252.122.71:443. ..
Connected to api.ucloudbiz.olleh.com (211.252.122.71) port 443
ALPN: curl offers h2,http/1.1
(384) (OUT), TLS handshake, Client helle (1):

CAfile: /etc/ssl/cert.pem

CApath: none
(384) (IN), TLS handshake, Server hello (2):
(384) (IN), TLS handshake, Unknown (B):
(384) (IN), TLS handshake, Certificate (11):
(384) (IN), TLS handshake, CERT verify (15):
(384) (IN), TLS handshake, Finished (28):
(384) (OUT), TLS handshake, Finished (2@):
SSL conmnection using TLSv1.3 / AEAD-CHACHA2@-POLY13R5-SHA25& / [blank] / UNDEF
ALPN: server did not agres on a protocol. Uses default.

TLS1.3 X|&
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A 22X H I £ XMASE XA gl
B U AR2(R| S0 U2t A% BN R S S T2 HAS
235100} BiCt.

o AEZX| SH0| M2t 2F S/ At

— OflA]

r_E
oln
il
nz
ro
o
rd
rd
il
(T
4>
oL
Q'E
=
o
ro
il

1) Q0| Z47F =5t BucketO CHAZH Bucket policyS S8t AH ALRXF M52,
(Default H|3|)

2) Object & ACL 432 S8t H 51&/HI5IE (Default H|GIE)
3) Presigned URLS S35t LAH X

S 2 M

(API) S3 API 7[£t9] Object Storage= 2F0il 3717t B3t BucketOll EHSHAEE Bucket policyE
Solf 3707t et ArES0| CHollA AF ARZAL HZ2ol&0] 7=

(Example)

OlAl= off Bzl FMS ArZoltd, X[Het Z=9| AtaE0 CiohM ATAEA HIs o8 =+
USULE 7[2He2E= ABAEAE B2 + Slsutt

Resource0f| ol X[H& A=0] toiAM HE0| /tsoll=z, 8 d=8 Yooz gL

g2 S3 SDK 22 AWS CLIZ 7|—°H—|E
[Sample Json] — offd F#2& AWS CLI &2 S3 SDKE Eoff M2

-
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"Version": "2012-10-17",
"Statement”: [
{
"Sid": "AllowDownloadBucket",
"Effect” "Allow",
"Principal”: {
"AWS": "
3
"Action”: [
"s3:GetObject”,
"s3:GetObjectVersion”
],
"Resource”: [
"arn:aws:s3:::{your-bucket-name}/*"

[Sample Request] AWS CLIZ E3t X

aws ——profile={profile} ——endpoint-url={endpoint} \
s3api put-bucket-policy ——bucket {bucket} ——policy file://bucket-policy.json

(API) Object & ACL MXg E3t M2 5|2/H|518 (Default HIIE) AX0| 7HsEHLCt.

(Example)
GlAIZ Of2ff APl H48S SoliAl ObjectOl Chet 2 48
HEHE9| B|AEL OF2fQt ZHLCt,

ﬂJ|0
g
n@
"
50
i
C
ful

Read, Write, Read Permissions, Write Permissions

User SF= Otefiet g5l
AllUsers: 2t%o| H=5 2E, 388 & 7o B2 7 &M

AuthenticatedUsers: AWS AHOZE 271015t D= AtZX}
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285090t | KT Cloud

[Sample Json] — oY 22 AWS CLI &2 S3 SDKE Edff Mg
{

"Owner": {
"ID": "{Canonical ID}"
3
"Grants": [
{
"Grantee": {
"Type": "CanonicalUser",
"ID": "{Canonical ID}"
L
"Permission”: "FULL_CONTROL"
L
{
"Grantee": {
"Type": "Group”,
"URI": "http://acs.amazonaws.com/groups/global/AllUsers”
L
"Permission”: "READ"
}
]
1

[Sample Request] AWS CLIE E3t Mg

aws ——profile={profile} ——endpoint-url={endpoint} \
s3api put-object-acl ——bucket {bucket} —key {object} ——access—control-policy file://acl.xml

1E.

ol

(API) Presigned URLS £8 LAIM &2

(Example)

O] MEE URLE Sofl, 58 AHH0| ol SAHL=Z HZ Visol=S &L

[Sample Request] AWS CLIZ 0|23 MM

aws ——profile={profile} ——endpoint-url={endpoint} \
s3 presign s3://{bucket}/{object} ——expires—in 3600
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on

lo
rH
ro
o

met 2L, OREE

AERX] SHO
H2|510{0F St

SiCh S3 APl 7|Et

L\ M4y
N [Scire] (GRS TE T (02 0]
=2 XMoo~ QUL

piall
o

ron
mo
el

o AESX| S0 M=t P25, HREE 59
Object Storage2| ZR0E Bucket PolicyS 025101 H

ror
0

—

1) AE2|X| K0 £+
2) AEZ|X| HEt B0

- O
 EEHRIRE,
U XN ZE 43

o\ 22 A
QUME AERIX|Q 2H0| M2t YZE, CIRRE HSIS MEsloto X

(API) S3 API 7[¥t9| Object Storage=

Mg+ Az

o)
iU
ol
2
S
ror
Il

CifE o2
Hei2 B

o AEZ|X| 2H0| M2t YRE, OREE 59
- G|
1) EY AN TRZE g

2) E8 AF0 ¥=E o

(Example)
[Sample Json] — &4 AENA CREE &
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{
"Version": "2012-10-17",
"Statement”: |
{
"Sid": "AllowSpecificlPDownload”,
"Effect”: "Allow",
"Principal”: "AWS": "arn:aws:iam::123456789012:root",
"Action”: |
"s3:GetObject”
],
"Resource”: "arn:aws:s3:::{{Bucket}/*",
"Condition": {
"IpAddress": {
"aws:Sourcelp”: "{lpAddress}/32"

- "arn:aws:iam::123456789012:root" QK07 H
- "s3:GetObject” Action 2 62
- "arn:aws:s3:::{Bucket}/*" EF HZl Olot 22 2F N
- "Condition": { "lpAddress": { "aws:Sourcelp”: "{lpAddress}/32" }} ZQ A| IPO| CHEH
M =7t
[Sample Json] — £8 AZHAH P=E 518

{

"Version": "2012-10-17",
"Statement”: |
{
"Sid": "AllowSpecificlPUpload",
"Effect”: "Allow",
"Principal”: "AWS": "arn:aws:iam::123456789012:root",
"Action”: |
"s3:PutObject”
],
"Resource”: "arn:aws:s3:::{{Bucket}/*",
"Condition": {
"IpAddress": {
"aws:Sourcelp”: "{lpAddress}/32"
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~ "arn:aws:iam::123456789012:root" QX0 HE

- "s3:PutObject" Action 2 &8

- "arn:aws:s3:::{Bucket}/*" EF HZl Olot 22 2F NE

- "Condition": { "lpAddress": { "aws:Sourcelp”: "{lpAddress}/32" }} =HQ Al IPOf| C{Et

MO =7t

[Sample CLI] — AWS CLIZ E5H Bucket Policy M&

aws ——profile={profile} ——endpoint-url={endpoint} \
s3api put-bucket-policy ——bucket {bucket} ——policy file://bucket-policy.json

S\ T A

oo
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oot of

AE2|X] 20| W2 23Xt I}
YEC Ik MAUS FEEI0{0F Bk,

AEGX| H=E MY et

7.3.
L\ uE
o AERX| SH0| [E YA It H=2E 2 o+ UEE Y2EE Jts IIUS Hetote{ofF otCt
- Of|Al
1) AEZX| Bzl Z 488 St g2 Y YA HMst S
2) 283NN AEZX| WY MY HZE A| YA 52 AES + U= HA OFA
2% A
(API) S3 API 7|2t Object Storage? 2%z G2E 7t MYS HMake = ASLCH
PUT Bucket PolicyE &ofl 2otz MY R SHAE 7H X2 s3:PutObject XS
ol&otHLt AR =L
(Example)
A2 Of2f HZl HzS ARRSIH jpg, .png E= .gif I SEXES J4Fl ZHR(0 CHoHAM
o = UsHO

s3:PutObject Afglg HE
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[Sample Request]
{

"Version": "2012-10-17",
"Id": "MyBucketPolicy",
"Statement”: |
{
"Effect”: "Deny’,
"Principal”: "*",
"Action": "s3:PutObject”,
"Resource”: [

"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*.jpg",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*.png",

"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*.gif"
]

}
]

}
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AlHHS IIE =)

FEEAZL 22HRE 0|8 Al LYsh= Cidst AelFxd
E’-Er°E O|20] st HQIFMM SH(IMAIY, API, HIEYT MHIA, AERIX| 2H2|, AHH

SXM(Z2] S) iy o ASHUZ| £)o] HII|ZH Y =2 5] WY
ZSH(1142ZF 0|4 23) 510{0F BiLt,

8.1.

— 04| Al
1) AEZ|X| MHAS EE2 MM
2) 2R Y 2& W | ZARI

o
|'-|0
|r|

of B2 HiAt 5

2 A

SoRE WHYFHE 201 et HAXMES o AEZX| MHAE 0|8 + UCH, AEZX]|
MH|AZ Object Storage AH|A 7[HIC= J|=olaU .

Object Stroage A{H|A= MUAAHRIO| OlLE= Restful APILt EE9| X|H S5 Soff ElotH
HAIZH HO|HECE= 7|17 Btct= H0|H MAEO HS Mgkt

Object Storage AH|A O|8EXt= Ci2dt Z5LICL

ey

Z& X4 S Object Storage ) Storage 3.0 2]
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ket cloud
CLOUD

& Platform @p1 [ storage 30 > Storage 3.0 Mosz O =sblze @ s=cEd

& Al Services

Dashboard Storage 3.0

@ User s st Bl AES BE|ELICH

e L : I b STETES S I H2dd

@ Servers »

5 nas ; | o8 | mee | wew Haw
B. Object Storage . | ¥  MY5QL-DB-0-b2babZad-.. O 0.00 KB gi=

Starage 3.0 22|
Storage API Key

Storage 3.0 Usage

| 712 8-1-1] Object Storage ) Storage 3.0 &2

- EA My HE 28, IHA 0152 &g & IjsA 4ds S=EUH

- OfefAJL PR Storage #elotd oH LEZAE JisS O0[&d Ot 20| oid

IFUEFAC| CHer MUSAES 201 4 AU

myfilebox 2 npRlE AEELC
oHY YEs ciEEse AF0 1| § BE CponaFf CEETES

ol 1Y we e UL Bz
Ko _fil e 27000 KE 7iEr 2090-11-14 TR 5]
memestiiled 27008 kR 7€} 0E0-11-18 “EmdRL G wrhahla., OF

| E 812 Y BtA ZIAE SOl

ol MIUEfACL| MAMUS| HAZE/CHR2E= Restful APl & H& &2 Sdlf /Is&LCt

Storage ®& £ 0|2 Al Cyberduck, CloudBerryS2| Z2|¢0] S20|ME T2 72 ARRO|

Jtsolt #E ALy 4. UM 59 33 IS FHilol FA7| HEFLL
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el

| CloudBerry Exploter - Fresware - a x
Ele View Jools Compare Folders Access Manager AM)  Capacity Report  Azure Analytics  Securty Assessment  Schedule Backup  Map Drive  Help
Map loud storage as 3 local disk with ClowdBerry Drive [0 1)
B My Computer = ¥ idcloudirch@gmall com
I e
] e R
@ L B 1oy M 1o L3 % [BSeaeh 1 13 0 AL 3 5 e 3 Ul -
- - S| e = S Oate Moo
— - B = (L.
—_——— - -rey - 40 2error. htmi- 2Byte a0
ra = .y - 203error hinl Rbyte 2022-10-1]
m nere |} ndex hiwl 328yte 2022-10-1
- e -
. v -
AL e T = ol
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B i e el F: | -
S ‘= = -
| i [ i o
- —— | —— Warring Erer Size *
" = i i Y ™R i’ TS Inemotedby .. 2768 0%
@0 0000 | Completed: 0% % Upload Spesd: & Bytassec & Download Speed: nva Time left 000000 | Hide Queus Encryption is OFF tom selectadt O Build: 63018

| 1% 8-1-3 | CloudBerry AL GA]|

DN ~n P

© Object Storage &= & AKS QY : https://manual.cloud.kt.com/kt/storagecdn-storage—tool
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EM ASS}
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Atts Host HEE0 g

=8 Data
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-

@® kt-cloud D1 or G1/G2 E3HZ0A Backup AH|AE 0|8317| flsiAl= Connect Hub
HE MY M 7F AS0| HRFLLCY.
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(%) ‘Network’ = ‘Connect Hub' A1 O=0A AIHSHY &~ IOH, G1/G2 Z8HE 0|8

OH2 MY M OR2EE & Backup AH|A 0IZ& 2I8t Connect Hub 1Y =&C= LY
H== HEL T

Computing {3 Server & Network £

Servers
:\S e # Auto Scaling 5 LoadBalancer o
JJJJJJJJJJJ fassic
. B G5B &
. Management sl HBVPN
& Watch
i =1 Messaging DB
Wat
Auto-Scaling % Storage B Nas &
WA
WAF F -
Certificate Manager > @ Backup & ~
Security M WAF &
EB WAFPro
CDN o o BUE ¢
{3 CDNStandard i
K2p
saz Container @  K2P(KT Cloud Kubernetes Pack) 7
Al SERV
All Service M'50IA ‘Network’ ) ‘Connect Hub' AfH|A A1H
= = = L = =
Hor MY 22 & 2% HiF0IA Connect Hub &1 Oiw7t 4SHELICH

0B @
@D
N C tHub s Q |
Connect Hub

Pl Connect o}

e EeE E] oE 7Y A% HE §E 24 Networks. SLA QoS ol 0P 7 EeH A7 A AEAE Comments

Caiddr ful 3.3 Kt cloud KOR-Seoul M 171.3010/24 Shared 200Mbps L of

Connect Hub 4

- ‘KT-Cloud 22’ ) ‘Network’ ) ‘Connect Hub HI50A 71 2tRE MME £510]

ASSY0 2t A™EEE Connect Hub IP O M 2 Routing 7+42 TISHLICY

LOoTr

Lo

- Backup& Connect Hub IP Y &H0| HestE= 7|&0| 0|8 &2 Connect HubZ=
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70| E7FgtLICt, M2t HE9| Backup® Connect HubZS AI&610] A0| ZRgH|C}
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ET i TEST_Kteloud
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| OE 853 JE EE o A

- Connect Hub S0 A8 7he 2tREQ 0| 124 EHIR/HHXME UFLLH

Comments

| IE 854 dE /Y 2" U4

- A5 FH0I| [kt cloud] , SiE MIF R0 [AS CHY Zone] 2 ME = TiF HAZ O|STLIC
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s HE R

Name CIDR

Network | DMZ 172.25.0.0/24
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