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Kubernetes Engine Kubernetes Engine

]

<

Q kr-central-2

CRAIEE BrE7|
57U 317 ]
EERT
2024.05.23 (2) 18:56:39
2024.05.07 (81) 14:16:31

[22 5.1.10] Monitoring MH|A [HA|EE =22
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i CECTES

Beyond Compute Service v m 22 x
Beyond Compute Service 7|2 CHAI= S @IL|C

v AR 3MH 2Nz 12 72 Argxist

CPU- & A8 (%) CPU- 201 AL (%) CPU - X B A2 (%)

0.26%

0.45% 0.75% 019s% Al 1N |

i f
0.3% 0.5% AL oz 1A
[ | VAV
AR
\ |

0.15% 0.25% j \ 0.065% \}
\
% 0%

61536 06.26 15:53 06.26 16:10 06.2616:27 06.26 15:36 06.26 15:53 06.26 16:10 06.26 16:27 06.26 15:36 06.26 15:53 0626 16:10 06.26 16:27
el Min Max Average L Min Max Average L] Min Max Average
— Usage 0.226% 0.526% 0.363% cpu0 0% 0.602% 0.34% — iowait 0% 0.1% 0.035%

cput 0% 0.899% 0.363% irq 0% 0% 0%
cpu2 0.1% 0.901% 0.396% — nice 0% 0% 0%
Memory - & AFBE (%) Memory - K| 8 A2 2 (Bytes) FileSystem - DF2.E '8 AL (%)
36% 11176 G8 28%

[13 5.1.11] Beyond Compute Service 7|2 CHA|EE

MysQL v

o - -
MySQL 7|2 CHAIEES Lot
v v ENEHYR(E) - EYEE] 124 1

e
El
N
e
™

AgxsH XE MY ot 8 vlle

MysaL - =& +¥ 32| (QPS) MySQL - Connections (Counts) MySQL - Slow Query (Counts)
16/ 8007 4
12/s 600 74 374
0.8/s 400 74 294
0.4/5 200 74 ik
/s 0 074
06.26 15:41 06.26 15:58 06.26 16:15 06.26 16:32 06.26 15:41 06.26 15:58 06.26 16115 06.26 16:32 06.26 15:41 06.26 15:58 06.26 16115 06.26 16:32
el Max Current Average e Max Current Average el Max Current Average
— aps 15851851852 1.5666666667 1.5713418336 —  Zch Conn... 680 680 680 — slow Query 0 0 0
#4 Conn... 1 1 1
MySQL - R8¥ 5&2t 72| 3=+ (Counts) MySQL - Row Lock Wait (Counts) MySQL - Binary Log (Bytes)
16071 471 2568
12074 3
8074 271 1308

[13 5.1.12] MySQL 7|2 CHA|EE
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FEAMHIA 2ot &2 FIM

[=]

Redis v
Redis 7|2 CHAI= giLich.

edu-cluster v educlusterl v MM ZHER@) o RPE] LR 1242 AL 72w
Redis - % ¥ & (Count/sec) Redis - Connections (Counts)
18] — : — — 10000 7
0.758| 7500 74
058 5000 74
0258 2500 7H
0zl 0
06.26 1542 06.26 15:59 06.26 16:16 06.26 16:33 06.26 15:42 06.26 15:59 0626 16:16 06.26 16:33
el Max Current Average el Max Current Average
— auth 0.4 0.4 0.4 — @Y com..1 1 1
get ° 0 o ch Cann... 10000 10000 10000
— hello 0 0 0

CPU - & A2 (%)

0.8%

0.6%

MMﬂ/ ANV A i Y

Argxtet

2 2 BUHY 22

XS M2 et gt ~
Redis - Cache hit Ratio (%)

100%

75%

50%

25%
06.26 15:42 06.2615:59 06.2616:16 06.26 16:33
L] Max Current Average

100 100 100

Memory - & AH22 (%)

6%

4%

[22 5.1.13] Redis 7|2 jAIRE

Load Balancing v
Load Balancing 71 CHAIR S @Lict.

Application v 3499-test-web-b.

QIHF2E 2T (bytes/sec)

2.497 B/s

F\W

138/s

665.6 B/s

[

08/s —
06.26 15:42 06.26 15:59 0626 16:16 06.26 16:33
EESENL) Min Max Average
— listener_6481..0B/5 2278/ 324.9198/s

Concurrent Session (Counts)

[12 5.1.14] Load Balancing

v 1Nz

3ARH 1202 oy 7e4H Argxtst
of2H2E E2HT (bytes/sec)
48638/

28/s
08/s ~
06.26 15:42 06.26 15:59 06.2616:16 06.26 16:33

2l ID Min Max Average

— listener_6481..0B/s 4.421B/s 449.149 B/s

108

m B x
XS 20N et gt ~ o
CPS (Counts/sec)
0.009
0.005
™~
0.003
o !
06.26 15:42 06.26 15:59 0626 16:16 06.26 16:33
EESEID) Min Max Average
— listener_64815..0 0.0079365079 0.001034348:
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Kubernetes Engine v m as x
Kubernetes Engine 7| A2 |t
v == v v EEES] 1202 L) 7ug AgRtst RIS v oC
CPU A2 (millicores) Memory AH22 (Bytes) Disk ALS (Bytes)
4000 16.764 GB
300¢ 1257368
2000 8.382GB
1000 419168
0 0Bytes
06.26 15:4: 06.26 16:00 6.26 161 6.26 16:34 06.26 15:43 06.26 16:00 06.2616:17 16.26 16:34
el Min Max Averag L] Min Max Average
A8 of|olE{7} gl Lt
= Limit 4000 4000 4000 = Limit 15.622 GB 15.622 GB 15.622 GB
Request 250 250 250
RX Network (byte/s) TX Network (byte/s) oflefEl cCPU HFE 8% (%)
%

[213 5.1.15] Kubernetes Engine 7|2 CHA|HE
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» 77tRZ2HRE Cloud Trail 710|=
» 71712Z2H2E Monitoring 70|
» 717122 2RE Alert Center 710|=
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https://docs.kakaocloud.com/service/management/cloud-trail/cloud-trail-main
https://docs.kakaocloud.com/service/management/monitoring
https://docs.kakaocloud.com/service/management/alert-center
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- KAKAOCLOUD CloudTrail 2715 Pub/Sub MHIAZS &6 THAMM ER6ET Q= SIEMIL
A = U= 7I0|EE HiSotH, 0|8 AV s3X8C= dHFXE0| Dol ZELEHE 3 F/HCe=
dEg =+ U= 7et =E XA
+ & SIEM : Logpresso, Splunk

1) 38

» KAKAOCLOUD Audit 39| 21 4%

— Pub/Sub EZl MA Y Pub/Sub AMEATZIA AHM Y AN RS A#A ) Ql2l KEH AA
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https://docs.kakaocloud.com/service/analytics/pub-sub/how-to-guides/pub-sub-manage-topic
https://docs.kakaocloud.com/service/management/alert-center/how-to-guides/alert-center-manage-channel
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[18 5.2.1] EX TS|

kakaocloud

8 Pub/Sub Pub/Sub » Subscription » A{HAIEM BHE7|
=== MEAIZM QST

(2 >

i 7l 48 MEAIZM O/

Topic

Subscription pubsub-subscribtion

£x e
test-topic

MEAIYM EfR pull

PRI HEE 2o} fhuch

e Push
SlLAIXIZH AINS]E ZA] Pub/SuboilAf DIAIXIE H&RLICH
ZEEZ MY v ACHEIS URLE RESFAL

GllAl) https://aaa.bbb

() PuIE 4 27, APE USH oAIT] 243 8 siglol BREL
XHMIgt LI82 Jt0|= M 28 HDAHFNR.

ABR OIS 2 32 os7|
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[=]

kakaocloud 0 krcentral-2
L3 Alert Center Alert Center » 41 2 > £41 3 2487]
asan £41 4 27|
& > Alert CenterolAf 212 4| 34
o° HH
T P L pubsub
S Lo

HEAED EEEEES JEig &M U e Pub/swb
FOpELE=)
YA L (XX . S Pub/Sub
£x) Moy
test-topic v
AR} 71OIE 2

B atE7|

E

[23 5.2.3] #4 M US|

Alert Center » 2 FH o 23 HMobS7|

EEEEE=]

sl7teSete s Bdols HZSHs MulAe| olis e

Sl A EEETE] 220 1
2 A G aE Pub/Sub - [ pubsub ~
3 7lEEe e + A = pubstb © uEs

@ 042] 712 4=21 M@ S FIISHH 2} X'@OICH REO| WUSIH FEEE= MES A0 170 A2 X
FHEuch

2-1) SIEM(Logpresso) 9=
» Logpresso 27| F7t

=8 ) =8 280N =871 =7

1

==l
==

4

=t7| # H0lZ 0|55 &8

i 0|28 A (Subscription Endpoint URL F4)
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7171UE{ D20 =

0 dig Q I
27 < £E7| =94 v ol BREES
a5 28 uw
A
R o)z CLOUDTRAIL XHAHIP
2% oo L il z7| 5 |x
AFEE control MEZ|
27 o cloudtrail glo|g CLOUDTRAIL
oy
ESSRSEs]
Zw o)z cloudtrail log/Eo|=
Te| 47
oA o
iy g
TE| 4 e ojEE 20t 47
[13 5.2.5] Logpresso +#7| 4H GIA|SHH
AII ol =< o7t C]
» Logpresso =& 2E F=7f, HEZL 0IFF
—_ A A =] A =] = =
7)) 41 22N 27 22 F7i5 22
_AXl gd 0|2 M o5 « "2 M
=3 228 0|F 88, w&= "HTTP POST'= &3
— =1 ZH oic—zk C| SIAZE SIR25 M
et 8 ) AEF 20 Of2Het 20| EEg R 5 &0l 4%
Y -
a4
. oig ——
sueE ey parsejson overlay=t field=line
£ HTTP POST | explode messages
- I riay=t field
| parsemap overlay=t field=message
% ; | eval data=frombase64(data)
| eval data=decode(data)
o “ | parsejson overlay=t field=data
e | parsemap overlay=t field=event
s | fields - messages, - message, - data, - event
w5 0

[13 5.2.6] Logpresso

M
=0

» Subscription

Zc Zt Decode MZH OfA|5}H

— Pub/Sub ) Subscription0flA MEAITEZHM EfR] “Push”, UEZQIE URLES“Logpresso0i|A

S 382
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F &8 SCHRCHREAHA 2o 22| HUA 5.

2Z d ZUEF 2

HE B 01278 FAR MY
- SIEMOIA QIHFIRE HOF T2 = ACL MM MX Qe (J10|E)
MEazpis e MEAIRIM OAIX] BE 712 s
® ACTIVE 0= MEAIZM A =15217]

Mg "= IAIX]
MEAIZMID 55¢c1 de7f I
wux U i@k e.com
MEAIYMERY
SE o7 A1 20 =
=xos cloudtrail-s* .t
MEAIYM 1o=
BIAIX] S 712t

MEAIYM Ol

AU

MEZRIE URL

oiX2] tiAIX] T4

=3 fAIX] BE 712

Hx2 "

@ AH2X} Topic] MEASYM EHR0| Push?! A2, A|F2|E| D &2 2IHlR2 = HM 40| REL|Ch (Source IP : 61.109.238.137, 61.109.238.0, 61.109.237.249, 61.109.238.114, 61.109.238.74, 61.109.236.65)
717t 2212 E Public IPE A8 AEXQIE URLEE! Push?t 7HSBILICEH Message Push 221 XtAIt LI 2 J10|= 2M 2 8 HstMIR.

cloudtrail 3

2024.01.18 (8) 10:13:55

http://

07K

108

8sss [

» SIEM(Logpresso) 271 A X3

- SIEM(Logpresso) £=&7|/H0lZ x3|

- Cloudtrail Pub/Sub?| =& HI0|H 2= Base64?123 =0 HEEH, AX HO|E =41 Al

+8 2 S 02y

2 2024-01-16T06:44:14Z kr-central-2 host-10-

table *:CLOUDTRAIL Ay E|
[fields publish_time region resource_name service_name name subscription project id project_name
& < n > » 22U = Ly EEAME (
# ([ publish_time @ region () resource_name D servicename [ name @ subscription O project.id @ project.name
1 2024-01-16T07:07:15Z kr-central-2 host-10 156 (mart L) Virtual Machine Instance Shelve cloudtrail- ca7{ L 7271 kr2-

-228 (cloudtrail-« :) Virtual Machine Instance Reboot cloudtrail ca7 1271 kr2-

[13 5.2.8] SIEM(Logpresso) 21 %! Of|lA|2tH

2-2) SIEM(Splunk) 9=

» Splunk HTTP Event Collector &%

- Splunk Heavy Forwarder Settings(&%) ) Data Inputs(H|0|Ef /=) ) HTTP Event Collector

- HTTP Event Collector atfHOA EZE ™

X &g

- B3 Mz 57| 28, B2 0182 Fold! Ugs 22 (UM MRl 7|5 2dst M= sHA)

S 2su2y
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https://docs.kakaocloud.com/service/analytics/pub-sub/how-to-guides/pub-sub-subscription
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[13 5.2.9] SIEM(Splunk) HTTP Event Collector &% O|A|StH
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ZgHorg 717U Z20| = ]

» Splunk NGINX Proxy 4
-2 JI0|EWM= HTTP Event Collector& Proxy £ TH85t7| ?lol Nginx & A&

- Nginx & MX[8t £ nginx.conf HUS CH21t 20| AH (proxy listen ZE M)

—

user www-data;
worker_processes auto;

pid /run/nginx.pid;

include /etc/nginx/modules-enabled/*.conf;

events {
worker_connections 1024;
#multi_accepton;

}
http {
log_format ‘Sremote addr - Sremote_user [$time. Incall'

"$request" $status Shody_bytes_sent
"Shttp_referer" "Shttp_user_agent" sguwgg

server {
#Enable SSL for default HEC port 8088
#listen 8088 ssl;
listen 8888; (7|2 Zt = ALK} Q10| 2 HABH ZE )

# Configure default Splunk Enterprise certificate.
# Private key is included in server.pem so use it in both settings.
#ssl_certificate  server.pem;

#ssl_certificate_key server.pem;

[ 5.2.13] SIEM(Splunk) NGINX &4 O|A|2tH

> = JI0|=0M= HTTP Event Collector Proxy £ 745617| Ial Nginx & At

» Nginx £ HX[et & nginx.conf mAS CHEt 20| &F (proxy pass Splunk F& A,

= —

header/body , HEC EZ% 8F §)

» nginx.conf MY HX 5 MH|AZ AR}

location /{
proxy_htto_version 1.1;

r&
]
©
=

er  Host Shost;

proxy_set | X-Real-IP $remote_addr;
proxy_set.| X-Forwarded-For $proxy_add_x forwarded_for;

#wrap the event body for splunk

proxy_set body  "{\"event\":Srequest body}";
#Add the Splunk token into the Authorization header
proxy_set_header "Splunk 3e9d

[ 5.2.14] SIEM(Splunk) NGINX A& OA|SHH

» Subscription A%

5 (23 "4 [Splunk E27)

nx
(02l
|-OII

— Pub/Sub ) Subscription Ol MEAIZM EfR] Push, AEZQIE URL S t Nginx
Proxy 4 2 ZEZ MXGI0{ A&

E= ACL H 430| 2R (710|E)

i

- SIEM Oi|M QHk2E =t 11

—\\\- 28EoHY 117 kakaoenterprise
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https://docs.kakaocloud.com/service/analytics/pub-sub/how-to-guides/pub-sub-subscription

2820 48 Zaecamanua wot 22 gy (IETEENERED

MEAIZIM M) MEAIZM HAIX| E 7|2 Ils

® ACTIVE e MNEAIYM AIH =52]7|

AHEXE Topice] MEAIYM EIO| Push?l 22, AlF2|E| 1E2| Qlt2S HA 0| RBLICE (Source IP : 61.109.238.137, 61.109.238.0, 61.109.237.249, 61.109.238.114, 61.109.238.74, 61.109.236.65)
717t 82t S Public IPE AH2% A= XQIE URLZD! Push?t 7HSEILICH Message Push 23 XtA|EH LIE 2 710|= 2M 2 8 HDSHHIR.

Hg s GIAIR|

MEAIYM ID 55¢1 de7f g MEAIYM O|F cloudtraili

wux U i@k e.com AHUAN 2024.01.18 (2) 10:13:55
NEAIYM EfY ASEIE URL http:// 8sss I
SE 7| A2t 20 %= o|x2] HIAIX] 7H$ oM

Enolg cloudtrail-s® "t EX HAIX] 2E 7|12 102

e 108 iz 24 3z

[23 5.2.15] Pub/Sub Subscription 4 Of|A|&}H

» SIEM(Splunk) 271 £ X3
- M MM S index 4R X3

— Cloud trail Pub/Sub2| & H|0|E 27:= base64 2ITIE0 TEEH, | CIOJE =41 Alol=

oH ™
NE O3 MY Le,

index=cloudtrail
47112] O|HIE (24/01/18 13:00:00.000 ~ 24/01/19 13:32:17.000)  O|HIE ME2| IS ~
MIE @)  OE SA AlZE
IZtZEAZE A XE ~ -5
_- SR
LS HA| HOo|E ~ X &4l HO|X|E 2071 ~
_time host ¥ source sourcetype index ¢ messages{}.message.data ¢
24/0119 210.109.2.80 cloudtrail httpevent cl eyJhbGFybV92ZXJzaW9uljogInYxLjAuMClIsICJhbGFybVOuYW1lljogimN
1:00:15.000
24/01/18 210.109.2.80 cloudtrail httpevent Cloadirsl! eyJhbGFybV92ZXJzaW9uljogInYxLjAuMCIsICJhbGFybVOuYW1lljogimN
19:23:55.000
24/01/18 210.109.2.80 cloudtrail httpevent clecashea™ eyJhbGFybV92ZXJzaW9uljogInYxLjAuMCIsICJhbGFybVOuYW1lljogimN
19:23:45.000
24/0118 210.109.2.80 cloudtrail httpevent Clier=itre eyJhbGFybV92ZXJzaW9uljogInYxLjAuMCIsICJhbGFybVOuYW1lljogimN
18:34:15.000

[28 5.2.16] SIEM Splunk 21 X3| O|A|SHH
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» SIEM(Splunk) Z=Zt Decode
- Search Head AH0{| DECRYPT2 & CR2ZE § MX| (App 23

- App > App Upload ) It {EASI0 HX|

OH
=

HEs S 11 EA

decrypt
OlE - B OIE* HHE 2 H[0|E &fel ¢ HA 0% ¢ 3R35* el ¢
DecryptCommands decrypt2 2.41 Yes No Mo | At A8 7bs | HIgHdst

[2& 5.2.17] SIEM Splunk ¥ AX| Gi|A|2HH

- Of2het 20| decrypt 2f=+E ALEot] #E

- decrypt field=(ZEEH) atob() emit(‘(Hat HEH))

2 24M2t v

v 4712] OJHIE (24/01/18 13:00:00.000 ~ 24/01/19 13:30:28.000)  O[HIE MZ QIS v Y v » & L BANDCS
O[HIE (4) e =l Azt

NZENSYARY Y -&2 s

-- L

>HEE EA EfolE ~ 7Y Ho|x|g 2071 +
i8S =time host & source ¢  sourcetype ¢  index*  decode ¢
> 24/0119 210109.2.80  cloudtrail  httpevent cloudtrail ~ {"alarm_version": " ", "alarm_name": "cloudtra t", "alarm_id": "f7d722e59435451ab9de5b3234f31cc5", "service_name": "Virtual

1:00:15.000 Machine’, "alarm_type": "EVENT", "event_time": "2024-01-19T01:00:03+09:00", "project_id": "c& ?, "domain_id":
" 79", "link": "https://console.kakaoi.io/alert-cer policies/f7d722e594 234f31cc5?
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