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S-2023-10-24 23:23:14—  htt ossc.ncloud.com: 10080 download sscAgent
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0S - Lwux (Fwnance)

WAS - Apache httpd (CSAP)
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WAS - Nginx (CSAP)

System Security Checkers S35t H|ZHS AA|Zt HA}
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=28E0 | Naver Cloud

ol Z4TI=2 SlO|E | o
® (FHSXPEERIAMAR]) sscAgentS Soll FAE ZUE =I5, 710|=0f M2t HIZHS A
XSt
ML
AMl Zat g =X
AEE Al v muEd ) v | 2 @eme || X Ecel

server 0|3 Check ID Hygs = Hyzn

ncp-fin-srv-test SRV-109 HMo| IhE AlAE 22 M Minor Good A
nep-fin-srv-test SRV-115 B HIIHHEL ED Critical Exception v
ncp-fin-srv-test SRV-118 A4 Eotux| 9l HIC] A AL HE Critical Good v
ncp-fin-srv-test SRV-121 root & IHA CIEz2| A3 9 1A HF Critical Good v
ncp-fin-srv-test SRV-122 UMASK &% 22| Major Good v
ncp-fin-srv-test SRV-127 AE &S A A Critical Bad v I
nep-fin-srv-test SRV-131 root A& su /et Minor Bad v
nep-fin-srv-test SRV-133 Cron AH|A AHE A/ & 0jH| Minor Bad v
ncp-fin-srv-test SRV-142_1 root 02|2| UID7}'0' 2X| Major Good v
ncp-fin-srv-test SRV-142_2 SUstUID 2K Major Good v

X Fa
—)— 1 = Io) =] S
| 121 1-2-6 | System Security Checkers £t H[YHS FAVN <!

o3

AN -n Y,

oC Zajm= [

=2 A0

T (YES

>

13

o [&111] System Security Checker M2 o= (E8EQ HAES7|UAIA TIF)
o [&112] System Security Checker Agent &3 710|=
ol

1I3] HolH 222



https://guide.ncloud-docs.com/docs/ssc-ossecuritychecker
https://guide-fin.ncloud-docs.com/docs/security-systemsecuritychecker-systemsecuritycheckerconsole
https://www.fin-ncloud.com/marketplace

FE0F 48 SUARCHUREMHIA HOt #ra| FUM o 1. TRIRI 22
1 \WE
Algws I= g
'3 TR BE A" HZ Al O|2X} 7HMXIY 2E AX(root, administrator S) &2 Al
o Fh AE+H ME FIRIE LHH2 51010} SiCt.

L\ uY

o 0N 7HAHE RE AE B2 Al FRIS HE 87

10| SHE(O{0F BT}, (2, 7150] HIZEX]

OLRiBH 2101 4TS BHEISI00F BiCh)

— Of|A]
1) oY s
2) SMS 21

2% A

O| OKMSH JHAKIA(Server) B2E ol SSL VPN EOHAEQ)

o HolH S2HRE SHUIZ2 ALBAS 2t
AIRS HRBIT QSLCH SSL VPN AES 2791 S0 ARRXIQ] ID/Password 915 Q0=
T Sl 50| 0] 0] MR 7HIA(Serven)O]

L_O

w
<
o
m
3
%
re
Ol
l'___]
N
rlo
M
N
[
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=852t | Naver Cloud

TR ZE A BT Al £71015 40 s

@ (FFIXIEBRIAAE]) ‘Services’ — ‘SSL VPN MES MEHSH|CY

Services

Server QU 7 Containes % Object Storage vPe
@ Korea(finance)
NAS Load Balancer

Backup (U
Global DNS.
Cloud DB for MySQL (i y Managed IPsec

Auto Scaling CloudDifor Reats | (N dppssie t Cloud Connect

o Gloud DB for MSSQL QU File Safer
Cloud Functions

Cloud DB for MongoD? QUG
SQL (UadsED R+4 D Che w Papago Translation
Geotosation Database Migration Service QUREHE System Securit Checker ¢ @ CLOVAChatbot

Simple & Easy Notification Servic veN o CLOVAOCR

ud Outbound Maler = ecurity Monitoring (URERED % Gb CLOVASpeech QU

AP Gateway (U ANAVER API B Compliance Guide CLOVA ekvC (@S

Key Man:

kehain ¥ @@ Certificate Manager (URSEED

@ Blockehain Service WebShell Behavior Detector Sealeh Ewhe Setvice

Hardware Security Module Cloud Hadoop

Delivery Cloud Data Streaming S

@ Cloud Security Waicher (BgENES
CON# (Domestic)
ShortUR
Tool
arch Trend .
. etelod # SourceCommit

SourceBuild
Migration % SourceDeploy

@ Cloud Log Analy! 4 Data Teleporter tr 4 SourcePipeline

@ (rSXrEEAAR) + SSL VPN &y BHES 220610 SSL VPN oF= 2dst g

SSL VPN

Q
SSL VPN o

S0l Yole] SatoC BUE Me Ha A 2

48 o gopgr| 2 Z Aiznd A

SSL VPN &= &dst

15



SEE0F 48 SURCAREMH|IA 2ot 22| FUM o 1. TR 22

® (PC) SSL VPN Agent 22 =(213) U MX|E Sl 7HAH(Server) B2 Al ID/Password

QB FIt ABFHESMS, Emai)s Soff B2

o

[ JON ) BIG-IP Edge Client

AH: .

. NAVER
CLOUD PLATFORM

SSL VPN

OTP number:

© NAVER Cloud Corp. All Rights Reserved.

| 12 1-3-3 | SSL VPNE 8§ F7t 215 = ME

o DS 0|A 2Ot S2MS St FE A F2 Al S8 =T &H

E
@ (HoH IR EHF ZE) EF — TERISY0IA'E S

THelUEt 7| B3 7IEE 2391 TR

.‘ (’:‘Q)‘LEI;PLATFORM 20 MHA  &FM 23  IAXE  oEYH  J0|EME

ABA &R4 E0p opAZ0|A (D
=T =

H|=LA ofZ2 (7ol
i3t 200 HIXL|A TARS 558 4 =
dlol 22teL SUF S2MS ohtEN Tfat=(DR)

stoj=elE getes

IoT(AFZ2IELD
AR &M
CIXE 28
EE|3 17 |X|

| Z1E 1-3-4 | NCP OpIZ|0|A

16


https://guide-fin.ncloud-docs.com/docs/sslvpn-download

282 | Naver Cloud
@ (40|t SRIRE ZME TE) M| MHEZEH|, MHEOH 59| 39 Party EOF 22M48

BRI,

2&

OptEsfolx

=/ Marketplace

Hjojt S2tRE ZHE 0t shHich= Cief

[EYR@ &84 A}Eﬂ"'oﬂ e SES [2llt]Ltw] OpIZR]0|A &2 = [2lELt =] §eh= OlAHmMA EAS RIS, o
2 8H=0||! (Featured D0HH7|,® (Featured - EJF{HA (Featired) @

BIB0|A T2 AES WEA Tio} By Sai SR 0lA0|
3ta ACtol@ At e
S ARI BIZ O W, e £471 DPERI0IAS B85t

OPUZ20|AE 83 2AI! 7 X1 HZ, SR M, glE|LtollA SR ®

AFHEOR2EI§ > L =27 > AL 2R >

FHE|DE] |22 ZM v 2 olg= HMOIE el FMl2 Q

@ (Ho|H S2IRE SUE TH) MG 39 Party HOt £FMO| MEf 4 0|8 MHYS Sof

A -1 =<
VPCLH{O|| 22t EF45 Fdot 7tgAtE FE AE 8% Al 7t 28 +HS HELU
=a2&
e HZ Al o3 ey

3 Party HOMEZM 0|24

% 3 Party HOF &4 JLM0|| TS 2CH KIS AfS I 29l= OZIZ0|1A 715 IR B0l QHE H=iE
Solf =2[ot] FAI7[ HigfUL.
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Si20F 48 SURCATEMH|IA 2ot 22| FUM o 1. JHAHE B2

o\ E# A

o [&T1] SSL VPN Agent AX| U < 70|=
o [&12] SSL VPN Agent CFRE2C

o [E13] HoH S2RE SAE URIE0]1~
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https://guide-fin.ncloud-docs.com/docs/sslvpn-agent-vpc
https://guide-fin.ncloud-docs.com/docs/sslvpn-download
https://www.fin-ncloud.com/marketplace

=852t2 | Naver Cloud

Als 71E g

TIIRIY MM Al HEYS

k=3 EXER] AHA oI5t | EQT AMXS XK510{0} S

1.4. M mg OI2X}2| 71Xt M4 Al QFNSH EQT MHS XE3510{0f SICL.
L\ uY

o 2IR0M AY H50] 2EQet 89 WRIP Ex= IPUHIHUME B2 = UES 27Tot00f oftt

1) 7HdRHE EE 7hst SUPEI)HY Ha 2 HA
CHoCy A%

P
3) VPC % 2Ot1ES St LR HEYT 0y 2 43

2% A

o W0y E24RL ZEME2 7HdAt-(Server, Cloud DB )2 ZMHE /5t ACG(Access
Control Group)2l Inbound &2 AtRE 4 QUEULCH
ACG= Whitelist 7|8t2] HZMHE MSot22 FItd of A& 29 22 EF
AEXAt= Olet ACGE Sofl 7HJAHaE0 THet 2F Ed= Hletotl &2 7
Folotf otfet HIEHIE ~1dolt{0F LTt

19




=820 &8 22

Server0f| CHSH IP HZHI0]

@ (FMIXFREBIAIAED) ‘Services” — ‘Server AES

Services

Containers

o B server QS & Container Registry
@ Korea(finance)
Neloud Kubernets

2 PubliclP
a s Cloud DB for MySQL (QURGE
9 Bare Metal Server

Cloud DB for Redis QUBEHE
@ Autoscaling Cloud DB for Redis (@

B CloudFincions Cloud DB for MSSQL  QURERD

Cloud DB for MongoDB - (i)
Cloud DB for P L QD

S GeoLocation Database Migration Service QUBHE
[} simple & Easy Notification Service (@USdSiE
@ Cloud Outbound Maller

of APIGatewey QU ALNAVER APY

h Recognition (
Kchain
@ Blockehain Service

Korean Narme Rorm

APTCH
ShortUR

Search Trend

1 Resource Manager

Web service Monioring System
= 25 Live Station Migration

& Cloud Log Analy

Server AE

Server

ACG ©

sEdgowlm  xogEs  CMERE v
@ Korea(inance)
= AcGolE AceiD vecolg 8 Network Interface +
cloud-mysaketgyv 1972 nepfinpe :
Cloud Security W ot mysab b o726 i 2
newacy e nepfinpe 2
Neloud Kubernetes
nepfinvpo-dev-defaultacy 47922 nepinpc-dev 0
ncpinp defaultacg 4945 nepfinvpe 1

Bare Metal
Server Image

Storage

Snapshot

Public P

Inft Seript

Network Interface

QEZATE|MH|A

T—OTT o

Object Storage
NAS

Backup

App Safer
File Safer
Web Security Checker
App Security Checker
System Security Checker
ven
curty Monitoring. (@SR

Compliance Guide

Certificate Manager (e}

WebShell Behavior Detector

Hardware Security Module

ity Watcher (@iadiie)

Neurocloud

Data Teleporter

ACGOlE Q  Fier vl v
e
(automatically created, donit delete ) cloud-mysqtdesc v
VPC [nop-invpe dev] default ACG v
VPG [nep-fnvpe] default ACG v

Server?| ACG MM

20

Load Balancer
DN (Deprecated)
Global O

Managed Psec VPN

Cloud Connect

Papago Translation
CLOVA Chatbot

/A OCR

Search Engine Service

Cloud Hadoop.

SourceCommit
SourceBuild
SourceDeploy

SourcePipeline.

Pe 5 o

Ubuntu 18.04 XO[0I{(0S) BOkES




28592 | Naver Cloud

ECEEIES

ACG 44 x

(® 24 Y AEElLich)

ACG OB * nep-fin-acgl
vPE ® nep-fin-vpe 5
H=

(/1000 bytes

| 72 1-4-3 | ACG MM L& VPC MEH

@ (FHSXrEZEAAR]) M HEE ACGE MEfot 'ACG &% HES S=gLct

Server | ACG Po s a

ACG ©

AE TR @ X cgRs  CMEmY v HELE Ubunty 18.04 4HH0[01TI(08) B .. o171

EECN EETEN Acsolg - Qe ey v s
ACGOlE ACGID VP OjE 8 Notwork Interface 4 He

_ inbound 72 Outbound 72l

AcG ol (1D) nepefin-acgl (49727) 42 Network Interface ( Aft{) 8 Network Interface ( AlH)
vpe ojg hepfirrupe

HE Network Interface 0

Inbound 74 4 0

outbound 7 4= 0

EEht] 2024-05-24 £ 425 (UTC+069.00)

L

| IE 1-4-4 1 ACG 8

21




® CRIRRZENAY) TREF, HI AN, 5 EE 53 U 3,
Inbound T2lg Fllotl, ME'HES 226l ACG H%s A=yLIC
ACG & &3 | nep-fin-acgl x
ACG O] XSS | AR BAELIC
m Outbound
n2Eg" Foaw EEE o= a3

TCP - mylp

CRUDP, IOMP #2) =P Protocel H2 22 L

?»'rn!c--:nl“ﬂ';c AN 192.168.1 e

-Da_lallr e
TCP 111.1/32 22 access ssh [ |

« HHAMYO| 0P MY R pRlEn

| 12 1-4-5 ] ACG Inbound & H9o| XU M

g S Soll AHE Yotz

El) ‘Services’ — ‘Server — ‘Server — + AJH{ AM
IXF2A(Server)Oil ChaH

©® (FFSXIEEZIA A
T2 2 AN ARH| FOlet ACGE HHiol: 7

A & HERE B2 28

HZHE HSELC

Server Servr Pe s o
[ <] M 44
@ s oloix 1w [ ELE] @ 2=mm [ REREE [« EEUEE R o mEE
HEI B2 47
= <)
2o 3 A2 B B
cisjola AcG
etho® salect -
25 M 2o ‘cloud-mysghebgyy
* Mt Netwark Inte
new-acg
* T|EO| HEE New
nep-finvpe-default-acg
<o IECRE

| 72 1-4-6 | 7HXA(Server) Q) MM XM
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|2 AY g% oigwA HE0| ol Qfiotal AFUC

My 44 5 X

=& ~ 4 £0| 2R28E€LCL

Cloud DBOf| Chet IP HEH

O (FSRIEZE|AAR) ‘Services — ‘Cloud DB AE8 MEHSH|C

Services

Networking

Container Registry. i Object Storage % @ VPC
@ Korea(finance)

X et 91 IP7H & E JHdAE(Server) Mdol= ER, HOIH S2RE SHEZ2 HE 20| 7HdAES|
Q (@)

Neloud Kubernetes 4 s o Load Balancer

DNS (Deprecated)

Global DNS

Cloud DB for MySQL (@R}

e y 7 Managed IPsec VPN

> Cloud DB for Redi App Safer
@ Autoscaling

Cloud DB for S ] fle Safer
@ Cloud Functions. loud DB for M o Fleoar

® Web Securty Checker
Cloud DB for PostgresaL. @
coLocation 8 Database Migration Service

[ Simple & Easy Notfication Service (ESEED
@ Cloud Outbound Mailer AR

AI-NAVER API
©F APIGateway QU

® a8 &8 © 8 &

Key Management Service - (Ui

Blockchain

]

Certificate Manager (URSHED

@ Blockchain Service Webshell Behavior Detector

o a

Hardware Security Module

ud Security Watcher (i)

Neuracloud

1 Resource Manager
Wb service Monitoring System

@ Cloud Log Analytics

23

Cloud Connect

App Security Checker Papago Translation
System Security Checker # CLOVA Chatbot
SSLVPN # & CLOVAOCR

Security Monitoring (@UBdHES # Gy CLOVASpeech (U

Compliance Guide % B CLOVAekvC (Ui

Search Engine S
> Cloud Hadoop

@ Cloud Data Streamin

Live Station Migration IS SourceDeploy

V0D Station 4 & DataTeleporter SourcePipeline
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@ (FHAXIHEZ|AAED ‘DB Server — + DB Server M4'S £5| Cloud DBE AMAMok= S0
Cloud DBYj| CHet ACGE AtsC= MMELICE

Dashboard

@ Korea(finance)

@ Cloud Security Watcher * v

@ Neloud Kubernetes Service v

& Cloud DB for MysaL *

Monitering
Backup

Event

DBMS EF

Muf A @

DEEHHE @

peEfoji~ @

Multi Zone

vpe*®

Subnet *

DB Server EiEl @

GIOJE AE2|R| 253 HE

HOIE| AERIRIERl @

ciolsl 2227 8% @

#3238 @

DB Server D|E* @

DEMUACIE® @

Private Sub 42 @

MysaL

G2

mysql(8.0.34)

Gerieral Public License

=

- select -

- select -

-select -

~select-

© sso HOD

7121068 10GE

Mztaan

e o vecHdE
¥ T Subnet4¥ [
-007-xx H 327, 5o 208}

H4 327, 5o 308}

ACGHY @

Cloud DB2| ACG ‘44
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28592 | Naver Cloud

@ (FHSXIEEZAAH) THY Cloud DB — ‘A2 HI71E Edff As22 MAME Cloud DB
ACG Inbound TH&IE ERIEHILCE

DB AH|A 0|2 DB Role DB Server 0|2 DB Server E}g}
secutest Master ncp-fin-cdb-001-228t G2 - [Standard] 2vCPU, 4

DB MHIA 0|2 @ secutest

DB Server 0|2 ncp-fin-cdb-001-228t

Private Z0[Q! db-lofes-fkr.cdb.fin-ntruss.com

Public =0|2! EEa—

el 25

MM AN 2024-02-27 2% 2:22 (UTC+09:00)

FE YA 2024-02-27 @ 2:31 (UTC+09:00)

cjo|E| AER2|X| EbY SSD

oio|e| AE2|x| 23 3GB (ABE)

ACG 7 cloud-mysql-di5ui ( 46950 )

oioe| AE2|x| Y=at HE Y

| 1% 1-4-9[ Cloud DB &% o1& IPIHO{ &2l

X% Xtz MAE Cloud DB ACGE 7|[2MOo=z ZZHSAE 2|9 MA0| E70I=S S Inbound 212
MeELICH
ACG 7% 57| <

ACG Ol HExl &Hl 3 E EAIELCH

cloud-mysqlebgyv(49726)

TRES [t 5E RE Hs

TCP cloud-mysgl-ebgyv 3306 (automatically created, don't
delete it) for the DB service
itself.

25




SZQSH |PLHEQ| MK £ Cloud DB ACG £H0| HQst AL, ‘Services — ‘Server — ‘ACG —
‘TH& ACGT — ‘ACG AXN'2 Sdff Cloud DBOICS! Inbound 312 212 8 & USLICL

ACG %! 83 | nep-fin-vpe-default-acg x

ACG 0f] HEE 44| 722 EAELICH
on2EZR° H2ar® 2 EE® H=2 o4

TCP w mylp

Detail
TCP 0.0.0.0/0(FH]) 3389

TCP 0.0.0.0/0(FIAl) 22

[ ACG Inbound T#&! 48 ]

APIE E38t 71XI(Server, Cloud DB)2| MM MH

@™ (API(CLI)) ‘createServerinstances’ APIE Sdl 7MAAIE(Server) 244 Al ‘accessControlGroup
NoList" If2{OE{0f AFHOY H2l=l ACG IDE Aol et HEYT FHIMOE ME-LICH

- 28 WAl

GET https://fin—ncloud.apigw.fin—-ntruss.com/vserver/v2/createServerinstances
?regionCode=FKR
&serverlmageProductCode=SW.VSVR.0S.LNX64.CNTOS.0703.B050
&vpcNo=***04

&subnetNo=***43
&serverProductCode=SVR.VSVR.STAND.C002.M004.NET.SSD.B050.G001
&feeSystemTypeCode=MTRAT

&serverCreateCount=1

&serverName=test—***

&networklInterfacelist.1.networkinterfaceOrder=0
&networklInterfacelist.1.accessControlGroupNoList.1=***34
&networklInterfacelist.1.accessControlGroupNoList.2=***45
&placementGroupNo=***61

&isProtectServerTermination=false

&initScriptNo=***44

&loginKeyName=test—***

&associateWithPubliclp=true

Server MM Al OtXot ACG ME


https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/createServerInstances

=852t | Naver Cloud

@ (API(CLI)) ‘getAccessControlGroupRuleList’ APIS S5 &2l ti& ACG IDO| Lt Inbound

Mgt RIS Eolst 4 Lt

- 23 WAl

GET https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/getAccessControlGroupRuleList

?regionCode=FKR

- SE WAl

{getAccessControlGroupRuleListResponse)
{requestld)abfedc12-b592-41c6-acf9-dff0369f09b0{/requestld)
{returnCode)0{/returnCode)
{returnMessage)success{/returnMessage)
(totalRows)2{/totalRows)

{accessControlGroupRuleList)

{accessControlGroupRule)
{accessControlGroupNo)***63{/accessControlGroupNo)
{protocolType)

{code)TCP{/code)

{codeName)tcp{/codeName)

{numbery6{/number)
{/protocolType)
(ipBlocky*** *** 0.0/0¢/ipBlock)
{accessControlGroupSequence){/accessControlGroupSequence)
{portRange)22{/portRange)
{accessControlGroupRuleType)

{code)INBND{/code)

{codeName)Inbound{/codeName)
{/accessControlGroupRuleType)

{accessControlGroupRuleDescription){/accessControlGroupRuleDescription)

{/accessControlGroupRule)

{accessControlGroupRule)
{accessControlGroupNo)***63{/accessControlGroupNo)
{protocolType)

{code)TCP{/code)
{codeName)tcp{/codeName)
{numben6{/number)
{/protocolType)
(ipBlocky*** *** 0.0/0¢/ipBlock)
{accessControlGroupSequence){/accessControlGroupSequence)
{portRange)22{/portRange)
{accessControlGroupRuleType)
{code)OTBND{/code)
{codeName)Outbound{/codeName)
{/accessControlGroupRuleType)

{accessControlGroupRuleDescription){/accessControlGroupRuleDescription)

{/accessControlGroupRule)

{/accessControlGroupRuleList)
{/getAccessControlGroupRulelListResponse)

ACG9| Inbound M 72! &I


https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/getAccessControlGroupRuleList

B0} 48 SALCHELMHIA HOH 22 FTA | 1. IRKF

rio
i

2|

FEGHR| 22 Inbound

M5t Inbound &S

® (API(CLI)) ‘removeAccessControlGrouplnboundRule’ APIE Sdf

O}X
TAIZ HM|745t, ‘addAccessControlGrouplnboundR'ule’ APIE S5l Ot

- 2F GAl (& HA)

GET https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/removeAccessControlGroupinboundRule
?regionCode=FKR
&vpcNo=***04

&accessControlGroupNo=***63
&accessControlGroupRulelist.1.protocolTypeCode=TCP
&accessControlGroupRuleList. 1.ipBlock=*** *** 0.0/0
&accessControlGroupRulelist.1.portRange=22

- 2F GAl (A 49

GET https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/addAccessControlGroupinboundRule
?regionCode=FKR
&vpcNo=***04

&accessControlGroupNo=***63
&accessControlGroupRulelist.1.protocolTypeCode=TCP
&accessControlGroupRuleList. 1.ipBlock=*** *** 10.1/32
&accessControlGroupRulelist.1.portRange=22

ACG 29| MH & 44

A A

oor

I_

Nl

[
[
[
[

11 ACG ArE 710|E

2] ACG T2l &2l API 710|1=
3] ACG 2! AfH| API 710|=
4] ACG T2 M4 API 710|E
5] Server MM API 710|=
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https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/removeAccessControlGroupInboundRule
https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/addAccessControlGroupInboundRule
https://guide-fin.ncloud-docs.com/docs/server-acg-vpc
https://api-fin.ncloud-docs.com/docs/compute-vserver-acg-getaccesscontrolgrouprulelist
https://api-fin.ncloud-docs.com/docs/compute-vserver-acg-removeaccesscontrolgroupinboundrule
https://api-fin.ncloud-docs.com/docs/compute-vserver-acg-addaccesscontrolgroupinboundrule
https://api-fin.ncloud-docs.com/docs/compute-vserver-server-createserverinstances

=852t2 | Naver Cloud

AlHHS 1= LHE

JhSRHE " Al HOF et

15 g ST OIBRL THARIR Ha: Al QHHE QISHRIE S5 HASI00F SiC
g
0\ vy
o OISXIS| THYXIRQIARIA) T Al QHMSH WAIS Salf TZ50{0F BiCt
- O
1) SSHE S8t && Al QM3 QIBHR} Mg
OIEEt QIF WA ME(GHY UAHAS SEF £ Qs

2) ZRARE W EHOIN X M3 Al QHHSt O
#oIS X OIBKIQIK| 2

2 A
o Ho|H S2HRE SAMF2 AMERY QUTSH THIRIR(Server) H2E 9l SSL VPN HOMAES)
AEE ERSILI UL AFZAR= SSL VPNAES 0|80t 2tXet QIE5+Hs MEotal QFHst

%
S8 Eofl 7HXH(Server, Cloud DB)O| HMZE 4= UELICH
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a_a
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SEE0F 48 SHRCAREAHIA Hob H2| M 1 1. JHdX

Services

Server (@) t Container Registry. Object Storage vPC

@ Korea(finance)
Neloud Kubernet NAS Load Balancer

Backup (S DNS ated)
Global DNS.
© Cloud DB for MysqL (U Security Managed IPsec VPN

e Sealing Cloud DB for Redis (S % App Safer 2 e

. Cloud DB for MssQL (U File Safer
Cloud Functions.

Cloud DB for MongoDB (R 1 Web Security Checker
Cloud DB for PostgreSQL (UEEED i App Security Checker i Papago Translation

GeoLocation Database Migration Service QUREHE m Security Checker ¢ @ CLOVAChatbot

Simple & Easy Notificati PN £ CLovAOCR

8 Cloud Outbound Mailer A ¢ Security Monitoring @ ¥ Gy CLOVASpeech QU

AP Gateway (U SRR # & Compliance Guide CLOVA ekvC (@S

Key Management

ey Certificate Manager (@REED & Analytic:

timen
@ Blockehain Service S i Search Engine Service
3 Korean Name Rom ecate Hardware Security Module Cloud Hadoop

ontent Delivery loud Data Streaming S
& Cloud Security Watcher Qi) Sl

& CON+ (Domestic)
ShortUF
Tool
arch Trend Priva ud
mane etelod SourceCommit
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| 712 2-2-28 39 Party O|O|X| AMEH

@ (FHSRIEBEIAIAED ‘Services — ‘VPC' — ‘Service Function Chain® — ‘+ Service

Function Chain A4S Z2IstLCt

VPC/ VPC/ Service Function Chain(SFC) Po s o

Service Function Chain ©

+ Service Function Chain 44 C Mzad

| 712 2-2-29 | Service Function Chain 44
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(FIAXI22| A AED) Transit VPC L HOF H{EZI0|HAZ QI HEQIZ E2{H0| Transit
VPC ConnectE Edff AMH|A VPCE MEE 2~ QIEZ Chaing TAgiLICY.

SFCols*® internet-vpc001-sfc
vec* security-vpc (172.16.0.0/16) =
ZONE*® -
=={X| Subnet®
10.0.0.0/16
(Chain'> Ex ES PN M Ingress NIC
-SSR - »
1 LoadBalancer intermnet-firewall-lb - - - [~ n ~
2 TransitVpcConnect vpc001-securityvpc-tve - -

| 712 2-2-30 | Service Function Chain 44

% Service Function Chain2 U|0|H 22RE ZE9| tIZt/58 S2HREE Sall A2k & USLC

X UO|H 222 EE9| T ERE = VIR 28 22RE 'Y 20| 28E2H9| CSP AHMEHIIE
=5t 28 3AL MAZEYAE QAo AEE & USLIC

% 9] Service Function Chain7d EX= A 8d 59 E0| M=o UELICE Service Function
Chain 7+8& @It ECt XiMiet EXt 2 LIER Of2f &L Ate| 235 Salf &QI5H0 F=A[7| HIZLICH.
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ACG(Access Control Group) APIE E3t T2 SH|

Ofm

@ (API(CLI)) ‘createAccessControlGroup’ APIE

217t M5101 LIESIT 22i9t BN Zatac

- 2F G

GET https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/createAccessControlGroup
?regionCode=FKR

&vpcNo=***(04
&accessControlGroupName=test—***

off A+t ACGE didotdl, 2

3, N

’

=1
=

VPC

2. HERF &=

Ui

- SH Ol

{createAccessControlGroupResponse)
{requestld)cf08459a-2f8e-4a73-9b1c-cc31d74466ae{/requestld)
{returnCode)0{/returnCode)
{returnMessage)success{/returnMessage)
{totalRows)1{/totalRows)

{accessControlGroupList)

{accessControlGroup)
{accessControlGroupNo)***63{/accessControlGroupNo)
{accessControlGroupNametest—***(/accessControlGroupName)
{isDefault)false{/isDefault)

{vpcNoY***04(/vpcNo)
{accessControlGroupStatus)

{code)RUN(/code)

{codeName)run{/codeName)
{/accessControlGroupStatus)
{accessControlGroupDescription){/accessControlGroupDescription)

{/accessControlGroup)

{/accessControlGroupList)
{/createAccessControlGroupResponse)
{/vpclist)

{/createVpcResponse)



https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/createAccessControlGroup
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NACL(Network Access Control List) APIZ Est HZ2 EX|

@ (API(CLI)) ‘createNetworkAcl APIE Eal 217 Network ACLS AASHLCE

F oAl

GET https://fin-ncloud.apigw.fin-ntruss.com/vpc/v2//vpc/v2/createNetworkAcl
?regionCode=FKR

&vpcNo=***(04
&networkAcIName=test—***

- SH Ol

(createNetworkAclResponse)
{requestld)2828ed65-e3ad-48ef-ac80-ca2e31c33544(/requestld)
{returnCode)0{/returnCode)
{returnMessage)success{/returnMessage)
{totalRows)1{/totalRows)
{networkAclList)
{networkAcl)

{networkAclNo)***31{/networkAcINo)

{networkAclName)test—***(/networkAcIName)

{vpcNoy***04</vpcNoy

{networkAcl|Status)

{code)RUN{/code)
{codeName)run{/codeName)

{/networkAclStatus)

{networkAclIDescription){/networkAclDescription)

{createDate)2020-07-31T16:38:52+0900(/createDate)

{isDefault)false{/isDefault)

{/networkAcl)

{/networkAclList)
{/createNetworkAclResponse)

APIZ £8%t Network ACL 44

A A

oor

[&111] ACG Mg 710I=
[2f112] NACL AKE 710|=
[2113] ACG g API AFE 710|=
[2f114] NACL M4 API Arg 710|=

[2105] Service Function Chain 7+ HX} 7}0|E

ol


https://fin-ncloud.apigw.fin-ntruss.com/vpc/v2//vpc/v2/createNetworkAcl
https://guide-fin.ncloud-docs.com/docs/server-acg-vpc
https://guide-fin.ncloud-docs.com/docs/networking-vpc-vpcsecurity
https://api-fin.ncloud-docs.com/docs/compute-vserver-acg-createaccesscontrolgroup
https://api-fin.ncloud-docs.com/docs/networking-vpc-networkacl-createnetworkacl
https://guide.ncloud-docs.com/docs/vpc-sfcprocedure-vpc
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2 \WE
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o ZERE 2E U JIXHE ES5P]| 2o WIEYT 2ot HME
— Of|A]
1) S8=Al HOF 2A| MB|At HESSIH A +A(EHRE W Zdots HEXND B 33

S 29)
2) 22URC MH|A MEXt HEstE 7HMAY BESE Qs HEQT HoHA 2 QA 7|s
(DDoS, WAF 5) &2

24 A
AFXIO| JIMXIRIE OFMGHA E&ol7| 6t Anti-Virus, IDS, IPS

o Yoy 2ERE EHE2
WAS, Anti-DDoS ++d & HOHHE QI1={0] 24A[7t 3656 HOHA| )\'Ilﬂl*E #38l5H= Security
Monitoring &2 X&otd UASULCH AZAt= Security Monitoring &&LU0 Z£&H= DDoS,
2 Solff 7RI s 2ot HME ST ~ UBLCH

WAF, IPS, IDS, Anti-DDoS &
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Hols) B212C B4E kb AR

b

Secure Zone Firewall
Sita Safer
v
= Q@ 5

Daskicn Secirity Chetkar APPSater

® B

3 Q B
Systom M5 e

Security Checker ORAE( £ P T

Secistity Chacker

o] Bepec S gz 0| 5 M|~

Security Monitoring OF7[Ell X

Security Monitoring 42 S8t HIE{3 HOH|

@ (FPIXPRRIZIAAED ‘Services’ — ‘Security Monitoring’ A28 MEHSIT, + AE 0|2 AHE

i
-
J

Services

NAS Balancer
Backup (D DNS (Deprecated)

Global DNS
 Cloud DB for MySQL [—

Clou DB for Redis (UG T
Auto Scaling ki ohforRed Cloud Connect

R Cloud Functions.

@ P B

Cloud DB for MongoDB Security Checker

Cloud DB for P App Securty Checker & Papag
tem Security Ches ‘ CLOVA Chatbot

VPN o CLOVAOCR

urity Monjtoring QR & cLovA

a & o @ &

Management Service (D

[}

h Engine Service

% a e

Cloud Hadoop
Cloud Securty Watcher (ED B Cloud Data Streaming

CON# (Domestic)

B Neurocloud SourceCommit

Data Teleporter
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-
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. AY0| 2z HHAME U0

ScteE SE X209 THXE —~ ‘2ol &dll MES|LI.

IS B2 EE
B . . ony o) @24 83 DTANY D=4 JjojcME  ojomolx
FEAY  AFSEER 2o MR @ | MR | Isyusmdmsp Ngzsoay
Az CeEcE 2791 A HsEict
MH|A A1F
=)
SENS BIMEHE CIASE AN SENS Biz Mesage AL A{2kA|
SENSOIlA S 1071 Ol S8 Al SAMS CIASE HEME XY SENS Biz Mesage AFE A{2FAf
B104 Rl@sfTAle ElLICh
s e
SENS CH2| ES2 215 itz T EH MM
SENS HHAHE Of2| S22 9|8t AT JESIQILIC) (B YR g 1,0002H 04 o[ 22}PC BHE ME T0IZ SHE £+ 0&
ESI0| §1S FS00 Zdsto] AEsliFAlA Euich) LIC HEE ARAE Z4d5t0] M@0 FA17| vighich
ol 222C BHE 29| AT HAE XY FH U AEA [Managed Backup]
o] HetolE gl Zhah = AlH| HiEo| M2 20| & HAE IYE Managed Backup AMH|A 8HX] A4
I8 xR FHI MEM QLICH
[Managed Backup] Security Monitoring M| A HEA|
Managed Backup AMH|A 832 AEM Security Monitoring AMH|AE 0[2317| fIsiA AEME =510 &
BiFALZ| HIBILICE

| 712 2-3-3 | Security Monitoring Al AMH|A Al
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2 Eal X|1-st 7RRI(Serven)0f| CHall WAF, IPS, IDS, DDoS Z240f| tist ZLIEZ0|
2|, TIARFRIZEAAR O] Security Monitoring 2& EE= FJ|IXHOZ AEE

ReportE &off WAF, IPS, IDS, DDoS SZ4EX| g =g}

-/

SECURITY MONITORING WEEKLY
REPORT

2024-05-06 ~ 2024-05-12

Summary

YEE B &K A

IDS IPS WAF Anti-DDos Anti-Virus
ERIEES BHAE X w2y gt gt 2422 2420
30,781 0 0 0 14 0 0 0

Security Monitoring Weekly Report Of|A|

Detail
AN 24 U8
WAF
1. e X U
oo (D [ EERN=E
40000 :
20000 Ba5E m
e g
i“m N & S @ N ?@? ° R g o > » i m ?
vg\)( V’Qb( VQV v’gb{ b(QV v’& v’@, b«'QD( v’QD" v’@/ v’@ o ( o / W& ( V’QV
r‘/@/ r\/qu q/g(\/ r\/QW q/b’\/ q/@/ ’1/@/ W/Qq/ q/@/ ‘I/Qq/ W@/ q/@/ ’W/Qq/ f},Q{L %Q{L
2. EX| OJHIE
EX| OJHE KHE A
SQL Injection 77,861
Default Page Access 22,833
System File Access 2,285
Cross-Site Scripting 942
Application Vulnerability 736
HTTP Method Restrictions 483
Web Server Vulnerability 33
Header Vulnerability 24

Security Monitoring Weekly Report &Ml OfA]
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https://guide-fin.ncloud-docs.com/docs/security-securitymonitoring-securitymonitoringconsole
https://www.fin-ncloud.com/support/library
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[ANJAED) ‘Services — VPC AES MEHSH|CY

Object Storage

NAS
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Auto Scaling

Cloud DB for Redis (@

App Safer

Cloud DB for MSSQL (QUEEEED & for

A Cloud Functions.
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2. HERZ

vee
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> Cloud Connect
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CLOVA Chatbot

h Engine Service

Cloud Hadoop

B Cloud Data Streaming Service

s mmit
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SourceDeploy

SourcePipeline

el

@ (FMSXIRBRIAAE]) ‘Subnet Management’ — ‘+ Subnet A48 S2I§HCt

VPG / Subnet Manageme:

Subnet ®

HE Yot B
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® (PFSXIEBZAA) ‘Internet Gateway TE OF 2iC2 HEONA ‘N (Private) & 2610

Private SubnetS AMMEH|C}

Subnet 44 x

SubnetE 4BILICE

VEC LHO| el =a| S7H2 S ELch
IP 34 HYE VPC T ©Y (82T X1 HO0| 7Hs31D),
private FH(10.0.0.0/8,1 72.16.0.0/12,792.168.0.0/716) Lol M /16~/28 H|ofof Buict
A O Network ACL BF 10| SIS 512 S G4l Stajalsea|7) uhgic)

(o ma g aEE))
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B= st =

HUMEHIAE ALS 7HET MEdELch
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il
O
ol
L
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fjo
ofm
ol

H Application Load Balancers F4& Al

Private Subnet2 AASHL|C}

Subnet 44 %

Subnet® WA3HL|C},

VPO Lol MSiSl 28| D7hE Hze ok
1P 34 B9 VPG F4- 99| 013129 RIM0I Fhssio],
private TR2H10.0.0.0/8,172 16.0.0/12.192.168.0.0/16) LU A /16~/28 HH 00} BT
¥ OfF Netwark ACL 20| FHSHIEEE MAA| FaisiFAR] BHELICE

o Bleg AFTEILICE)
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e [ 192168100124 |
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Network ACL * new-nacl -
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| 712 2-3-9 | Application Load Balancer Subnet 44 GiA|
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@ CIIRIEBRINA) 2RI A4 SO QIEULORLE HTTP, HTTP

=
£ QUEZE Public HERA EfRI9 Application Load BalancerE d&giLICt 40| 2=EH

w
6}
o
mjo
T
0

. . g AL = o A SF A A
Application Load Balancer? ‘& ME' IPE Soff AHN ML & 4+ JSULCH
ZEWRIA Y

PASHE VPC A MEUE MESiZENR
=24 AL2 0l W2t R30| $ASLICH (SB4 ¢ AZYLICH)
b Application
ZoURIAo|§ * fin-alb-public
YEH3*® Private | © Public
M2l 85 @ * © small Medium Large
oy vee nep-fin-vpc (192.168.0.0/16) v
Muyl M FKR-1 alb-subnet (192.168.10.0/24) v T o MEuMN B
FKR-2 .
| 12 2-3-12 | Application Load Balancer A OfA|
B =Ecusqog - E- 1= S HESI VPC Y M2 g Haye He
A
R2EEM 0|E (Instance ID) fin-alb-public (23441965) ey fin-alb-public-23441965-5528b6d768dd lr-fin b navernep com
Ayun 2024-04-05 EF 4:06 (UTC+09.00) 4 39.125.131.162
vPC nep-finevpe (192.168.0.0/18) 8t HE| 45 Smafll
LSRR TR alti-subnet (192.168 10.0/24) | FKR-1 ETES =] Higa
vEga Public 2gip 39125 131 162 | FKR1
Idle Timeout. 60

| 712 2-3-13 | Application Load Balancer2 ¥IAMH HEXE Al
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Telf 48 SURCHREAMHIA HOF | M b 2. HERS &

APIE st Qs HES9A 74
@ (API(CLI)) ‘createSubnet APIS E3lf IAMH2} Application Load Balancer 71AS ¢t
ATt Private SubnetsS AAMSHLICY

- 2F G

GET https://fin—-ncloud.apigw.fin-ntruss.com/vpc/v2/createSubnet
?regionCode=FKR

&zoneCode=FKR-1

&vpcNo=***04

&subnetName=test—***
&subnet=*** *** 1 0/24
&networkAcINo=***31
&subnetTypeCode=PRIVATE
&usageTypeCode=GEN

- S5 oAl

{createSubnetResponse)
{requestld)0f539b1b-10ef-43fa—a2c4-3670e601251b{/request!d)
{returnCode)0{/returnCode)
{returnMessage)success{/returnMessage)
(totalRows)1{/totalRows)
{subnetList)
{subnet)
{subnetNo)***43({/subnetNo)
{vpecNoY***04(/vpcNo)
{zoneCode)FKR-1{/zoneCode)
{subnetName)test—***(/subnetName)
{subnet)y*** *** 1 0/24{/subnet)
{subnetStatus)
{code)CREATING{/code)
{codeName)creating{/codeName)
{/subnetStatus)
{createDate)2020-07-31T14:32:28+0900¢/createDate)
{subnetType)
{code)PRIVATE{/code)
{codeName)Private{/codeName)
{/subnetType)
{usageType)
{code)GEN(/code)
{codeName)General{/codeName)
{/usageType)
{networkAcINo)***31{/networkAcINo)
{/subnet)
{/subnetlist)
{/createSubnetResponse)
{/vpclist)
{/createVpcResponse)

APIZ E3} Private Subnet A GiA|


https://fin-ncloud.apigw.fin-ntruss.com/vpc/v2/createSubnet
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@ (API(CLI)) ‘createlLoadBalancerinstance’ APIE Sdll @AH 282 st 417t Application

Load BalancerS A-A&HLILCE,

- 2F G

GET https://fin-ncloud.apigw.fin-ntruss.com/vpc/v2/createloadBalancerlnstance
?regionCode=FKR

&loadBalancerTypeCode=APPLICATION

&loadBalancerName=test—***

&loadBalancerNetworkTypeCode=PUBLIC

&throughputTypeCode=SMALL

&idleTimeout=60

&vpcNo=***04

&subnetNoList.1=***43
&loadBalancerListenerlist.1.protocolTypeCode=HTTPS
&loadBalancerListenerList.1.port=443
&loadBalancerListenerList.1.targetGroupNo=***095

SH GAl

{createlLoadBalancerinstanceResponse)
{requestld)959a2feb-fd1b-459a-9af3-df0e51b68e1d{/requestld)
{returnCode)0{/returnCode)
{returnMessage)success{/returnMessage)
{totalRows)1{/totalRows)

(loadBalancerinstancelist)

({loadBalancerlnstance)
{loadBalancerinstanceNo)***887(/loadBalancerinstanceNo)
(loadBalancerinstanceStatus)

{code)INIT{/code)

{codeName)LB INIT state{/codeName)
{/loadBalancerInstanceStatus)
({loadBalancerInstanceOperation)

{code)CREAT{/code)

{codeName)LB CREATE OP{/codeName)
{/loadBalancerlinstanceOperation)

({loadBalancerinstanceStatusName)Creating{/loadBalancerinstanceStatusName)
{loadBalancerDescription){/loadBalancerDescription)
{createDate)2020-12-20T19:21:02+0900(/createDate)
{loadBalancerName)test—***{/loadBalancerName)
{loadBalancerDomain)test—***-***887—*** com(/loadBalancerDomain)
{loadBalancerlpList)

(loadBalancerlp)*** *** 5 6{/loadBalancerlp)
{/loadBalancerlpList)

{loadBalancerType)

{code)APPLICATION{/code)

{codeName)Application Load Balancer{/codeName)
{/loadBalancerType)

{loadBalancerNetworkType)

{code)PUBLIC{/code)

{codeName)Public{/codeName)
{/loadBalancerNetworkType)

(throughputType)



https://fin-ncloud.apigw.fin-ntruss.com/vpc/v2/createLoadBalancerInstance

Telf 48 SURCHREAMHIA HOF | M b 2. HERS &

{code)SMALL{/code)
{codeName)Small{/codeName)
{/throughputType)
{idleTimeout)60{/idleTimeout)
{vpcNoY***04(/vpcNo)
{regionCode)FKR{/regionCode)
{subnetNoList)
{subnetNoY***43(/subnetNo)
{/subnetNoList)
{loadBalancerSubnetList)
{loadBalancerSubnet)
{zoneCode)FKR-1{/zoneCode)
{subnetNo)***43(/subnetNo)
{publiclplnstanceNo/»
{/loadBalancerSubnet)
{/loadBalancerSubnetList)
{loadBalancerListenerNoList)
{loadBalancerListenerNo)***961(/loadBalancerListenerNo)
{/loadBalancerListenerNoList)
{/loadBalancerinstance)
{/loadBalancerlnstanceList)
{/createlLoadBalancerinstanceResponse)

APIZ E3%t Application Load Balancer 2441 GiA|

1 AL

o9

[&f111] Private SubnetE SoF FAIH T4 OFF|EIXN OfA|
[Z172] Application Load Balancer 44 710|=

[2t173] Subnet MM APl 710|E
n

[Zt104] Application Load Balancer A4 APl 70|


https://guide-fin.ncloud-docs.com/docs/networking-vpc-vpcuserscenario2
https://guide-fin.ncloud-docs.com/docs/networking-loadbalancer-applicationlbconsole
https://api-fin.ncloud-docs.com/docs/networking-vpc-subnetmanagement-createsubnet
https://api-fin.ncloud-docs.com/docs/networking-vloadbalancer-loadbalancer-createloadbalancerinstance

=850 | Naver Cloud

s 7= g

HE/I A IPFA S | S2IRC #3S Stt IRY HEXNI 713 Al A1 IPRY S22
r=C Hots Zelst, WRIP fE3 SXIst0{0F it

L\ Ay

o 2HRE 2 U UHEY HEHS 78 Al AHEIPE R0jold 37822 siats HEGIHOF it

— Of|A]
1) 2B HOIEQI0], NAT HOIE0] & &#H V|5 Sl AHHIPRH & 1P 2|

2) AV 1P B S0l et 371N ZE 4

o\ 24 Al

o HolH S4RE EMF W 7HgAER 7I2MO= A IP7F ROEH, 321 IP= ABAME AE
ddg R0 dg=r] W20 AUEUS AO|IE012 HZE Public Subnetd| ZX{oh=
JHSAFREOIEL BlEEtE J[EXl= = QHU S40| 27tsEIL.
kA, HEM2IAARO] E40i| M2} Private Subnet LHS| 7HAMMD PG, VAN S22 ¢IES
S5 2 HESRI AZO| Bt 42, NAT GatewayE Sot0] QIE{L! HOIEY0] ¥ 2%

HESZ0| AZE = UTE Route TableE ~/Jol0{0F SiLICE

79




BAH|A Hot Ha| FHUM
Route Table
oo ||
10.0.0.0/18 Local
0.0.0.0 NAT Gateway

o' =30 I
=8=0f 48 SUREHR
e
2 B
( Internet)
U ! 5 |
@) :
o+®)
& :
Internet Gateway NAT Gateway
VPC
Route Table
4o &
10.0.0.0/16 Local
Router Router
0.0.0.0 Internet Gateway
Server Server
Public Subnet - Zonel Private Subnet - Zone2
VPC
Region

5t

NAT Gateway2 &

E5E TR HA= Network Interface® AME IP &t} Public IP oi&to] A
=225t B0 |P7t HZE JHAEE HEY & JUSLCH

NAVER Cloud Platform

Private Subnet, QIE{HIZO] EA KA

THXERIC| A IP E2IE {8t NAT Gateway 74
D (FILXIRTEIAARY) ‘Services — VPC' MES MEHSHLICE

Services

NAS

Backup (U

Ao Safer
Auto Scaling i

R Cloud Functions:

8 DatabaseM

AINAVER API

CLOVA Chatbot

ud Hadoop.

ud Data Streaming Service

urity Watcher

CON# (Domestic)
B Neurocloud

Live Station

Data Teleporter

80

SourceCommit

uild

rceDeploy

SourcePipeline

2. HERF &=



282 | Naver Cloud

@ (FMSXIHBEAIAED) ‘Subnet Management — ‘+ Subnet #4'S S=IstLCH

VPC / Subnet Management @ @ B d
Subnet ©@
AE O Yoler| & o Mzad v M2 SENS Biz Message - 71715 UIZ BI4AL _ Gt
Subnot AP Subnet O/ = Q. Filer Zone v M IntemetGateway HE OIS v T BT v HH w
Subnet 0J& - SubnetID - Al VPCOIE L= Zone - Internet Gateway 8 0{5 B
« < - > »

| 12 2-5-3 | Subnet 22| 22

@ (FIMXIRTRINAE) ‘R E2HIANM NAT Gateway2 MEHGIH NAT Gateway TR
SubnetS MAMEHLICE NAT Gateway2l Subnet2 Public, Private EIRlS D5 MEHSH 4

QUoDZ HERBINAL SNS TRf5I0) MEBILICE

Subnet A4 N

SubnetE WHELICH

VPC Liol| MgStEl 22| 32HE RS ELch
1P F4 g3l VPC 4 89| ojst28t X|Ho| 7Hs 81D,
private [§%(10.0.0.0/8,172.16.0.0/12,192.168.0.0/16) LHO|Af /16~/28 H$|cjo} BIL|CE
A4 OIF Network ACL Bt #170| 7k5312 2 H4A| FoI8fiFAl7| uHgLich

(* 24 22 ArgelLIct)

Subnet 0|& * | natgw-subnet |
vPC*® ncp-fin-vpe (192.168.0.0/16) b
PN | 192.168.10.0/24 |
748 Zone * FKR-1 v
Network ACL * new-nacl -
Internet Gateway & 0f% © Y (Public) N (Private)

8% NatGateway -

NAT Gatewayl|A{2t AFE 7H5 8t A{EARILICH

| 12 2-5-4 NAT Gateway ™& Subnet A4 GA|

81



TRE0F 48 SALCHALMHIA HOt TRl AN | 2. YEYT 2

@ (FIMXIRBEINARD) VPC ME = O550IA NAT Gateway — ‘+ NAT Gateway MA'S

ECEEIES

VPC/ NAT Gateway (New) P s o

do
NAT Gateway o

At IP(Private IP)E 7FE T1742] M7} QIE{L 40| ¢ IP(Public IP)E 7P 1242| TAEQ} AFR 4 ALK SiFLICH
NAT(Network Address Translation) AHB316{ TI2H2| AJ6{S LIE(4 42] Mufe} HE + UL

AL ELE 2| HEE2 AILSED 2 Mol R 2IEl S2s0h e 4 2lo] Hehdo] Baslnl, DHE 39 PR A8

W20l D YRt TH2S BO[SHA B & LT

0§21 2] A7} SILES] NAT GatewayS B4 Ml Eh= dlt=| 391 1P Cigitt Saoe g8 & IS

v OENQIEMEE o MEDHAZ o YNEEOHEK o ZEHelYE e

M~ SENS Biz Message - 71712 HIZ BT 4 Mo ghy oes

| 712 2-5-5 | NAT Gateway A

® (FFSXIHZZIAAR]) MEYS MEf EZBIANA] NAT Gateway H& SubnetE MEHGHD

NAT Gateway A4 X

AT NAT Gateway 0| B8 21811 NAT Gateway7t 24318 VPC ! MEUE MEZHR.

(* 4 Y= ML)

NAT Gateway 0|8 * I nep-fin-natgw

sue O zel A

vpc*® ncp-finvpc(192.168.0.0/16) v

NEul Mey® natgw-subnet | FKR-1192.168.10.0/24 v o o MEuey O

Z} MH|A ZoneO®ll NAT GatewayE BHAIZ HE MEUE MA81A408 FL|CH

PO P -

.
B e

Q

gl Zel P2t Mu|A7} obsELG

0 /1000 Bytes

| 12 2-5-6 | NAT Gateway 24 OflA|

82



28592 | Naver Cloud

® (FIFEXIHEZAAH) VPC HE A= HFUHA ‘Route Table’'s 22l6td!, 7FSAHAE0| 2IX|St
Private Subnet MEH S ‘Routes A4F'S S
Pe 5 o

VPC / Route Tahle

Route Table @

sEdgIm | oMEmE

e[~ SENS Biz Message - 71712 B = BIAIE| . G527

- Q Filter Subnet N2 RHE, v T8

Route Table 0|5

| m@subne 2 || Rowes## || RouteTable Al |

Route Table 018 Route Table ID VPCOIE e Subnet F# 53 He

nep-fin-vpe-dev-default-private-table 37530 nep-finvpe-dev . 285 A WPC [ncp-finvpc-dev] default Route Table for private Subnet ~

nep-fin-ypc-dev-default-public-table 37529 nep-finvpe-dev o BE5 = WPC [ncp-finvpc-dev] default Route Table for public Subnet v

S ouns
Route Table 9} & (1D) riepefinevpe-defauli-private-table (36988) WPC 0|8 fefinvp
%48 Subnets 1
Subnet X/ {2 Me

e BEE

Wiz 2y

VPG [riepfir-vnc] default Raute Table for private Subriet

nepfin-vpc-default-public-table 36987 nep-finvpe: ® 835 39 VPC [ncp-fin-vpc] default Route Table for public Subnet v

ESPS|

| 1% 2-5-7 | Route Table &%

® (FFSXIHBEIAAR]) 7HSAHEO oSt Q1E41(0.0.0.0/0) Routing B2E NAT GatewayZ

MY %E%HH_l |:|-.

A6t NAT Gateway HH23

Route Table €% | nep-fin-vpe-default-private-table

| 12 2-5-8 | NAT Gateway ZRE ¢l&t

Destination Target Type Target Name
Input the |P address - JERsbE - - - eS| - -

1P F HE N Ty ey sefmo| MEE O

B 0.0.0.000 4= Logal, NAT Gateway £

0.0.0.0/0 NATGW nepin-natgw n
152.168.0.0/16 LOCAL LOCAL

o 3
|8t Route Table &% OflA|

83




@ Korea(finance)

@ (PRt

@ Korea(finance)

Server.

Bare Metal

Server Image

Storage
Snapshat
Public P
Init Script

Services

% | B serer QW

® Publictp

9 Bare Metal Server

@ AutoScaling

@ Cloud Functions

ication Servic

& Geolocation
B Simple & Easy Notification Service (@UBdaie
@ Cloud Outbound Maler
of AP Gateway (U

kehain

@ Blockehain Service

B Resource Manager
& Web service Monitoring System

& Cloud Log Analy

HE|A|AH) ‘Network Interface’ B2 &0 AR |

Server / Network Interface

Network Interface @

AE o Yot

Network Interface 01§

nie-560304 (560304

nie-560303 (560403)
nic-544247 (544247)

ic-544244 (544244)

|2

w

s K=
[=]

ST

Containers
& Container Registry

Neloud Kubernet

Cloud DB for MySQL (QURGE
Cloud DB for Redis (S
Cloud DB for MSSQL  (QURERED
Cloud DB for MongoDB (ISR
Cloud DB for P

Database Migration Service

AFNAVER AP

1 Recognition (

Korean Name Romanizer (De
APTCH
ShortUR

Search Trend

Live Station

fop iz ] v

Z0F &&

L QD

 Update.

Server

EE

T—OTT o

Object Storage
NAS

Backup

App Safer
File Safer
Web Security Checker
App Security Checker
System Security Checker
ven

curty Monitoring. (@SR
Compliance Guide
Certificate Manager (Ui
R —
Hardware Securty Module

ity Watcher (@iadiie)

Neurocloud

Migration

Data Teleporter

Network Interface O/F +

E: vee Subnet UL
s A=z nep-firipe nepfin-pri-sn | FKR-11192.168.1.0/24 Private  ethd
o uEE nep-finvpe nepfin-pri-sn | FKR1192.168.1.0/24 (Private  ethd
° usz nep-firvpe nepfin-pub-sn | FKR-1|192.168.2.0/24 | Public  ethd
® 4E3 nep-finvpe nepfin-pubsn | FKR-1 | 192.168.2.0/24 | Public  ethd

AH2 1P

84

ol

12k OflAl

r

QCZATEIMH|A HOF T

FOM 2. HERZ

Load Balancer
DN (Deprecated)
Global O

Managed Psec VPN

Cloud Connect

Papago Translation
CLOVA Chatbot

/A OCR

Search Engine Service

Cloud Hadoop.

SourceCommit
SourceBuild
SourceDeploy

SourcePipeline.

Q Filter |-
CEYS HE M

19216817 nep-fin-clouddb-00: e v
192.168.1.6 nep-fin-clouddb-001-2ayd v
19216828 finauburutest v
19216827 finintest v

e



=852t | Naver Cloud

@ (FHSXIAZEAAR) ‘Public 1P &2 230|M S¢1 IP sigs HESLCL

Server / Public P s a
Public IP @

4B ol 2 X tgee < yzay ~

zap A HE olAHA 2 9AHA VPC uzelip L=

19216827 v

4 o 3% fin-ubuntutest nep-finvpe 19216828

Snapshot
Public |

Init Serlpt
Network Interface

ACG

APIZ 53t NAT Gateway 74

@ (API(CLI)) ‘createNatGatewaylnstance’ APIE Sdf NAT GatewayS A gtL|Ct.

F oAl

GET https://fin—ncloud.apigw.fin—-ntruss.com/vpc/v2/createNatGatewaylnstance
?regionCode=FKR

&zoneCode=FKR-1

&vpcNo=***(04

&natGatewayName=test—***

&subnetNo=***28

&publiclplnstanceNo=***25

— OE.I- O;”Al

(createNatGatewaylnstanceResponse)
{requestld)4475d78c-4¢27-4404-807d-7b0b645bb127{/request|d)
{returnCode)0{/returnCode)
{returnMessage)success{/returnMessage)
{totalRows)1{/totalRows)
{natGatewaylInstancelList)
(natGatewaylnstance)
{vpcNoY***04</vpcNoy
{vpcNameptest—***(/vpcName)
{natGatewayInstanceNo)***734{/natGatewayInstanceNo)
{natGatewayName)test—***(/natGatewayName)
{publiclpy*** *** 109.101¢/publiclp)
{natGatewaylnstanceStatus)
{code)INIT{/code)
{codeName)init{/codeName)
{/natGatewayInstanceStatus)



https://fin-ncloud.apigw.fin-ntruss.com/vpc/v2/createNatGatewayInstance

=820 48 ScREAREAHA 2Ot 2| UM 1 2. HERS &2

{natGatewayInstanceStatusName)&H|E(/natGatewaylnstanceStatusName)
{natGatewaylnstanceOperation)

{code)NULL{/code)

{codeName)NULL OP{/codeName)
{/natGatewaylnstanceOperation)
{createDate)2020-08-07T16:05:52+0900{/createDate)
{natGatewayDescription){/natGatewayDescription)
{zoneCode)FKR-1{/zoneCode)

{natGatewayType)
{code)PBLIP{/code)
{codeName)Public{/codeName)
{/natGatewayType)
(subnetName)v-kr1-pub-natgw—***(/subnetName)
{subnetNo)***28(/subnetNo)
{privatelpy10.0.%** ***(/privatelp)
{publiclplnstanceNo)***25(/publiclplnstanceNo)
{/natGatewaylnstance)
{/natGatewaylnstanceList)
{/createNatGatewaylInstanceResponse)

APIZ 53t NAT Gateway 444 OflA|

A A

oor

[ZI771] NAT Gateway AFZ 710|E
[Zf112] Route Table At 710|=
[2113] Network Interface AtE 710|=
[2104] Public IP AFE 710|=

[ZI115] NAT Gateway A4 APl 710|E

|.

Nl
ol

0


https://guide-fin.ncloud-docs.com/docs/networking-vpc-vpcdetailenatgw
https://guide-fin.ncloud-docs.com/docs/networking-vpc-vpcdetailedroutetable
https://guide-fin.ncloud-docs.com/docs/compute-server-networkinterface
https://guide-fin.ncloud-docs.com/docs/server-publicip-vpc
https://api-fin.ncloud-docs.com/docs/networking-vpc-natgateway-createnatgatewayinstance

=852t2 | Naver Cloud

s 7= g

HEQI(4ste S) ¥  S2ARE MUIAS Saf 735t HEXT Y| tish 71X HES
1M HE 2851010} SiCt.

o\ My

ro
o

o SSC UEYT TR AHIA B FHO| Tt BN 02 F7|HO2 HEGI00}

— Of|A]

1) Yk Jgf;w Bt F7|H HE 2

3) E°f1+01| et &=

2 M

g82At H MAE8YAe U0 22 SHENM HSoke S2RE MH|IAS Sofl F1eiet

HERS S0 CHolf =7|X HEE Y
- 2. HEYZ &2 20f L LIRS Es6i WA gakE NACL, ACG(Access Control
Group) SO CHall ZHE

S\ AT A

o [&111] NAT Gateway AF2 710|=

o [&12] Route Table At 710|E

o [&113] Network Interface A2 710|=
o [&14] Public IP A2 710|E

o [&115] NAT Gateway 24 API 7{0|E

87



https://guide-fin.ncloud-docs.com/docs/networking-vpc-vpcdetailenatgw
https://guide-fin.ncloud-docs.com/docs/networking-vpc-vpcdetailedroutetable
https://guide-fin.ncloud-docs.com/docs/compute-server-networkinterface
https://guide-fin.ncloud-docs.com/docs/server-publicip-vpc
https://api-fin.ncloud-docs.com/docs/networking-vpc-natgateway-createnatgatewayinstance

3.1.
3.2.
3.3.
3.4.
3.5.
3.6.
3.7.

ScRE AE #Het e
=]

O|gxtE 25 +H 20
=]

QINHZ AfZH e Al A 22
S2ARE TR B AAY

—_

S2ASC JHMRIY B2 AlAY

A HlLHE TR 4

SME EMH B2 AE H

©D

o N
OlA
ital
00

1 i




AlHHS iES L2
3.1 SURE A At 2E] Z2IRE AH|A 012 A F U Asiof| L2} APdS &a2lSio{0F SiCt.
o\ Mg
o SEOCE 0|85t AXIR0] 9T U W MfEt ANS HRI5H00F Bt

o 2 MY B Hex. ZE JIEAE )2 MHIA 2F0| 2&8okK| p010F SiCt
- G|
1) HS0| QUL AJHIA0 Cioh BRI H3H0] RS 2P, M2 ANS 44510 LRs HEIS
2Of3t 3 28
2) OIMOoZ HIEA| XX 2£ 7IJANE 0123I00F 5H= £ MH|AS] HAR0=, MFAS &7t
Ol WAlS TEISHL 4 IP Y B7|9] MAC AddressS HIt St S 2Bk HOIBHY T4
o\ 22 A

o o 2ARE SSEQ THIAHEBEMNARMEHRE 25) A2 HUAEDL MEAFO
MU HAZS 7HIAEEZAARS BE Hets ERE AHO2M AFel 2/d8
= Al 7HSAHEO| =TSt o OIS ER= L.

I:I

4 Qo2 Rl Y
A2 BIRYS XIS B OIZSIT Bsts BE iHS 4¥oks AHOIN, AISXI

2 >x 40 rF

FAYO| M2t z[AeH0| Hets 204ol0] JhfAES Lheloft{0F BTt




TREAHIA HoF 22| HIM

=8=0f 48 2L

kA, UIO|H S2HRE Z3Z0ME= Sub Account AES Salf HIQIAIH S0l 0421 742 ME
= Zodels SM R Zelotd HAEE ASSHA| ¢

AES Yot AEAe] EFE
2|7t 20 4R0= MFARL 22

=

=

off 7tAHE H

Holdl O, BS0[et Akz2 HEl AZE & : [
AT JHRFEEEAARI Ot 27921 Jis IPOiYet ©H7|9] MAC Address

L.

-

Off CHet 22telEE ZAsott{0

Services

CLOVA OCR

Sub Account 4!

90



28592 | Naver Cloud

@ (FIAXIBEIAAR) ‘Sub Accounts’ — + A2 A MA'S Sdlf 7HaRtY 22| A™S
YL,

e Sub Account / Sub Accounts Pe s g
o pLatronm Sub Accounts ©

ERCUEI Q0 v
AgRIY API Gateway ¥ Access Key At8 &

22elopolc) B2 A 2 oy +0 IS AS B S g4 2K IE Mg ofR 23 T4 YA (UTC+09:00) 44 YN (UTC+09:00) +

nepfinsubuserl 2 v v o 483 w09 199 S n8E 2024-05:2417:33:50 20240411 14:21:56

| IR ST-2 | MEAE i G

@ (rSRpEEAA) ME AY 42 2ol ‘2201 o0, "AMEAY, H2d
A-ll:l 7:||I'|° A %‘dl-l__“:_'-_

o
mjo
nx
oA
_O'y
=

Sub Account / Sub Accounts Pa s a
ME A MM gzs e s wsn,

ME A YR
(cEr YR Ys)

=239l opolc] ® nepfinsubuser2 214 37, 20k 607t
Argrie 2oz |4 2%}, 2|cH 30K
ojoiigd
e 2ay2
A A0 2E0l T2 4 9l AslS B
AP Gatewa)

24913 g4

ol

P
0/300 bytes

EIlH|UHs

(vu4 22 ¥s)

PR Oxs4y =Y

HIYHSE AEO2 YHBILICH XS HAE bl

= 4 AlZlolet solgt 4 ULick

sl A YHE NE AFEOR 2|x 291 Al HIYHSE HHSIES QHARILIC

| IR ST-3  MEAE Y G

91



ZLEOF AR ZRIQCZOEIMH|IA HOF TE| AN | 3. AN U HSH T

@ (FrSRPATIAAR) MEAFO et et AEE flo MEAY(ZIQ 0f0|T)E SELIC

e Sub Account/ Sub Accounts Pa s g
ol pLatronm Sub Accounts ©

sBHwIwl B o MEDE v

2aglofole v Q20 E v

Aen API Gateway & Access Key A8 2
239lopole) sy AY 2 oy +0 IS AS 2 aAS g 24 IE A 0l A5 T4 YAl (UTC+09:00) 4 YN (UTC+09:00) +

nepfinsubuser1 #ael v v ° NEF 40 19y e ABE 2024-05-24 17:33:50 20240411 14:21:56

u
U
w
LN
|
=N
4
Ol
Mz
ox
fujo
d0
ret
2
o
=
2
%
2

[y [ -y =0H-d
Sub Account / Sub Accounts Pe e a
M A g Ee
+3 uizys
ME A" PR
D 69dch760-f7¢3-11ee-ab36-005056a79369 @& NRN nr:FIN:IAM::3197934: 760-f7¢3-1 b! 179369 @&
e 2024-04-11 1421:56 (UTC+09:00) TN 2024.05-24 17:50:30 (UTC+09:00)
=2910j0lc) nepfinsubuserl Agn Zow
ey ozl
ERCETES IS S 24 L3R
2595 g4 2% 25 A ol woiTRkE  Cum ARt
= Ag R ERT] 2024-05-24 17:33:50 (UTC+09:00)
API Gateway T M2 7Hs Source X2/
AccessKey M U4 © w09
L
£l Q
Ty - e eSS st el ECEn
ES EEUCER T

| IE S5 MEAEY Het 83

92




28592 | Naver Cloud

©® (rSXPATIAAR]) 22 ZAH M ME AY E BQ3F NCP 4Z Hots 7t gt

34 57t x

MY Server Q ot Mula HM0IE sl FUAIR v 20704 E7] v

ARt Hel m
M gy Y Y et Ael =N
NCP_FIN_VPC_SERVER_VIEWER VPC 7|t Server 42 U S5 27|, £3| 7|52t 0|8 + Q= .. SYSTEM_MANAGED ® Allow 2019-07-30 18:34:25 v
(UTC+09:00)
NCP_FIN_VPC_SERVER_MANAGER VPC 7|t Server 4 U RE 7|58 0|88 4 U= At SYSTEM_MANAGED @ Allow 2019-07-30 18:34:25 v
(UTC+09:00)

<<<>>>

o ot 2B 9o of2te] ALS S0 WAl HK FES HE) FUAIQ. BE S 2718 Z20jE ol HEA| Fols) FUAIL.

X FHa

| 1E 516 1 MEAFO Tt Server ofE 22| Hot AF OflAl

@ (OFSXrEEE|AAR) MEAFN 2T NCP 22y FHs It

Sub Account / Sub Accounts Pa s a
HE A Mg Ee

ME A "2

) 69dch760-7c3-11ee-ab36-005056a79369 @ NRN nm:FINAM:3197934: 60-17c3-11ee-ab 5679369 @
P 2024-04-1114:21:56 (UTC+09:00) SEUN 2024-05-24 17:50:30 (UTC+09:00)
27¢elofolc| nepfinsubuser1 ASRHE i)
e ol
232 HjUHs HILHE A U L AEE]
24 ol gM 24 91 A2 0 TS O MY Ale
2 A HEPS AN 2024-05-24 17:33:50 (UTC+09:00)
API Gateway E M3 7Hs Source Z2]/H2
AccessKey Al8 24 @ 09
=2

3F  AccessKey
seansst || wgawst | o B Q

Ny - kLR N |Y EL] Rl

I NCP_FIN_VPC_SERVER_MANAGER VPC 7|t Server A% L RE 7152 0l2% + 2 SYSTEM_MANAGED ® Allow 2019-07-30 18:34:25 (UTC+09:00)

VR ST MEAE B et 20 2= oAl

ol

% NCPO| Hol=l #HSYSTEM_MANAGED) @ M8XH 82| HHS
1

AIEAH ZO| JHE AlEots EF oF B 7RIAHE Hiy & A et =27 A

93




B0} 48 SALCHEYMHIA HOH 22 & 4

Kl

M 3. AH

na
4

r
o
rH
1]

HIAAZ cHgt 711 T X B2 18 IP Mt H

ol

@ (FHLXIHBBIAAE]) ‘Services” — ‘Sub Account’ AZS MEHSH|CE

@ Koreafinance)

@ Cloud Securty Watcher

@ Ncloud Kubernet

Services

Auto Scaling

A Cloud Functions.

GeoLocation

Simple & Easy Notfication Service  (SSHiED

Cloud Outbound Mailer

Blockchain Service

DRNOY

9 D D

T

Container Registry

Neloud Kubemete:

Cloud DB for MySaL @
Cloud DB for Redis (UMD
Cloud DB for MSSQL (D

Gloud DB for MongoDB

Object Storage
NAS

Backup

Web Secuity Checker

App Security Checker

tem Security Checker

SSLVPN

ity Monitoring (UGS

Compliance Guide

@  KeyManagement Service (HED

Certiicate Manager (iR
WebShell Behavior Detector
Hardware Security Module:

toud Secur gt

d Balancer

DNS (Deprecated)

Global

Managed IPsec VPN

> Cloud Connect

Papago Transiation

CLOVA Chatbot

CLOVA eKYC

Search Engine Service.

Cloud Hado

Cloud Data Stresming Service

CON# (Domestic)

Neurocloud SourceCommit

Resource Manager ; SourceBuild
rvice Monitoring System

& i SourceDeploy

Cloud Log Analytic V0D Station . Data Teleporter & < SoucePipeine

Media Connect C

Cloud Insight (Monitoring)

Sub Account A= MEH

@ (rXtEEAA) 25 T HAY M8 — AY 'S S=ot HoH S24RE

SHlE 229 AE e HOoX|of &g

S P33 B @ Ocou

Sub Account / Su

Sub Accounts ©

BT PPN weciwow) @ o MEDE v 4 SENS Biz Messace - 3712 Ay
Cloud

2a00000c] v ncpfil e g

@ Korea(finance)

Hew AP Gateway ¥ Access Key 48 2

=gl ofoic] e AN 2 o +0 B AE U 28915 84 AtABABOR A TEUA (UTCH
curity Watcher U
aaa v v o A8E g 199 s NgE 20240524 173:

@ Neloud Kubenetes Service

& Sub Account

Dashboard

Groups

Policies

Roles

HAAZS AE & dH

94



28592 | Naver Cloud

@ (HolH S2ARE SHE ZE) MRl AH YL +HS floh HIZHS St 2Kt IF5S AL

-. ('Z'LAC‘)IUE[:‘PLATFORM@ A &M 23 DX DiEY  Jlo|=ME

olgaz| Az 2| Lol BojLie 32 B8 U0l o 22| EH0I8 e

A &2

slgllo] Fi S S 9lo{of ChA| 3t ¢ 2016 FAP7| BRILICH

oto|c| @ ..com

SR HILHS (24 HIYHSE Qs FAl2

27 QIE (1) 2R QIBHIEE Qletsl FMI2 olzus Ha
&l

VR S0 HAE 8 flet HeE

@ (Hlo|H 22RE ZME TH) ‘|P Address &2 — FIF
PO S %%*QIEFLIEL

ﬂllﬂJ

Soff HAF0l 27121 Jkset

NAVER = 3 -t
B A JAxe  mEH  JOIEME  OjojHoIX]

ojgaz| Az 2| Lto| 2oluhey 3 B UFY oY Eckc o8 g

semE Wy Hws EE MAC Address 12| VPNAR R mEnmE EotMY  ARwd ozvimel  slgs

IP Address Zt2| QLY

-SSLVPNOLA 48 518 PRRE U2/ Slo0) TS o{i IPE $E2 SR or nE Ha0lsigElit:

1= Z[c} 1071 7HX| S20| 7K53101, SiLIElE S50| =l SEE 1poj 85 F20| SBEILIC

-Sub Accounte) SSL VPN ol ) 4750l T2} 518 S XIEHE 4 oL | mSIFAIR. ) -
- IP Address / CIDR 27| =t 70|= HIZ 77| (7 7 x5 £

IP Address (MAX 107H)

AR

IP Address 17 0|24

No. IP Address #24 0|2} WE A W YAl

IR ST HIAE =230 1P A GiA

95



=820 o8 SREAREA A Hot A2 UM 0 3. AE J et HE

® (40| 22IRE SHEZ TH) ‘MAC Address &2 — ‘FIFE Eoff HQIA4™0| 279l

tset ©2E7|2] MAC Address& E2lgfLL.

E2&

A 22

SlEE W H|ZUHS HY MAC Address 2t2| IP Address 2| VPN AH 22| oEL #2| Hot My AFYZ QIx7| Ha| 3l et

MAC Address 22| QHff

* SSL VPN2 MAC Address?t SZE| 7|7 |0l M2t T£0| SIBE|H, MAC Ac |cH 5717kK] S50 7hs LIt
MAC Address (MAX 57H) L=} 2|
#cH 25%} A

MAC Address #7 0|

E
o
=
o

£
o
e
=

No. MAC Address 12 0|2
HIQIAIN ©2t7| MAC Address M8t GilA|
APIZ S5t MEAH 44

@ (API(CLI) ‘sub-account’ APIZ E5{ AFRA} 8 MEANS AMASHICE

- 2F OAl (API)

POST https://subaccount.apigw.fin—ntruss.com/api/v1/sub-accounts
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“active”: “ture’,
“‘canAP|GatewayAccess”: “false’,
“‘canConsoleAccess”: “ture’,
“loginld”: “string”,

‘name”: “string”,
‘needPasswordGenerate”: “ture
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“success”: true,

“id”: “subAccountld”,
“‘generatedPassword”: “Pa$$wOrd”
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@ (API(CLI)) ‘sub-account’” APIE

QF GIAl (API)

POST https://subaccount.apigw.fin-ntruss.com/api/v1/sub-accounts

- 23 OlAl (Body)

‘active”: “ture”,
“‘canAP|GatewayAccess”: “false’,
“canConsoleAccess”: “ture’,
“loginld™: “string”,

‘name”: “string”,
“‘needPasswordGenerate”: “ture

- S WAl

“success”: true,

“id”: “subAccountld”,
“generatedPassword”: “Pa$$wOrd”
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APIE S5t MEAIY Alx|

™ (API(CLI)) ‘sub—accounts’ APIS] DELETE HAMEZ Edff ME AXES AHIELICE

- 2F G

DELETE https://subaccount.apigw.fin—ntruss.com/api/v1/sub-accounts/{subAccountld}

- SH Gl

“success”: true
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APIE S5t MEAY Hizysl

@ (API(CLI)) ‘sub—accounts’ APIQ| PUT HINEE Eol] AXQ Active LI2I0/HE £X5}104
ANS Z=X| A2 BHZEHLCH

- QF Al (API)

PUT https://subaccount.apigw.fin-ntruss.com/api/v1/sub-accounts/{subAccountld}

- 23 GAl (Body)

“active”: “oolean”,

“‘canAPIGatewayAccess”: “oolean’,

‘canConsoleAccess”: “oolean”,

‘email”: “string”,

‘memo”: “string’,

‘name”: “string”,
“‘useApiAllowSource™: “oolean”,
“apiAllowSources”: |

{

“type”: “string”,
“source”: “string”

“success”: true,
“id”: “subAccountld”
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?regionCode=FKR
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&subnetNo=***43
&serverProductCode=SVR.VSVR.STAND.C002.M004.NET.SSD.B050.G001

&feeSystemTypeCode=MTRAT
&serverCreateCount=1

&serverName=test—***
&networklInterfacelist.1.networkInterfaceOrder=0
&networklInterfacelist.1.accessControlGroupNoList. 1=***63
&placementGroupNo=***61
&isProtectServerTermination=false

&initScriptNo=***44

&loginKeyName=test—***

&associateWithPubliclp=true

& isEncryptedBaseBlockStorageVolume=ture
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@ (API(CLI)) ‘createCloudMysglinstance’ APIE
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GET {API_URL}/createCloudMysglinstance
?regionCode=FKR

&vpcNo=***¥*33
&cloudMysglimageProductCode=SW.VDBAS.DBAAS.LNX64.CNTOS.0708.MYSQL.8025.B050
&cloudMysglProductCode=SVR.VDBAS.STAND.C002.MO08.NET.HDD.B050.G002
&dataStorageTypeCode=SSD

&isHa=true

&isMultiZone=true
&isStorageEncryption=true
&isBackup=true
&backupFileRetentionPeriod=10
&backupTime=02:00
&isAutomaticBackup=false
&cloudMysqlServiceName=test—****
&cloudMysqglServerNamePrefix=test—****
&cloudMysqglUserName=test—****
&cloudMysqlUserPassword=***#**x*x
&hostlp=192.168.0.%
&cloudMysqlPort=13306
&cloudMysqglDatabaseName=test—****
&subnetNo=****91
&standbyMasterSubnetNo=****93

- SH Ol

{
"createCloudMysglinstanceResponse”: {
"requestld": "ae758cc2-006c-4df5-8ad2-aeefdecta8bf",
"returnCode": "0",
"returnMessage": "success’,
"totalRows": 1,
"cloudMysglinstanceList": [

"cloudMysglinstanceNo": "****890",
"cloudMysglServiceName": "test—****",
"cloudMysglinstanceStatusName": "creating”,

~§§|I:~

"isStorageEncryption": true,
"dataStorageSize": 10737418240,
"cpuCount": 2,

"'memorySize": 8589934592,

"createDate": "2021-05-27T718:00:00+0900"

APIZ E3t Cloud DB AEZ|X| &535} M GAl



=282 | Naver Cloud

g~ Y

09

o [211] Server AN 710|1=

o [&12] Cloud DB A4 710|1=

o [2113] Object Storage HZ! A4 710|=
o [E14] Server M4 APl Al 710|=

o [115] Cloud DB 44 APl At 710|=

135



https://guide-fin.ncloud-docs.com/docs/server-create-vpc
https://guide-fin.ncloud-docs.com/docs/clouddbformysql-dbserver
https://guide-fin.ncloud-docs.com/docs/ko/storage-objectstorage-objectstorageconsole
https://api-fin.ncloud-docs.com/docs/compute-vserver-server-createserverinstances
https://api-fin.ncloud-docs.com/docs/database-vmysql-createcloudmysqlinstance

ISE0F 48 SASCHAGMHIA Bot B2 FIN | 4. Y5 B

\ 7=
gz T S
4.2 AS7| 2| wor £~ AS3} 7l 0|2 Al As7| B2|dorE £2I510{0F G}
\ g

o gzet /s 0|18 Al 27| 2| Yots +~Eott{0F St

- Of| Al
1) KMS(Key Management Service)S Eot &
2) 2ERE MHIA MSAVE &Y MSohs Y33
3) 7| A&7zt 3 Y

7_< T
4) MNE ABEP|S ORGP BHE 4 U= WOt A 5

\ 24 AR
o 40| S2RE Z31Z29| Key Management Servicee= 2S5} 7|19 & S HO ALLI0| AFZX}
Se = AEE ASs} 7(9| HZ4s}, Iﬂ s 4sst 7| A 59| CfRfst 7|58 HMEot
USLILE THef, A0 AS3L 7|9 RE & HOALIIL HHEUS 42 AR &0 ¢33} 7|0
Higdate| 3% A

CHoll SA| HIZAEIE 2851t 2E3} 7|2 AM[GIO{0F BHLIC}. 535} 7|
AEHO] [Ehj—f OIRIEX| M S5} THsoHY, QIS5 7| AMNC| A 72AI7F B T AT At|
OoF=SQ1 MENOIM= 2SSt 7| ARRO| HIGHEILICE

=S o
AR 2 EAALIE oot | ?lot] HOH SR SHBUM= Yoot 7| As =21 HES
ol AU Y2et 7| AE 22 7= 902 Ats STE, 1~7302 Hel Lol AFZAE

136




=852t | Naver Cloud

il. 9' ngl-klgl-

uo
foi

@ (FMSXIHBRIAARD) ‘Services” — ‘Key Management Service’ =S MERSILICH

Services

iner Registry

Neloud Kut

Global ONS
& Cloud Security Watcher

Managed Psec VPN
@ Ncloud Kubern

Cloud DB for Rec > App Safer Cloud Connect

Cloud DB for MsSQL QD

Cloud DB for MongoDB (D ) ety Checker

D D D O D

ity Checker Papago Translation
GeolLocation ¢ L ecuity Checker & CLOVA Chatbot
Simple & Ea ation S¢  tpae. Y @ SSLVPN ¢ CLOVA OCR

Cloud Outbound Mailer ANAYER AR % Security Montoring QU

Search Engine Service.
urity Module: ot Hsdoop.

S p— B Cloud Data Streaming Service
CON# (Domestic)

Neurocloud SourceCommit
SourceBuild

% SourceDeploy

Data Teleporter SourcePipeline

Cloud Inslght (Monitoring)

®
’\T
_>F_
.|;.
it
=
>
o
o
]
0x
for
n|
0z
0o
Ol
Jon
M
i
L
_O'ﬂ

1l 7| Higder g S

Pe s a

o
Nﬂ

o ok B3 o Mz 3y v

345 88 7| oj#f 87|

7IolE HE 25 B L] Rty

nep-finkmskey T A }82024.05-03 2024-05-02 14:16:43 {UTC+05:00)

71 Tag g 10 t F1430E7¢1 0204262198 08602 A5 mE [ @)

Y u=s B 371 (HE ETY) Edit
] E ME

WHHE

o2 Edit

st 7| HIEgst

@ (rXIEEZAAR) H] 2gstE Yot 719 ARBSAl SEE QUL

7lo0lE B3 aE 8= EE

nep-fin-kmskey /=%t o MEEX| (X2 A 0|H gi8)

22t 7|9 Higdat HE Gi|Al

137



dsst 7] AX|

@ (FFAXFRABRIAAE]) ‘Services — ‘Key

Services

Container Registry

d Kubenete

2
@ Cloud Securty Wtcher

@ Ncloud Kubernet
Auto Scaling

@ Cloud DB for MSSQL QR
A Cloud Functions. re 2

Cloud DB for MongoDB (D

GeoLocation
Simple & Easy

fication Service (@

Cloud Outbound Maler

Blockchain Service

CON# (Domestic)

Live Stato
@ VoD station

B vedia Comect

Cloud Inslght (Monitoring)

Key Management Service &

@ (CrSXIEEZAAR) AH| Y Y2t 71E

Key Mar

Key Management Service @

ME O Lol B

£
7
=
&
o

3| ofet 57

0z

3|08 Ll

nep-finkmskey

Management Service’

Object Storage Y @ e
NAS o Load Balancer
Backup DNS (Deprecated)
Global
Managed IPsec VPN
Cloud Connect

File Safer
D Web Securty Checker

App Securlty Checker Papago Transiation
tem Security Checker CLOVA Chatbot
@ ssLveN

ity Monitoring
Compliance Guide

Key Management Service (U

Certificate Manager @8

curlty Module

id Security Watcher (D

Neurocloud SourceCommit
& SourceBulld

SourceDeploy

Data Teleporter SourcePipeline

IT

Po 5 o

ug un

7 Tag

i gws

2 Edit

s EH

3H 37| (S HHY)  Edit

IS

223t 7| AH|

138



=852t | Naver Cloud

@ (rXIEEZAA) A23 719 MHUY SEE 2AUTLITE AMOIIE HE2l Yet 7=
72M2t & SAXOZ AKIELIC

7|05 HS *F 8 AEj

nep-fin-kmskey o AHOIE (215 AH) RS A

d=st 7| XS 2 HE

@ (FHXIEERIAIAR]) ‘Services’ — ‘Key Management Service' &S5 MEHSILICY

Services

SSLVPN

8 8 0 @ 8o P B 2

@ CrXrEEAA) M=22 Y2st 7| dds !l '+ 7] dd's S

Ky Msnaigerment Saivice Po 5 o
Key Management Service @
HEC gory| 3 fo R =gt v
7lolg L2 8= A A Uxt
nep-fin-kmskey Yrmzet @ AE7ES (212 AHB2024-05-03 2024-05-02 14:16:43 (UTC+09.00) >

(UTC+09:00))

139



=30 48 SREAREAHIA Hot 2| UM 1 4 YST| &
@ (CrXrEEAA) 7] 4o HANM Y28t 7] AF 21FS 2dsfolo] Falgt 1™ 7|0f
et fzst 719 dils Aset U,
Pe B g
<] 7| A
I8 pfin-kmskey
= 712 L HSM
=23 O (AES-256) w92} : 5 (RSA-2048 ¥/ HS (ECDSA)
REd fY 48 olm ( ergent Encrypti
R AE B
1 %7)
IS
23t 7| XS 2™ HE OA|

=2} 7| Y

set
(API(CLI)) ‘createCustomKey' API

mjn

API

- 2F G

"1 ture,
o

requestPlainKey
APIE &3l

"bits" : 256

ook

1 A
111] Key Management Service A2 710|=
2] Key Management Service APl AFE 710|=

(&
[&a
[ZI13] U535t 7| MM APl AR 710|E

A

OflA]



https://guide-fin.ncloud-docs.com/docs/kms-use
https://api-fin.ncloud-docs.com/docs/security-kms
https://api-fin.ncloud-docs.com/docs/security-kms-createusercustomkey

sige T S

ASI| MH|A E2|X} HSH Z2ARC UST| MHIA OFR A] BEIX}t HSH2 2|AQIRI0H| Fofol
SH DL|E|Z5}090F SILCL.

\ M

=

o SERE 3 U US7| 2| MH|A(ex. KMS) 0|2 Al YS7| AMHIA HZXF HEHS MG
EX|ot0{0F St

o2

- OflAl
1) ¥27| #2| MH|A (Xt HE2 ZAQIHNH ROt FOHAZ0)| Thol A2 LEZ
2) MEXE ddsks 2 7|0 UoliMe 2ElXE S XEE 4 UA0{0F otH, 2H 220 Effﬂf

zacto] Het B0 5

—

\ 224 A

o 4o —E‘Ef—‘?—E E1EZ9| Key Management Servicee AE &2 AEQ1 Sub AccountE
= HSHS U AA™E £ JUSLICE Sub Accounte 2| 2 2F Ast
’é‘ﬁo e 22|™(System Managed) M2 ALEXH HO|(User Created) MAS XIZoHH,
we|Xp Hets 3"—I orol ME AFHOA ROol1IAt oh= 8%, AIBAL Hol HMs Soff 58 ¥=st
= 58 ME AZ0AZ 2o %ﬁ'—lﬁf.
0|7'Ha.:1, EY ME AFA BoE &KXt HeE2 Key Management Service?| 7| 0|18 EI['E
A

Sof =t 7| 25 0[5 EUHE & & UsHH.

141




Ydss} 7| @ 22Xt X1

Services

& Container Registry
@ Koreaffi

#* @ Neloud Kubemetes Sen

2
@ Cloud Securty Watcher
forysaL
@ noloud Kubernetes Senvice
Cloud DB for Redis

Updte

Auto Scaling

Cloud DB for MSSQL (QUEEEED
ioud Functions s

Cloud DB for MongoDs @

@
o

@  Cloud DB for PostgresQL. (EEEED

GeoLocation &8 Database Migration Sevice

e & Easy Notification Service (U

Cloud Outbound Mailer

Blockchain Serv

Manager
ice Monitoring System

& Live Station

Cloud Log Analytics @ VoD Station

i Insight (Monitoring)

@ (IURRBRAAL) MK HO| A s

o1 O

Sub Account

Policies

yECgll B O M2DY v

@ Korea(finance)

(FMMXIIBR|A|AE]D) ‘Services — ‘Sub Account’

App Safer
File Safer

Web Securlty Ched
App Security Checker
System Security Checker
SsLVPN
)
Compliance Gulde

Key Manzgement Se
[ y—
Shell Behavior Detector
Hardware Securty Module

loud Security Watcher

Cupas

Data Teleporter

>
()
nuly
I

0

N
oy
3
om
>
o
[>
HT

o]

10
ol
===
_U"
S
o)
D
U)q
|
e
0%
1z

vee
Load Balancer

DNS (Deprecated)

Cloud Connect

Papago Transiation
CLOVA Chatbot
CLOVAOCR

CLOVA Speech @RS

CLOVAeKYC (@D

Search Engine Service.
Cloud Hadoop

Cloud Data Stresming Service

SourceCommit
SourceBuild
ourceDeploy

SourcePipeline

Pa s a

Ubuntu 18.04 A/#{0[OIFI(0S) B3

loud Security Wat

ud Kubernete: ”

Dashboard F

Sub Act [ ECURY

Groups L c

B::45¢7>>»

AR HOl B A

142

-1 OO

Q  aEmus 2074471
A8 el HA (5)
L Y e EEETI
Notification Reciplent M| L4 52 SYSTEM_MANAGED. o Allow 2024-01-2519.07.44 (UTC409.00)
£l A Notification Recipient AlH| U] 2 7 SYSTEM_MANAGED o Alow 2024:01-2519.07:44 (UTC409:00)
VPG 718t Control Panel AH| ] %21 SYSTEM_MANAGED o Alow 20240112 16:54:57 (UTC409:00)
! VPG 7]¢t Control Panel M| 14 SE 71 SYSTEM_MANAGED o Alow 20240112 16:54:57 (UTGH09:00)
z VPG 7[2t Cloud Security Watcher Al L 8 7152 SYSTEM_MANAG! o Alow 202311-23 18:34:31 (UTG409:00)
VPG 712t Cloud Security Watcher At Lj 2E SYSTEM_MANAGED o Alow 20231123 18:34:31 (UTC+09.00)
Neloud Single Sign-On AfHIA Lj 2| 712 018 4 SYSTEM_MANAGED o Alow 2025.04:20 18:25:35 (UTC409:00)
Neloud Singie Sign-On At U SYSTEM_MANAGED o Allow 2025.04:20 18:25:35 (UTG409:00)
) g NGHAT VPC 7l Database Migration Service Al L 2 SYSTEM_MANAGED o Alow 2023.02:23 225629 (UTC409.00)
| : Pinpoint Cloud 4l Lf SYSTEM_MANAGED o Alow 2022-11-2218:56:57 (UTG409:00)
Pinpoint Cloud AféI 4 2 SYSTEM_MANAGED o Alow 2022-11-22 18:58:57 (UTC409:00)
VPG 7J8t SSLVPN AJHIA L £2) 71351 O[B! 4 2ii= 20 SYSTEM_MANAGED o Allow 20221122 18:58:57 (UTC409:00)
AN Papago Translation Aftl4 SYSTEM_MANAGED o Alow 2022:0818 20:32:19 (UTC409:00)
Media Connect Center A 1f BE SYSTEM_MANAGED o Allow 2022.0818 2026:48 (UTC409:00)
MECT_CE SYSTEM_MANAGED o Alow 2022:0818 20:26:48 (UTC409:00)
SYSTEM_MANAGED o Allow 2022:0421 2055111 (UTG409:00)
) SYSTEM_MANAGE o Allow 20220421 205111 (UTC409.00)
! VOD Station AfblA L £ SYSTEM_MANAGED o Alow 2022:0421 20551:11 (UTC409:00)
NeP £ VOD Station Afé2 L 2E 7158 Ojg2 ‘SYSTEM_MANAGED o Allow 2022:04:21 20551:11 (UTC409:00)
) . Cloud Data Box Al L 23 7150} SYSTEM_MANAGED o Alow 202112:21 191218 (UTGH09:00)



28592 | Naver Cloud

@ (HTIERRAAY) B2 N
3t 90l siols M A

Me BIES B

e

AEHSHLIC

AH|AN| Key Management ServiceE

CE, elar XA ] E3S gdefoll 2las

Sub Account / Polices Pa s o
k<L RV QTERS PO
e
(useaw)
Buge
EER T
p.
0/300 bytes
N HB Y
S MBY hYS MM FYAR (U4 YA BS) A4 geie|
KA Key Management Service
uy® w2 (6) v mAl
g Ae (31) ~ EAD|
Resources * Mest AN 2|44 X0} SLICt BN D 2j4A7} X|Hs0] YaLic
alsac alaa Ty ohy pres T
Key A «© alan g
Hg oy
8 B UHRILIL, S1L 0l SSS0| ojo} S B + ASLICt
4
Hela auy aan
EBIE HO[E} gtELIC
< FHa

| 1% 4-3-3| &

@ (FHSXHA

5t 7| ma|kp A5t

Hel 23 oAl

BRNAY) £ 2155 7(0] e H2IXt HEH HOIE J5H U535 7| 2lAA BE0I
£ Y28t 7|2 L.
Key 2|24 1™ x
o= = v
EESSS 21 NRN =)
SSE Hlo[Et gtsLIch
XPE 2AA (1)
EE=] 2™ NRN =i
nep-fin-kmskey 28 nm:FINKMS:3197934:Key/1839-30414
X Fa v Hg

| 3% 4-3-4| %

o535t 7| A

143

XIE GAl



® CISRBBZNAY) +EHS Oy F7F

3820} 48 2ec

E_ —
=2/t

HE

mjo

HAREAHIA HOF #Ha| FHIM 1 4. YST| H2

Sub Account / Policies

B MM yzezas wsaun

Y

(smao s

Lk

M HY

e B, (VB4 2 BR)
MHlA® Key Management Service
e 7] st (8)

2 st (31)

il

Resources ®
2lan el
Key
H iy
HAUE Y ORI Siit o] SEEiof Slofop S WaEt 4+ UgLict
A
Hula oz

&
0/300 bytes

v OEAD|

~ A

S AR 2|AAS X0} BLICE B HOR BE 2|AAT XIFE|0] YBLICL
2laA X1 e

XEER

EIPeN

3| E dj0[E{7} gl Lict.

< A

Po e o

B geiey|

2laA X1 o

«© 2an ey

| IE A4S0 | B YRst 7] Ui R OAl

® (FISXIEEZIAARD) ‘Services — ‘Sub Account’ — ‘Sub Accounts HIA ARZAL

J?‘:‘
mjo

= = ’ ;
|=|():|o|' A-II:I 7:||I'|—° A—|EHO|-J_I_ HH:' -TJ:I |- E =Hz|5H | ||:_|-
T V= fa o= 1T , = =2"1d-
Sub Account / Sub Ascounts Pa 5 a
[<] MEAE N2 B
A e
© 690676076311 ce-ab36-005056079369 @ NRN AIMFINIAM:3197934:5: 17631 @
bt 2024-0411 14:21:56 (UTC409.00) Y 20240524 17.32:59 (UTC+09.00)
ESEDTE] Agn el
£l oy
ESEIEEES HgeE NS Yt @i
AT M ge oS AZ R T HoeE  C a2
u2aw Hzuaun 20240524 17:35:50 (UTC+09.00)
AP Gateway t 2 7Hs Source Z21/#12
Access Key A8 2% © 21¥
e
El = o=«
sedns || wmanz | il Hne
Ty - LR LR et ey EEET)

70} G| B} 1Lic

|IE 4361 ME A™ 8 K

144



=852t | Naver Cloud

@ CrSXIEEZAAR]) AN FOATH AZAL HO| FHS MEAZY ST

27} x
HMH  nep-fin-kms-policy1 Q AT M|~ 2074 &7] v
EOEEIN a5 ol i (1)
Hy 4 Mgy T RY et M =g
nep-fin-kms-policy1 USER_CREATED ® Allow 2024-05-03 12:33:29 v

(UTC+09:00)

Services

Container Registry 7 Object Storage 2 vee
@ Koreafinance)
Neloud Kubernet = # NAS & Load Balancer

Backup (D % DNS (Deprecated)
2
Global DNS
@ Cloud Security Watcher

Cloud DB for MySQL 5 Managed IPsec VPN

Cloud DB ] * App Safer o oot
Gloud DB for > ¢ File Safer
Clouid DB for Mongo
Cloud DB for Pos ) 2 o 8 Papago Transiation
B Database Migration Service o v @B curty Checke CLOVA Chatbot
cLova ocR
curity Monitoring QR

ANAVER API Compliance Guide

Key Management S
Certiicate Manager (@

ell Behay Search Engine Service.
B Hardware Securlty Module Cloud Hadoop

5 Cloud Data Streaming

CON# (Domestic)

P Neurocloud

Resource Manager

Web service Monitoring System

+ @ VODStation Y Data Teleporter % SourcePipeline

SR Aot ¥ B Media Connect Center
Cloud Activity Tracer

Insight (Monitoring)

145



ISE0F 48 SACHAGMHIA Bot B2 FIN | 4. YST|

el

2|

© (FSXrEEAAR) 7| 0]F 27| HES SR

Key Management Service @G 5 @

Key Management Service ©

YEC Loty B < M3y v

EEERIETER RN BT

JloE HE F 8= Hef A Azt

2024-05-02 14:16:43 (UTC+09:00)

71 Tag Obedd5bB331820f0f176b21 14ade7f pE ) [ @)

2o LEE ELESICEE L HIET 902 (2024-07-31 (UTC+09:00))
Etd AES256 Ri=- 5

HHHE 5 1

W2 Edit

| 15 4-5-0 | &8t 7] O]F E7| GA|

© CrSxpAEeMA) S A28t 7|9 A8 0|2S ZUHERILIL

g o X
P 2UA = Zat A
Console Login 2024-05-03 13:02:38 Change status: SUCCESS ncpfinsubuseri
( 7) (UTC+09:00) Enable
Console Login 2024-05-03 13:02:36 Change status: SUCCESS ncpfinsubuser
( 7) (UTC+09:00) Disable

| 72 4-3-10 | ¢33t 7] A2 0|2 DLIER! oA

146




=852t | Naver Cloud

APIZ S8t MSXH HO| HH My U oz

e

@ (API(CLI)) ‘polices’ APIE Sdlf =2t 7| &2|At B0 ThSE ABAL Fo| YA MgsiLTh.

- 2F G

POST https://subaccount.apigw.fin-ntruss.com/api/v1/policies

23 GIAl (Body)

"policyName": "string”,
"description”: "string",
"permissions”: [
{
"effect": "string",
"targets": [
{
"product”: "string",
"actions": [
"string”
}
"resourceNrns": |
"string”

- SH WAl (83)

"policyld": "string",
"policyName": "string",
"description”: "string",
"validationResult": {
"details": [
{
"code": "string",
"location": "string",
"message": "string’,
"type": "ERROR"
}

"success": true

FAFRXF O] K MM OA|

o1 OO

>
Y
ﬂJIﬂJ
rOII



"policyldList": [
"string”

"id": "policyld1",
"success": true

APIE &g ME AF B AMEA Fo| 2 &F GAl

A AL

oo

[Zt711] Key Management Service T8t #2| 710|=

[B212] MEAF Hol X 4y 7I01=

(R3] AKX Fol A 4 APl A8 710|1=
[B114] MEAZN Z & APl A8 710|E


https://guide-fin.ncloud-docs.com/docs/kms-subaccount
https://guide-fin.ncloud-docs.com/docs/subaccount-policy-role
https://api-fin.ncloud-docs.com/docs/management-subaccount-createpolicy
https://api-fin.ncloud-docs.com/docs/management-subaccount-attachpolicytosubaccount

=852t2 | Naver Cloud

\ 7|1E
AS 7IE L2
4.4, ASI| &= At 2 8ot AS7| = HeS #2|5t0{oF St
o\ My

I S)2 018XAte] Het & Y0

o
It
N
rT
0\1
1z

[Tt MEotH F0jofal £re[ofo{0F Sit.

— 04| Al
1) 257 22| MHIAKMS)E Edf U57| 5 Al 2X0| Mt Hst 20
2) oIs7| & Ao 0| et PLIHE 2 | AE 43
2 a

o H0|H S2HRE ZMZ| AHE &2| AEQl Sub AccountE ARRoIH Key Management Service2)

A o
oI55l 7|0 CHet HIESHS CIQkSHH MASH A& QALICH AFRXE= Sub Account@l AMXt

|_
H9|(User Created) Mzis St
USULCE ot ME A™HA E0HE S35t 7|9 HeH2 Key Management Service2| 7| 0]
SLHE & £+ JAEHCH

Solf M2 71|JH W oI55} 7| 55 20| M2t Al EES 2oiEt 4
=5

2IIE Soff Y=zl =90t 59 ¥2et 7| 25 0["HE

149




MEAY 8 Ysst 7] SM &

@ (FMIXFRERIAIAED) ‘Services’ — ‘Sub Account’

@ Koreaffi

2
@ Cloud Securty Watcher

@ Ncloud Kubernetes Service

@ (7tSX

Services

FRIEEIAAR]) ALZAL EO

@ Korea(finance)

loud Security Wat

ud Kubernete:

Dashboard

Sub Act

Groups

Auto Scaling

ioud Functions

GeoLocation

e & Easy Notification Service (U

Cloud Outbound Mailer

Blockchain Serv

Manager
ice Monitoring System

Cloud Log Analytics

i Insight (Monitoring)

Sub Account

Policies

B Yl ¥

< M2y

5t

X8

& Container Registry

#* @ Neloud Kubemetes Sen

forMySQL
Cloud DB for Redis

Updte

Cloud DB for MSSQL (D

@ Cloud DB for MongoDB @
o

@  Cloud DB for PostgresQL. (EEEED

&8 Database Migration Sevice

& Live Station

@ VoD station

N8 M2

App Safer
File Safer

Web Securlty Ched
App Security Checker
System Security Checker
SsLVPN
)
Compliance Gulde

Key Manzgement Se
[ y—
Shell Behavior Detector
Hardware Securty Module

loud Security Watcher

Cupas

Data Teleporter

>
()
nuly
I

0

N
oy
3
om
>
o
[>
HT

o]

10
ol
===
_U"
S
o)
D
U)q
|
e
0%
1z

vee
Load Balancer

DNS (Deprecated)

Cloud Connect

Papago Transiation
CLOVA Chatbot
CLOVAOCR

CLOVA Speech @RS

CLOVAeKYC (@D

Search Engine Service.
Cloud Hadoop

Cloud Data Stresming Service

SourceCommit
SourceBuild
ourceDeploy

SourcePipeline

Pa s a

Ubuntu 18.04 A/#{0[OIFI(0S) B3

Q  aEmus 2074471
A8 el HA (5)

L Y e EEETI
! Notification Recipient AlH| 1} %3 SYSTEM_MANAGED o Allow 2024-01-2519.07.44 (UTC409.00)
£l A Notification Recipient AlH| U] 2 7 SYSTEM_MANAGED o Alow 2024:01-2519.07:44 (UTC409:00)
LPANE VPG 718t Control Panel AH| ] %21 SYSTEM_MANAGED o Alow 20240112 16:54:57 (UTC409:00)
! VPG 7]¢t Control Panel M| 14 SE 71 SYSTEM_MANAGED o Alow 20240112 16:54:57 (UTGH09:00)
z VPG 7[2t Cloud Security Watcher Al L 8 7152 SYSTEM_MANAG! o Alow 202311-23 18:34:31 (UTG409:00)
ECURT VPG 712t Cloud Security Watcher At Lj 2E SYSTEM_MANAGED o Alow 20231123 18:34:31 (UTC+09.00)
1 I Neloud Single Sign-On A4 L 2| 715 018 4 SYSTEM_MANAGED o Alow 2025.04:20 18:25:35 (UTC409:00)
L ] Neloud Singie Sign-On At U SYSTEM_MANAGED o Allow 2025.04:20 18:25:35 (UTG409:00)
NGHAT VPC 7l Database Migration Service Al L 2 SYSTEM_MANAGED o Alow 2023.02:23 225629 (UTC409.00)
: Pinpoint Cloud 4l Lf SYSTEM_MANAGED o Alow 2022-11-2218:56:57 (UTG409:00)
A Pinpoint Cloud AféI 4 2 SYSTEM_MANAGED o Alow 2022-11-22 18:58:57 (UTC409:00)
VPG 7J8t SSLVPN AJHIA L £2) 71351 O[B! 4 2ii= 20 SYSTEM_MANAGED o Allow 20221122 18:58:57 (UTC409:00)
AN Papago Translation Aftl4 SYSTEM_MANAGED o Alow 2022:0818 20:32:19 (UTC409:00)
‘ ) Media Connect Center A 1f BE SYSTEM_MANAGED o Allow 2022.0818 2026:48 (UTC409:00)
MECT_CE SYSTEM_MANAGED o Alow 2022:0818 20:26:48 (UTC409:00)
! SYSTEM_MANAGED o Allow 2022:0421 2055111 (UTG409:00)
) SYSTEM_MANAGE o Allow 20220421 205111 (UTC409.00)
! VOD Station AfblA L £ SYSTEM_MANAGED o Alow 2022:0421 20551:11 (UTC409:00)
VOD Station Afé2 L 2E 7158 Ojg2 ‘SYSTEM_MANAGED o Allow 2022:04:21 20551:11 (UTC409:00)
) . Cloud Data Box Al L 23 7150} SYSTEM_MANAGED o Alow 202112:21 191218 (UTGH09:00)

B::45¢7>>»

AR HOl B A

150

-1 OO



28592 | Naver Cloud

@ (FIMXIHRBIAIAE) M3 XL jA MHIAO| Key Management ServiceS MEHSHD, A
P20 w2t HE "o siYots HMS MEfFILCE

HE et (10)

A F7|

subscribeKms
KMS &F 0|8 48 Lict.

enableKey
|| Yes gystetiict

cancelDeletion
7| AH| 282 FAaUCh

enableAutoRotation
7|ol 7t5 lTe gstefct

enableVersion
7lo T HElE Edstefch

enableAc!
7| 2= 7|52 ACLE EietaiL|ch.

unsubscribeKms
KMS &E 0| $iX|E Fiict.

disableKey
7|9| YES HigtgetaiLct

updateMemo
7|9l B2 E Lot

disableAutoRotation
7|9| AtS siFg sigasteich

disableVersion
7|2l BT MElE vl YR

disableAcl
7| 9= 7|52 ACLS Hlghdatgii|ct

createKey
7|18 gdgch

requestDeletion
7| AW 2Fs guch

updateRotationPeriod
7lo| 3|H 7|5 HELCh

rotateKey
7|5 AgLIct

deleteKey
715 B AFELICH

addAclRule
7| = 7|s°| ACLE FFefLich.

deleteAcIRule
7| 4= 7|59 ACLE AfFEfLICh

reEncrypt
(HI)CHEZIS AtESto] n2e etwstpiLict

createCustomKey
RSA, AES 7|2 AF3810] Q0|0 tial7|S Wagr|ct.

createToken
= 7I52 AHg517| gl E2E MHELICL

&4 encrypt
(HI)cHAZ|2 Atg8otol BRE wstaiiict

sign

HICHE7|S AFZSHO] ClOE|E MBI

createTokenGenerator

E322 W] 9l oEIC|0lEI S MgRiLICH

validateToken
EZs ABELICH

Hse

% decrypt
(H)EHE712 A8 SI0] Qe 2e BeskLiy

verify

HICHA7| S AHZSIO] ClOlE|, B2 S HSELICH

updateTokenGenerator
EZ2 dysi| 9l oEC|0IEIE x| etpfLch

createKeySubscription

NCP &2 7| 52 s8It

deleteKeySubscription
NCP &&¢9| 7| HE x| S s{8ELICt

| 2% 4-4-3 | &S

st 7| EMl 2
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R} Hot RHE sl PS3t 7| 2lar SZ0IM
x

@ (FFSRfHEMAR) EF A3 710 Ot &
£4d =3t 7120 XELC
Key 2|22 X1¥
2laA B mA v
EIPON:] 2 NRN =]
S=2¢ 6lo|E{7} gLtk

B2

XIHEl 2|24 (1)
2laagy 2" NRN
ncp-fin-kmskey 38 nr:FIN:KMS::3197934:Key/1839-30414
X F& v Hg
| 444 BEY Esst 7| e XIFE GA|
©® (FHSXrEZEAAR) +XME OiY F7F HES 2ot = ARBA Ho| Mg dagiuct
Hagalifoas® AElEt HME 2|2AE X|FoHOF YLICE 7[BHOR DE 2|2AT} XIFE|0f AFLIC
2|22 EfRl 2|2 XY e 2laA XY off
Key A3 ER [ @) 2jaa Mgy
HE iy
YA M chaeiLIct SiLt 0|4 SFE|0] L0{oF HAS WAE 2+ AZLICY
AR
EECES oy 2lan
Z8| ¢l Cflo]E{7H G LIC
< Fx
| IE 445 | BY URst 7| e I GIAl
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® (FRAXPRERIAA]) ‘Services — ‘Sub Account’ — ‘Sub Accounts Al AFZX} HO| HiHS

Sofst M RS Meshn, U B Z7FE SgC

Sub Aceount / Sub Accounts @ B B @
(<] MEAE MR 2
ME g s
i £9dob760-7¢3-11ee-abi36-005056079369 @ NRN am:FINGAM: 319793451 760-17e31 ®
g 20240411 14:21:56 (UTC+09:00) e 20200524 17:3269 (UTC+09.00)
2agiotojr] nepfinsubuses| R ] e
L o MEE ol
Il HudE cHz HIZHE AE Y
24 95 BM EC 27415 AFE 018 = cun g
2 g 2ayz YU 2024-05-24 17:33:50 (UTC+09.00)
APl Gateway M2 B3 7H5 Source Zu/HH
Access Key ME 2% © ng
L
Bl =
3 . q
g - L2 EL a5y gt e AUy
T vfolsi7t gistich
2l 4-4-6 | MB AF™ 9 oE Hst F7t
|E 446 ME A 8 HE Het 7

@ (CrSXpEAA) AN FHolot AZAL Hol FMS MEAFN F7HETt

M 7t x
HHH  ncp-fin-kms-policy2 Q HEE M| A v 20744 27| -
Yy ~ Y 4 MRy Het ey =g
USER_CREATED ® Allow 2024-05-03 13:38:04 v
(UTC+09:00)
& < n > »
o 519 21518 2o o] A1 BEHO| A M AHS Ho] FUAIL. BE HE 3718 BP0k Holo] HEA Fols FAAL.
X FA v #Ft
| 44T T ME A” E JHE et FIt
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(FHAXFAZBIAAEY) ‘Services” — ‘Key Management Service’

Services

Container Registry Object Storage

@ Koreaffinance)

Neloud Kubernete: NAS

Backup @

Cloud DB for MysqL (D

@ Neloud Kubernete

2 CloudDs App Safer

Cloud DB for \ File Safer
Cloud DB for MongoDB (D Web Security Checker

3 Cloud DB for Postgret

8 Database Migrati

v ARy Compliance Guide
@ Key Management Service
Certificate Manager
havior Detector

B Hardware Securlty Module

CON+ (Domestic)

nt & Governan P Neurocloud

Resource Manager
Web service Monitoring System

ud Log Analytics & \or o Data Teleporter

¥ B Media Connect Center
Cloud Activity Tracer

ud Insight (Monitoring)

Key Management Service &

© (raxpEEeAA) 7] 01F B HES S=-UL.

Key Management Service

Key Management Service @

+9144 HYE M oty &

7| 51 7| Hjgast 7| AH 28

Jlols

ncp-fin-kmskey

o8 SREAREAHIA

® VPC

Load Balancer

DNS (D ed)

Global DNS

Managed IPsec VPN

Papago Transiation

CLOVA Chatbot

CLOVA OCR

Search Engine Service.

Cloud Hadoop

Cloud Data Streaming Service

ceCommit

SourceBulld

SourceDeploy

SourcePipeline

IT

= MEH

[ B |

Pa e a

A dxt

7| Tag Obed. 4adc7f1C ©62f98086cef6 RE ™

3 2wst B F| (g 2HY)  Edit 90
Efel s25¢ U 8

HAMHE 5

W2 Edit

225t 7| 0|8 E27| G|A|
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© (r3xpAeMAY) £ A23) 7|9 A8 0|HE ZUHIRLILL
AL 0l

P LAl = 2o AE

2024-05-03 13:48:25 Encrypt SUCCESS ncpfinsubuser1

(UTC+09:00)

QAUSStH 7| A2 0|24 TLIEZ GA|

APIS S8t N8R HO| TH MY U o

@ (API(CLI)) ‘polices’ APIE Sl US3t 7| MM HEHO| CHEH AFZX} KO

"policyName": "string",
"description”: "string",
"permissions”: [
{
"effect": "string",
"targets": [

{
"product”: "string",

"actions”: [
"string"

],

"resourceNrns":
"string"”

- SH WAl (83)

"policyld": "string",

"policyName": "string",
"description”: "string",
"validationResult": {




"details": [
{
"code": "string",
"location": "string’,
"message": "string’,

"type": "ERROR"
1
}

"success": true

APIE Stt ALEXL Fo| 2 4y GlA

- 2F Al (Body)

"policyldList": [
"string"

"id": "policyld1",
"success": true

APIE ¢ ME AF B MEA Fo| 2 &F GAl

AR
[Zt711] Key Management Service T8t #2| 710|=
[Z02] AER o A 4y 710|1=
[Z03] ARSAL ol F3 4 APl AKE 710|=

[B114] MEAZN Z & APl A8 710|E


https://guide-fin.ncloud-docs.com/docs/kms-subaccount
https://guide-fin.ncloud-docs.com/docs/subaccount-policy-role
https://api-fin.ncloud-docs.com/docs/management-subaccount-createpolicy
https://api-fin.ncloud-docs.com/docs/management-subaccount-attachpolicytosubaccount

1 \WE
Algs IE g
45.  OKdE UEE ATAS M ABEH Jks 0| Al QM O4Es UTAZS NS00 BiCt
L\ ag
(E= 21015090} BiCt)

o 953 Tl 018 Al O

- ofA
1) 0IBAPL BASE YBTI2 2B s MG Al O YBE AWAS X
Ys7ls 8 70IE 5 FH1)
2) S2PE KMS MHIAS Sof 258t A| ORist 55t YN2IES ABoH=A Eol
L 2% M
SEEE UST|E g8 J0|E

9| Key Management Servicez= AFEA}

C IZajIZo
of Yie|EE MY &

o 40| S2HRE FHSY
S ZUHQ| MEI|Z(NIST, KISA S)0A HHSH A4S
A&ULCE Key Management Service &E0AM XM&dk=

Cr=t 25U
- /235351 7| : AES-256
- /25351 2 MH/AS 7| © RSA-2048

- ME/HE 71 : ECDSA
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@ Cloud se

@ noloud Kubernetes Senvice

2= &ol

= L=

Services

Auto Scaling

GeoLocation tem Security Checker

Simple & Eas n Service (D v @ SSLVPN

Cloud Outbound Maler A Pl 3 T
Compliance Guide

Key Management Service

CON# (Domestic)

Neurocloud
ger
nitor
Cloud Log Analytics 5 Data Teleporter
Media Connect Center
ty Tracer

Cloud Inslght (Monitoring)

Key Management Service &

e

F2JA|AED) ‘Services — ‘Key Management Service’ AES MEHE!

Managed IPsec VPN

Cloud Connect

Papago Transiation

CLOVA Chatbot

Search Engine Service.

Cloud Hadl

Cloud Da

SourceCommit

SourcePipeline

@ (rXrEEAA) Aot 7] Hds flof '+ 7| Y HES SHELLL

Key Management Service

Key Management Service ©

HE o gotsy| C M2 v
Jlo8 HE F 8 ey
nep-fin-kmskey d/g=st ® A87ts (212 A82024-05-03

(UTC+09:00))
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@ (rexfEEAA) Host 7] SE0i| M2t RSt AZet YUL12|F0| MBE AZst 7|IE

AEfRILTY.

7] 4y

7144
MEE 712 HABLICE (S 4 22 ARgRLICE)

KMS 232 7| ER 7i+0ll e g 0|2R31 7|1E SET 20| TE 0|2R3 S Titsh SotgLCt

Jolg * e

B 4% Qe Utk HSM
7| 712 MEA YAELICE 0] 7|2 AXEL| 0| 2 EL|Ch

s O /=3t (AES-256) /55 3 /S (RSA-2048) M2/24% (ECDSA)
CHA7| 49| AES(256H|E) 7|5 dsl | 32KB Cl0|E| 2=stof| o] 7fL(C).

Y=ot 7 +H 2453} (Convergent Encryption)

-3 P2oks 22 R0 el g4 22 e Rs YL /5200 Context 20| =7t2 R ELICH

| TIE A-5-5 | g2t 7|19 et YA2IE OA
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Tracer &=2 Sofl 7 |"é>*7(|“r RINABS2RE 28) 2 APl ARZ0| Cigh E2 At E2UD, & WE
2 dMI5| 75010 137 BERILDE A= O0|F Solf SNIEX| 7HAREEEAAR(E2IRE
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ESH 2AA FHE A, X Y A

Watcher 50t AFZS S5 HIOF O Mot AR BS, 244 WZ 8 52 DUERIY 4 /oy,
0] QOIE JHARIRIMH)CI OAS| EIXIS Sal YUTS ALoIILL TR 291 021
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@ (ISR AAE) ‘Activities' S

1 Naver Cloud

E

o

of 2&& M2l Ad, M2 AEY AY

1 . Cloud Activity Tracer / Activities Pe s o

naven .

ol pLatroRu Cloud Activity Tracer
HE ot 7 M2y o
ol el 2

48 mA - EE ] v AyPE  Hy v el e A .
EBRE 21 = 20240519 @ 1418 ~ 2024-06-18 1419
20744 27| b
UM e ey Hel @ 4By EEES L] 2 A7 2Y7E el A
2024-05-28 12:19:36 (UTC+09:00) Delete DB Server SUCCESS Cloud DB for MySQL Server Korea(finance) Main Account. CONSOLE e
2024-05-28 12:19:36 (UTC+09:00) Delete DB Server SUCCESS Cloud DB for MySQL Server Korea(finance) Main Account. CONSOLE EL
2024-05-28 11:28:13 (UTC+09:00) Login SUCCESS ‘Account Customer 38 Main Account PORTAL AH
2024-05-28 11:27:48 (UTC+09:00) Login SUCCESS ‘Account Customer 38 Main Account. PORTAL A
2024-05-24 17:50:30 (UTC+09:00) Detach policy from sub account SUCCESS Sub Account ‘SubAccount 38 Main Account CONSOLE B
2024-05-24 17:33:50 (UTC+09:00) Login SUCCESS ‘Sub Account ‘SubAccount 28 Sub Account PORTAL A
2024-05-24 17:33:40 (UTC+09:00) Login SUCCESS Sub Account ‘SubAccount 28 Sub Account PORTAL ELl
2024-05-24 17:32:59 (UTC+09:00) Change password SUCCESS Sub Account ‘SubAccount 38 Sub Account PORTAL A
2024-05-24 17:32:36 (UTC+09:00) Login SUCCESS Sub Account ‘SubAccount 38 Sub Account PORTAL AN
2024-05-24 17:32:21 (UTC+09:00) Login SUCCESS Sub Account ‘SubAccount 38 Sub Account PORTAL £l
2024-05-24 17:31:48 (UTC+09:00) Update sub account SUCCESS Sub Account ‘SubAccount 28 Main Account. CONSOLE AN
2024-05-24 17:30:51 (UTC+09:00) Attach policy to sub account SUCCESS Sub Account ‘SubAccount 3% Main Account. CONSOLE A
2024-05-24 17:30:42 (UTC+09:00) Detach policy from sub account SUCCESS Sub Account ‘SubAccount Ll Main Account CONSOLE A
2024-05-24 17:30:28 (UTC+09:00) Create policy SUCCESS Sub Account Policy a8 Main Account. CONSOLE £l
2024-05-24 16:25:03 (UTC+09:00) Create ACG SUCCESS Server ACG Korea(finance) Main Account CONSOLE £
2024-05-24 16:16:48 (UTC+09:00) Create Cloud DB Service SUCCESS Cloud DB for MysQL Service Korea(finance) Main Account CONSOLE A
2024-05-24 16:16:48 (UTC+09:00) Create DB Server SUCCESS Cloud DB for MysQL Server Korea(finance) Main Account. CONSOLE £l
| 2l 5-1-2 | 7:||I-I St 0| =] 0:||A|
[=] o = O =
= = o = o = ¢ Eo =a|=s
@ (FHXt2AAR) AN 25 00| tiet ME ES =212 flol M HES SH-LILt
o = el = o 2O — o= = o = = = .

Cloud Activity Tracer / Activities Py
Cloud Activity Tracer

yECYIDIE  CMEDE v

el L 7Y

H4E v e v AmRE o v U v
Z=2712t H21¢ v 2024-05-19 1418 ~  2024-06-18 @ 1419
2009 v

EEE el el el 23 ] 242 98 e Ayae ay7e EER
2024-05-28 12:19:36 (UTC+09:00) Delete DB Server SUCCESS Cloud DB for MySQL Server Korea(finance) Main Account CONSOLE

2024-05-28 12:19:36 (UTC+0‘?,DD) Delete DB Server SUCCESS Cloud DB for MySQL Server Korea(ﬂnance) Main Account CONSOLE MM
2024-05-28 11:28:13 (UTC+09:00) Login SUCCESS Account Customer 25 Main Account PORTAL A
2024-05-28 11:27:48 (UTC+09:00) Login SUCCESS Account Customer 35 Main Account PORTAL MM
2024-05-24 17:50:30 (UTC+09:00) Detach policy from sub account SUCCESS Sub Account SubAccount 38 Main Account CONSOLE AM|
2024-05-24 17:33:50 (UTC+09:00) Login SUCCESS Sub Account SubAccount 38 Sub Account PORTAL ARM|
2024-05-24 17:33:40 (UTC+09:00) Login SUCCESS Sub Account SubAccount 38 Sub Account PORTAL ARM|
2024-05-24 17:32:59 (UTC+09:00) Change password SUCCESS Sub Account SubAccount 38 Sub Account PORTAL AH|
2024-05-24 17:32:36 (UTC+09:00) Login SUCCESS Sub Account SubAccount 38 Sub Account PORTAL AM|
2024-05-24 17:32:21 (UTC+09:00) Login SUCCESS Sub Account SubAccount 38 Sub Account PORTAL AM|
2024-05-24 17:31:48 (UTC+09:00) Update sub account SUCCESS Sub Account SubAccount 3& Main Account CONSOLE ARM|
2024-05-24 17:30:51 (UTC+09:00) Attach policy to sub account SUCCESS Sub Account SubAccount 38 Main Account CONSOLE AM|
2024-05-24 17:30:42 (UTC+09:00) Detach policy from sub account SUCCESS Sub Account SubAccount 38 Main Account CONSOLE ARH|
2024-05-24 17:30:28 (UTC+09:00) Create policy SUCCESS Sub Account Policy EDY Main Account CONSOLE por
2024-05-24 16:25:03 (UTC+09:00) Create ACG SUCCESS Server ACG Korea(finance) Main Account CONSOLE ARH|
2024-05-24 16:16:48 (UTC+09:00) Create Cloud DB Service SUCCESS Cloud DB for MySQL Service Korea(finance) Main Account CONSOLE ALH|

| E T3 A 23S 0™ oAl
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TEE0F 48 SURCLEFTEAMH|A HOt UM 1 b 2Z & RLEZ &2
ol = o = =
@ (HLREMAE) MM AY &S 0|58 IRt
Y 4A %

e 3R
Hel €A 2024-05-16 14.35:24 {UTC+09:00) HEN VPC
e et Delete VPC (Complete) ek FH VPC
el @t SUCCESS 2 Horeaffinance)
RE7E CONSOLE 24P
NRN nErFINV PG FRR:3197934 VPC/ 24587

@ Es
HEy e . o 1 Role NRN

A Y HANY SN 27|

item
createdDate
ipwdCidr
regionNo
statusCode
vpchame

vpeNo

Value
1715837506460
10.1.0.0/16
11
TERMTING
w18f7fe29334

24587

A Value

| IE 514 EM AY 85
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APIZ S8t A 25 03 ol

@ (API(CLI)) Cloud Activity Tracer9| ‘activities’ APIZ Sali HQIAN LU ME AXo| &=

EER)

- 2F G

POST https://cloudactivitytracer.apigw.fin—ntruss.com/api/v1/activities

- 2% GilAl (Body)
{

"fromEventTime": "integer”,
"toEventTime": "integer”,

" "string”,
"pagelndex”: "integer”,
"pageSize": "integer”

- SH WAl (83)

{
"historyld": "662625720e28854c967b05ba",
"nrn": "nrn:FIN:IAM::3***%%*:SbAccount/69dch760-7¢3-11ee-ab36-005056a79369",
"eventTime": 1713775985981,
"platformType": "BOTH",
"productName": "IAM",
"productDisplayName": "Sub Account”,
"regionCode": ",
"regionDisplayName": "Global",
"resourceType": "SubAccount’,
"resourceld": "69dcb760-f7¢3-11ee-ab36-005056a79369",
"resourceName": "ncpfinsubuser1”,
"actionDisplayName": "Attach policy to sub account”,
"actionResultType": "SUCCESS",
"actionUserType": "Customer”,
"sourceType": "CONSOLE",
"sourcelp": "10.#*x xEx x7"
"productData": {
"subAccountNo": "69dcb760-17¢3-11ee-ab36-005056a79369",
"subAccountld": "ncpfinsubuser1”,
"name": "ZIE",
"loginUrl": "grExeExt
"canConsoleAccess": "true’,
"canProgramAccess": "false’,
"useConsolePermitlp": "false’,
"needDgr2Auth": "true”,
"needPasswordReset": "true’,
‘createTime": "1712812916000",
"dgr2yn": "N,
"policies[0].policyNo": "9d1a94b0-0085-11ef-8682-246e96591a38",
"policies[0].policyName": "ncp—fin—bucket-policy",
"policies[0].type": "USER_CREATED",
"policies[0].createTime": "1713775933000"
}
}
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SE=0F 48 SCIRCHREAHIA Hot #2| M 6. 2 ZLHY 2

MERFE(ME) 2321 012 22l

@ (FMSXpRBRIAAR]) ‘Services” — ‘Cloud Security Watcher A28 MEHSH|CY.

Services

& Container Registry @ Object Storage & @ Vee
& Neloud Kuberne @ NAS # Load Balancer

Backup

&

Auto Scaling = 5 e hiksini & Cloud Connect

File Safer
Cloud Functions:

b Securty Checker

App Securly Checker Papago Transiation
GeoLocation & # b n o System Security Checker o CLOVA Chatbot

Easy Notification Service (D v @ SSLVPN

Security Montoring QU

a &

Compliance Guide

]

Key Management Service @8

Certiicate Manager

o a e

curlty Module

ud Security Watcher QD

CON# (Domestic)

Data Teleporter SourcePipeline

Media Connect Center

Cloud Security Watcher A& MEH

@ (PrexiE2MALD) Dashboard” — ‘Dashboard &% HES 226101 Cloud Security Watcher

=01 FERIU.

—/

Cloud Security Watcher / Dashboard Pe e o
Cloud Security Watcher
AE o gotey| & C Mz 2y v
@ Korea(finance)
sl © 2
2 Cloud Security Watcher &HZ=
1d Security Watcher . OHLIX B3 O 1P
2%t D

2R 018

E-mail

Cloud Security Watcher 2% &
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282 | Naver Cloud

@) (FIAXIHRIANAE) HE — SAE HE Of|A 7HARIR(AMH) Q) 27791 012 BE

=X

Jtob

BIBLT  ncpfncsw @ on
2 Cloud Security _
£ Watcher SAE AN
fin-ubuntu-test / FKR-23663477
[ A9 91D 24
Aeg At 21010/
B nopfincsw
= -05-12 11:37 ~
- 2T » 2024-05-1211:37 ~ HF
@ ncp-fin-vpe  FKR-23347
. R 230101 Tops 23010820
® fin-win-test  FKR-23663452
] Source IP. 43 400
& vy rot 10 1213911007 o 2008 300
2007 2 sshd n27 o 1
200
) cof
100
Eaoi43 0 2 =aeam 2007 0. B 00 06
-
Abduig (2,007 o B |2~
v um v 23eAd v ERG vElEAR G ~ ol clsfola ~ Source IP
2024-05-12 11:40:27 root E=L) Ay sshinotty 1 196
2024-05-12 11:40:30 root =20 Ay sshinotty 1 196
2024-05-12 11:40:34 root ESL) Ay sshinotty 1 196
2024-05-12 11:40:36 root i) dn sshznotty 1 196
2024-05-12 11:40:38 root =) any sshinotty 1 196
2024-05-12 11:40:41 root =20 Ay sshinotty 1 196

| E 518 | THRHE(ME) 2391 01 OfjA|

E-np\;

o9

o [&111] Cloud Activity Tracer Ak 710|=
o [2112] Cloud Security Watcher A2 710|=
o[

Z13] Cloud Activity Tracer 0|2 §& APl AR 710|=

167



https://guide-fin.ncloud-docs.com/docs/management-cloudactivitytracer-cloudactivitytraceroverview
https://guide-fin.ncloud-docs.com/docs/csw-overview
https://api-fin.ncloud-docs.com/docs/management-cloudactivitytracer-getactivitylist
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EL 285t 4= QIOM, Observer 7ls2 Soll 7MAe ¥4 S

TSRS MEIE ZAIGIH SMS E= E-mail ¥ B2 £ JATE 748 £ JUSLICH
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Resource ManagerS S8t 71X}

=

SENHB gt EUEY

@ (FHIXIFBRIAAE]) ‘Services' — ‘Resource Manager AZEg MEHSH|CY,
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@ (FMXFRBEAIAED) AN AN 2= 0|2 Sl ACG(Access Control Group), NACL(Network
Access Control List) S 7MMRFY HIEQT & HZAO| et BLEZS G

A M :
7EEs
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NRN nrFINVPCServer FRRIZ197934A06/40182
e ws
Ey sl = : ; Role NRN

AMEE s el e

Item Value HEH Value
defaultyn N

inboundRules(0]. accessControlGroup 227796 224017
mhoundnules[ﬁl.craatedvnidt. ~ 1715576920264 1713423117071
inboundRules[0].ipBlock S ORGSR . 7 4 0.0.0.0/0
inboundRules[0] modifiedYmdt < 1715576920264 1713423117071
inboundRules[0].portRange ~ 3306 8086
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APIZ S8t A 25 03 ol

e

@ (API(CLI)) ‘activities’ APIE &dll HE/Z I #F 0[S &I

- 2F G

POST https://cloudactivitytracer.apigw.fin—ntruss.com/api/v1/activities

- 2 GilAl (Body)
{

"fromEventTime": "integer”,
"toEventTime": "integer”,
"nrn": "string”,
"pagelndex”: "integer”,
"pageSize": "integer”

}

- SH WAl (83)

"historyld": "664b11f4e1fd0965ef436e8e",
"nrn": "nrn:FIN:VPCServer:FKR:3******: A\CG/4****"
"eventTime": 1716195828526,
"platformType": "VPC",
"productName": "VPCServer",
"oroductDisplayName": "Server”,
"regionCode": "FKR",
"regionDisplayName": "Korea(finance)",
"resourceType": "ACG",
"resourceld": "4***8",
"resourceName": "cloud—mysgl—*****"
"actionDisplayName": "Create ACG",
"actionResultType": "SUCCESS",
"actionUserType": "Customer”,
"sourceType": "API",
"sourcelp": "10.##¥ ®Ex *Q"
"productData": {
"defaultYn": "N",
"vpcName": "ncp—fin-vpc",
"createdYmdt": "1716195828501",
"accessControlGroupNo": "4#***"
"outboundRuleCount": "0",
"accessControlGroupName": "cloud—mysql—*****",
"memberNg": "3#xxxHx"
"modifiedYmdt": "1716195828501",
"inboundRuleCount": "0",
"vpcNo": "2F*xE"
"networklnterfaceCount": "0",
"statusCode": "RUN"
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-l I 20 v UG AU

2024-05-1314:09:02 wd  console LTl

2024-05-13 14:08:50 wd  console LR

2024-05-09 16:50:26 @ console NCP ACG(Region: FKR, ACG No: 48182)7} 4SIZiaLIct,

Cloud Security Watcherg E3t HERT M3 HZA DLIEZ OA]

1 A

oo

[Z1711] Cloud Insight AF2 710|E

[2172] Cloud Insight CHAIEE AR 710|=
[#113] Cloud Security WatcherE £5t MEHZA| 710|1E
[2174] Cloud Insight ¥/A0|0IX| S& APl AHE 710|=

[Z105] Cloud Activity Tracer 0|2 = APl At 710|=
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https://guide-fin.ncloud-docs.com/docs/cloudinsight-cloudinsightconsole
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https://api-fin.ncloud-docs.com/docs/management-cloudinsight-getdashboardwidgetimage
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@ (FHSXIYBRIAAE]) ‘Services” — ‘Cloud Activity Tracer AZ

@ Koreafin

2
Cloud Securty Watcher

@ noloud Kubernetes Senvice

Services

Auto Scaling

d Functions

GeoLocation

D DD O D

%

Simple & Easy Notfication Service (S

Cloud Outbound Maler

Blockchain Service

CON# (Domestic)

Resource Manager

Cloud Log Analytics

Sub Account (A

foud Activity Tracer

loud Inslght (Monitoring)

3820F 4

Container Registry

Neloud Kuberns

Cloud DB for MysqL (@
Cloud DB for Redi

Cloud DB for MSSQL QU
Cloud DB for MongoDB (D

Cloud DB for P

Live Station
VOD Station

Media Connect Center

BIRCHHEEIMHIA B

Object Storage

NAS

Backup

App Safer

Web Securlty Checker

App Securlty Checker

System Security Checker

SSLVPN

Security Montoring

Compliance Guide

Key Management Service

ro

AL

Certificate Manager (@A

WebShell Behavior

Hard) curlty Module

Cloud Seculty

Neurocloud

Data Teleporter

Detector

teher (@

.
b

5. 22 %

vee
Load Balancer

ONS (Deprecated)
Globsl DS,
Managed IPsec VPN

Cloud Connect
Papago Transiation

CLOVA Chatbot

Search Engine

Cloud Hadoop

SourceCommit

& SourceBulld

SourceDeploy

SourcePipeline

Cloud Activity Tracer &=

@ (FIMXIEEEIAAE) ‘Activities & Soff 7|22 APl A2 0]210f CHaH

Cloud Activity Tracer

AE o gote| 2 C Mz 1y v

DUEY )

NE v oo W v AERE e HA v
EL L v 20240416 1432 . 20240516 14:33
20744 &) M

e el ey e yzy 222 9Y e A au7g EEp
2024-05-16 14:31:52 (UTC+09:00) Create VPC (Complete) SUCCESS VPC vee Korea(finance) Sub Account API Al
2024-05-16 14:31:47 (UTC+09:00) Create VPC (Request) SUCCESS VPC vee Korea(finance) Sub Account API A
2024-05-16 14:31:47 (UTC+09:00) Create Route Table SUCCESS VPC RouteTable Korea(finance) Sub Account API Al
2024-05-16 14:31:47 (UTC+09:00) Create Route Table SUCCESS Ve RouteTable Korea(finance) Sub Account API Al
2024-05-16 14:31:47 (UTC+09:00) Create ACG SUCCESS Server ACG Korea(finance) Sub Account API Al
2024-05-16 14:31:46 (UTC+09:00) Create Network ACL SUCCESS VPC NetworkACL Korea(finance) Sub Account API A
2024-05-16 13:52:29 (UTC+09:00) Login SUCCESS Account Customer zs Main Account PORTAL Al
2024-05-16 13:52:06 (UTC+09:00) Login SUCCESS Account Customer ER Main Account PORTAL Al
2024-05-13 14:22:46 (UTC+09:00) Delete VPC (Complete) SUCCESS VPC vee Korea(finance) Main Account CONSOLE Al
2024-05-13 14:22:36 (UTC+09:00) Delete VPC (Request) SUCCESS vPC vPC Korea(finance) Main Account CONSOLE Ayl
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@ (FHSXIATEAAR]) APl ALZ0] Cfet M| LIS =015 flol HMHES S
B 4| x
b k1]
el Al 429
= Ly 2|22 R¥
el At a4
2y72 2y P
NRN
AY EE
AZE Role NRN
R
Item Value #HZH Value
createdDate 1715837506480
ipv4Cidr 10.1.0.0/16
regionNo 11
statusCode CREATING INIT
vpcName v18f7fe29334
vpcNo 24587
Cloud Activity TracerE St APl A2 O|= M| Of|A]
APIZ S5t APl Al 0[3 20l
@ (API(CLI)) ‘activities’ APIE Salf T2l AE 2 ME A APl AKE O|HE &IgLCt

- 23 oAl

POST https://cloudactivitytracer.apigw.fin—ntruss.com/api/v1/activities

273 GlAl (Body)

"fromEventTime": "integer”,
"toEventTime": "integer”,

" "string”,
"integer”,
"integer”

"nrn":
"pagelndex”:
"pageSize":




=80 &8 SARCHREAMHA 22 H2| UM 1 6. 2F & RLEF 2

- SH WAl (83)

"historyld": "66459a48e1fd0965ef3da817",
"nrn's "nrn:FIN:VPCIFKR:3*xex:/pC /2",
"eventTime": 1715837512529,
"platformType": "VPC",
"productName": "VPC",
"productDisplayName": "VPC",
"regionCode": "FKR",
"regionDisplayName": "Korea(finance)
"resourceType": "VPC",
"resourceld": "2%***"
"resourceName": "v18f7fe29334",
"actionDisplayName": "Create VPC (Complete)",
"actionResultType": "SUCCESS",
"actionUserType": "Sub”,
"actionSubAccountNo": 9****
"sourceType": "API",
"sourcelp": "10. xx* xex 2
"productData": {

"vpcName": "v18f7fe29334",

"createdDate": "1715837506480",

"ovACidr": "10.#%% #5% 0/16",

"vpcNo": "2FeEx"

"regionNo": "11",

"statusCode": "CREATING"

"
)

APIZ 3t APl AR 0/ 2ol GjA

[B11] AdEs 01" 23| 710|=

[21102] Cloud Activity Tracer 0|2 & APl A2 710|=


https://guide-fin.ncloud-docs.com/docs/management-cloudactivitytracer-cloudactivitytracerconsole
https://api-fin.ncloud-docs.com/docs/management-cloudactivitytracer-getactivitylist
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Cloud Securty Watcher

loud Kuberetes Service

@ (FFEXFRZBIA|AHYD) ‘Activities' S

@ Korea(finance)

&) Cloud Activity Tracer

Tracers

=5 I o]

|

Services

® AutoScaling

@ Cloud Functions

& GeoLocation
B simp
@ Cloud Outbound Maller

of  APIGate

©  CON+ (Domestic)

B Resource Manager
E3 Web service Monitoring S
@ Cloud Log Analyti

y—

ity Tracer

d Insight (Monitoring)

E

Cloud Activity Tracer

Activi

Cloud Activity Tracer

HE O Yoy 7 Mz 2y

TR AR

A UM

20240528 12119:36 (UTC+09:00)
20240528 12119:36 (UTC+09:00)
20240528 112813 (UTC+09:00)
20240528 11:27:48 (UTC+09:00)
2024-05-24 17:50:30 (UTC+09:00)
2024052417:33:50 (UTC+09:00)
20240524 17:33:40 (UTC+09:00)
20240524 17:32:59 (UTC+09:00)
2024-05-24 17:32:36 (UTC+09:00)
2024-05-24 17:32:21 (UTC+09:00)
2024052417:31:48 (UTC+09:00)
2024-05-24 17:30:51 (UTC+09:00)
20240524 17:30:42 (UTC+09.00)
2024052417:30:28 (UTC+09:00)
2024-05-24 16:25:03 (UTC+09:00)
20240524 16:16:48 (UTC+09:00)

202405:24 16:16:48 (UTC+09:00)

& Easy Notification Service

=8=0f

ontaines Registry

Neloud Kuberetes Sers

Cloud DB for MysaL &
lowd DB for Redis - (UHENAS
Cloud DB for MSSQL QU
Cloud DB for MongoDB (NI

Cloud DB for Pos

Databas

Live Station
VOD Station

Media Connect Center

Cloud Activity Tracer &=

Al
S

v oo M v AR Ey

20240519 1418 . 20240618 1419
LT B uaEy
Delete DB Server SUCCESS Cloud DB for MySQL
Delete DB Server SUCCESS Cloud DB for MySQL
Login SUCCESS Account
Login SUCCESS Account
Detach policy from sub account SUCCESS Sub Account
Login SUCCESS Sub Account
Login SUCCESS Sub Account
Change password SUCCESS Sub Account
Login SUCCESS Sub Account
Login SUCCESS Sub Account
Update sub account SUCCESS Sub Account
Attach policy to sub account SUCCESS Sub Account
Detach policy from sub account SUCCESS Sub Account
Create policy SUCCESS Sub Account
Create ACG SUCCESS Server
Create Cloud DB Service SUCCESS Cloud DB for MySQL
Create DB Server SUCCESS Cloud DB for MySQL

A8

St
=0
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NAS

Backup

App Safer

File Safer

Web Securlty Checker

App Securly Checker

stem Security Checker

SSLVPN

Security Monitoring (S

Compliance Guide

Key Management Service

Certiicate Manager

WebShell Behavior Detector

Hardware Security Module:

Cloud Securty Watcher @

«

o et

Customer
Customer
SubAccount
SubAccount
SubAccount
SubAccount
SubAccount
SubAceount
SubAccount
SubAccount
SubAccount
Policy

Ace
Service

Server

0= CGilA|

SREHAREAHIA B

H2JA|AH]) ‘Services' — ‘Cloud Activity Tracer’

o

o

Sofl & el A, M2 A8 AF

2t
Korea(finance)

Korea(finance)

o
i

o
i

o
i

o
[

o
i

o
i

o
o

o
i

o
o

o
[

o
i

=

o

Korea(finance)
Korea(finance)

Korea(finance)

=1}
=

5. 22

vee
Load Balancer

ONS (Deprecated)
Globsl DS,

VPN

Managed IPs

Cloud Connect

Papago Translation

CLOVA Chatbot

CLOVA OCR
OVA Speech QU

CLOVAKYC @

arch Engine S
Cloud Hadoop

Cloud Data Streaming S

SourceCommit
SourceBuild
SourceDeploy

urcePipeline

Po e a
Ay 2y
MainAccount  CONSOLE
MainAccount  CONSOLE
Main Account  PORTAL
Main Account PORTAL
MainAccount  CONSOLE
Sub Account PORTAL
SubAccount  PORTAL
Sub Account PORTAL
Sub Account PORTAL
Sub Account PORTAL
MainAccount  CONSOLE
MainAccount  CONSOLE
MainAccount  CONSOLE
MainAccount  CONSOLE
MainAccount  CONSOLE
MainAccount  CONSOLE
MainAccount  CONSOLE
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Cloud Activity Tracer / Activities @ B B @
Cloud Activity Tracer
4E o opy| 7 cMzIE v
T L 2
FER ] v ooEm v AmeE mn v oAU EM v
) A2 e 20240519 E 1478 ~ 20240618 [ 1419
2074 17| ~

T e EEEE ] 2lax g8 2m Ayre au7s LR
20240528 12:19:36 (UTC+09:00) Delete DB Server SUCCESS Cloud DB for MySQL Server Korea(finance)  Main Account CONSOLE

2024-05-28 12:19:36 (UTC+09:00) Delete DB Server SUCCESS Cloud DB for MySQL. Server Korea(finance) ~ Main Account CONSOLE AN

2024-05-28 11:28:13 (UTC+09:00) Login SUCCESS Account Customer ED) Main Account PORTAL AN

2024-05-28 11:27:48 (UTC+09:00) Login SUCCESS Account Customer ED Main Account PORTAL AN

2024-05-24 17:50:30 (UTC+09:00) Detach policy from sub account SUCCESS Sub Account SubAccount ED Main Account CONSOLE oM

20240524 17:33:50 (UTC+09:00) Login SUCCESS Sub Account SubAccount ED Sub Account PORTAL M

20240524 17:33:40 (UTC+09:00) Login SUCCESS Sub Account SubAccount ED Sub Account PORTAL AN

20240524 17:32:59 (UTC+09:00) Change password SUCCESS Sub Account SubAccount ED Sub Account PORTAL A

20240524 17:32:36 (UTC+09:00) Login SUCCESS Sub Account SubAccount EL] Sub Account PORTAL A

2024-0524 17:32:21 (UTC+09:00) Login SUCCESS Sub Account SubAccount EL] Sub Account PORTAL MM

20240524 17:31:48 (UTC+09:00) Update sub account SUCCESS Sub Account SubAccount EL] Main Account CONSOLE Al

2024-05-24 17:30:51 (UTC+09:00) Attach policy to sub account SUCCESS Sub Account SubAccount £ Main Account CONSOLE Al

20240524 17:30:42 (UTC+09:00) Detach policy from sub account SUCCESS Sub Account SubAccount L Main Account CONSOLE AN

2024-05-24 17:30:28 (UTC+09:00) Create policy SUCCESS Sub Account Policy 3% Main Account CONSOLE A

2024-05-24 16:25:03 (UTC+09:00) Create ACG SUCCESS Server ACG Korea(finance) ~ Main Account CONSOLE AN

20240524 16:16:48 (UTC+09:00) Create Cloud DB Service SUCCESS Cloud DB for MySQL. Senvice Korea(finance)  Main Account CONSOLE AN

| IE 553 A S 01F oAl

= = ‘ ) (=) =
@ (PSTIEBTAIAR) HEQT HA 02 MM 2RIE ol ‘MHHES St
_ -— — L-O o == o —= =14 -
Cloud Activity Tracer
HE G oty 3 foR | v
T Lo A
CER v C ] hd APRE M v A ey A v
ZRE HEE 20240417 1 1344 ~ 20240517 & 1345
207H4 &7] hd
el Al e Loy e Ea H4EY EEESE 2" AY7g 2Y7E e gl
2024-0517 13:44:17 (UTC+09:00) Login SUCCESS Account Customer 3% Main Account PORTAL AN
2024-05-17 13:43:59 (UTC+09:00) Login SUCCESS Account Customer 35 Main Account PORTAL AN
2024-05-16 14:35:24 (UTC+09:00) Delete VPC (Complete) SUCCESS vPC vpe Korea(finance)  Main Account CONSOLE oM
2024-05-16 14:35:14 (UTC+09:00) Delete VPC (Request) SUCCESS Ve vpe Korea(finance)  Main Account CONSOLE oM
2024-05-16 14:35:14 (UTC+09:00) Delete Route Table SUCCESS Ve RouteTable Korea(finance) ~ Main Account CONSOLE M
2024-05-16 14:35:14 (UTC+09:00) Delete Route Table SUCCESS Ve RouteTable Korea(finance)  Main Account CONSOLE AN
2024-05-16 14:35:14 (UTC+09:00) Delete Network ACL SUCCESS vPC NetworkACL Korea(finance)  Main Account CONSOLE AN
2024-05-16 14:35:13 (UTC+09:00) Delete ACG SUCCESS Server ACG Korea(finance)  Main Account CONSOLE AN
2024-05-16 14:31:52 (UTC+09:00) Create VPC (Complete) SUCCESS vPC vpPe Korea(finance) ~ Sub Account API AN
2024-05-16 14:31:47 (UTC+09:00) Create VPC (Request) SUCCESS Ve vPe Korea(finance) ~ Sub Account API oM
2024-05-16 14:31:47 (UTC+09:00) Create Route Table SUCCESS Ve RouteTable Korea(finance) ~ Sub Account API M
2024-05-16 14:31:47 (UTC+09:00) Create Route Table SUCCESS vee RouteTable Korea(finance) ~ Sub Account API M
2024-05-16 14:31:47 (UTC+09:00) Create ACG SUCCESS Server ACG Korea(finance) ~ Sub Account API AN
2024-05-16 14:31:46 (UTC+09:00) Create Network ACL. SUCCESS vPC NetworkACL Korea(finance) ~ Sub Account API AN

| Z1% 5-5-4 | Cloud Activity Tracers S8t HE3 HA
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APIE Stt HIES3 3 0] =l

@ (API(CLI)) ‘activities’ APIE Edll HEQT HE 0|HS StOIstLCt,

- 2F G

POST https://cloudactivitytracer.apigw.fin—ntruss.com/api/v1/activities

- 2 GilAl (Body)
{

"fromEventTime": "integer”,
"toEventTime": "integer”,
"nrn": "string”,
"pagelndex”: "integer”,
"pageSize": "integer”

}

- SH WAl (83)

"historyld": "664b11f4e1fd0965ef436e8e",
"nrn": "nrn:FIN:VPCServer:FKR:3******: A\CG/4****"
"eventTime": 1716195828526,
"platformType": "VPC",
"productName": "VPCServer",
"productDisplayName": "Server”,
"regionCode": "FKR",
"regionDisplayName": "Korea(finance)",
"resourceType": "ACG",
"resourceld": "4***g"
"resourceName": "cloud—mysgl—*****"
"actionDisplayName": "Create ACG',
"actionResultType": "SUCCESS",
"actionUserType": "Customer”,
"sourceType": "AP!"
"sourcelp": "10. %%* ®xx xQ"
"productData": {
"defaultYn": "N",
"vpcName": "ncp—fin-vpc',
"createdYmdt": "1716195828501",
"accessControlGroupNo": "4x*#*"
"outboundRuleCount™: "0",
"accessControlGroupName": "cloud—mysql—*****",
"memberNp": "Z#xFeEx"
"modifiedYmdt": "1716195828501",
"inboundRuleCount": "0",
"vpcNo": "2FeEx"
"networklInterfaceCount": "0
"statusCode": "RUN"

"
)

APIE St HIEQZ HZ 0| QI OA|
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https://guide-fin.ncloud-docs.com/docs/management-cloudactivitytracer-cloudactivitytracerconsole
https://api-fin.ncloud-docs.com/docs/management-cloudactivitytracer-getactivitylist
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@ (FPSXIHEEIAAE]) ‘Services” — ‘Cloud Activity Tracer A2 MEHSHLICH

Services

Container Registry & Object Storage Y @ VPC

Neloud Kubemetes Service o NAS Load Balancer

Backup ] tr DNS (Deprecated)

Global
Cloud Securty Watcher v

()]

Cloud D8 for My Managed Psec VPN
@ Neloud Kubernetes Service

D

DB for Re ) App Safer o
Auto Scaling 0B fop Red opSel 4 Cloud Connect

Cloud DB for MSSQL QD ks File Safer

®

()

Cloud DB for MongoDB (D ) Web Security Checker

D

Cloud DB for Postoresol. (@D App Securiy Checker Papago Transiation

£}

GeoLocation System Security Checker & CLOVA Chatbot

g,

Simple & Easy Notication Service (HED r @ SSLVPN
Cloud Outbound Maler > Security Monitoring & @ clova
Compliance Guide e CLOVAeKYC (@D

Key Management Service

Certificate Manager @8
Blockehain Service 2., y % WebShell Behavior Detector Search Engine Ser

Har urity Module: Cloud Hadoop

s R @ B CloudData Streaming Service

CON# (Domestic)

ient & Governanc oo SourceCommit

Resource Manager & SourceBulld

ervice Monitoring S e " & 9 SourceDeploy

e VOD Station Data Teleporter ; SourcePipeline

, Sub Account Media Connect C

Cloud Activity Tracer

Cloud Inslght (Monitoring)

Cloud Activity Tracer &5 ME4

@ (rSXIEEZAAH) ‘Activities'E Soll SHRE AF BE 0|H3 QUL

4B v 2 HA v Agzg A v Aef e Al ¥
E< T E ) v 20240409 17:09 ~ 20240509 17:10
20 74 =] v

] el hey A F@at YEY 2laA q¥ 2 AY7E a87E e HAl
2024-05-09 17:09:19 (UTC+09:00) Remove sub account SUCCESS Sub Account SubAccount 3% Main Account CONSOLE A
2024-05-09 17:01:49 (UTC+09:00) Suspend sub account SUCCESS Sub Account SubAccount EL Main Account CONSOLE Al
2024-05-09 16:52:45 (UTC+09:00) Attach policy to sub account SUCCESS Sub Account SubAccount 3= Main Account CONSOLE A
2024-05-09 16:51:33 (UTC+09:00) Create sub account SUCCESS Sub Account SubAccount ED Main Account CONSOLE AMl
2024-05-09 16:50:21 (UTC+09:00) Replace policy to sub account SUCCESS Sub Account SubAccount 38 Main Account CONSOLE AN
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APIE S8t 22RE AY HF 0] &l

e

@ (API(CLI)) ‘activities’ APIE &dlf 22RE AIE #E 0[=HS &I

- 2F G

POST https://cloudactivitytracer.apigw.fin—ntruss.com/api/v1/activities

- 2 GilAl (Body)
{

"fromEventTime": "integer”,
"toEventTime": "integer”,
"nrn": "string”,
"pagelndex”: "integer”,
"pageSize": "integer”

}

- SH WAl (83)

{
"historyld": "662625720e28854¢967b05ba",
"nrn"s "nr:FINTAM::3***#%%:SubAccount/69dcb 760-7¢3-11ee-ab36-005056a79369",
"eventTime": 1713775985981,
"platformType": "BOTH",
"productName": "IAM",
"productDisplayName": "Sub Account”,
"regionCode": "
"regionDisplayName": "Global",
"resourceType": "SubAccount’,
"resourceld”: "69dcb760-f7¢3-11ee-ab36-005056a79369",
"resourceName": "ncpfinsubuser1”,
"actionDisplayName": "Attach policy to sub account”,
"actionResultType": "SUCCESS",
"actionUserType": "Customer”,
"sourceType": "CONSOLE",
"sourcelp": "10.#*x xEx x7"
"productData": {
"subAccountNo": "69dcb760-17¢3-11ee-ab36-005056a79369",
"subAccountld": "ncpfinsubuser1”,
"name": "ZI2I",
"loginUrl": "grExEExt
"canConsoleAccess": "true’,
"canProgramAccess": "false’,
"useConsolePermitlp": "false’,
"needDgr2Auth”: "true’,
"needPasswordReset": "true’,
"createTime": "1712812916000",
"dgr2yn": "N",
"policies[0].policyNo": "9d1a94b0-0085-11ef-8682-246e96591a38",
"policies[0].policyName": "ncp-fin—-bucket—policy”,
"policies[0].type": "USER_CREATED",
"policies[0].createTime": "1713775933000"
1
}
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Sub Act [ ECURY VPC 712 Cloud Security Watcher At L 26 SYSTEM_MANAGED ® Allow 20231128 18:34:31 (UTC+09:00)
Groups L c Neloud Single Sign-On K| i 2| 719t 08 & SYSTEM_MANAGED ® Allow 2023-04-20 18:25:35 (UTC409.00)
[ L i Neloud Single Sign-On At L SYSTEM_MANAGED ® Allow 2023-04-20 18:25:35 (UTC409:00)

» X NGRAT VPC 7/2t Database Migration Service AH|2 L} 24 SYSTEM_MANAGED ® Allow 20230223 22:56:29 (UTC409:00)

" T Pinpoint Cloud MH|A Lf = SYSTEM_MANAGED ® Allow 20221122 18:58:57 (UTC40:00)

[ A Pinpoint Cloud AfHIA 4 2 SYSTEM_MANAGED ® Allow 20221122 18:58:57 (UTC409:00)

VPG 72t SSLVPN AfH|A L Z2| 7He8t O/ 4 2= 29 SYSTEM_MANAGED ® Allow 20221122 18:58:57 (UTG409:00)

LMAN Papago Translation Afél& SYSTEM_MANAGED ® Allow 20220818 20:32:19 (UTC409:00)

[ c , Media Connect Center AfH| i 2E SYSTEM_MANAGED ® Allow 2022-08-18 20:26:48 (UTC409.00)

ECT_CE SYSTEM_MANAGED ® Allow 20220818 20.26:48 (UTC409.00)

‘ it SYSTEM_MANAGED ® Allow 20220421 20:51:11 (UTG409:00)

[ ! SYSTEM_MANAGE ® Allow 20220421 20:51:11 (UTC409:00)

K VOD Station AfHA 4 £8i SYSTEM_MANAGED ® Allow 20220421 20:51:11 (UTC409:00)

[ £ VOD Station |2 U 25 7158 08 SYSTEM_MANAGED ® Allow 20220421 20,5111 (UTC409:00)

! E Cloud Data Box MEI L 53] 7|52 Of

SYSTEM_MANAGED ® Allow 20211221 19:12:18 (UTC409:00)
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@ (FPAXFRBRIAIAE]) Sub Account?l ‘getSubAccountAccessKey Actiong H[Shote MZS

ub
= ddgu.

A=2AF HO| MXH
AEAF Ho| HH
Action Q

Dashboard Group Policy Role STS SubAccount
getGroupDetail 4 getGroupList getPolicyDetail

O SMIERE =elgiLich O SES "olgch ARSI} et Mol MMEEE holgiich
getPolicyList getResourceCount getRoleDetail

AHERPZL A3 MM S22 xsgtch Sub Account LHA|S.E HEE gtolgh |t B ANFEE Solgt|ct
getRoleList getServerlnstanceDetail getServerinstanceList

gt 229 xH|BHLICt Ast2 K0S Server 2|AAZS MeiBLICE &h2 Hojgt Server 2|AA 528 xs|8fLCt
getStsSessionToken getSubAccountAccessKey getSubAccountDetail

STS B2 MM 9 M3t STS B2 HEE =o|ghct MEAFS| AM|AT|E Z8|et|Ch MEATE HMEEE =oIs|ct
getSubAccountList validatePolicy

MEAH 222 stolst|c}. FMo| R=3HX| HelgtL|ct

| 12 6-3-3 | Sub Account®| At2X+ ™o XM F9|

@ (FMSXIREZIAAE]) ‘Services — ‘Sub Account” — ‘Sub Accounts’OflA] AL2At Mol Hils
Bog ME A™S Mol JiE dHst FFE SR

Sub Account / Sub Accounts Po e a
[<] ME A" AR "=
AE g 8e
D 6940b760'7631162-3b36- 005056079369 @ NRN A FINAM: 3197934:8 760-76311 ee-ab36 ®
gy 2024-0411 14:21:56 (UTC+09:00) 4N -2417:32.59 (UTC+09.00)
F3¢g1 ofoje] nepfinsubuser] A8ng
A o MEE olujed
2o Huds for.L-} S A B
XA FY gs 2% 915 A8 olf F s CHN27E
2 Het 24 HE &N 2024-05-24 17:33:50 (UTC+09.00)
AP Gateway U M2 THs Source TE/HH
Access Key AIB 25 © ng
L

- 38 Accesskey

uy . Rkt Yy e s

0 GIOfE{7 f1SLICt

|IE 634 ME AE E OHE ot Ft
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©® (rSXFATIANAR]) FA F7F HAOM AR Fagh A=A 2

o
YA ME AZOA
HZYLIC
uy QR AMuA v 204l v

LI oo |

4y - kekk] 4 7Y 2 g A8 WA

ncp-finiam-test USER_CREATED ® Allow 2024-03-05 16:58:01 v

(UTC+09:00)

| TIE 6-5-5 [ MEXH ZO M 20 Gi|Al

© (PSR AH-

AEAL ZO| FAO| HEEH ME AFC=Z 2015t Access Key
23|74 AfHE=X] 2RI

2 fleliA= View/getSubAccountAccessKey #2t0| ERELICE Sub Account AfH|

A5 Bt Fphs F7totA| 2] BRELICH

| 7121 6-3-6 | getSubAccountAccessKey X3|H3H MGt CHEH XIEH Of|A|
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L\ #a N

09

o [H1] AMEAF Zo FM 4d 710I1E
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\ 24 A

& Al, ME(Signature)of tist REAIZH2 562 YULICE AP
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ZalotH, M= | CHBE timestamp 42 AJHQ| A|7H}

2 Wole timestamp S 230
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o Q806X L2 timestampOil CHEH Xpch
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Protocol: Hypertext Transfer Protocol

Transport Layer Security
ayer: Application Data

*» TLSv1.3 Record Layer
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@ (FHAXIRZEIAARY) ‘Services” — ‘Object Storage’ AZS AMEHSHLICY
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CLOVA Chatbot

CON# (Domestic)

@ CrXtEEAA) T HA - S22 — "ot H2['S MEfgLC

Object Storage / Bucket Management

Bucket Management @
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@ (FFSRiEEINA-) MEA FHO

1 Naver Cloud

Oo~1 OO T

X XH AHA‘I% oloH ‘Poncies’ — 4 %‘)b_(H AHAT

-1 OO

Naver
CLOUBPLATFORM

Sub Account / Policies

Policies

Po s o

ABC Yol 2 Fo Cni ] A2 Ubuntu 18.04 MI{0|0IX|(0S) BONEE . ©%
gy Q  #Eama o % - 204 57| v
R oo
gy U RY ELEC HYEN -

IFICATION_REGIPIENT_VIEWER HIA U K2 71552 088 4 2t Mot SYSTEM_MANAGED ® Allow 2024.01-2519:07:44 (UTC+09:00)
NCP_FIN_NOTIFICATION_ RECIPIENT_MANAGER Notification Recipient AH|A Lj 2 7|58 0|23 2 SYSTEM_MANAGED ® Allow 20240125 19.07:44 (UTCH09.00)
NCP_FIN_VPC_CONTROL_PANEL_VIEWER VPC 71t Control Panel M| A U Z2] 7152 0|88 ¢ U= SYSTEM_MANAGED ® Allow 2024-01-12 16:54:57 (UTC+09:00)
NCP_FIN_ _CONTROL_PANEL_MANAGER VPC 7]¢t Control Panel Mu|2 U RE 71 018 4 s A2 SYSTEM_MANAGED ® Allow 2024-01-12 16:54:57 (UTC+09:00)
NCP_FIN_VPC_CLOUD_SECURITY_WATCHER_VIEWER VPC 7|t Cloud Security Watcher Ajt|A Uf 23] 7|58 0|88 + 2l #8H SYSTEM_MANAGED ® Allow 2023-11-23 18:34:31 (UTC+09:00)
NCP_FIN_VPC_CLOUD_SECURITY_WATCHER_MANAG VPG 712 Cloud Security Watcher |4 Lj BE 7|58 08T 4 Y= 28 ‘SYSTEM_MANAGED ® Allow 20231123 18:34:31 (UTC+08:00)
NCP_FIN.NCLOUD. SINGLE_SIGN_ON_VIEWER Neloud Single Sign-On AHIA L 31 71551 0/2T 4 2li= #8t SYSTEM_MANAGED ® Allow 20230420 18:25:35 (UTC409.00)
NCP_FIN_NCLOUD_SINGLE_SIGN_ON_MANAGER Neloud Single Sign-On Al L BE 7158 018 £ Rl Agt SYSTEM_MANAGED ® Allow 2023-04-20 18:25:35 (UTC+09:00)
NCP_FIN_VPC_DATABASE_MIGRATION_SERV VPC 7/t Database Migration Service M4 L 2E Jls 0I8% + Ut SYSTEM_MANAGED ® Allow 2023-02-23 22:56:29 (UTC409:00)
NCP_FIN_PINPOINT_CLOUD_VIEWER Pinpoint Cloud MH|A L 2| 7150t 0|8 + QUi= {F SYSTEM_MANAGED ® Allow 2022-11-22 18:58:57 (UTC+09:00)
NCP_FIN_PINPOINT_CLOUD_MANAGER Pinpoint Cloud AH|A L 2E 7hs 8 0|8Y + U 32 SYSTEM_MANAGED ® Allow 2022-11-22 18:58:57 (UTC+09:00)
NCP_FIN_VPC_SSL_ VPN_VIEWER VPC 712t SSL VPN M| A L 22| 7158t 08 4 Ui 2B SYSTEM_MANAGED ® Allow 2022-11-22 18:58:57 (UTC+09:00)
NCP_FIN_PAPAGH ISLATION_MANAGER Papago Translation AftlA U} 25 7158 018% 4 2= 28 SYSTEM_MANAGED © Allow 20220818 20:32:18 (UTC40:00)
NCP_FIN_MEDIA_CONNECT_CENTER_MANAGER Media Connect Center AlH|A Ul BE 7|58 018% & 2= #3t SYSTEM_MANAGED ® Allow 2022-08-18 20:26:48 (UTC+09:00)
NCP_FIN_MEDIA_CONNECT_CENTER_VIEWER Media Connect Center Alt| 4 Lj %3] 7|19 0|88 < 2= 2} SYSTEM_MANAGED ® Allow 2022-08-18 20:26:48 (UTC+09:00)
NCP_FIN_BLOCKCHAIN_SERVICE_VIEWER VPC 7|8t Blockchain Service Afl|4 LY 3] 7159t 0|8 £ U= AP SYSTEM_MANAGED ® Allow 2022-04-21 20:51:11 (UTC+09:00)
NP JCKCHAIN_SERVICE_MANAGER VP 7l Blockehain Service Ml U 28 7158 0182 4 2 A%t SYSTEM_MANAGED ® Allow 20220421 20,5111 (UTC409:00)
NCP_FIN_ )_STATION_VIEWER VOD Station A Lf 31 7|52t 0|88 £ 2l Aot SYSTEM_MANAGED ® Allow 2022-04-21 20:51:11 (UTC+09:00)
NCP_FIN_VOD_STATION_MANAGER VOD Station AfH| U 2E 7|58 0|8 4 = { SYSTEM_MANAGED » Allow 2022-04-21 20:51:11 (UTC+09:00)
NCP_FIN_CLOUD_DATA_BOX_VIEWER Cloud Data Box AHIA Ui 3| 7|38} 0|8 & 2= Y SYSTEM_MANAGED ® Allow 2021-12-21 19:12:18 (UTC+09:00)

B (FHIXIHRIA|AED) ‘Services — ‘Sub Account — ‘Policies’ — ‘+ M AMAP

Object Storage?| HZ! S0 M2t AAF HOl &

| LE 715 T MEAE HY

g 4y

XH
i

AHA

o

S s

Eted

View

Change

k]

getObjectList
getMultipartUploadList
getBucketCORSList
getAccessLogList
getBucketWebsite
getBucketEventList

writeObject

deleteBucket
changeBucketCORS
deleteBucketCORS
changeAccessLog
changeBucketWebsite
deleteBucketWebsite
createBucketEvent
deleteBucketEvent
changeBucketEvent
sendBucketExtendedMetricData
changeBucketMetricFilter
deleteBucketMetricFilter

NRN

2" EEEN =)

2laad

nrn:FIN:Obj
883

KR:3197934:]

1713337998 Korea(financ Bucket

e)

| IE 716 HE SR8 MEA Fol A
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@ (X2 AJAED) ‘Services” — ‘Sub Account’ — ‘Sub Accounts’ — ‘Sub User MEH’
— I Hot Tt = JHE At FVVE Soll HZl 20| ZQst A2 AIHAITH AFZ XL

H —

o| MAS MLSH|CtH

4 xH
o™= —od

MEAE E

D 69 @ NRN

EEEY BT

27l ofojc] preeey

e ool

ER TS cua Bl A8 Y
2215 84 24 25 ALg ol
Ha gt EES
LEl

e Hzt e FEEN

By -+ LT

nep-fin-bucket-policy USER_CREATED

Allow 20240422 17:52:13 (UTC+09:00) v

- Q% OAl (Body)

"policyName": "string",
"description”: "string",
"permissions”: [
{
"effect": "string",
"targets": [
{
"product”: "string",
"actions": [

"string"”

"resourceNrs": [
"string"




=852t | Naver Cloud

- SH WAl (83)

"policyld": "string",
"policyName": "string",
"description”: "string”,
"validationResult": {
"details": [
{

"code": "string",

"location": "string",
"message": "string’,
"type": "ERROR"

}

"success": true

APIZ E35t AF2XF KO| Kz MM OA|

o1 OO

@ (API(CLD) ‘polices’ APIE &dlff ME AYE FZoE HZI0I gt AEA Fo YHis
g
- 2F oA

POST https://subaccount.apigw.fin—ntruss.com/api/v1/sub-accounts/{subAccountld}/policies

- Q7 OAl (Body)

"policyldList": [
"string"

"id": "policyld1",
"success": true

APIE &2t ME AFE AREXAF Zo| Zx & KAl

—_



S0 48 SREHFEMHIA HOF 2| HOM | 7. AEZX] 22

o [&111] Object Storage A2 710|=

o [2112] Object Storage Mot &2| 710|E

o [H13] AR Fo FH My Tl

o [E4] MER Fol HH W APl AR 710|1=
o [F15] MEAF M £ APl AIE J10|=

224



https://guide-fin.ncloud-docs.com/docs/storage-objectstorage-objectstorageconsole
https://guide-fin.ncloud-docs.com/docs/storage-objectstorage-objectstorageetc
https://guide-fin.ncloud-docs.com/docs/subaccount-policy-role
https://api-fin.ncloud-docs.com/docs/management-subaccount-createpolicy
https://api-fin.ncloud-docs.com/docs/management-subaccount-attachpolicytosubaccount
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@ (FHLXIHBBIAAE]) ‘Services” — ‘Sub Account’ AZS MEHSH|CE

Services

& Container Registry = vPC
@ Korealfi
#* @ Neloud Kubemetes Sen # ¢ Load Balancer

DNS (Deprecated)
2

@ Cloud Securty Watcher
forysaL
@ noloud Kubernetes Senvice

Cloud DB for Redis QU v App Saf a
Auto Scaling kDb horhede @ sidsin Cloud Connect

Cloud DB for MSSQL. @R File Safer
loud Functions oL .

@ Clout DB for MongoDe: (R y Web Secrly Ched
P

@ Cloud DB for Postoresal. (ERAHED App Secuity Checker ’ Papsgo Transiation
Geotoxaton &8 Database Migration Service (0 System Security Checker CLOVA Chatbat

e & Easy Notification Service (U SSLVPN ¢ CLOVAOCR
Cloud Outbound Mailer i Security Monitoring ¢ CLOVA Speech (@D
Compliance Guide CLOVAeKYC (@D
Key Management Ser
Certificate Manager

Blockchain Serv e B Al nateior Search Engine Service.

Hardware Security Module: Cloud Hadoop

joud Securty Watcher (D Cloud Data Stresming Service

SourceCommit

Manager SourceBulld

jce Monioring System
Monhoring Syst & LiveStation a ¢ ourceDeploy

ShaxtTogAntifica @ VoD station . Data Teleporter SourcePipeine

i Insight (Monitoring)

@ (IARIRBRAAL) AIBXt HO| FM M 906 Policies’ — +

12

WSHIES S2BLICY

Sub Account Pa s a

Policies

sBCYs @ O M2IY v Ubuntu 18.04 M{00IFI(0S) B

@ Korea(finance)

Q A 2004 %] v
B2 B (S)
loud Security Wat
ol k] e Y EL2T AUl o
ud Kubernete: A E Notification Recipient Alt| A Lj %3 SYSTEM_MANAGED ® Allow 2024-01-25 19:07:44 (UTC409:00)
EOl 1AM Notification Recipient Al A Lj 2 7 SYSTEM_MANAGED ® Allow 2024-01-25 19.07:44 (UTC+09:00)
' L PANE VPC 718 Control Panel A U4 Z21 SYSTEM_MANAGED o Alow 20240112 165457 (UTCH05:00)
E VPC 715t Control Panel Ab|A L B 715 SYSTEM_MANAGED ® Allow 2024-01-12 16:54:57 (UTC+09:00)

Dashboard A Z VPC 7]2 Cloud Security Watcher At A U %3] 7152 SYSTEM_MANAG ® Allow 2023-11-23 18:34:31 (UTC+09:00)
Sub Act [ ECURY VPC 712 Cloud Security Watcher At L 26 SYSTEM_MANAGED ® Allow 20231128 18:34:31 (UTC+09:00)
Groups L c Neloud Single Sign-On K| i 2| 719t 08 & SYSTEM_MANAGED ® Allow 2023-04-20 18:25:35 (UTC409.00)
[ L i Neloud Single Sign-On At L SYSTEM_MANAGED ® Allow 2023-04-20 18:25:35 (UTC409:00)

» X NGRAT VPC 7/2t Database Migration Service AH|2 L} 24 SYSTEM_MANAGED ® Allow 20230223 22:56:29 (UTC409:00)

" T Pinpoint Cloud MH|A Lf = SYSTEM_MANAGED ® Allow 20221122 18:58:57 (UTC40:00)

[ A Pinpoint Cloud AfHIA 4 2 SYSTEM_MANAGED ® Allow 20221122 18:58:57 (UTC409:00)

VPG 72t SSLVPN AfH|A L Z2| 7He8t O/ 4 2= 29 SYSTEM_MANAGED ® Allow 20221122 18:58:57 (UTG409:00)

LMAN Papago Translation Afél& SYSTEM_MANAGED ® Allow 20220818 20:32:19 (UTC409:00)

[ c , Media Connect Center AfH| i 2E SYSTEM_MANAGED ® Allow 2022-08-18 20:26:48 (UTC409.00)

ECT_CE SYSTEM_MANAGED ® Allow 20220818 20.26:48 (UTC409.00)

‘ it SYSTEM_MANAGED ® Allow 20220421 20:51:11 (UTG409:00)

[ ! SYSTEM_MANAGE ® Allow 20220421 20:51:11 (UTC409:00)

K VOD Station AfHA 4 £8i SYSTEM_MANAGED ® Allow 20220421 20:51:11 (UTC409:00)

[ £ VOD Station |2 U 25 7158 08 SYSTEM_MANAGED ® Allow 20220421 20,5111 (UTC409:00)

! E Cloud Data Box MEI L 53] 7|52 Of

SYSTEM_MANAGED ® Allow 20211221 19:12:18 (UTC409:00)
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@ (FHEXIHBZIAAR]) B0 TSt @17], A7] HetE XE3d17| ol AFZXI0AH ERst H7| &
H74 OHAMS MENSH|C}

g

[ R il

- Bucket  LifeCyclePalicy

B4 getBucketList getObjectList ] gmMnIlnpnnUploadUsl

Buicket 2] £ H]= Bucket?| Object Sj~ED) s HEE S0lTH | Buckst] F3gLc
B4 getBucketCORSLIst getAccessLoglist & oetLifeCyclePolicyList

Bucke1S] CORSE TTLIT Huckel2| Access Log EHE FHALT Life Gycle B 2|2

[ getBucketWebsite getCloudFunctionsTriggerList getCloudFunctionsActionList
Bucket Websile #5E T3 L Cloud Funetions Action 3

8

Cloud Functions Trigger

¥ oetBucketEventList B8 getBucketMetricFilterList
E Buckst®] AM| SIS 2H A

5 e a2y ~ 7]

n Bucket  LifeCyclePolicy

4 writeObject createBucket [ deleteBucket
Bucket®| ObjectE HH4AHL} 52 BucketS WgiLE} Bucket® HH2JUC

[ changeBucketCORS deleteBucketCORS {8 changeAccessLog
Buicket®} CORSE S HEML|L] Buekel®l CORSE s |} Blicket2] Actesd Log &

[ createlifeCyclePolicy deletel ifeCyclePolicy [ changelifeCyclePalicyStatus
Buicket0 £ Life Cycle ME B AT, Huckett)| LHE! Life Cycle HHE S EC Buicket0 T2 Life Cycle Y22 8

B4 changeBucketWebsite B deleteBucketWebslite [ createCloudFunctions Trigger
Bucket Webgile 858 25T Bucket Websits SH 8 A2ILICH Cloud Funetions TriggerS-AATEILCE

¥ changecioudFunctionsTrigger 3 createBucketEvent [ deleteBucketEvent
Cloud Functions Triager 2 Bucket EventE 454 Bucket Event® AIIEILICH

4+

[ changeBucketEvent 8 subscribeProduct [ sendBucketExtendedMetricData
Bucket Event & SUEL|E Object StorageE 018 818 HME U456 Bucke!2! 0|E HOlE{E

% createBucketMetricFilter B8 changeBucketMelricFilter [ deleteBucketMetricFilter
Bucketf 2 SUEF H0E ! Bucket®| &M ELIEY HHE WA Bucket®| 2] BLEE S AT

IR 723 L MEA ZO A 2%

(FHAXIREBRRIAAED ‘Services’ — ‘Sub Account’ — ‘Policies’ — ‘+ & MAY

Object Storage?| HZl S0 M2t AEX Mo HMS MGRiLC

o

E
S

ol
=

Eted AMY NRN 2 222 ERY 2largy

View getObjectList nrn:FIN:Obj FKR:3197934: 1713337998 Korea(financ Bucket
getMultipartUploadList 883 e)
getBucketCORSList
getAccessLogList
getBucketWebsite
getBucketEventList

Change writeObject
deleteBucket
changeBucketCORS
deleteBucketCORS
changeAccessLog
changeBucketWebsite
deleteBucketWebsite
createBucketEvent
deleteBucketEvent
changeBucketEvent
sendBucketExtendedMetricData
changeBucketMetricFilter
deleteBucketMetricFilter

|IE 724 HZ 8RS AL FOl A MY Gl
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® (FRAXFAEZ|AIAED) ‘Services” — ‘Sub Account’ — ‘Sub Accounts’ — ‘Sub User MEH’
— I Hot Tt = JHE At FVVE Soll HZl 20| ZQst A2 AIHAITH AFZ XL

H —

o| MAS MLSH|CtH

4 xH
o™= —od

MEAE E

D 69 @ NRN

EEEY BT

27l ofojc] preeey

e ool

ER TS cua Bl A8 Y
2215 84 24 25 ALg ol
Ha gt EES
LEl

e Hzt e FEEN

By -+ LT

nep-fin-bucket-policy USER_CREATED

Allow 20240422 17:52:13 (UTC+09:00) v

- Q% OAl (Body)

"policyName": "string",
"description”: "string",
"permissions”: [
{
"effect": "string",
"targets": [
{
"product”: "string",
"actions": [

"string"”

"resourceNrs": [
"string"
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- SH WAl (83)

{
"policyld": "string",
"policyName": "string",
"description”: "string”,
"validationResult": {
"details": [
{
"code": "string",
"location": "string",
"message": "string’,
"type": "ERROR"
}
1,
"success": true
1
}

APIE Stt AEXL Fo| Y2 4y GlAl

@ (API(CLD) ‘polices” APIE Sdli ME AFE 018 HI0| Tigt AREAt Fol HH

- 28 WAl

POST https://subaccount.apigw.fin—ntruss.com/api/v1/sub-accounts/{subAccountld}/policies

- 2% GilAl (Body)

{
"policyldList": [
"string"
]
1

- SE WAl

"id": "policyld1",

"success": true

APIE St ME AFE AREXAF Zol Zx & KAl
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o [&111] Object Storage A2 710|E
o [2112] Object Storage TeH &2| 710|=
o [F13] AEA Fo| HM 4y J0|1=
o [H14] ARBAL FO| FA Hd APl AKE JI0|E

o [H5] MEAZ M LT APl A 7101E
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@ (FHAXIRZEIAARY) ‘Services” — ‘Object Storage’ AZS AMEHSHLICY

Services

& Container Registry @ Object Storage & @ Vee
& Neloud Kuberne @ NAS # Load Balancer

Backup

Auto Scaling = 5 e hiksini & Cloud Connect

File Safer
Cloud Functions:
b Securty Checker
App Securly Checker Papago Transiation
GeoLocation System Security Checker & CLOVA Chatbot

Easy Notification Service (D v @ SSLVPN

Security Montoring QU

a &

Compliance Guide

]

Key Management Service @8

Certiicate Manager

a e

curlty Module

ud Securlty Watcher 4

CON# (Domestic)

Data Teleporter SourcePipeline

?r [ Media Connect Center

HH
:
J

Object Storage 4t

@ (FMSXIAEZIAIAED) ‘Bucket Management’ — “+ HZl M2 =610 IS MdgLCH

Object Storage / Buc . o B a
Bucket Management @
AE o gorer| @ X 22 = M2y b
B2 THel E 22|
B nepfin-ohsbk @ : IFAG)
B nopfinbucket
olg a7 ES L

Object Storage HZ! A4
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@ (FMSXIEHZNAH) ‘Metric Management’ — ‘+ M4 ZLER HH MM8'S Saf MA

— — O

DUEE0| Qe IiY SHAE HO|AKsuffiz S=EILIL.

X 0|2 ® ' obsmetric

CHA 21 ® ncp-fin-obs-bk v
HEAM@

HoM @ -png
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® (FHSXFRIHRIAAE) ‘Notification Recipient’ — ‘+ CHAIA}
IRt FO S HS, OHY

oy g

22 oAl 25 (1) Integration

FAE SSEEUM

14 7He] o4t

Cloud Functions Auto Scaling E#

SRR YY 7

T2 gy 8y

S5 ARt

A2

'3

2jojels 3l F7|

40

Email SMs

SUHE Hek €

]

® (FMAXIHBRIAAED) ‘Services' — ‘Cloud Insight AZS

@ Koreafinance)

Services

Container Registry

Neloud Kubernetes Service

Auto Scaling

Cloud DB for MSSOL QD

P

Cloud Functions

Cloud DB for MongoDB (D
@ Cloud DB for

base Migrat

Cloud Outbound Mailer

APIG: Updaie

Blockehain Service

Q  CON+ (Domestic)

Resource Manager
Live Station

@ VoD Station

¥ B Media Connect Center

Cloud Activity Tracer

Insight (Monitoring)

® 8

ad 8 0 & B @

(]

]

Object Storage
NAS

Backup (D

File Safer
Web Securlty Checker
App Securiy Checker
y Checker

LVPN
Security Moritoring (R
Compliance Guide
Key Management Service

tificate Manager @

el Behay

Hardware Security Module

Neurocloud

Data Teleporter

==
o=

e ay
z2YY O

O oFF

Gl Al

vee
Load Balancer

ONS (Deprecated)
Global DS
Managed IPsec VPN

Cloud Connect

Papago Transiation
CLOVA Chatbot

CLOVA OCR

CLOVA Speech (@D

3 CLOVAGKYC (NS

Search Engine Service.
Cloud Hadoop

Cloud Data Streaming Service

SourceDeploy

SourcePipeline

Cloud Insight &&
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@ (FRIXIHREIAAERY ‘Configuration’ — Template’” — ‘TiA& 12 MA'S Sof AM| ZLIEZO|

LSt Object Storage? HIlS XHEHLICH.

Jg A4 X
JF 0BT 2HE YD, DEW Y LA U E U DB S WHELRL » E U ARYY)
Product Type ® Qbject Storage -
JB0E* png_monitor_groups
JE dd
#
0/300 bytes
e 7k 2 L4 (07H) ! Q
o 44 ©
o
HolE §iE
HEE A i (27)*
oy o4 © HLEE
nep-fin-obs-bk/FKR nrn:FIN:ObjectStorage:FKR:3197934:Bucket/nep-fin-obs- A2 0
bk/1709010314016
neplinbucket/FER nrnFINObjectStorage: FKR:3197934. Bucket/nepfinbucket/ 17133379 24
9RB83
X Fa v 3y

| 72 7-3-6 | ELEZE 4 Object StorageMEd
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TSE0F 4] ZACHTLMHIA HOt 2| HTM | 7. AE3X| B
= Soll ¥M Fet

(FHAXFARIBIAAEY ‘Configuration” — Template’” — ‘£ EHZE3] MAP
Object Storage?| Metric F=0f| CHSH [AIZE HHFILICH
EES R X
@ vic= o= © =z uz =
(o H2 3 ARtQUCh)
Product Type ® Object Storage
EEEER template_obs_metrics
Iglll
7
0/300 bytes
HE 4y Cjay @ E =1 Hopury RI&AIZH
REQUEST/p..  putrequests filter: obsmetric re.y Critical v > v 0 SUM ¥ 1 min
| E 757 BUEE oY HA " AAIR FOl GAl
© (FRSXIHHTAAED) ‘Configuration” — ‘Event Rule® — ‘Event Rules MAM'S Eolf
JE(Y H2), HEUAZ ), U HYAE Azguct
(™2 U3 ArtelLct)

JlzEe
Eo|g* png_upload_monitor
A
Vi
0/300 bytes
Rules F#| £7|
HAl e
iy - A4 O
nepfinbucket/FKR nrn:FIN:ObjectStorage:FKR:3197934:Bucket/ncpfinbucket/1713337998883
EALEEE
HE2 s =l Y E-al oy RI&AIZE HAET|
put_request filter: obsmetric; regionCo... CRITICAL >0 sSuMm 1 minute H7|
A
Eted ol M e ERt
EE S SMS, EMAIL 2lofel= 0| ¥ / B8 47 OFF
k=3 A= 2| XXH AHA
YA Y2 ZLEE FH Ay GAl

24 HAIX S
(% 758 | 5 T &
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(FHAXFRIERIAAR]) MAHE OJHIE £2 Cloud Insighte] EventOlA ZELIEZ & 4= QIOH,
Folot OHIE E0] W2} O[HIETL ZK|=H X[-st H2XA SMS E£= E-mail 52 Sdl
LEHO0| MSELL.

Event
O[HIE S0 ofsl Wit O|HIES 7|2t M7 = M ZZiof| wf2} HHEst o[ HIES| &4 LSS ZHIE 4 ASLICE
HE O Loj=y| 2 C Mz1d 4
GMT+9(South Korea) - o | 120 | 10 | 1w | custom WE | AEZE v B A o BH ARE 244 o Hel v
< 2024-04-2315:30 ~2024-04-2316:30 B > i
Event Count
0 . T T
04-2315:45 04-2316:00 042311615 04-2316:3C
4ESF A Y =] HE ey = 2 AIEE LAl BER YA 53
Object Storage ncpfinbucket/FKR  filter(obsmetric)... put_request SUM >0 CRITICAL 2024-04-23 16:13 2024-04-23 16:14 v
Object Storage ncpfinbucket/FKR  filter(obsmetric)... put_request SUM >0 CRITICAL 2024-04-23 16:10 2024-04-23 16:12 v
Object Storage nepfinbucket/FKR  filter(obsmetric)... put_request SuM >0 CRITICAL 2024-04-23 16:07 2024-04-23 16:08 v
|E 7379 | B TY A H2E ZLEE G|
[Web&]
[Ncloud] png_upload_monitor
CRITICAL ncpfinbucket/FKR
put_request> 0
| E 75010 | B DY SR A2E U SMS OfAl
0] 2= Cloud FunctionS O|23IH O[MIE 27E TI2H0|EZ A2 CHUSH HEjZ S8Et
7 AU AiMlet Aret2 #A1 Ale 238 Soff 2ol & AU
\ T AR
Zt111] Object Storage A 710|1E
HIE L 0[8 710|=

o |
o [212] Object Storage 0|
o |

Z113] Cloud Insight Event Rule 44 7t0|=
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@ (FHAXIRZEIAARY) ‘Services” — ‘Object Storage’ AZS AMEHSHLICY

Services

Object Storage

NAS

ci

Cloud DB for G App Safer

® D © D

CLOVA Chatbot

CON# (Domestic)

HH
:
J

Object Storage 4t

@ (CrXraEAA ) 27 22| 2F0| EQet ‘Wl W8 — ‘27 &2 MESLT.

[ |

Object Storage / Bucket M:

Bucket Management @

HEC Lo 2 X OEEE Z M2 v

#2! e = g

B ncp-fin-obs-bk @ i (FAQIE & T6107 ELwT ZE|TFE AHE Awslo B2 gs E|X| BIEE 220|847 BRI

E  nepfinbucket 7l M
Al

W22 4 i e
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et |
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® (FISXHEEAAH) 205 MY HI g5 =
MEHSIY 277 22| ANS ARSiCH
23 8| X
3! 0|F : nepfinbucket
Bucket A4 0 = 9} 102 §{oy M=l 4 Q&L CE
NE W 2104 Prefix
ncp-fin-obs-bk - bucketlog
| E 813 2O el 8
@ (FIIRIRBRAAL) 2T MY BN 7|2 232 SQIFHC
Rl Eof #e| 0 nep-fin-obs-bk
HE| T PECE YA UE FP 24 8300M T 1Ho| SolF EE S HALCE
[FAQIE HTUI0] B LEIHE WHE 40 BLES H20| WA YT Fe|5hA7| MELE
& m g & TIRRE MEY ECOE a
oE Eh] SEstEm
= folder?
[z} IQBKJVE 44 22KB 2025-04-16 12:15:40 (UTC+09:00) ~
< m >
| 2 8-1-4 | 7I15€ 23 &9l
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Cloud Activity Tarcer?| 271 uigf MY

@ (FPSXIHEEIAAE]) ‘Services” — ‘Cloud Activity Tracer A2 MEHSHLICH

Services

% [ GlobslONS
& | Managed

& @ Clou

& 8 Pap

¢ @ CLOVAChatbot

Cloud Hadoop

ata Teleporter

Cloud Activity TracerdZ MEH

@ (FIAXIRT2Z|A|AED) Tracers’ — ‘+ Tracer AA'S MEHSH|LCE,

Cloud Activity Tracer / Tracers

Cloud Activity Tracer

AE o gote| &2 cHzad  msanees) @D v

Tracer 0|8 Tracer EbEl & Bucket (21%H)

Tracer 44 e
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® (FIMXIKERIAAE]) Cloud Activity Tracer® 22 XA HZI0F T4 HI0JH HAIS £

Rgstn 27 Y Mye tRFLc

Tracer A b4
Tracer EIY] @ © Dpefault Custom
Tracer 0|8 Default_Tracer
Tracer CH& OHIE = @ 2lH
HE
A
Ef2
Cis Bucket 2lE  Korea(finance) -
HAIE  nepfinbucket A
T Hole e Json O csv

[ of2He} 20| Object Storage= 5 0|3 Ho[E|7t H&Y S HolstEaLCt
Tracer T Y8tz AER EF 0/240] Lldks B2, XEE Bucket 2= 2| HEFLICE
£t Tracer A5} 444 A0S HUNEX|2) TH HE0|2E Object Storage = SA] HETIL|CL

Custom EFYS] 22 Li5iLl= oM S Hiojs 7H5-2 Bittol a30) s Basyn
CEBt, V43S Tracer BT SEBI Object Storage H| 82 HES So5 0 S0 wiLc

@ (FFSRHEAAR) MEE Tracer?l A7 ARE SfQIiLICE

Tracer 0|8 Tracer €9} T Bucket (213) HEuaay HEEHUN

Default_Tracer DEFAULT nepfinbucket (Korea(finance)) ® success 2025:04-16 11:34:13 (UTC+09:00) ~

N © B

| J1E 8-1-8 ] Tracer 4d &9l
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TSE0F 4] ZACHTEMHIA HOt B3| HTM | 8. WY U 0|55 22|
SOIBLICY.

® (FFSXrHREIAAR) 2T N WA MH4E Cloud Activity Tracer 215

Bucket Management @
+ Hdy HE o Yo7 2 X b2z C M2y ~
03 nepfinbucket » £ cat-tracer

e o ge|
UE| BHE YSEF VEGX| US BT 2d KT0UM 20f LU0 WO GEE T KL

izl
ST ®: (FAQ)S HToho) ER1EIT) SEITE 2A5S AEIDO| HEET 0] HF RES Fe(orA| bHaLich
& T ERP) & CEEE MEY % BroE - Q
o - EL B L
e
B 396 86K8 20250416 11:34:13 (UTC+09.00) v

| IE 810 2O ¥Y 2 el

S\ ET A

o [&111] Object Storage 21 &2 4F 7i0|=
o [&12] Cloud Activity Tracer AFZXt 710|=
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@ (FHAXIRZEIAARY) ‘Services” — ‘Object Storage’ AZS AMEHSHLICY

Services

Object Storage

NAS

ci

Cloud DB for G App Safer

® D © D

CLOVA Chatbot

CON# (Domestic)

Object Storage && MEH

@ (FPSXIRIERIA AR Bucket Management — X& CHA Bucket' — ‘O[HIE 22| S MEHSH [T},

Ohject Storage / Buckel Manage

Bucket Management @

ME o YopEy| @ X Ch2RE Z MEnHE b
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@ (HLRHEEZAAL) OHIE FYOIA A AH'E MEISHY, Cloud Functions®| Trigger2t

Action2 M43t Simple & Easy Notification ServiceE Soff &S BIE==E ASZEILICH

B2l OJHIE M X
SE{S} O[S STE F4 D[HES R8T, U O T ChNE STUNICL (%8 e AR
nHEE*

RG]
oHEgH*
x| MM HH (ObjectCreated:*)
244 (ObjectCreated:PUT)
444 (ObjectCreated:POST)
Al (ObjectCreated:COPY)
E| MHE YEE 242 (ObjectCreated:COMPLETE_UPLOAD)
B 2% 47| (ObjectRemoved:DELETE)
Ty ® Cloud Functions - EaH Ay

| 72 8-2-3 | O|HIE MM 2 Cloud Functions ¢HZ

% Object StorageOf|A] 2445t O[HIET} 2HA4GHH Object Storage EIRl E2|H0| O[HIE M7t MEELICEH
HHH OHMIES Object Storage Eted E2|7{0f HZE A FE0M M2H0IEHZ ARSSHH T
228 £ UELCE Object Storage EfR E2|0| MEZ= OHIE GiME= TS0 24Ut
{
"container_name": "my-bucket"”, /7 H3l g
"event_name": "my-event-rule”, /7 OHE 0lE
"event_type": "ObjectCreated:PUT" // OMIE EF
"event_version™: "1.8" [/ OMIE ;o B
"object_length": "1808", /4 WE =9]
"object_name”: "my-object"”, Pea - Il
"region": "KR", /2 olE
"remote_address”: "127.0.0.1", 1798 TP
"remote_user_shaZ56": "efSdd4b34d...", // MEBA Access Key2| SHA256 hash hexi}
"remote_user_type": "user", /) NBR BR
"request_method": "PUT", /798 HME
"request_type": "REST.PUT.OBJECT", /83 ER
"timestamp_finish”: "1627881611929", // SF M27h Bd AN, |42 AT, 2alE
"timestamp_start": "1627881611914" /4 23 MaE MEE AT, RYA AR, 2E
I
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Cloud Activity Tracer 21°| HZ#Hst

@ (FMIXFRERIAIAED) ‘Services’ — ‘Sub Account’

Services

& Container Registry
@ Koreaffi

#* @ Neloud Kubemetes Sen

2
@ Cloud Securty Watcher
forysaL
@ noloud Kubernetes Senvice
Cloud DB for Redis

Updte

App Saf
Auto Scaling op Safer

Cloud DB for MSSQL (QUEEEED File Safer

ioud Functions

Cloud DB for MongoDs @ Web Security Chech

@
o

@ Cloud DB for Postgresal. (D App Security Checker

Geotooution &8 Database Migration Sevice System Security Checker
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Cloud Outbound Malle Security Monitoring
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Certifc

e Manager

Blockchain Serv Shell Behavior Detector

Hardware Security Module:

loud Security Watcher

L

Manager

ice Monitoring System
%= & Live Station

Cloud Log Analytics @ VoD Station Data Teleporter

i Insight (Monitoring)

PURIRITIZINARY ASTF HO| Z3 4AS

o1 O

Sub Account

Policies

4ECglwl @ O M2aY

@ Korea(finance)

M8 SCIREAHREMH|A Hot

ma

=

12

1M 8.

=
i}

vee
Load Balancer

DNS (Deprecated

Cloud Connect

Papago Transiation
CLOVA Chatbot

CLOVAOCR
CLOVA Speech @RS

CLOVAeKYC (@D

Search Engine Service.
Cloud Hadoop

Cloud Data Stresming Service

SourceCommit
SourceBuild
ourceDeploy

SourcePipeline

Pa s a

Ubuntu 18.04 A/#{0[OIFI(0S) B3

loud Security Wat

ud Kubernete:

Dashboard F

Sub Act [ ECURY

Groups L c

B::45¢7>>»

ZH AHA]

MEXF Fo| FH WY
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Q  aEmus 2074471
A8 el HA (5)
L Y e EEETI
Notification Reciplent M| L4 52 SYSTEM_MANAGED. o Allow 2024-01-2519.07.44 (UTC409.00)
£l A Notification Recipient AlH| U] 2 7 SYSTEM_MANAGED o Alow 2024:01-2519.07:44 (UTC409:00)
LPANE VPG 718t Control Panel AH| ] %21 SYSTEM_MANAGED o Alow 20240112 16:54:57 (UTC409:00)
! VPG 7]¢t Control Panel M| 14 SE 71 SYSTEM_MANAGED o Alow 20240112 16:54:57 (UTGH09:00)
z VPG 7[2t Cloud Security Watcher Al L 8 7152 SYSTEM_MANAG! o Alow 202311-23 18:34:31 (UTG409:00)
VPG 712t Cloud Security Watcher At Lj 2E SYSTEM_MANAGED o Alow 20231123 18:34:31 (UTC+09.00)
Neloud Single Sign-On AfHIA Lj 2| 712 018 4 SYSTEM_MANAGED o Alow 2025.04:20 18:25:35 (UTC409:00)
Neloud Singie Sign-On At U SYSTEM_MANAGED o Allow 2025.04:20 18:25:35 (UTG409:00)
) NGHAT VPC 7l Database Migration Service Al L 2 SYSTEM_MANAGED o Alow 2023.02:23 225629 (UTC409.00)
Pinpoint Cloud A1 Lj = SYSTEM_MANAGED o Alow 2022-11-2218:56:57 (UTG409:00)
Pinpoint Cloud AféI 4 2 SYSTEM_MANAGED o Alow 2022-11-22 18:58:57 (UTC409:00)
VPG 7J8t SSLVPN AJHIA L £2) 71351 O[B! 4 2ii= 20 SYSTEM_MANAGED o Allow 20221122 18:58:57 (UTC409:00)
AN Papago Translation Aftl4 SYSTEM_MANAGED o Alow 2022:0818 20:32:19 (UTC409:00)
Media Connect Center A 1f BE SYSTEM_MANAGED o Allow 2022.0818 2026:48 (UTC409:00)
MECT_CE SYSTEM_MANAGED o Alow 2022:0818 20:26:48 (UTC409:00)
SYSTEM_MANAGED o Allow 2022:0421 2055111 (UTG409:00)
SYSTEM_MANAGE o Allow 20220421 205111 (UTC409.00)
! VOD Station AfblA L £ SYSTEM_MANAGED o Alow 2022:0421 20551:11 (UTC409:00)
NeP VOD Station Afé2 L 2E 7158 Ojg2 ‘SYSTEM_MANAGED o Allow 2022:04:21 20551:11 (UTC409:00)
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MEAY S 2T OlAl

i ALt
[Z111] Backup AFZXAL 710|1=
[Z2112] Sub Account HZ 2| A2X} 710|=
[&03] ME AN 3 S AP 710|=


https://guide-fin.ncloud-docs.com/docs/backup-procedure
https://guide-fin.ncloud-docs.com/docs/subaccount-use
https://api-fin.ncloud-docs.com/docs/management-subaccount-attachpolicytosubaccount

LHE

AEHS 7IE
SRTIt 52 383 Hiklzs 24 ATX|H| Abbolo]

8.6.  HHOmOI 2174 ObMX|S] B :
aab I EHPSI0{0}F BiCt

L\ My
0 9%t Z283|At MAMXta= HOO| AstE A XEAN EHaSt0F otCt.
N

1) S2RE MH|A MSAHCSP)Cl DR MH|2 018

2) =83At A CIOIEMHZ AMI0 B S

L\ 2 A

HZ2 AEAZt Backup CIOIHE QRHRH X|HO| L4610 HEY 4+~ UES
S

o Yoy S2HRE U2
Remote BackupS HMIZELICE. AF2Xt= Remote BackupiZS 02310 Server, DBMS
7HEREO0] RIS &1 HEO| EO0| MYAE THotal, ARZAL Fol0)| M2t At B el A,
A OIAL|C}

HZ& 7|17t 58 HOl6t0| Remote BackupE 7+8E £ US

268




Services

‘ontainer Registry. # @ ObjectStorage

cloud Kubernetes Service (SN y T ONAS

& Backp GRED
@ Cloud se

@ Neloud Kubemetes Service

v [3 Appsafer

& B Fesaer

@  Cloud DB for PostgreSaL.

& Databa

AINAVER API

CON# (Domestic) (Deprecated)

SourcePipeline

@ (FFSXIAH2IAARY) Storage” — + MEA Mg’

T OE Z(AAh Y FA)0 A

Backup / Backup / ¢

¢ | KEHA AM wy

o4 oo ==

vee
Load Balancer
Giobal DNS

Managed

e

Data Teleporter

11 Server, DBMS £0| =Xlol=

J
=

storage?

FKR-2

269



TS0 48 ZRCAREMH|IA Hot #2| UM ) 8.

@ (FHXIHRZ|A|AE]) ‘Remote Backup” — + £

e
MEHSIH AZ KFA(AL Y Fa)7 XFEH, ALk T

oln
mjo

Holotd a4t d¥s A=FLIL

rz
%
)l
[0

Backup / Backup/ Remote Backup

AA A aug wuse] ug Ho|HE /S ZUNL.

@ ruun

2 HEzue

S TR A0S UTY FHAS(*E4 B MTLCH)

Aebh Ol * remotebackup

Hy . job1 v
ze FKR-2 v
D TR storage?

i O mrazese @ A e

s TR o s o

El=ES O unt 1 Hzr

ALtz AM -+ 00 v | KETWTE +08-00)

| 2 8-6-3 | Adt ey 4y

-

\ &7 A

o3t

o [2111] Remote Backup &8 ARRAt 710|=

270



https://guide-fin.ncloud-docs.com/docs/backup-remote

40

1 Naver Cloud

=820t

0

L2
FZEUIE TR TAIHIE OSHI0] MHIA 18NS Hsioo}

8.7.  FQ TLFYH| 0|58t }

ro

i

o\ My
o 2ZIUIE ZRALC sES E5 olmat TN A JHAEL 7SS 0|230] FQ MARH|

O0|S=tott{0F St

- OflAl
1) S2URE 7Hdet 7SS 018010 2 TLFYH|(MH, HIOJEH|0|A 5) OS2t 714
¥ 5= 419

2) 015t ¢ Al &4 QX

RPN |
OMMSI| 712 NS QXIE

o Yo|Hf S2HRE SHE2 ARSI THX2(Server, Cloud DB &)0| € sd= w7
2 QEE 0|F3HMulti Zone) 78S XIRRILILE. Zone2 2& 22H2E Region L0 S2/H22
22=0 4= HOHME H HERIE oHH, AEX= 249 Server?t Cloud DB

M=2 TE Zonell| ++d5t04 olt2| Zonell| 7+2-80il EHM7t LMSHHEE CTHE Zone|

NS X5 A QIAL|C}

RIS
RS AR NHIATL E 4 UEE 0155 THS MBS 4 UB

271




Multi Zone 782 2|8t Subnet M

@D (FHAXIRTEIAARY) ‘Services — VPC' MES MEHSHLICE

Services

Object Storage 2 vee
@ Koreafinance)
NAS o Load Balancer

DNS (Deprecated)

Global DNS

Cloud DB for MysqL (SRS Managed

Cloud DB for Redis (@ % App Safer

Auto Scaling > Cloud Connect

Cloud DB for MSSQL. @R o« fer
A Cloud Functions A

Gloud DB for MongoDB ¢ b Securty Checker
Cloud DB for D % App Security Checker & Papago Transiation

® GeoLocation % g8 DatabaseMi s 'S System Security Checker & CLOVA Chatbot
Simple & Easy Notfication Service (SSHED @ SSLVPN

Cloud Outbound Mailer v 3 Security Monito

AINAVER AP Compliance Guide

@  Key Management S

Blockchain Service e & 5 h Engine Service

ity Module Cloud Hadoop
ud Security Watcher (UBSHED B Cloud Data Streaming Service

CON# (Domestic)

B Neurocloud St tommnit

Resource Manager SourceBuild

we fonitoring System U Station Migratio & @ SourceDeploy

Cloud Log Ayt V0D Station @ & DataTeleporter " Sourcepipeline

Sub Account Media Connect Centef

Clioud

Cloud Insight (Monitoring)

VPC &= 4

@ (FHXIRAERIAIAE]) ‘Subnet Management’ — ‘+ Subnet A4S MEHSH|CY.

VPG / Subnet Manageme Pa s o
Subnet ®

o= o ol & oy ] = Mol SENS Biz Message - 717/ HIX o4

Subnet 08 - Q  Filter © o 0 < i -

Subnet 0|8 Subnet ID HEf VPCOIE P e Zone Imternet Gateway HE 015 8E

Subnet &2 2&

272



=28E0 | Naver Cloud
o|m ‘ ’ = = 5
@ (FHSXIRBEZINAL) 712 Zone' 0] M2 THE Subnet2 278 AMAMRILICEH
Subnet 4 M X
SubnetS MA$hL|CE
VPC Ljoll HIE21E! 22| 22t HBELic.
1P 34 291 VPC 4 9| ofst=at KIFo0| s s,
private CH=(10.0.0.0/8,172.16.0.0/12,192.168.0.0/16) LHo{lA /16~/28 & ?|0{0f THL|Ct,
A1 0|3 Network ACL BH#1240] 7 55p02 ALAA| Zo|f3EAI7] HIRILICE
(*T4 Y AfErILICH)

Subnet 0|5 *

VPC*®

IP A Hel®
72 Zone ®

Network ACL ©

Internet Gateway 712 o0&

B

Subnet A

Subnet0|2®

Network ACL ®

Internet Gateway H£ 0%

l ncp-fin-pri-sn3

ncp-fin-vpe (192.168.0.0/16)

I 192.168.5.0/24

‘ FKR-1

nep-fin-vpe-default-network-acl

Y (Public) @ N (Private)

ut
LUBEAHOIAIE! A THs 8t A|stiglLiCt

SubnetS MMEHL|CE

VPC Liol| M2l 2{2] 7t MSEL(Ct

IP F4 #2l= VPC F4 9| ofst=et X|o| 7+s3t,
private £{<(10.0.0.0/8,172.16.0.0/12,192.168.0.0/16) LHo{|A /16~/28 & ?|0{0f BfL|C}.
“H4 0| Network ACL Bt HZ0| 7Hsst2 2 MAMA| Fl6lFA|7] HIZLICH
213 Apgteluct)

fomin

ncp-fin-pri-sn2

ncp-fin-vpc (192.168.0.0/16)

VPC*®
1P A uje|® | 192.168.3.0/24
7t2 Zone ® ‘ FKR-2
ncp-fin-vpe-default-network-acl

Y (Publicy @ N (Private)

s= Ayt
UHA {0 A T ALR ZHs3E A 24lRiL|CH
| 12 8-7-3 | Zone & Subnet A 0A]

273




850t 48 22A9cH

FEMH|IA Eot 2| UM 4 8. WY 3 0|FEt

el
o

@ (FFSXrEEEAA) 22t Y LS Soll 202 ServerS

BalancerS A4St ATt Private SubnetS AMMEHICH

& Application Load

Subnet 44 x

Subnet Y4ELICH

VEC LHo| Aftstel 24p| Iobg R TE o)
1P 34 9l Ve 24 9 01822 KH=0] FHest,
private ZR2(10.0.0.0/8,172 16.0.0/12,192 168.0.0716) LHOIA /1 6~/28 Heofo} Feict
24 Oj= Netwark ACL Bt #H0| FHSEIDE A4 A| 3 2i83A17] BHALITH

(@ plE APRLICH)

Subnet 0|E * | aib-subnet |
vPc*® nep-fin-vpe (192.168.0.0/16) -
EEFNCIETR | 192.168.10.0/24 |
78 Zone * FKR-1 -
Network ACL ® new-nac -
Internet Gateway HE o0& ¥ (Public)
ax LoadBalancer - l
LoadBalancertAR ARS Zi5E! MELIEILICE

LoadBalancer 17/} & 5107 H=2| IPS AHSEILICE

x FR o

(14
ok

| 7121 8-7-4| Application Load Balancer Subnet A4 OfA]

274




=852t | Naver Cloud

Server?| O|Z&Multi Zone) M

D (FRIXFRARZIAAE) ‘Services — ‘Server AZS MEHSH|Ct

Services

Container;
Object Storage
Neloud Kubernetes ¢ NAS

Backup QRS

2 PubliclP
& Bare Metal Server Cloud DB for MysQL (@
@ AutoScaling Cloud DB for Redis (N tr App Safer

B CloudFincions Cloud DB for MSSQL - (UREH 1 File Safer

Cloud DB for MongoDB (R Web Security Checker

App Security Checker

S Geolocation Database Migration Service @ System Securit Checker

[ Simple & Easy Notification Se . PN

@ Cloud Outbound Mailer i Security Monitoring @

of AP Gateway (U ANAVER API Compliance Guide

Key Management

Blockchain Certificate Manager (36}

# @ Blockchain Service WebShell Behavior Detector

Hardware Security Module

@ Cloud Security Waicher (BgENES
CON+ (Domestic)
ShortUR

Search Trend d ate Cloud

b Neurocloud

¥ 1 Resource Manager

R T—
= & Live Station Migration

@ Cloud Log Anals @ VOD Station Data Teleporter

Load Balancer
DN (Deprecated)
Global DNS
Managed Psec VPN

Cloud Connect

Papago Translation
CLOVA Chatbot

CLOVA OCR

CLOVA Speech (@URESED

CLOVA ekvC (e

Search Engine Service

Cloud Hadoop.

Cloud Data Streaming S

SourceBuild

eploy

SourcePipeline.

@ CrSXIEEZAAH) Server — '+ M 'S S=I010] 7hdXHE(Serven)E

Server / Server

B
Servereo

wh=7| Ysto] fsts 2ol ZEFOR HBH= MY

Rofstx| 43, 2L

B2l At X2 S 20N 2| A5 AL

2 A Xtlo] 2attE

elmat RHof et £ES S0t SPALL YAHoR

/ HRIFMH MY v BUEIISHZ v ZsiE Rt =8l HIg 2|
Server Type

0 [T HIZLIAO] 2B 4 gl WBH! Mgl
i sy Clegt T BIELIAO] 80l ML

Windows AfE{oll $#8f| 7|2 CIA32 100GB Au|2E 8% 4 UgLich

64GB Ol4te| T 0j22| M2 A, B

@ High-Memory

&% GPU Server HEX20f 2|Z2tE GPU Mie| 1MS HFEY LS XS ELich

4 Ubuntu 18.04 AE{0[0[|(0S) B0 Chat % 213 ot

HE O Pop| B X O22E C M2ay ~

Server 44

275

Pa e a




SEE0F 48 SURCAREMH|A 2ot 2| FOM o 8. WY & 0|53 e

@ (FHSXrEE2IAA]) Server A4 IFHOA 0153t A4S ol 2t ME7t M2 THE Subnetit
Zonelf| $XIGH=E SubnetE MEUSHH Server 20 AMMBILICE

Server / Server Po 5 a
MH MM 0 ugzazzz >

@ e oluix) ey [- REF 3 o5 uy 4 YEXaHI 4Y BT

M 4

e ErelTt 23S MeSHR. (S A AfRILICH)

vPCc*® nep-fin-vpe v VPC MM 4

Subnet ® npfin-pri-sn2 | FKR-2 | 192.168.4.0/24 | Private v Subnetis 2

291 1P A2E SISIAE PEA] Public SubnetE H1SBOF BILICY

22X E5° O ssb HDD

e EreL® Standard v
[Standard] vCPU 274, 022 4GB, [SSD]EIA2 5068 v

QIR M= O ga3d At e3% 72,000 KRW (0S H2])

Ao 7 * [ \

A 08 [ fintestsrv2 |

[ 2i5t4l Me| 0|5 O hostname MEYLICH

Network Interface * =LTHES Network Interface Subnet P
eth new interface v nep-fin-pri-sn2 | FKR-2 | 192.168.4.0/24 | Private v + 27t
etho new interface nep-fin-pri-sn2 | FKR-2 | 192.168.4.0/24 | Private Rsge

| 1% 8-7-7 | Server 0|=3} A G|A|

@ (FIMXIHEBIAIAE) 2049 Server 7t Server 2292| AN HHOA Subnet0]| MZE CH2
QX2 FAME0 U=X| Eolgh .

Server @

+ A Y HE o gorz| 3 X CheRE foR V=it v

Filter = AE2[X]: « FH| Y v T StoIHlOIX: « HH B2l x| 2F: v A v

At 0| (Instance ID) stojmufoly A Ak A ojolx| o[ A ojujx] vz ELES] Al HiZel P 2P vPC Subnet

Linux 8.10

AHEs
M 0| F (Instance ID) finservtest (28037573) M o[o|x] 0|F Rocky Linux 8.10
Hey 293
vPC nep-fin-vpe
22| 8ix 28
M UA 2025-04-17 23 1:59 (UTC+09:00) stojmtolx XEN
o 17 2% g
TR sz 203 (JTC+03:00) My Am 5d2-g1-s50(vCPU 2EA, Memory 4GB, [SSD]Disk 50GB)
Hizelip 712:192.168.1.13
9t
Subnet
|22l Secondary IP 7l
%7} os e Rocky Linux 8.10
YR EDIT Main Account
NIC elh0 ACG 4%
BUEE o 71z (Network Interface)
Network SLIEIY & o
i a
- e 22l IP (Instance ID)
AE2R @ 5196421d69a3 ©| 7|2 AE2(X| | SSD | 50 GB | /dev/xvda waEs o 5
Script @ s
712 AERR| est K N
Event e

| 712 8-7-8 | Server 0|53+ 74 &0l

276




=852t | Naver Cloud

® (FHXIREERAIAR]) 2019| Servers HZ6| 9ISt Application Load BalancerS A445t7|

ol ‘Services’ — ‘Load Balancer &2 MEHSHLICE.

Services

ANAVER API

Load Balancer A= /MEH

©® (FHSRIEERAAY) + 2ESHNM B — OHS2H 01 25 B2 dd'S 22610 2049

Server TargetE HASTILICH Application Load Balancer®l HZAE 2CHO| ServerS2 M2
A

CHE Zonell PIX[6IE2, £ Zonel| 2A7t 2YSIERE AHIA SEES RAIR 4+ UASLIL.

Load Balancer / Load Balancer Pe e a

3
Load Balancer o

v WEIIBNEE o CHUT AW BeEA WA ormo xjel Jluel e o ME 4R

AEHYoiE7| 2 Z MRIHE ~
G YEYa 2oy «GE oS04 2N -G YES3 DB 2EEAN
HENI ouag 4y OffE2IAelM 2 WA Al CEUER- A= L

Application Load Balancer 44

277



Cloud DB9| O|=3KMulti Zone) T4

@ (FHXFRERIAIAE]) ‘Services’ — ‘Cloud DB’ MZES MEHSILICY

Services

Container Regi Object Storage vPC
@ Korea(finance)
Neloud Kubernetes A Load Balancer
DN (Dep
Global DN:

Cloud DB for MySQL (i Managed

Ao sooim 4 Cloud DB for Redis (NS % App Safer Z i

B CloudFincions @ Cloud DB for MssqL (REHD File Safer

Cloud DB for MongoDB (i g+ Web Security Checker
ation s ¥ @ CloudDB for PostgreSQL (URdAIED o App Security Checker o Papago Translation
£ GeoLocation @ Database Migration Service (U System Securit Checker CLOVA Chatbot

[ Simple & Easy Notification Service (UMD PN OVAOCR

LY Outbound Mailer RARL Security Monitoring  (iEEERD % G CLOVASpeech (U
AINAVER API

o AP Gateway (U CLOVA ek

Key Management Se

Fockchal Certificate Manager & Analytic
timen

@ Blockehain Service Search Engine Service

Summary WebShell Behavior Detector

3 Korean Name Romanizer (Deprecated) iy Module Cloud Hadoop.

ontent Delivery % @B CloudDataStreaming s
5 pp— Cloud Data Strearming S
PTCH,
Q CON+ (Domestic)
HortU
Too
arch Trend Pri ud

o ) Neurocloud ‘SourceCommit

1 Resource Manager SourceBuild

Data Teleporter

@ (FIAXFEZIAAEYD) DB Server — ‘4+DB Server MA'S 22610 74X (Cloud DB)E

Cloud DB for MySQL / DB Server Py 5 o
e
Cloud DB for MySQL o

GIO[E{H|0| A AMH|AE £lm ZHHSHA| st #a|

S7stn of

T o oo

2/2 DB 7% 3
| 2HR(Rp7

ot w2 A

0]+ MH|A DBE OHEE{C

v XS Fail-over K@~ M2t MIAE o~ BUEI YL~ XSEHE DB U

sEHERI b © the ~

Cloud DB Al MM

278



28592 | Naver Cloud

@ (FIEXIHZZAIAED) Cloud DB MM 10N Multi Zone 7+82 MEHSIH Cloud DBE

dgEt,

Cloud DB for MySQL / DB Server
<] 4
© 1oz 2 pBu EREE]
DBMS &% MysQL
ME Al @ 62 v
DBUZ HE @ mysql(8.0.40) M
DBEfo2 @ General Public License
WY RE e 17t84E MEsHH Standby DB ServerE Z2oto] 2cho| A7t M4 =|0] 71 R 30| LAL|Ch
Multi Zone Master DB 2CHE MZ CHE Zone of 441510] LIS &2 71842 MSELIct
VPC* ncp-fin-vpe v c VPC ¥4 3
Subnet ® Master Subnet Standby Master Subnet
ncp-fin-pri-sn | FKR-1 | Private v ncp-fin-pri-sn2 | FKR-2 | Private v c Subnet 44 (4
DB Mt 4 0|%0]| subnet 0TS E7HsELICE

| 7121 8-7-13 | Cloud DBQ| 0|=3t M

@ (FFSXrHB2|AAE) Cloud DB 552 AM| FE0A Cloud DB2| Multi Zone 2{0] Y'0|,
Master Server?t Standby Server®| Subnet Z0l ZoneO| MZ Ci2H| FHE UK

SjoIBHLICY,

DB Server ©

YE M oty B X Cr2RE [oR! Egni] v

\ AR H DB Server A H Monitoring v ‘ | DBHE2 v e aQ
DB At|£ 0§ DB Role DB Server 0|& DB Server Et2} olo|E] AE2|X| Status vPC Subnet Monitoring DB Status

] nep-in-db

andard] 2vCPU, 4GB Mem 06 nep-fin-vpe nep-fin-pri-sn

DB AHIAOIE & nepin-db vPC nep-finvpe
DB Server 01 nep-fin-db-001-2uzq A Hich 62
Private £0fi2! db-qngns-fkr.cdbfin-ntruss.com Multi Zone Y
Public £02! 2g et Subnet nep-fin-pri-sn | FKR-1 | Private
X5
Ay 295 AP 192.168.1.14
A UA 2025-04-18 2% 2:24 (UTC+09:00)
DB 27 HE MYSQL8.0.40
IS AN 2025-04-18 2% 2:33 (UTC+09:00)
os CentOS Linux 7.8
clole] AE2Ix| efel ssD
DB License GPL
olole} AE2/K| 8% 368 (A18%)
.
ACG @ cloud-mysql-gp2wo (58694) 78 7] Tisd N
R ; DB Role Master
— - DB 4 EE 3306
gl BB & 19 (0815) Database Config & AE N8R config?} S

| 712 8-7-14 | Cloud DB2| 0|F3t 74 &0l

279



TSE0F 48 SASCHTLMHIA HOt Ta| HTN | 8w U 01FE 22

APIZ E8t Server 0|=&KMulti Zone) M

@ (API(CLI)) ‘createServerinstances’ APIE Edll Server MM A|, ‘subnetNo IZtO|HE
Eall 20H9| Servers MZ CH2 SubnetOf] FLAELICE

- 23 WAl

GET https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/createServerinstances
?regionCode=FKR
&serverlmageProductCode=SW.VSVR.0S.LNX64.CNTOS.0703.B050
&vpcNo=***(04

&subnetNo=***43
&serverProductCode=SVR.VSVR.STAND.C002.M004.NET.SSD.B050.G001
&feeSystemTypeCode=MTRAT

&serverCreateCount=1

&serverName=test—***

&networklInterfacelist.1.networkInterfaceOrder=0
&networklInterfacelist.1.accessControlGroupNoList. 1=***63
&placementGroupNo=***61

&isProtectServerTermination=false

&initScriptNo=***44

&loginKeyName=test—***

&associateWithPubliclp=true

& isEncryptedBaseBlockStorageVolume=ture

Server?| Multi Zone 74 API G|A|
APIZ 53t Cloud DB2| 0|=&KMulti zone) T+

@ (API(CLI)) ‘createCloudMysglinstance’ APIE S5l 7MSAME(Cloud DB) A4 Al ‘inMultiZone
I}2t0|EE 0|25t Cloud DBE Multi Zone0f| F-A4&LICY

- QF Gl

GET https://fin-ncloud.apigw.fin-ntruss.com/vmysql/v2/createCloudMysqglinstance
?regionCode=FKR

&vpcNo=****83
&cloudMysgllmageProductCode=SW.VDBAS.DBAAS.LNX64.CNTOS.0708.MYSQL.8025.B050
&cloudMysglProductCode=SVR.VDBAS.STAND.C002.MO08.NET.HDD.B050.G002
&dataStorageTypeCode=SSD

&isHa=true

&isMultiZone=true

&isStorageEncryption=true

&isBackup=true

&backupFileRetentionPeriod=10

&backupTime=02:00

&isAutomaticBackup=false

&cloudMysqlServiceName=test—****

&cloudMysqlServerNamePrefix=test—****

&cloudMysglUserName=test—****

&cloudMysqlUserPassword=***#**x*x

&hostlp=192.168.0.%

&cloudMysqlPort=13306

&cloudMysglDatabaseName=test—****

&subnetNo=****91

&standbyMasterSubnetNo=****93

Cloud DB MM Al Multi zone 7+ API Of|A]



o [&111] Subnet ¢ ARZXH 710|E

o [&112] Application Load Balancer M4 A2} 70|=
o [H13] Server MM ALEXt 710|=

o [&114] Cloud DB M4 AHZAt 710|=

o [&15] Server M4 APl 710|=

o [&116] Cloud DB A4 APl 710|=

281



https://guide-fin.ncloud-docs.com/docs/networking-vpc-vpcdetailedsubnet
https://guide-fin.ncloud-docs.com/docs/networking-loadbalancer-applicationlbconsole
https://guide-fin.ncloud-docs.com/docs/server-create-vpc
https://guide-fin.ncloud-docs.com/docs/clouddbformysql-dbserver
https://api-fin.ncloud-docs.com/docs/compute-vserver-server-createserverinstances
https://api-fin.ncloud-docs.com/docs/database-vmysql-createcloudmysqlinstance

=S80l 48 SoIRCATEME[A BOF B HUM

(NAVER Cloud)

= 20254 10

-3
ot
il

foru | HF 3
3 & &3¢

. NAVER Cloud

r

= 8 &
SLREHSE

eI

0 | /o)

rio
>gm AT
0z oz oz
0x 0z oM
=

=
5o
O oy
% 0)
2|_|

BE® o
o
o
02

A
o
o)
I
Ol

N
e o
ol
ol

0

= L L =eEdd
02-3495-9000
7| LAl SR HXIZ 132

o =)
= UM LHES| FTHME SotH, 718 S Mol= UEA =824

S8E0F &8 SoURCAREAHIA 2ot H2| HIM 2 815 FAI7| HIFLICH




=

o T

=a=0f

aS SLIREAFREAMHIL

=101 2i8| &M

(o



