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Cloud DB2| ¢tet H|LHS AH

@ (FIXIERIAAE]) ‘Services’ — ‘Cloud DB’ AES MEHSIL|CY.

Services

% B Sserer 3 Container Registry % Object Storage
@ Korea(finance)

Neloud Kuberr NAS Load Balancer
Backup (S S ated)
Global DNS.
Cloud DB for MySQL (UREA y Managed IPsec VPN
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File Safer
Cloud Functions
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App Security Checker Papago Translation

GeoLocation Security Checker @ CLOVA Chatbot
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@ (ISR Z|AAE) Cloud DB A4 A =, DB MEHAOA ‘USER &S’ HIAE BIAQ
HO|H S2tRE SSHEQ| OFMSt H|YHS {20 W2t HYHSE Mot

Cloud DB for MySQL / DB Server

<] 44
@ Huiux © o5 uz 3 fzY
USERID®* @ %2 42, 2o 16
HOST(IP)* @ DBEZIP 3
USERZE®* © [ ..., A4 82Xt A 20Kt

Cloud DB A9 H|YUHS &l

APIZ 538t 7HXI2(Server)Q| QtXSH H|UHS MM
@ (API(CLI)) ‘createLonginKey APIE Edlf Q15712 MM, T CIS7|E ARSI 7HAAHA

(Server)2 AMMSHLICY

- 23 oAl

GET https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/createlLoginKey?keyName=test—***

- 23 oAl

GET https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/createServerinstances
?regionCode=FKR
&serverlmageProductCode=SW.VSVR.0S.LNX64.CNTOS.0703.B050
&vpcNo=***04

&subnetNo=***43
&serverProductCode=SVR.VSVR.STAND.C002.M004.NET.SSD.B050.G001
&feeSystemTypeCode=MTRAT

&serverCreateCount=1

&serverName=test—***

&networklInterfacelist.1.networkinterfaceOrder=0
&networklInterfacelist.1.accessControlGroupNoList. 1=***63
&placementGroupNo=***61

&isProtectServerTermination=false

&initScriptNo=***44

&loginKeyName=test—***

&associateWithPubliclp=true

R157|E S¢t Server Y
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@ (API(CLI)) ‘getRootPassword” APIE S5l Ckgat 20| 7RI (Server)Q] 2kt HIZHSE
S0l

- 2F G

GET https://fin—ncloud.apigw.fin—-ntruss.com/vserver/v2/getRootPassword
?regionCode=FKR

&serverlnstanceNo=***4299

&privateKey= BEGIN RSA PRIVATE

KEY \nMIIEpAIBAAKCAQEAzbhX0SkB+N3yAe799tP1xuYEL23uaZhgnKSup0IGOICea***\nQC/

o T é}: ~n

SH KAl

{getRootPasswordResponse)
{requestld){/requestld)
{returnCode)0{/returnCode)
{returnMessage)success{/returnMessage)
{rootPasswordyP3e7fLnd6=***{/rootPassword)

{/getRootPasswordResponse)

RI57|1E St Server HZ[At HIZHS =401 G|A|

APIE S5t 7Hd4X2(Cloud DB)2| QHHsH HILMHS MY

@ (API(CLD) ‘createCloudMysglinstance’ APIE Salf 7 At (Cloud DB) 244 Al, ‘cloudMysql
UserPassword IZH0|ES 025610 7FAXIH(Cloud DB)O|| CHSH QEMSH HIUHS S AXSH Tt
Om, OFHoIX| P42 HIZHISE Adoh= ER0= 20| AIELC

- 28 WAl

GET https://fin-ncloud.apigw.fin-ntruss.com/vmysgl/v2/createCloudMysqglinstance
?regionCode=FKR

&vpcNo=****83
&cloudMysglimageProductCode=SW.VDBAS.DBAAS.LNX64.CNTOS.0708.MYSQL.8025.B050
&cloudMysglProductCode=SVR.VDBAS.STAND.C002.M0O08.NET.HDD.B050.G002
&dataStorageTypeCode=SSD

&isHa=true

&isMultiZone=true

&isStorageEncryption=true

&isBackup=true

&backupFileRetentionPeriod=10

&backupTime=02:00

&isAutomaticBackup=false

&cloudMysqlServiceName=test—****

&cloudMysqlServerNamePrefix=test—****

&cloudMysqglUserName=test—****

&cloudMysqlUserPassword=***#**x*x

&hostlp=192.168.0.%

&cloudMysqlPort=13306

&cloudMysglDatabaseName=test—****

&subnetNo=****91

&standbyMasterSubnetNo=****93

Cloud DB M4 A| OtHISH HYMS 7| Mg
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https://api-fin.ncloud-docs.com/docs/database-vmysql-createcloudmysqlinstance
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Il Tenant NAVER Cloud Platform

Service Models

Interfaces(APIs, GUIs)

Applications
Solution Stack(Programming languages)
Operation Systems(OS)
Virtual Machines

Hypervisors

Processing and Memory

Data Storage(hard drivers, removable disks, backups, etc.)
Network(Interfaces and devices, communications infrastructure)

Physical facilities / data centers

ol S2RC ZWEo| Z2ALC BS QY

System Security Checkerg St HIUHS UAZ HH A Y XX|

@ (HIXIRBRIAAR]) ‘Services — ‘System Security Checker AES MEHSH|CE

Services

Server (S
@ Korea(finance)
Neloud Kubernetes Service s Load Balancer

DNS (Deprecated)

Giobal DNS
Gloud DB for MysQL Managed IPsec VPN
e Sening E: Cloud DB for Redis (@i 7 o T
e Cloud DB for ML (U File Safer

Cloud DB for MongoDs (U @ Web Security Checker

on Servi * @ Cloud DB forPo Update v > Security Checker Papago Translation
Geslacation % 8 Database Migration Service (U em Security Checker

Simple & Easy Notification Servic % @ SSLVPN % & CLOVAOCR

3 Cloud Outbound Mailer tr Security Monitoring ¥ G CLOVASpeech (Ui

APl Gatewey (@R ! % B Compliance Guide % B3 clovaekvc (U

oguton( Key Manag:

Certificate Manager Analyt

2 BRI & Summary % [ WebshellBehavior D Search Engine Service
foreanNeme il % Hard Cloud Hadoop

Cloud Security Watcher QUi Cloud Data Streaming Service
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@ (FFSXrEEAAR]) ‘OS Security Checker — '+ 4F0|& 'S 2ol J22 &4t
LICE
Pe

System Security Checker / OS Security Checker

)
OS Security Checker o

M| 2% HIHION Chet 510t H|2FHE M & region 52 Aulx
TR 2 et B2, A% 22| S Aol 8F M0l Chet ot MFA FOPYR GER| BohA| HUtn 10l cigt 2t | EES MZELIC)

YE O gopy| 3 foR ! -] ~

OS Security Checker AtE A
® (FHSXHR) 7HARIR(Server) LHOIA wget HHNE Soll sscAgentE CHREE gL

[ s - ™ w ~]# wget http://ossc.ncloud.com:10080/download/sscAgent
—-2023-10-24 23:23:14-- http://ossc.ncloud.com: 10080/download/sscAgent
Resolving ossc.ncloud.com (ossc.ncloud.com) ... 1¢ 1 )

Connecting to ossc.ncloud.com (ossc.ncloud.com)|169. )| :10080 ...
HTTP request sent, awaiting response... 200 0K

Length: 9332132 (8.9M)

Saving to: ‘sscAgent’

onnected.

100% ===>] 9,332,132 —+-K/s 1in 0.1s

2023-10-24 23

@ (FrSXH3) sscAgentS Aot HIZHS AAZ 2 HFEE AL

[System Security Checker] ® # s

] Wi y wiga
Select assessment type::
» 0S - Linux (CSAP

0S - Linux (KISA)

0S - Lwux (Fwnance)

WAS - Apache httpd (CSAP)
WAS - Apache Tomcat (CSAP)
WAS - Nginx (CSAP)

System Security Checkers S35t H|ZHS AA|Zt HA}

12
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ol Z4TI=2 SlO|E | o
® (FHSXPEERIAMAR]) sscAgentS Soll FAE ZUE =I5, 710|=0f M2t HIZHS A
XSt
ML
AMl Zat g =X
AEE Al v muEd ) v | 2 @eme || X Ecel

server 0|3 Check ID Hygs = Hyzn

ncp-fin-srv-test SRV-109 HMo| IhE AlAE 22 M Minor Good A
nep-fin-srv-test SRV-115 B HIIHHEL ED Critical Exception v
ncp-fin-srv-test SRV-118 A4 Eotux| 9l HIC] A AL HE Critical Good v
ncp-fin-srv-test SRV-121 root & IHA CIEz2| A3 9 1A HF Critical Good v
ncp-fin-srv-test SRV-122 UMASK &% 22| Major Good v
ncp-fin-srv-test SRV-127 AE &S A A Critical Bad v I
nep-fin-srv-test SRV-131 root A& su /et Minor Bad v
nep-fin-srv-test SRV-133 Cron AH|A AHE A/ & 0jH| Minor Bad v
ncp-fin-srv-test SRV-142_1 root 02|2| UID7}'0' 2X| Major Good v
ncp-fin-srv-test SRV-142_2 SUstUID 2K Major Good v

X Fa
—)— 1 = Io) =] S
| 121 1-2-6 | System Security Checkers £t H[YHS FAVN <!

o3

o\ E A

oC Zajm= [

=2 A0

T (YES

>
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https://guide.ncloud-docs.com/docs/ssc-ossecuritychecker
https://guide-fin.ncloud-docs.com/docs/security-systemsecuritychecker-systemsecuritycheckerconsole
https://www.fin-ncloud.com/marketplace
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https://guide-fin.ncloud-docs.com/docs/sslvpn-agent-vpc
https://guide-fin.ncloud-docs.com/docs/sslvpn-download
https://www.fin-ncloud.com/marketplace
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peEfoji~ @ Gereral Public License
2
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@ Neloud Kubernetes Service W Multi Zone
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@ (FHSXIEEZAAH) THY Cloud DB — ‘A2 HI71E Edff As22 MAME Cloud DB
ACG Inbound TH&IE ERIEHILCE

DB AH|A 0|2 DB Role DB Server 0|2 DB Server E}g}
secutest Master ncp-fin-cdb-001-228t G2 - [Standard] 2vCPU, 4

DB MHIA 0|2 @ secutest

DB Server 0|2 ncp-fin-cdb-001-228t

Private Z0[Q! db-lofes-fkr.cdb.fin-ntruss.com

Public =0|2! EEa—

el 25

MM AN 2024-02-27 2% 2:22 (UTC+09:00)

FE YA 2024-02-27 @ 2:31 (UTC+09:00)

cjo|E| AER2|X| EbY SSD

oio|e| AE2|x| 23 3GB (ABE)

ACG 7 cloud-mysql-di5ui ( 46950 )

oioe| AE2|x| Y=at HE Y

| 1% 1-4-9[ Cloud DB &% o1& IPIHO{ &2l

X% Xtz MAE Cloud DB ACGE 7|[2MOo=z ZZHSAE 2|9 MA0| E70I=S S Inbound 212
MeELICH
ACG 7% 57| <

ACG Ol HExl &Hl 3 E EAIELCH
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TRES [t 5E RE Hs
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‘TH& ACGT — ‘ACG AXN'2 Sdff Cloud DBOICS! Inbound 312 212 8 & USLICL

ACG %! 83 | nep-fin-vpe-default-acg x

ACG 0f] HEE 44| 722 EAELICH
on2EZR° H2ar® 2 EE® H=2 o4

TCP w mylp

Detail
TCP 0.0.0.0/0(FH]) 3389

TCP 0.0.0.0/0(FIAl) 22

[ ACG Inbound T#&! 48 ]

APIE E38t 71XI(Server, Cloud DB)2| MM MH

@™ (API(CLI)) ‘createServerinstances’ APIE Sdl 7MAAIE(Server) 244 Al ‘accessControlGroup
NoList" If2{OE{0f AFHOY H2l=l ACG IDE Aol et HEYT FHIMOE ME-LICH

- 28 WAl

GET https://fin—ncloud.apigw.fin—-ntruss.com/vserver/v2/createServerinstances
?regionCode=FKR
&serverlmageProductCode=SW.VSVR.0S.LNX64.CNTOS.0703.B050
&vpcNo=***04

&subnetNo=***43
&serverProductCode=SVR.VSVR.STAND.C002.M004.NET.SSD.B050.G001
&feeSystemTypeCode=MTRAT

&serverCreateCount=1

&serverName=test—***

&networklInterfacelist.1.networkinterfaceOrder=0
&networklInterfacelist.1.accessControlGroupNoList.1=***34
&networklInterfacelist.1.accessControlGroupNoList.2=***45
&placementGroupNo=***61

&isProtectServerTermination=false

&initScriptNo=***44

&loginKeyName=test—***

&associateWithPubliclp=true

Server MM Al OtXot ACG ME


https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/createServerInstances
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GET https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/getAccessControlGroupRuleList

?regionCode=FKR

- SE WAl

{getAccessControlGroupRuleListResponse)
{requestld)abfedc12-b592-41c6-acf9-dff0369f09b0{/requestld)
{returnCode)0{/returnCode)
{returnMessage)success{/returnMessage)
(totalRows)2{/totalRows)

{accessControlGroupRuleList)

{accessControlGroupRule)
{accessControlGroupNo)***63{/accessControlGroupNo)
{protocolType)

{code)TCP{/code)

{codeName)tcp{/codeName)

{numbery6{/number)
{/protocolType)
(ipBlocky*** *** 0.0/0¢/ipBlock)
{accessControlGroupSequence){/accessControlGroupSequence)
{portRange)22{/portRange)
{accessControlGroupRuleType)

{code)INBND{/code)

{codeName)Inbound{/codeName)
{/accessControlGroupRuleType)

{accessControlGroupRuleDescription){/accessControlGroupRuleDescription)

{/accessControlGroupRule)

{accessControlGroupRule)
{accessControlGroupNo)***63{/accessControlGroupNo)
{protocolType)

{code)TCP{/code)
{codeName)tcp{/codeName)
{numben6{/number)
{/protocolType)
(ipBlocky*** *** 0.0/0¢/ipBlock)
{accessControlGroupSequence){/accessControlGroupSequence)
{portRange)22{/portRange)
{accessControlGroupRuleType)
{code)OTBND{/code)
{codeName)Outbound{/codeName)
{/accessControlGroupRuleType)

{accessControlGroupRuleDescription){/accessControlGroupRuleDescription)

{/accessControlGroupRule)

{/accessControlGroupRuleList)
{/getAccessControlGroupRulelListResponse)

ACG9| Inbound M 72! &I


https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/getAccessControlGroupRuleList
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GET https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/removeAccessControlGroupinboundRule
?regionCode=FKR
&vpcNo=***04

&accessControlGroupNo=***63
&accessControlGroupRulelist.1.protocolTypeCode=TCP
&accessControlGroupRuleList. 1.ipBlock=*** *** 0.0/0
&accessControlGroupRulelist.1.portRange=22

- 2F GAl (A 49

GET https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/addAccessControlGroupinboundRule
?regionCode=FKR
&vpcNo=***04

&accessControlGroupNo=***63
&accessControlGroupRulelist.1.protocolTypeCode=TCP
&accessControlGroupRuleList. 1.ipBlock=*** *** 10.1/32
&accessControlGroupRulelist.1.portRange=22
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https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/removeAccessControlGroupInboundRule
https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/addAccessControlGroupInboundRule
https://guide-fin.ncloud-docs.com/docs/server-acg-vpc
https://api-fin.ncloud-docs.com/docs/compute-vserver-acg-getaccesscontrolgrouprulelist
https://api-fin.ncloud-docs.com/docs/compute-vserver-acg-removeaccesscontrolgroupinboundrule
https://api-fin.ncloud-docs.com/docs/compute-vserver-acg-addaccesscontrolgroupinboundrule
https://api-fin.ncloud-docs.com/docs/compute-vserver-server-createserverinstances
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AEc oyl 2 T M2y v

Po s a

A% Ubuntu 18.04 ME{OJOIRI(0S) BIOFEE

B:: 4567 >>»

gy Q kLU | 4 - 2074 2] v
EEEl o

e My URY At e HYEN .
JOTIFICATION_RECIPIENT_VIEWER Notification Recipient Aft|& Lj 3| 71159t 018 4 U= At SYSTEM_MANAGED ® Allow 2024-01-25 19:07:44 (UTC+09:00)
_FIN_NOTIFICATION_RECIPIENT_MANAGER Notification Recipient Alt|2 U 2 715 018 4 2= AW SYSTEM_MANAGED ® Allow 2024-01-25 19.07:44 (UTC+09:00)
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{accessControlGroup)
{accessControlGroupNo)***63{/accessControlGroupNo)
{accessControlGroupNametest—***(/accessControlGroupName)
{isDefault)false{/isDefault)

{vpcNoY***04(/vpcNo)
{accessControlGroupStatus)

{code)RUN(/code)

{codeName)run{/codeName)
{/accessControlGroupStatus)
{accessControlGroupDescription){/accessControlGroupDescription)

{/accessControlGroup)

{/accessControlGroupList)
{/createAccessControlGroupResponse)
{/vpclist)

{/createVpcResponse)



https://fin-ncloud.apigw.fin-ntruss.com/vserver/v2/createAccessControlGroup

=852t | Naver Cloud

NACL(Network Access Control List) APIZ Est HZ2 EX|

@ (API(CLI)) ‘createNetworkAcl APIE Eal 217 Network ACLS AASHLCE

F oAl

GET https://fin-ncloud.apigw.fin-ntruss.com/vpc/v2//vpc/v2/createNetworkAcl
?regionCode=FKR

&vpcNo=***(04
&networkAcIName=test—***

- SH Ol

(createNetworkAclResponse)
{requestld)2828ed65-e3ad-48ef-ac80-ca2e31c33544(/requestld)
{returnCode)0{/returnCode)
{returnMessage)success{/returnMessage)
{totalRows)1{/totalRows)
{networkAclList)
{networkAcl)

{networkAclNo)***31{/networkAcINo)

{networkAclName)test—***(/networkAcIName)

{vpcNoy***04</vpcNoy

{networkAcl|Status)

{code)RUN{/code)
{codeName)run{/codeName)

{/networkAclStatus)

{networkAclIDescription){/networkAclDescription)

{createDate)2020-07-31T16:38:52+0900(/createDate)

{isDefault)false{/isDefault)

{/networkAcl)

{/networkAclList)
{/createNetworkAclResponse)

APIZ £8%t Network ACL 44

A A

oor
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[2f112] NACL AKE 710|=
[2113] ACG g API AFE 710|=
[2f114] NACL M4 API Arg 710|=
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https://fin-ncloud.apigw.fin-ntruss.com/vpc/v2//vpc/v2/createNetworkAcl
https://guide-fin.ncloud-docs.com/docs/server-acg-vpc
https://guide-fin.ncloud-docs.com/docs/networking-vpc-vpcsecurity
https://api-fin.ncloud-docs.com/docs/compute-vserver-acg-createaccesscontrolgroup
https://api-fin.ncloud-docs.com/docs/networking-vpc-networkacl-createnetworkacl
https://guide.ncloud-docs.com/docs/vpc-sfcprocedure-vpc
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ol 222C BHE 29| AT HAE XY FH U AEA [Managed Backup]
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2 Eal X|1-st 7RRI(Serven)0f| CHall WAF, IPS, IDS, DDoS Z240f| tist ZLIEZ0|
2|, TIARFRIZEAAR O] Security Monitoring 2& EE= FJ|IXHOZ AEE

ReportE &off WAF, IPS, IDS, DDoS SZ4EX| g =g}

-/

SECURITY MONITORING WEEKLY
REPORT

2024-05-06 ~ 2024-05-12

Summary

YEE B &K A

IDS IPS WAF Anti-DDos Anti-Virus
ERIEES BHAE X w2y gt gt 2422 2420
30,781 0 0 0 14 0 0 0

Security Monitoring Weekly Report Of|A|

Detail
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r‘/@/ r\/qu q/g(\/ r\/QW q/b’\/ q/@/ ’1/@/ W/Qq/ q/@/ ‘I/Qq/ W@/ q/@/ ’W/Qq/ f},Q{L %Q{L
2. EX| OJHIE
EX| OJHE KHE A
SQL Injection 77,861
Default Page Access 22,833
System File Access 2,285
Cross-Site Scripting 942
Application Vulnerability 736
HTTP Method Restrictions 483
Web Server Vulnerability 33
Header Vulnerability 24

Security Monitoring Weekly Report &Ml OfA]
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® (PFSXIEBZAA) ‘Internet Gateway TE OF 2iC2 HEONA ‘N (Private) & 2610
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Subnet 44 x
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@ CIIRIEBRINA) 2RI A4 SO QIEULORLE HTTP, HTTP

=
£ QUEZE Public HERA EfRI9 Application Load BalancerE d&giLICt 40| 2=EH

w
6}
o
mjo
T
0

. . g AL = o A SF A A
Application Load Balancer? ‘& ME' IPE Soff AHN ML & 4+ JSULCH
ZEWRIA Y

PASHE VPC A MEUE MESiZENR
=24 AL2 0l W2t R30| $ASLICH (SB4 ¢ AZYLICH)
b Application
ZoURIAo|§ * fin-alb-public
YEH3*® Private | © Public
M2l 85 @ * © small Medium Large
oy vee nep-fin-vpc (192.168.0.0/16) v
Muyl M FKR-1 alb-subnet (192.168.10.0/24) v T o MEuMN B
FKR-2 .
| 12 2-3-12 | Application Load Balancer A OfA|
B =Ecusqog - E- 1= S HESI VPC Y M2 g Haye He
A
R2EEM 0|E (Instance ID) fin-alb-public (23441965) ey fin-alb-public-23441965-5528b6d768dd lr-fin b navernep com
Ayun 2024-04-05 EF 4:06 (UTC+09.00) 4 39.125.131.162
vPC nep-finevpe (192.168.0.0/18) 8t HE| 45 Smafll
LSRR TR alti-subnet (192.168 10.0/24) | FKR-1 ETES =] Higa
vEga Public 2gip 39125 131 162 | FKR1
Idle Timeout. 60

| 712 2-3-13 | Application Load Balancer2 ¥IAMH HEXE Al
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APIE S§t st HEQT 14
@ (API(CLI)) ‘createSubnet’ APIZ S8 AIHIQ} Application Load Balancer 742 /st
ATt Private SubnetsS AAMSHLICY

- 2F G

GET https://fin—-ncloud.apigw.fin-ntruss.com/vpc/v2/createSubnet
?regionCode=FKR

&zoneCode=FKR-1

&vpcNo=***04

&subnetName=test—***
&subnet=*** *** 1 0/24
&networkAcINo=***31
&subnetTypeCode=PRIVATE
&usageTypeCode=GEN

- S5 oAl

{createSubnetResponse)
{requestld)0f539b1b-10ef-43fa—a2c4-3670e601251b{/request!d)
{returnCode)0{/returnCode)
{returnMessage)success{/returnMessage)
(totalRows)1{/totalRows)
{subnetList)
{subnet)
{subnetNo)***43({/subnetNo)
{vpecNoY***04(/vpcNo)
{zoneCode)FKR-1{/zoneCode)
{subnetName)test—***(/subnetName)
{subnet)y*** *** 1 0/24{/subnet)
{subnetStatus)
{code)CREATING{/code)
{codeName)creating{/codeName)
{/subnetStatus)
{createDate)2020-07-31T14:32:28+0900¢/createDate)
{subnetType)
{code)PRIVATE{/code)
{codeName)Private{/codeName)
{/subnetType)
{usageType)
{code)GEN(/code)
{codeName)General{/codeName)
{/usageType)
{networkAcINo)***31{/networkAcINo)
{/subnet)
{/subnetlist)
{/createSubnetResponse)
{/vpclist)
{/createVpcResponse)

APIZ E3} Private Subnet A GiA|


https://fin-ncloud.apigw.fin-ntruss.com/vpc/v2/createSubnet
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@ (API(CLI)) ‘createlLoadBalancerinstance’ APIE Sdll @AH 282 st 417t Application

Load BalancerS A-A&HLILCE,

- 2F G

GET https://fin-ncloud.apigw.fin-ntruss.com/vpc/v2/createloadBalancerlnstance
?regionCode=FKR

&loadBalancerTypeCode=APPLICATION

&loadBalancerName=test—***

&loadBalancerNetworkTypeCode=PUBLIC

&throughputTypeCode=SMALL

&idleTimeout=60

&vpcNo=***04

&subnetNoList.1=***43
&loadBalancerListenerlist.1.protocolTypeCode=HTTPS
&loadBalancerListenerList.1.port=443
&loadBalancerListenerList.1.targetGroupNo=***095

SH GAl

{createlLoadBalancerinstanceResponse)
{requestld)959a2feb-fd1b-459a-9af3-df0e51b68e1d{/requestld)
{returnCode)0{/returnCode)
{returnMessage)success{/returnMessage)
{totalRows)1{/totalRows)

(loadBalancerinstancelist)

({loadBalancerlnstance)
{loadBalancerinstanceNo)***887(/loadBalancerinstanceNo)
(loadBalancerinstanceStatus)

{code)INIT{/code)

{codeName)LB INIT state{/codeName)
{/loadBalancerInstanceStatus)
({loadBalancerInstanceOperation)

{code)CREAT{/code)

{codeName)LB CREATE OP{/codeName)
{/loadBalancerlinstanceOperation)

({loadBalancerinstanceStatusName)Creating{/loadBalancerinstanceStatusName)
{loadBalancerDescription){/loadBalancerDescription)
{createDate)2020-12-20T19:21:02+0900(/createDate)
{loadBalancerName)test—***{/loadBalancerName)
{loadBalancerDomain)test—***-***887—*** com(/loadBalancerDomain)
{loadBalancerlpList)

(loadBalancerlp)*** *** 5 6{/loadBalancerlp)
{/loadBalancerlpList)

{loadBalancerType)

{code)APPLICATION{/code)

{codeName)Application Load Balancer{/codeName)
{/loadBalancerType)

{loadBalancerNetworkType)

{code)PUBLIC{/code)

{codeName)Public{/codeName)
{/loadBalancerNetworkType)

(throughputType)



https://fin-ncloud.apigw.fin-ntruss.com/vpc/v2/createLoadBalancerInstance
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{code)SMALL{/code)
{codeName)Small{/codeName)
{/throughputType)
{idleTimeout)60{/idleTimeout)
{vpcNoY***04(/vpcNo)
{regionCode)FKR{/regionCode)
{subnetNoList)
{subnetNoY***43(/subnetNo)
{/subnetNoList)
{loadBalancerSubnetList)
{loadBalancerSubnet)
{zoneCode)FKR-1{/zoneCode)
{subnetNo)***43(/subnetNo)
{publiclplnstanceNo/»
{/loadBalancerSubnet)
{/loadBalancerSubnetList)
{loadBalancerListenerNoList)
{loadBalancerListenerNo)***961(/loadBalancerListenerNo)
{/loadBalancerListenerNoList)
{/loadBalancerinstance)
{/loadBalancerlnstanceList)
{/createlLoadBalancerinstanceResponse)

APIZ E3%t Application Load Balancer 2441 GiA|

1 AL

o9

[&f111] Private SubnetE SoF FAIH T4 OFF|EIXN OfA|
[Z172] Application Load Balancer 44 710|=

[2t173] Subnet MM APl 710|E
n

[Zt104] Application Load Balancer A4 APl 70|


https://guide-fin.ncloud-docs.com/docs/networking-vpc-vpcuserscenario2
https://guide-fin.ncloud-docs.com/docs/networking-loadbalancer-applicationlbconsole
https://api-fin.ncloud-docs.com/docs/networking-vpc-subnetmanagement-createsubnet
https://api-fin.ncloud-docs.com/docs/networking-vloadbalancer-loadbalancer-createloadbalancerinstance
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@ (API(CLI)) ‘createServerinstances’ APIE Edll Server 44 A, ‘isEncryptedBaseBlock
StorageVolume™ LI2tO|HE Soff 25 AELX| USsIE ML

- 2F G

GET https://fin—ncloud.apigw.fin—-ntruss.com/vserver/v2/createServerinstances
?regionCode=FKR
&serverlmageProductCode=SW.VSVR.0S.LNX64.CNTOS.0703.B050
&vpcNo=***(04

&subnetNo=***43
&serverProductCode=SVR.VSVR.STAND.C002.M004.NET.SSD.B050.G001

&feeSystemTypeCode=MTRAT
&serverCreateCount=1

&serverName=test—***
&networklInterfacelist.1.networkInterfaceOrder=0
&networklInterfacelist.1.accessControlGroupNoList. 1=***63
&placementGroupNo=***61
&isProtectServerTermination=false

&initScriptNo=***44

&loginKeyName=test—***

&associateWithPubliclp=true

& isEncryptedBaseBlockStorageVolume=ture

Server AEZ|X| &S5 M
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@ (API(CLI)) ‘createCloudMysglinstance’ APIZE Salf Cloud DB 44 A isStorageEncryption
I2H0|EE AREol0 AELX| YSeE MESLIC

- 2F G

GET {API_URL}/createCloudMysglinstance
?regionCode=FKR

&vpcNo=***¥*33
&cloudMysglimageProductCode=SW.VDBAS.DBAAS.LNX64.CNTOS.0708.MYSQL.8025.B050
&cloudMysglProductCode=SVR.VDBAS.STAND.C002.MO08.NET.HDD.B050.G002
&dataStorageTypeCode=SSD

&isHa=true

&isMultiZone=true
&isStorageEncryption=true
&isBackup=true
&backupFileRetentionPeriod=10
&backupTime=02:00
&isAutomaticBackup=false
&cloudMysqlServiceName=test—****
&cloudMysqglServerNamePrefix=test—****
&cloudMysqglUserName=test—****
&cloudMysqlUserPassword=***#**x*x
&hostlp=192.168.0.%
&cloudMysqlPort=13306
&cloudMysqglDatabaseName=test—****
&subnetNo=****91
&standbyMasterSubnetNo=****93

- SH Ol
{

"createCloudMysglinstanceResponse”: {
"requestld": "ae758cc2-006c-4df5-8ad2-aeefdecta8bf",
"returnCode": "0",
"returnMessage": "success’,
"totalRows": 1,
"cloudMysglinstanceList": [

"cloudMysglinstanceNo": "****890",
"cloudMysglServiceName": "test—****",
"cloudMysglinstanceStatusName": "creating”,

~§§|I:~

"isStorageEncryption": true,
"dataStorageSize": 10737418240,
"cpuCount": 2,

"'memorySize": 8589934592,

"createDate": "2021-05-27T718:00:00+0900"
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® (FRAXPRERIAA]) ‘Services — ‘Sub Account’ — ‘Sub Accounts Al AFZX} HO| HiHS

Sofst M RS Meshn, U B Z7FE SgC

Sub Aceount / Sub Accounts @ B B @
(<] MEAE MR 2
ME g s
i £9dob760-7¢3-11ee-abi36-005056079369 @ NRN am:FINGAM: 319793451 760-17e31 ®
g 20240411 14:21:56 (UTC+09:00) e 20200524 17:3269 (UTC+09.00)
2agiotojr] nepfinsubuses| R ] e
L o MEE ol
Il HudE cHz HIZHE AE Y
24 95 BM EC 27415 AFE 018 = cun g
2 g 2ayz YU 2024-05-24 17:33:50 (UTC+09.00)
APl Gateway M2 B3 7H5 Source Zu/HH
Access Key ME 2% © ng
L
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3 . q
g - L2 EL a5y gt e AUy
T vfolsi7t gistich
2l 4-4-6 | MB AF™ 9 oE Hst F7t
|E 446 ME A 8 HE Het 7

@ (CrSXpEAA) AN FHolot AZAL Hol FMS MEAFN F7HETt

M 7t x
HHH  ncp-fin-kms-policy2 Q HEE M| A v 20744 27| -
Yy ~ Y 4 MRy Het ey =g
USER_CREATED ® Allow 2024-05-03 13:38:04 v
(UTC+09:00)
& < n > »
o 519 21518 2o o] A1 BEHO| A M AHS Ho] FUAIL. BE HE 3718 BP0k Holo] HEA Fols FAAL.
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(FMERIHBRIAAED) ‘Services' — ‘Key Management Servic

Services

Container Registry Object Storage

@ Koreaffinance)

Neloud Kubernete: NAS

Backup @

Cloud DB for MysqL (D
@ Neloud Kubernete

2 CloudDs App Safer

Cloud DB for \ File Safer
Cloud DB for MongoDB (D Web Security Checker

3 Cloud DB for Postgret
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AINAVER API Compliance Guide

@  Key Management Service
Certificate Manager (USRI
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Web service Monitoring System
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IT
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© (r3xpAeMAY) £ A23) 7|9 A8 0|HE ZUHIRLILL
AL 0l

P LAl = 2o AE

2024-05-03 13:48:25 Encrypt SUCCESS ncpfinsubuser1

(UTC+09:00)

QAUSStH 7| A2 0|24 TLIEZ GA|

APIS S8t N8R HO| TH MY U o

@ (API(CLI)) ‘polices’ APIE Sl US3t 7| MM HEHO| CHEH AFZX} KO

"policyName": "string",
"description”: "string",
"permissions”: [
{
"effect": "string",
"targets": [

{
"product”: "string",

"actions”: [
"string"

],

"resourceNrns":
"string"”

- SH WAl (83)

"policyld": "string",

"policyName": "string",
"description”: "string",
"validationResult": {




S0 &8 SCREAREAH|IA HOt CHiA o 4. YS7| e

"details": [
{
"code": "string",
"location": "string’,
"message": "string’,

"type": "ERROR"

"success": true

APIZ S8t ARBXE FO| A M OfA

@ (API(CLD) ‘polices’ APIZ Sall ME AE Z =3} 7|0f CHet &M ATt A8AL Fo| Fiis

- 23 GAl (Body)

"policyldList": [
"string"

"id": "policyld1",
"success": true

APIE ¢ ME AF B MEA Fo| 2 &F GAl

A A

09

[Zt711] Key Management Service T8t #2| 710|=

[B212] MEAF Hol X 4y 7I01=

[R113] At8AE Ho A g APl A8 710|1=
[B114] MEAZN Z & APl A8 710|E


https://guide-fin.ncloud-docs.com/docs/kms-subaccount
https://guide-fin.ncloud-docs.com/docs/subaccount-policy-role
https://api-fin.ncloud-docs.com/docs/management-subaccount-createpolicy
https://api-fin.ncloud-docs.com/docs/management-subaccount-attachpolicytosubaccount
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Cloud Da
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@ (rexfEEAA) Host 7] SE0i| M2t RSt AZet YUL12|F0| MBE AZst 7|IE

AEfRILTY.

7] 4y

7144
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@ (ISR AAE) ‘Activities' S

1 Naver Cloud

E

o

of 2&& M2l Ad, M2 AEY AY

1 . Cloud Activity Tracer / Activities Pe s o

naven .

ol pLatroRu Cloud Activity Tracer
HE ot 7 M2y o
ol el 2

48 mA - EE ] v AyPE  Hy v el e A .
EBRE 21 = 20240519 @ 1418 ~ 2024-06-18 1419
20744 27| b
UM e ey Hel @ 4By EEES L] 2 A7 2Y7E el A
2024-05-28 12:19:36 (UTC+09:00) Delete DB Server SUCCESS Cloud DB for MySQL Server Korea(finance) Main Account. CONSOLE e
2024-05-28 12:19:36 (UTC+09:00) Delete DB Server SUCCESS Cloud DB for MySQL Server Korea(finance) Main Account. CONSOLE EL
2024-05-28 11:28:13 (UTC+09:00) Login SUCCESS ‘Account Customer 38 Main Account PORTAL AH
2024-05-28 11:27:48 (UTC+09:00) Login SUCCESS ‘Account Customer 38 Main Account. PORTAL A
2024-05-24 17:50:30 (UTC+09:00) Detach policy from sub account SUCCESS Sub Account ‘SubAccount 38 Main Account CONSOLE B
2024-05-24 17:33:50 (UTC+09:00) Login SUCCESS ‘Sub Account ‘SubAccount 28 Sub Account PORTAL A
2024-05-24 17:33:40 (UTC+09:00) Login SUCCESS Sub Account ‘SubAccount 28 Sub Account PORTAL ELl
2024-05-24 17:32:59 (UTC+09:00) Change password SUCCESS Sub Account ‘SubAccount 38 Sub Account PORTAL A
2024-05-24 17:32:36 (UTC+09:00) Login SUCCESS Sub Account ‘SubAccount 38 Sub Account PORTAL AN
2024-05-24 17:32:21 (UTC+09:00) Login SUCCESS Sub Account ‘SubAccount 38 Sub Account PORTAL £l
2024-05-24 17:31:48 (UTC+09:00) Update sub account SUCCESS Sub Account ‘SubAccount 28 Main Account. CONSOLE AN
2024-05-24 17:30:51 (UTC+09:00) Attach policy to sub account SUCCESS Sub Account ‘SubAccount 3% Main Account. CONSOLE A
2024-05-24 17:30:42 (UTC+09:00) Detach policy from sub account SUCCESS Sub Account ‘SubAccount Ll Main Account CONSOLE A
2024-05-24 17:30:28 (UTC+09:00) Create policy SUCCESS Sub Account Policy a8 Main Account. CONSOLE £l
2024-05-24 16:25:03 (UTC+09:00) Create ACG SUCCESS Server ACG Korea(finance) Main Account CONSOLE £
2024-05-24 16:16:48 (UTC+09:00) Create Cloud DB Service SUCCESS Cloud DB for MysQL Service Korea(finance) Main Account CONSOLE A
2024-05-24 16:16:48 (UTC+09:00) Create DB Server SUCCESS Cloud DB for MysQL Server Korea(finance) Main Account. CONSOLE £l
| 2l 5-1-2 | 7:||I-I St 0| =] 0:||A|
[=] o = O =
= = o = o = ¢ Eo =a|=s
@ (FHXt2AAR) AN 25 00| tiet ME ES =212 flol M HES SH-LILt
o = el = o 2O — o= = o = = = .

Cloud Activity Tracer / Activities Py
Cloud Activity Tracer

yECYIDIE  CMEDE v

el L 7Y

H4E v e v AmRE o v U v
Z=2712t H21¢ v 2024-05-19 1418 ~  2024-06-18 @ 1419
2009 v

EEE el el el 23 ] 242 98 e Ayae ay7e EER
2024-05-28 12:19:36 (UTC+09:00) Delete DB Server SUCCESS Cloud DB for MySQL Server Korea(finance) Main Account CONSOLE

2024-05-28 12:19:36 (UTC+0‘?,DD) Delete DB Server SUCCESS Cloud DB for MySQL Server Korea(ﬂnance) Main Account CONSOLE MM
2024-05-28 11:28:13 (UTC+09:00) Login SUCCESS Account Customer 25 Main Account PORTAL A
2024-05-28 11:27:48 (UTC+09:00) Login SUCCESS Account Customer 35 Main Account PORTAL MM
2024-05-24 17:50:30 (UTC+09:00) Detach policy from sub account SUCCESS Sub Account SubAccount 38 Main Account CONSOLE AM|
2024-05-24 17:33:50 (UTC+09:00) Login SUCCESS Sub Account SubAccount 38 Sub Account PORTAL ARM|
2024-05-24 17:33:40 (UTC+09:00) Login SUCCESS Sub Account SubAccount 38 Sub Account PORTAL ARM|
2024-05-24 17:32:59 (UTC+09:00) Change password SUCCESS Sub Account SubAccount 38 Sub Account PORTAL AH|
2024-05-24 17:32:36 (UTC+09:00) Login SUCCESS Sub Account SubAccount 38 Sub Account PORTAL AM|
2024-05-24 17:32:21 (UTC+09:00) Login SUCCESS Sub Account SubAccount 38 Sub Account PORTAL AM|
2024-05-24 17:31:48 (UTC+09:00) Update sub account SUCCESS Sub Account SubAccount 3& Main Account CONSOLE ARM|
2024-05-24 17:30:51 (UTC+09:00) Attach policy to sub account SUCCESS Sub Account SubAccount 38 Main Account CONSOLE AM|
2024-05-24 17:30:42 (UTC+09:00) Detach policy from sub account SUCCESS Sub Account SubAccount 38 Main Account CONSOLE ARH|
2024-05-24 17:30:28 (UTC+09:00) Create policy SUCCESS Sub Account Policy EDY Main Account CONSOLE por
2024-05-24 16:25:03 (UTC+09:00) Create ACG SUCCESS Server ACG Korea(finance) Main Account CONSOLE ARH|
2024-05-24 16:16:48 (UTC+09:00) Create Cloud DB Service SUCCESS Cloud DB for MySQL Service Korea(finance) Main Account CONSOLE ALH|

| E T3 A 23S 0™ oAl

163




TEE0F 48 SURCTFTEAMH|A HOE OHHM 1 5. 22 F BLIEE 22
ol = o = =
@ (HLREMAE) MM AY &S 0|58 IRt
Y 4A %

e 3R
Hel €A 2024-05-16 14.35:24 {UTC+09:00) HEN VPC
e et Delete VPC (Complete) ek FH VPC
el @t SUCCESS 2 Horeaffinance)
RE7E CONSOLE 24P
NRN nErFINV PG FRR:3197934 VPC/ 24587

@ Es
HEy e . o 1 Role NRN

A Y HANY SN 27|

item
createdDate
ipwdCidr
regionNo
statusCode
vpchame

vpeNo

Value
1715837506460
10.1.0.0/16
11
TERMTING
w18f7fe29334

24587

A Value

| IE 514 EM AY 85
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APIZ S8t A 25 03 ol

@ (API(CLI)) Cloud Activity Tracer9| ‘activities’ APIZ Sali HQIAN LU ME AXo| &=

EER)

- 2F G

POST https://cloudactivitytracer.apigw.fin—ntruss.com/api/v1/activities

- 2% GilAl (Body)
{

"fromEventTime": "integer”,
"toEventTime": "integer”,

" "string”,
"pagelndex”: "integer”,
"pageSize": "integer”

- SH WAl (83)

{
"historyld": "662625720e28854c967b05ba",
"nrn": "nrn:FIN:IAM::3***%%*:SbAccount/69dch760-7¢3-11ee-ab36-005056a79369",
"eventTime": 1713775985981,
"platformType": "BOTH",
"productName": "IAM",
"productDisplayName": "Sub Account”,
"regionCode": ",
"regionDisplayName": "Global",
"resourceType": "SubAccount’,
"resourceld": "69dcb760-f7¢3-11ee-ab36-005056a79369",
"resourceName": "ncpfinsubuser1”,
"actionDisplayName": "Attach policy to sub account”,
"actionResultType": "SUCCESS",
"actionUserType": "Customer”,
"sourceType": "CONSOLE",
"sourcelp": "10.#*x xEx x7"
"productData": {
"subAccountNo": "69dcb760-17¢3-11ee-ab36-005056a79369",
"subAccountld": "ncpfinsubuser1”,
"name": "ZIE",
"loginUrl": "grExeExt
"canConsoleAccess": "true’,
"canProgramAccess": "false’,
"useConsolePermitlp": "false’,
"needDgr2Auth": "true”,
"needPasswordReset": "true’,
‘createTime": "1712812916000",
"dgr2yn": "N,
"policies[0].policyNo": "9d1a94b0-0085-11ef-8682-246e96591a38",
"policies[0].policyName": "ncp—fin—bucket-policy",
"policies[0].type": "USER_CREATED",
"policies[0].createTime": "1713775933000"
}
}
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MERFE(ME) 2321 012 22l

@ (FMSXpRBRIAAR]) ‘Services” — ‘Cloud Security Watcher A28 MEHSH|CY.

Services

& Container Registry @ Object Storage & @ Vee
& Neloud Kuberne @ NAS # Load Balancer

Backup

&
Auto Scaling copSefer 144 Cloud Connect
Cloud Functions Fil Safec
s Sectriy Checker

App Securly Checker Papago Transiation

GeoLocation System Security Checker & CLOVA Chatbot

Easy Notification Service (UES @ SsLVPN

Security Montoring QU

a &

Compliance Guide

]

Key Management Service @8

Certiicate Manager

o a e

curlty Module

ud Security Watcher QD

CON# (Domestic)

Data Teleporter SourcePipeline

?r [ Media Connect Center

Cloud Security Watcher A& MEH

@ (PrexiE2MALD) Dashboard” — ‘Dashboard &% HES 226101 Cloud Security Watcher

=01 FERIU.

—/

Cloud Security Watcher / Dashboard Pe e o

Cloud Security Watcher

AE oiwy| B cHzDE v

sl © =

2 Cloud Security Watcher &H/E5

@ Korea(finance)

id Security Watcher ol 2
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@) (FIAXIHRIANAE) HE — SAE HE Of|A 7HARIR(AMH) Q) 27791 012 BE

=X

Jtob

BIBLT  ncpfncsw @ on
2 Cloud Security _
£ Watcher SAE AN
fin-ubuntu-test / FKR-23663477
[ A9 91D 24
Aeg At 21010/
B nopfincsw
= -05-12 11:37 ~
- 2T » 2024-05-1211:37 ~ HF
@ ncp-fin-vpe  FKR-23347
. R 230101 Tops 23010820
® fin-win-test  FKR-23663452
] Source IP. 43 400
& vy rot 10 1213911007 o 2008 300
2007 2 sshd n27 o 1
200
) cof
100
Eaoi43 0 2 =aeam 2007 0. B 00 06
-
Abduig (2,007 o B |2~
v um v 23eAd v ERG vElEAR G ~ ol clsfola ~ Source IP
2024-05-12 11:40:27 root E=L) Ay sshinotty 1 196
2024-05-12 11:40:30 root =20 Ay sshinotty 1 196
2024-05-12 11:40:34 root ESL) Ay sshinotty 1 196
2024-05-12 11:40:36 root i) dn sshznotty 1 196
2024-05-12 11:40:38 root =) any sshinotty 1 196
2024-05-12 11:40:41 root =20 Ay sshinotty 1 196

| E 518 | THRHE(ME) 2391 01 OfjA|

\ ET A

o9

o [&111] Cloud Activity Tracer Ak 710|=
o [2112] Cloud Security Watcher A2 710|=
o[

Z13] Cloud Activity Tracer 0|2 §& APl AR 710|=
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https://guide-fin.ncloud-docs.com/docs/management-cloudactivitytracer-cloudactivitytraceroverview
https://guide-fin.ncloud-docs.com/docs/csw-overview
https://api-fin.ncloud-docs.com/docs/management-cloudactivitytracer-getactivitylist
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Aol =c|XQl M 3 mE|E Al 4 UCH, Observer 7ls= Soll 7HdAHE B1E 5
THARFRS| HEHE ZAGHH SMS E= E-mail Y& e & UXE 742 o USLICH
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Resource ManagerS S8t 71X}
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SENHB gt EUEY

@ (FHIXIFBRIAAE]) ‘Services' — ‘Resource Manager AZEg MEHSH|CY,

Services

@ Cloud se

@ noloud Kubernetes Senvice

Auto Scaling

GeoLocation
Simple & Easy Notification Service (i

Cloud Outbound

Blockchain Service

CON# (Domestic)

Cloud Inslght (Monitoring)

@ (FIAXFEZIAAEY) ‘Observer — 4+ Observer A&

Resource Manager / Observer

Observer ©

@ Korea(finance)
Observer ol o8

Neloud Kubernetes Service v

Resource Manager

Resource
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AINAVER API

VOD Station

Media Connect Center

Resource Manager %
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File Safer

Securlty Checker

App Securly Checker

System Security Checker
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Security Montoring

Compliance Guide

Key Management Ser
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EER]

Observer MM
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@ (FHSRFEBIAA) TRIATHO CHet JEHEE ZAl 241 Y s 28Ut

Observer 444

7@ B

(o e BRI

Observer 0/F * Monitaring-Server-Status

e
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defaultyn N

inboundRules(0]. accessControlGroup 227796 224017
mhoundnules[ﬁl.craatedvnidt. ~ 1715576920264 1713423117071
inboundRules[0].ipBlock S ORGSR . 7 4 0.0.0.0/0
inboundRules[0] modifiedYmdt < 1715576920264 1713423117071
inboundRules[0].portRange ~ 3306 8086
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- 2F G

POST https://cloudactivitytracer.apigw.fin—ntruss.com/api/v1/activities

- 2 GilAl (Body)
{

"fromEventTime": "integer”,
"toEventTime": "integer”,
"nrn": "string”,
"pagelndex”: "integer”,
"pageSize": "integer”

}

- SH WAl (83)

"historyld": "664b11f4e1fd0965ef436e8e",
"nrn": "nrn:FIN:VPCServer:FKR:3******: A\CG/4****"
"eventTime": 1716195828526,
"platformType": "VPC",
"productName": "VPCServer",
"oroductDisplayName": "Server”,
"regionCode": "FKR",
"regionDisplayName": "Korea(finance)",
"resourceType": "ACG",
"resourceld": "4***8",
"resourceName": "cloud—mysgl—*****"
"actionDisplayName": "Create ACG",
"actionResultType": "SUCCESS",
"actionUserType": "Customer”,
"sourceType": "API",
"sourcelp": "10.##¥ ®Ex *Q"
"productData": {
"defaultYn": "N",
"vpcName": "ncp—fin-vpc",
"createdYmdt": "1716195828501",
"accessControlGroupNo": "4#***"
"outboundRuleCount": "0",
"accessControlGroupName": "cloud—mysql—*****",
"memberNg": "3#xxxHx"
"modifiedYmdt": "1716195828501",
"inboundRuleCount": "0",
"vpcNo": "2F*xE"
"networklnterfaceCount": "0",
"statusCode": "RUN"
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@ (FHSXIRBRIAAEY) ‘Services” — ‘Cloud Activity Tracer

@ Koreafin

2
Cloud Securty Watcher

@ noloud Kubernetes Senvice

Services

Auto Scaling

d Functions

GeoLocation

D DD O D

%

Simple & Easy Notfication Service (S

Cloud Outbound Maler

Blockchain Service

CON# (Domestic)

Resource Manager

Cloud Log Analytics

Sub Account (A

foud Activity Tracer

loud Inslght (Monitoring)

Container Registry

Neloud Kuberns

Cloud DB for MysqL (@
Cloud DB for Redi

Cloud DB for MSSQL QU
Cloud DB for MongoDB (D

Cloud DB for P

Live Station
VOD Station

Media Connect Center

Object Storage

NAS

Backup

App Safer

Web Securlty Checker

App Securlty Checker

System Security Checker

SSLVPN

Security Montoring

Compliance Guide

Key Management Service

Certiicate Manager

WebShell Behavior

Hard) curlty Module

Cloud Seculty

Neurocloud

Data Teleporter

g

Detector

teher (@

vPC

Load Balancer

DNS (Deprecated)

Global DNS

Managed IPsec VPN

Cloud Connect

Papago Transiation

CLOVA Chatbot

Search Engine

Cloud Hadoop

SourceCommit

& SourceBulld

SourceDeploy

SourcePipeline

Cloud Activity Tracer &=

@ (FIMXIEEEIAAE) ‘Activities & Soff 7|22 APl A2 0]210f CHaH

Cloud Activity Tracer

AE o gote| 2 C Mz 1y v

NE v oo W v AERE v oAU A v
EL L v 20240416 1432 . 20240516 14:33
20744 &) M

e el ey e yzy 222 9Y e A au7g EEp
2024-05-16 14:31:52 (UTC+09:00) Create VPC (Complete) SUCCESS VPC vee Korea(finance) Sub Account API Al
2024-05-16 14:31:47 (UTC+09:00) Create VPC (Request) SUCCESS VPC vee Korea(finance) Sub Account API A
2024-05-16 14:31:47 (UTC+09:00) Create Route Table SUCCESS VPC RouteTable Korea(finance) Sub Account API Al
2024-05-16 14:31:47 (UTC+09:00) Create Route Table SUCCESS Ve RouteTable Korea(finance) Sub Account API Al
2024-05-16 14:31:47 (UTC+09:00) Create ACG SUCCESS Server ACG Korea(finance) Sub Account API Al
2024-05-16 14:31:46 (UTC+09:00) Create Network ACL SUCCESS VPC NetworkACL Korea(finance) Sub Account API A
2024-05-16 13:52:29 (UTC+09:00) Login SUCCESS Account Customer zs Main Account PORTAL Al
2024-05-16 13:52:06 (UTC+09:00) Login SUCCESS Account Customer ER Main Account PORTAL Al
2024-05-13 14:22:46 (UTC+09:00) Delete VPC (Complete) SUCCESS VPC vee Korea(finance) Main Account CONSOLE Al
2024-05-13 14:22:36 (UTC+09:00) Delete VPC (Request) SUCCESS vPC vPC Korea(finance) Main Account CONSOLE Ayl
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@ (FHSXIATEAAR]) APl ALZ0] Cfet M| LIS =015 flol HMHES S
B 4| x
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el Al 429
= Ly 2|22 R¥
el At a4
2y72 2y P
NRN
AY EE
AZE Role NRN
R
Item Value #HZH Value
createdDate 1715837506480
ipv4Cidr 10.1.0.0/16
regionNo 11
statusCode CREATING INIT
vpcName v18f7fe29334
vpcNo 24587
Cloud Activity TracerE St APl A2 O|= M| Of|A]
APIZ S5t APl Al 0[3 20l
@ (API(CLI)) ‘activities’ APIE Salf T2l AE 2 ME A APl AKE O|HE &IgLCt

- 23 oAl

POST https://cloudactivitytracer.apigw.fin—ntruss.com/api/v1/activities

273 GlAl (Body)

"fromEventTime": "integer”,
"toEventTime": "integer”,

" "string”,
"integer”,
"integer”

"nrn":
"pagelndex”:
"pageSize":




IR0} 48 SALCHRLIMHIA HOF OHRN | 5. 27 U BUEY B

- SH WAl (83)

"historyld": "66459a48e1fd0965ef3da817",
"nrn's "nrn:FIN:VPCIFKR:3*xex:/pC /2",
"eventTime": 1715837512529,
"platformType": "VPC",
"productName": "VPC",
"productDisplayName": "VPC",
"regionCode": "FKR",
"regionDisplayName": "Korea(finance)
"resourceType": "VPC",
"resourceld": "2%***"
"resourceName": "v18f7fe29334",
"actionDisplayName": "Create VPC (Complete)",
"actionResultType": "SUCCESS",
"actionUserType": "Sub”,
"actionSubAccountNo": 9****
"sourceType": "API",
"sourcelp": "10. xx* xex 2
"productData": {
"vpcName": "v18f7fe29334",
"createdDate": "1715837506480",
"ovACidr'": "10.%%% *5% 0/16",
"vpcNo": "2
"regionNo": "11",
"statusCode": "CREATING"

"
)
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https://guide-fin.ncloud-docs.com/docs/management-cloudactivitytracer-cloudactivitytracerconsole
https://api-fin.ncloud-docs.com/docs/management-cloudactivitytracer-getactivitylist
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Cloud Securty Watcher

loud Kuberetes Service

@ (FFEXFRZBIA|AHYD) ‘Activities' S
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&) Cloud Activity Tracer
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|

Services

® AutoScaling

@ Cloud Functions

& GeoLocation
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@ Cloud Outbound Maller

of  APIGate

©  CON+ (Domestic)

B Resource Manager
E3 Web service Monitoring S
@ Cloud Log Analyti

y—

ity Tracer

d Insight (Monitoring)

E

Cloud Activity Tracer

Activi

Cloud Activity Tracer

HE O Yoy 7 Mz 2y

TR AR

A UM

20240528 12119:36 (UTC+09:00)
20240528 12119:36 (UTC+09:00)
20240528 112813 (UTC+09:00)
20240528 11:27:48 (UTC+09:00)
2024-05-24 17:50:30 (UTC+09:00)
2024052417:33:50 (UTC+09:00)
20240524 17:33:40 (UTC+09:00)
20240524 17:32:59 (UTC+09:00)
2024-05-24 17:32:36 (UTC+09:00)
2024-05-24 17:32:21 (UTC+09:00)
2024052417:31:48 (UTC+09:00)
2024-05-24 17:30:51 (UTC+09:00)
20240524 17:30:42 (UTC+09.00)
2024052417:30:28 (UTC+09:00)
2024-05-24 16:25:03 (UTC+09:00)
20240524 16:16:48 (UTC+09:00)

202405:24 16:16:48 (UTC+09:00)

& Easy Notification Service

ontaines Registry

Neloud Kuberetes Sers

Cloud DB for MysaL &
lowd DB for Redis - (UHENAS
Cloud DB for MSSQL QU
Cloud DB for MongoDB (NI

Cloud DB for Pos

Databas

Live Station
VOD Station

Media Connect Center

Cloud Activity Tracer &=

v oo M v AR Ey

20240519 1418 . 20240618 1419
LT B uaEy
Delete DB Server SUCCESS Cloud DB for MySQL
Delete DB Server SUCCESS Cloud DB for MySQL
Login SUCCESS Account
Login SUCCESS Account
Detach policy from sub account SUCCESS Sub Account
Login SUCCESS Sub Account
Login SUCCESS Sub Account
Change password SUCCESS Sub Account
Login SUCCESS Sub Account
Login SUCCESS Sub Account
Update sub account SUCCESS Sub Account
Attach policy to sub account SUCCESS Sub Account
Detach policy from sub account SUCCESS Sub Account
Create policy SUCCESS Sub Account
Create ACG SUCCESS Server
Create Cloud DB Service SUCCESS Cloud DB for MySQL
Create DB Server SUCCESS Cloud DB for MySQL

A8
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NAS

Backup

App Safer

File Safer

Web Securlty Checker

App Securly Checker

stem Security Checker

SSLVPN

Security Monitoring (S

Compliance Guide

Key Management Service

Certiicate Manager

WebShell Behavior Detector

Hardware Security Module:

Cloud Securty Watcher @

«

o et

Customer
Customer
SubAccount
SubAccount
SubAccount
SubAccount
SubAccount
SubAceount
SubAccount
SubAccount
SubAccount
Policy

Ace
Service

Server
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vee
Load Balancer

ONS (Deprecated)
Globsl DS,

VPN

Managed IPs

Cloud Connect

Papago Translation

CLOVA Chatbot

CLOVA OCR
OVA Speech QU

CLOVAKYC @

arch Engine S
Cloud Hadoop

Cloud Data Streaming S

SourceCommit
SourceBuild
SourceDeploy

urcePipeline

Po e a
Ay 2y
MainAccount  CONSOLE
MainAccount  CONSOLE
Main Account  PORTAL
Main Account PORTAL
MainAccount  CONSOLE
Sub Account PORTAL
SubAccount  PORTAL
Sub Account PORTAL
Sub Account PORTAL
Sub Account PORTAL
MainAccount  CONSOLE
MainAccount  CONSOLE
MainAccount  CONSOLE
MainAccount  CONSOLE
MainAccount  CONSOLE
MainAccount  CONSOLE
MainAccount  CONSOLE
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Cloud Activity Tracer / Activities @ B B @
Cloud Activity Tracer
4E o opy| 7 cMzIE v
T L 2
FER ] v ooEm v AmeE mn v oAU EM v
) A2 e 20240519 E 1478 ~ 20240618 [ 1419
2074 17| ~

T e EEEE ] 2lax g8 2m Ayre au7s LR
20240528 12:19:36 (UTC+09:00) Delete DB Server SUCCESS Cloud DB for MySQL Server Korea(finance)  Main Account CONSOLE

2024-05-28 12:19:36 (UTC+09:00) Delete DB Server SUCCESS Cloud DB for MySQL. Server Korea(finance) ~ Main Account CONSOLE AN

2024-05-28 11:28:13 (UTC+09:00) Login SUCCESS Account Customer ED) Main Account PORTAL AN

2024-05-28 11:27:48 (UTC+09:00) Login SUCCESS Account Customer ED Main Account PORTAL AN

2024-05-24 17:50:30 (UTC+09:00) Detach policy from sub account SUCCESS Sub Account SubAccount ED Main Account CONSOLE oM

20240524 17:33:50 (UTC+09:00) Login SUCCESS Sub Account SubAccount ED Sub Account PORTAL M

20240524 17:33:40 (UTC+09:00) Login SUCCESS Sub Account SubAccount ED Sub Account PORTAL AN

20240524 17:32:59 (UTC+09:00) Change password SUCCESS Sub Account SubAccount ED Sub Account PORTAL A

20240524 17:32:36 (UTC+09:00) Login SUCCESS Sub Account SubAccount EL] Sub Account PORTAL A

2024-0524 17:32:21 (UTC+09:00) Login SUCCESS Sub Account SubAccount EL] Sub Account PORTAL MM

20240524 17:31:48 (UTC+09:00) Update sub account SUCCESS Sub Account SubAccount EL] Main Account CONSOLE Al

2024-05-24 17:30:51 (UTC+09:00) Attach policy to sub account SUCCESS Sub Account SubAccount £ Main Account CONSOLE Al

20240524 17:30:42 (UTC+09:00) Detach policy from sub account SUCCESS Sub Account SubAccount L Main Account CONSOLE AN

2024-05-24 17:30:28 (UTC+09:00) Create policy SUCCESS Sub Account Policy 3% Main Account CONSOLE A

2024-05-24 16:25:03 (UTC+09:00) Create ACG SUCCESS Server ACG Korea(finance) ~ Main Account CONSOLE AN

20240524 16:16:48 (UTC+09:00) Create Cloud DB Service SUCCESS Cloud DB for MySQL. Senvice Korea(finance)  Main Account CONSOLE AN

| IE 553 A S 01F oAl

= = ‘ ) (=) =
@ (PSTIEBTAIAR) HEQT HA 02 MM 2RIE ol ‘MHHES St
_ -— — L-O o == o —= =14 -
Cloud Activity Tracer
HE G oty 3 foR | v
T Lo A
CER v C ] hd APRE M v A ey A v
ZRE HEE 20240417 1 1344 ~ 20240517 & 1345
207H4 &7] hd
el Al e Loy e Ea H4EY EEESE 2" AY7g 2Y7E e gl
2024-0517 13:44:17 (UTC+09:00) Login SUCCESS Account Customer 3% Main Account PORTAL AN
2024-05-17 13:43:59 (UTC+09:00) Login SUCCESS Account Customer 35 Main Account PORTAL AN
2024-05-16 14:35:24 (UTC+09:00) Delete VPC (Complete) SUCCESS vPC vpe Korea(finance)  Main Account CONSOLE oM
2024-05-16 14:35:14 (UTC+09:00) Delete VPC (Request) SUCCESS Ve vpe Korea(finance)  Main Account CONSOLE oM
2024-05-16 14:35:14 (UTC+09:00) Delete Route Table SUCCESS Ve RouteTable Korea(finance) ~ Main Account CONSOLE M
2024-05-16 14:35:14 (UTC+09:00) Delete Route Table SUCCESS Ve RouteTable Korea(finance)  Main Account CONSOLE AN
2024-05-16 14:35:14 (UTC+09:00) Delete Network ACL SUCCESS vPC NetworkACL Korea(finance)  Main Account CONSOLE AN
2024-05-16 14:35:13 (UTC+09:00) Delete ACG SUCCESS Server ACG Korea(finance)  Main Account CONSOLE AN
2024-05-16 14:31:52 (UTC+09:00) Create VPC (Complete) SUCCESS vPC vpPe Korea(finance) ~ Sub Account API AN
2024-05-16 14:31:47 (UTC+09:00) Create VPC (Request) SUCCESS Ve vPe Korea(finance) ~ Sub Account API oM
2024-05-16 14:31:47 (UTC+09:00) Create Route Table SUCCESS Ve RouteTable Korea(finance) ~ Sub Account API M
2024-05-16 14:31:47 (UTC+09:00) Create Route Table SUCCESS vee RouteTable Korea(finance) ~ Sub Account API M
2024-05-16 14:31:47 (UTC+09:00) Create ACG SUCCESS Server ACG Korea(finance) ~ Sub Account API AN
2024-05-16 14:31:46 (UTC+09:00) Create Network ACL. SUCCESS vPC NetworkACL Korea(finance) ~ Sub Account API AN

| Z1% 5-5-4 | Cloud Activity Tracers S8t HE3 HA
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@ (API(CLI)) ‘activities’ APIE Edll HEQT HE 0|HS StOIstLCt,

- 2F G

POST https://cloudactivitytracer.apigw.fin—ntruss.com/api/v1/activities

- 2 GilAl (Body)
{

"fromEventTime": "integer”,
"toEventTime": "integer”,
"nrn": "string”,
"pagelndex”: "integer”,
"pageSize": "integer”

}

- SH WAl (83)

"historyld": "664b11f4e1fd0965ef436e8e",

"nrn": "nrn:FIN:VPCServer:FKR:3******: A\CG/4****"

"eventTime": 1716195828526,

"platformType": "VPC",

"productName": "VPCServer",

"productDisplayName": "Server”,

"regionCode": "FKR",

"regionDisplayName": "Korea(finance)",

"resourceType": "ACG",

"resourceld": "4***g"

"resourceName": "cloud—mysgl—*****"

"actionDisplayName": "Create ACG',

"actionResultType": "SUCCESS",

"actionUserType": "Customer”,

"sourceType": "AP!"

"sourcelp": "10. %%* ®xx xQ"

"productData": {
"defaultYn": "N",
"vpcName": "ncp—fin-vpc',
"createdYmdt": "1716195828501",
"accessControlGroupNo": "4x*#*"
"outboundRuleCount™: "0",
"accessControlGroupName": "cloud—mysql—*****",
"memberNp": "Z#xFeEx"
"modifiedYmdt": "1716195828501",
"inboundRuleCount": "0",
"vpcNo": "2FeEx"
"networklInterfaceCount": "0
"statusCode": "RUN"

"
)
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https://guide-fin.ncloud-docs.com/docs/management-cloudactivitytracer-cloudactivitytracerconsole
https://api-fin.ncloud-docs.com/docs/management-cloudactivitytracer-getactivitylist
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@ (FPSXIHEEIAAE]) ‘Services” — ‘Cloud Activity Tracer A2 MEHSHLICH

Services

Container Registry & Object Storage Y @ VPC

Neloud Kubemetes Service o NAS Load Balancer

Backup ] tr DNS (Deprecated)

Global
Cloud Securty Watcher v

()]

Cloud D8 for My Managed Psec VPN
@ Neloud Kubernetes Service

D

DB for Re ) App Safer o
Auto Scaling 0B fop Red opSel 4 Cloud Connect

Cloud DB for MSSQL QD ks File Safer

®

()

Cloud DB for MongoDB (D ) Web Security Checker

D

Cloud DB for Postoresol. (@D App Securiy Checker Papago Transiation

£}

GeoLocation System Security Checker & CLOVA Chatbot

g,

Simple & Easy Notication Service (HED r @ SSLVPN
Cloud Outbound Maler > Security Monitoring & @ clova
Compliance Guide e CLOVAeKYC (@D

Key Management Service

Certificate Manager @8
Blockehain Service 2., y % WebShell Behavior Detector Search Engine Ser

Har urity Module: Cloud Hadoop

s R @ B CloudData Streaming Service

CON# (Domestic)

ient & Governanc oo SourceCommit

Resource Manager & SourceBulld

ervice Monitoring S e " & 9 SourceDeploy

e VOD Station Data Teleporter ; SourcePipeline

, Sub Account Media Connect C

Cloud Activity Tracer

Cloud Inslght (Monitoring)

Cloud Activity Tracer &5 ME4

@ (rSXIEEZAAH) ‘Activities'E Soll SHRE AF BE 0|H3 QUL

4B v 2 HA v Agzg A v Aef e Al ¥
E< T E ) v 20240409 17:09 ~ 20240509 17:10
20 74 =] v

] el hey A F@at YEY 2laA q¥ 2 AY7E a87E e HAl
2024-05-09 17:09:19 (UTC+09:00) Remove sub account SUCCESS Sub Account SubAccount 3% Main Account CONSOLE A
2024-05-09 17:01:49 (UTC+09:00) Suspend sub account SUCCESS Sub Account SubAccount EL Main Account CONSOLE Al
2024-05-09 16:52:45 (UTC+09:00) Attach policy to sub account SUCCESS Sub Account SubAccount 3= Main Account CONSOLE A
2024-05-09 16:51:33 (UTC+09:00) Create sub account SUCCESS Sub Account SubAccount ED Main Account CONSOLE AMl
2024-05-09 16:50:21 (UTC+09:00) Replace policy to sub account SUCCESS Sub Account SubAccount 38 Main Account CONSOLE AN

o

1 Gi|A

J

Cloud Activity Tracerg &°t S2tRE AHY HE 0|H
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APIZ S8 ST HY #Z 0/ o

- 2F G

POST https://cloudactivitytracer.apigw.fin—ntruss.com/api/v1/activities

- 2 GilAl (Body)
{

"fromEventTime": "integer”,
"toEventTime": "integer”,
"nrn": "string”,
"pagelndex”: "integer”,
"pageSize": "integer”

}

- SH WAl (83)

{
"historyld": "662625720e28854¢967b05ba",
"nrn"s "nr:FINTAM::3***#%%:SubAccount/69dcb 760-7¢3-11ee-ab36-005056a79369",
"eventTime": 1713775985981,
"platformType": "BOTH",
"productName": "IAM",
"productDisplayName": "Sub Account”,
"regionCode": "
"regionDisplayName": "Global",
"resourceType": "SubAccount’,
"resourceld”: "69dcb760-f7¢3-11ee-ab36-005056a79369",
"resourceName": "ncpfinsubuser1”,
"actionDisplayName": "Attach policy to sub account”,
"actionResultType": "SUCCESS",
"actionUserType": "Customer”,
"sourceType": "CONSOLE",
"sourcelp": "10.#*x xEx x7"
"productData": {
"subAccountNo": "69dcb760-17¢3-11ee-ab36-005056a79369",
"subAccountld": "ncpfinsubuser1”,
"name": "ZI2I",
"loginUrl": "grExEExt
"canConsoleAccess": "true’,
"canProgramAccess": "false’,
"useConsolePermitlp": "false’,
"needDgr2Auth”: "true’,
"needPasswordReset": "true’,
"createTime": "1712812916000",
"dgr2yn": "N",
"policies[0].policyNo": "9d1a94b0-0085-11ef-8682-246e96591a38",
"policies[0].policyName": "ncp-fin—-bucket—policy”,
"policies[0].type": "USER_CREATED",
"policies[0].createTime": "1713775933000"
1
}
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VOD Station Data Teleporter SourcePipeline
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@ (PrexiE2MALD) Dashboard” — ‘Dashboard &% HES 226101 Cloud Security Watcher

=501 BRI,

Cloud Security Watcher / Dashboard Pe e o
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K VOD Station AfHA 4 £8i SYSTEM_MANAGED ® Allow 20220421 20:51:11 (UTC409:00)

[ £ VOD Station |2 U 25 7158 08 SYSTEM_MANAGED ® Allow 20220421 20,5111 (UTC409:00)

! E Cloud Data Box MEI L 53] 7|52 Of

SYSTEM_MANAGED ® Allow 20211221 19:12:18 (UTC409:00)
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@ (FPAXFRBRIAIAE]) Sub Account?l ‘getSubAccountAccessKey Actiong H[Shote MZS

ub
= ddgu.

A=2AF HO| MXH
AEAF Ho| HH
Action Q

Dashboard Group Policy Role STS SubAccount
getGroupDetail 4 getGroupList getPolicyDetail

O SMIERE =elgiLich O SES "olgch ARSI} et Mol MMEEE holgiich
getPolicyList getResourceCount getRoleDetail

AHERPZL A3 MM S22 xsgtch Sub Account LHA|S.E HEE gtolgh |t B ANFEE Solgt|ct
getRoleList getServerlnstanceDetail getServerinstanceList

gt 229 xH|BHLICt Ast2 K0S Server 2|AAZS MeiBLICE &h2 Hojgt Server 2|AA 528 xs|8fLCt
getStsSessionToken getSubAccountAccessKey getSubAccountDetail

STS B2 MM 9 M3t STS B2 HEE =o|ghct MEAFS| AM|AT|E Z8|et|Ch MEATE HMEEE =oIs|ct
getSubAccountList validatePolicy

MEAH 222 stolst|c}. FMo| R=3HX| HelgtL|ct

| 12 6-3-3 | Sub Account®| At2X+ ™o XM F9|

@ (FMSXIREZIAAE]) ‘Services — ‘Sub Account” — ‘Sub Accounts’OflA] AL2At Mol Hils
Bog ME A™S Mol JiE dHst FFE SR

Sub Account / Sub Accounts Po e a
[<] ME A" AR "=
AE g 8e
D 6940b760'7631162-3b36- 005056079369 @ NRN A FINAM: 3197934:8 760-76311 ee-ab36 ®
gy 2024-0411 14:21:56 (UTC+09:00) 4N -2417:32.59 (UTC+09.00)
F3¢g1 ofoje] nepfinsubuser] A8ng
A o MEE olujed
2o Huds for.L-} S A B
XA FY gs 2% 915 A8 olf F s CHN27E
2 Het 24 HE &N 2024-05-24 17:33:50 (UTC+09.00)
AP Gateway U M2 THs Source TE/HH
Access Key AIB 25 © ng
L

- 38 Accesskey

uy . Rkt Yy e s

0 GIOfE{7 f1SLICt

|IE 634 ME AE E OHE ot Ft
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b OHHM 1 6. API 22|

=820

§8 22

TAGIA A0 Flet AEA Z2

EZFYMHIA 2ot

S ME AHOA

® (HSRtEE2ALH) 2 =7t
gL,
Yy QB A v 204 B v
oo [
4y - kekk] 4 Ry 28 e LY UM
ncp-finiam-test USER_CREATED ® Allow 2024-03-05 16:58:01 v
(UTC+09:00)
‘A
520t 20318 1A | ALS S50 ) & A2, OF APE F7) &= 0k0| $HEA| FEo)u
X #a
| IE 655 L ARBA O 3R 20 OflA|

© (PSR AH-

3|7t AHE=X| 20ISHLCE,

A Mol HxH'0] HA=E ME AHO=Z 2016 Access Key

S F7totA|1 2] BT

A

oig F= =el

2 fleliA= View/getSubAccountAccessKey #2t0| ERELICE Sub Account AfH|

X3 H

AE Eof0] Het

45k FIBHO] CHEE XECH OfJAl

—_

| 712 6-3-6 | getSubAccountAccessKey

09

0 A

2 \§:
X4 XH

o [H1] AMEAF Zo FM 4d 710I1E
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https://guide-fin.ncloud-docs.com/docs/subaccount-policy-role
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4) RUIAELI| S) 7| X AHL

\ 24 A

& Al, ME(Signature)of tist REAIZH2 562 YULICE AP

o Ho|H S2HRE SAUS0M APl 2F
ZalotH, M= | CHBE timestamp 42 AJHQ| A|7H}

2 Wole timestamp S 230
HImSH0] B2 014 XIO7} L= 2 B2 REOR LD,

40

o Q806X L2 timestampOil CHEH Xpch

{"error": {"errorCode":"200","message":" Authentication Failed","details":"Expired timestamp.”} }

| 2 6-4-1 | RF06HA| ¥ timestamp 20| CHSE XHEE Of|A|
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https://api.ncloud-docs.com/docs/common-ncpapi
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HE5040F Bt
N
1) SSL M8 =
\ 24 A
o 0| S2HRE ZE3MES APl= TLS 1.3HM DZZEZS 0|0l HTTPS Z2EZE Eof
LSS AEXIRE MHZE APl S4I2 £35HH, TLS 1.3 HEZ 0|25t USLICT

sStitE ¢

o APIQ| TLSHH

Protocol: Hypertext Transfer Protocol

Transport Layer Security
ayer: Application Data

*» TLSv1.3 Record Layer
Z APIQ] TLS HH OfA|
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E

| IE 6-5-1 T HoY SERE
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A2 HSE AL XiE

@ (FHAXIRZEIAARY) ‘Services” — ‘Object Storage’ AZS AMEHSHLICY

Services

Object Storage
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Cloud DB for G App Safer

® D © D

CLOVA Chatbot

CON# (Domestic)

@ CrXtEEAA) T HA - S22 — "ot H2['S MEfgLC

Object Storage / Bucket Management

Bucket Management @

HECH YN 2 X 22 Z M=21nd v
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Services

Sub Account AZE MEH
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3guote

@ (FFSRiEEINA-) MEA FHO

1 Naver Cloud

Oo~1 OO T

X XH AHA‘I% oloH ‘Poncies’ — 4 %‘)b_(H AHAT

-1 OO

Naver
CLOUBPLATFORM

Sub Account / Policies

Policies

Po s o

ABC Yol 2 Fo Cni ] A2 Ubuntu 18.04 MI{0|0IX|(0S) BONEE . ©%
gy Q  #Eama o % - 204 57| v
R oo
gy U RY ELEC HYEN -

IFICATION_REGIPIENT_VIEWER HIA U K2 71552 088 4 2t Mot SYSTEM_MANAGED ® Allow 2024.01-2519:07:44 (UTC+09:00)
NCP_FIN_NOTIFICATION_ RECIPIENT_MANAGER Notification Recipient AH|A Lj 2 7|58 0|23 2 SYSTEM_MANAGED ® Allow 20240125 19.07:44 (UTCH09.00)
NCP_FIN_VPC_CONTROL_PANEL_VIEWER VPC 71t Control Panel M| A U Z2] 7152 0|88 ¢ U= SYSTEM_MANAGED ® Allow 2024-01-12 16:54:57 (UTC+09:00)
NCP_FIN_ _CONTROL_PANEL_MANAGER VPC 7]¢t Control Panel Mu|2 U RE 71 018 4 s A2 SYSTEM_MANAGED ® Allow 2024-01-12 16:54:57 (UTC+09:00)
NCP_FIN_VPC_CLOUD_SECURITY_WATCHER_VIEWER VPC 7|t Cloud Security Watcher Ajt|A Uf 23] 7|58 0|88 + 2l #8H SYSTEM_MANAGED ® Allow 2023-11-23 18:34:31 (UTC+09:00)
NCP_FIN_VPC_CLOUD_SECURITY_WATCHER_MANAG VPG 712 Cloud Security Watcher |4 Lj BE 7|58 08T 4 Y= 28 ‘SYSTEM_MANAGED ® Allow 20231123 18:34:31 (UTC+08:00)
NCP_FIN.NCLOUD. SINGLE_SIGN_ON_VIEWER Neloud Single Sign-On AHIA L 31 71551 0/2T 4 2li= #8t SYSTEM_MANAGED ® Allow 20230420 18:25:35 (UTC409.00)
NCP_FIN_NCLOUD_SINGLE_SIGN_ON_MANAGER Neloud Single Sign-On Al L BE 7158 018 £ Rl Agt SYSTEM_MANAGED ® Allow 2023-04-20 18:25:35 (UTC+09:00)
NCP_FIN_VPC_DATABASE_MIGRATION_SERV VPC 7/t Database Migration Service M4 L 2E Jls 0I8% + Ut SYSTEM_MANAGED ® Allow 2023-02-23 22:56:29 (UTC409:00)
NCP_FIN_PINPOINT_CLOUD_VIEWER Pinpoint Cloud MH|A L 2| 7150t 0|8 + QUi= {F SYSTEM_MANAGED ® Allow 2022-11-22 18:58:57 (UTC+09:00)
NCP_FIN_PINPOINT_CLOUD_MANAGER Pinpoint Cloud AH|A L 2E 7hs 8 0|8Y + U 32 SYSTEM_MANAGED ® Allow 2022-11-22 18:58:57 (UTC+09:00)
NCP_FIN_VPC_SSL_ VPN_VIEWER VPC 712t SSL VPN M| A L 22| 7158t 08 4 Ui 2B SYSTEM_MANAGED ® Allow 2022-11-22 18:58:57 (UTC+09:00)
NCP_FIN_PAPAGH ISLATION_MANAGER Papago Translation AftlA U} 25 7158 018% 4 2= 28 SYSTEM_MANAGED © Allow 20220818 20:32:18 (UTC40:00)
NCP_FIN_MEDIA_CONNECT_CENTER_MANAGER Media Connect Center AlH|A Ul BE 7|58 018% & 2= #3t SYSTEM_MANAGED ® Allow 2022-08-18 20:26:48 (UTC+09:00)
NCP_FIN_MEDIA_CONNECT_CENTER_VIEWER Media Connect Center Alt| 4 Lj %3] 7|19 0|88 < 2= 2} SYSTEM_MANAGED ® Allow 2022-08-18 20:26:48 (UTC+09:00)
NCP_FIN_BLOCKCHAIN_SERVICE_VIEWER VPC 7|8t Blockchain Service Afl|4 LY 3] 7159t 0|8 £ U= AP SYSTEM_MANAGED ® Allow 2022-04-21 20:51:11 (UTC+09:00)
NP JCKCHAIN_SERVICE_MANAGER VP 7l Blockehain Service Ml U 28 7158 0182 4 2 A%t SYSTEM_MANAGED ® Allow 20220421 20,5111 (UTC409:00)
NCP_FIN_ )_STATION_VIEWER VOD Station A Lf 31 7|52t 0|88 £ 2l Aot SYSTEM_MANAGED ® Allow 2022-04-21 20:51:11 (UTC+09:00)
NCP_FIN_VOD_STATION_MANAGER VOD Station AfH| U 2E 7|58 0|8 4 = { SYSTEM_MANAGED » Allow 2022-04-21 20:51:11 (UTC+09:00)
NCP_FIN_CLOUD_DATA_BOX_VIEWER Cloud Data Box AHIA Ui 3| 7|38} 0|8 & 2= Y SYSTEM_MANAGED ® Allow 2021-12-21 19:12:18 (UTC+09:00)

B (FHIXIHRIA|AED) ‘Services — ‘Sub Account — ‘Policies’ — ‘+ M AMAP

Object Storage?| HZ! S0 M2t AAF HOl &

| LE 715 T MEAE HY

g 4y

XH
i

AHA

o

S s

Eted

View

Change

k]

getObjectList
getMultipartUploadList
getBucketCORSList
getAccessLogList
getBucketWebsite
getBucketEventList

writeObject

deleteBucket
changeBucketCORS
deleteBucketCORS
changeAccessLog
changeBucketWebsite
deleteBucketWebsite
createBucketEvent
deleteBucketEvent
changeBucketEvent
sendBucketExtendedMetricData
changeBucketMetricFilter
deleteBucketMetricFilter

NRN

2" EEEN =)

2laad

nrn:FIN:Obj
883

KR:3197934:]

1713337998 Korea(financ Bucket

e)

| IE 716 HE SR8 MEA Fol A
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@ (X2 AJAED) ‘Services” — ‘Sub Account’ — ‘Sub Accounts’ — ‘Sub User MEH’
— I Hot Tt = JHE At FVVE Soll HZl 20| ZQst A2 AIHAITH AFZ XL

H —

o| MAS MLSH|CtH

4 xH
o™= —od

MEAE E

D 69 @ NRN

EEEY BT

27l ofojc] preeey

e ool

ER TS cua Bl A8 Y
2215 84 24 25 ALg ol
Ha gt EES
LEl

e Hzt e FEEN

By -+ LT

nep-fin-bucket-policy USER_CREATED

Allow 20240422 17:52:13 (UTC+09:00) v

- Q% OAl (Body)

"policyName": "string",
"description”: "string",
"permissions”: [
{
"effect": "string",
"targets": [
{
"product”: "string",
"actions": [

"string"”

"resourceNrs": [
"string"




=852t | Naver Cloud

- SH WAl (83)

"policyld": "string",
"policyName": "string",
"description”: "string”,
"validationResult": {
"details": [
{

"code": "string",

"location": "string",
"message": "string’,
"type": "ERROR"

}

"success": true

APIZ E35t AF2XF KO| Kz MM OA|

o1 OO

@ (API(CLD) ‘polices’ APIE &dlff ME AYE FZoE HZI0I gt AEA Fo YHis
g
- 2F oA

POST https://subaccount.apigw.fin—ntruss.com/api/v1/sub-accounts/{subAccountld}/policies

- Q7 OAl (Body)

"policyldList": [
"string"

"id": "policyld1",
"success": true

APIE &2t ME AFE AREXAF Zo| Zx & KAl
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o [E4] MER Fol HH W APl AR 710|1=
o [F15] MEAF M £ APl AIE J10|=

224



https://guide-fin.ncloud-docs.com/docs/storage-objectstorage-objectstorageconsole
https://guide-fin.ncloud-docs.com/docs/storage-objectstorage-objectstorageetc
https://guide-fin.ncloud-docs.com/docs/subaccount-policy-role
https://api-fin.ncloud-docs.com/docs/management-subaccount-createpolicy
https://api-fin.ncloud-docs.com/docs/management-subaccount-attachpolicytosubaccount
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@ (FHLXIHBBIAAE]) ‘Services” — ‘Sub Account’ AZS MEHSH|CE

Services

& Container Registry = vPC
@ Korealfi
#* @ Neloud Kubemetes Sen # ¢ Load Balancer

DNS (Deprecated)
2

@ Cloud Securty Watcher
forysaL
@ noloud Kubernetes Senvice

Cloud DB for Redis QU v App Saf a
Auto Scaling kDb horhede @ sidsin Cloud Connect

Cloud DB for MSSQL. @R File Safer
loud Functions oL .

@ Clout DB for MongoDe: (R y Web Secrly Ched
P

@ Cloud DB for Postoresal. (ERAHED App Secuity Checker ’ Papsgo Transiation
Geotoxaton &8 Database Migration Service (0 System Security Checker CLOVA Chatbat

e & Easy Notification Service (U SSLVPN ¢ CLOVAOCR
Cloud Outbound Mailer i Security Monitoring ¢ CLOVA Speech (@D
Compliance Guide CLOVAeKYC (@D
Key Management Ser
Certificate Manager

Blockchain Serv e B Al nateior Search Engine Service.

Hardware Security Module: Cloud Hadoop

joud Securty Watcher (D Cloud Data Stresming Service

SourceCommit

Manager SourceBulld

jce Monioring System
Monhoring Syst & LiveStation a ¢ ourceDeploy

ShaxtTogAntifica @ VoD station . Data Teleporter SourcePipeine

i Insight (Monitoring)

@ (IARIRBRAAL) AIBXt HO| FM M 906 Policies’ — +

12

WSHIES S2BLICY

Sub Account Pa s a

Policies

sBCYs @ O M2IY v Ubuntu 18.04 M{00IFI(0S) B

@ Korea(finance)

Q A 2004 %] v
B2 B (S)
loud Security Wat
ol k] e Y EL2T AUl o
ud Kubernete: A E Notification Recipient Alt| A Lj %3 SYSTEM_MANAGED ® Allow 2024-01-25 19:07:44 (UTC409:00)
EOl 1AM Notification Recipient Al A Lj 2 7 SYSTEM_MANAGED ® Allow 2024-01-25 19.07:44 (UTC+09:00)
' L PANE VPC 718 Control Panel A U4 Z21 SYSTEM_MANAGED o Alow 20240112 165457 (UTCH05:00)
E VPC 715t Control Panel Ab|A L B 715 SYSTEM_MANAGED ® Allow 2024-01-12 16:54:57 (UTC+09:00)

Dashboard A Z VPC 7]2 Cloud Security Watcher At A U %3] 7152 SYSTEM_MANAG ® Allow 2023-11-23 18:34:31 (UTC+09:00)
Sub Act [ ECURY VPC 712 Cloud Security Watcher At L 26 SYSTEM_MANAGED ® Allow 20231128 18:34:31 (UTC+09:00)
Groups L c Neloud Single Sign-On K| i 2| 719t 08 & SYSTEM_MANAGED ® Allow 2023-04-20 18:25:35 (UTC409.00)
[ L i Neloud Single Sign-On At L SYSTEM_MANAGED ® Allow 2023-04-20 18:25:35 (UTC409:00)

» X NGRAT VPC 7/2t Database Migration Service AH|2 L} 24 SYSTEM_MANAGED ® Allow 20230223 22:56:29 (UTC409:00)

" T Pinpoint Cloud MH|A Lf = SYSTEM_MANAGED ® Allow 20221122 18:58:57 (UTC40:00)

[ A Pinpoint Cloud AfHIA 4 2 SYSTEM_MANAGED ® Allow 20221122 18:58:57 (UTC409:00)

VPG 72t SSLVPN AfH|A L Z2| 7He8t O/ 4 2= 29 SYSTEM_MANAGED ® Allow 20221122 18:58:57 (UTG409:00)

LMAN Papago Translation Afél& SYSTEM_MANAGED ® Allow 20220818 20:32:19 (UTC409:00)

[ c , Media Connect Center AfH| i 2E SYSTEM_MANAGED ® Allow 2022-08-18 20:26:48 (UTC409.00)

ECT_CE SYSTEM_MANAGED ® Allow 20220818 20.26:48 (UTC409.00)

‘ it SYSTEM_MANAGED ® Allow 20220421 20:51:11 (UTG409:00)

[ ! SYSTEM_MANAGE ® Allow 20220421 20:51:11 (UTC409:00)

K VOD Station AfHA 4 £8i SYSTEM_MANAGED ® Allow 20220421 20:51:11 (UTC409:00)

[ £ VOD Station |2 U 25 7158 08 SYSTEM_MANAGED ® Allow 20220421 20,5111 (UTC409:00)

! E Cloud Data Box MEI L 53] 7|52 Of

SYSTEM_MANAGED ® Allow 20211221 19:12:18 (UTC409:00)
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@ (FHEXIHBZIAAR]) B0 TSt @17], A7] HetE XE3d17| ol AFZXI0AH ERst H7| &
H74 OHAMS MENSH|C}

g

[ R il

- Bucket  LifeCyclePalicy

B4 getBucketList getObjectList ] gmMnIlnpnnUploadUsl

Buicket 2] £ H]= Bucket?| Object Sj~ED) s HEE S0lTH | Buckst] F3gLc
B4 getBucketCORSLIst getAccessLoglist & oetLifeCyclePolicyList

Bucke1S] CORSE TTLIT Huckel2| Access Log EHE FHALT Life Gycle B 2|2

[ getBucketWebsite getCloudFunctionsTriggerList getCloudFunctionsActionList
Bucket Websile #5E T3 L Cloud Funetions Action 3

8

Cloud Functions Trigger

¥ oetBucketEventList B8 getBucketMetricFilterList
E Buckst®] AM| SIS 2H A

5 e a2y ~ 7]

n Bucket  LifeCyclePolicy

4 writeObject createBucket [ deleteBucket
Bucket®| ObjectE HH4AHL} 52 BucketS WgiLE} Bucket® HH2JUC

[ changeBucketCORS deleteBucketCORS {8 changeAccessLog
Buicket®} CORSE S HEML|L] Buekel®l CORSE s |} Blicket2] Actesd Log &

[ createlifeCyclePolicy deletel ifeCyclePolicy [ changelifeCyclePalicyStatus
Buicket0 £ Life Cycle ME B AT, Huckett)| LHE! Life Cycle HHE S EC Buicket0 T2 Life Cycle Y22 8

B4 changeBucketWebsite B deleteBucketWebslite [ createCloudFunctions Trigger
Bucket Webgile 858 25T Bucket Websits SH 8 A2ILICH Cloud Funetions TriggerS-AATEILCE

¥ changecioudFunctionsTrigger 3 createBucketEvent [ deleteBucketEvent
Cloud Functions Triager 2 Bucket EventE 454 Bucket Event® AIIEILICH

4+

[ changeBucketEvent 8 subscribeProduct [ sendBucketExtendedMetricData
Bucket Event & SUEL|E Object StorageE 018 818 HME U456 Bucke!2! 0|E HOlE{E

% createBucketMetricFilter B8 changeBucketMelricFilter [ deleteBucketMetricFilter
Bucketf 2 SUEF H0E ! Bucket®| &M ELIEY HHE WA Bucket®| 2] BLEE S AT

IR 723 L MEA ZO A 2%

(FHAXIREBRRIAAED ‘Services’ — ‘Sub Account’ — ‘Policies’ — ‘+ & MAY

Object Storage?| HZl S0 M2t AEX Mo HMS MGRiLC

o

E
S

ol
=

Eted AMY NRN 2 222 ERY 2largy

View getObjectList nrn:FIN:Obj FKR:3197934: 1713337998 Korea(financ Bucket
getMultipartUploadList 883 e)
getBucketCORSList
getAccessLogList
getBucketWebsite
getBucketEventList

Change writeObject
deleteBucket
changeBucketCORS
deleteBucketCORS
changeAccessLog
changeBucketWebsite
deleteBucketWebsite
createBucketEvent
deleteBucketEvent
changeBucketEvent
sendBucketExtendedMetricData
changeBucketMetricFilter
deleteBucketMetricFilter

|IE 724 HZ 8RS AL FOl A MY Gl
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By -+ LT

nep-fin-bucket-policy USER_CREATED

Allow 20240422 17:52:13 (UTC+09:00) v

- Q% OAl (Body)

"policyName": "string",
"description”: "string",
"permissions”: [
{
"effect": "string",
"targets": [
{
"product”: "string",
"actions": [

"string"”

"resourceNrs": [
"string"
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- SH WAl (83)

{
"policyld": "string",
"policyName": "string",
"description”: "string”,
"validationResult": {
"details": [
{
"code": "string",
"location": "string",
"message": "string’,
"type": "ERROR"
}
1,
"success": true
1
}

APIE Stt AEXL Fo| Y2 4y GlAl

@ (API(CLD) ‘polices” APIE Sdli ME AFE 018 HI0| Tigt AREAt Fol HH

- 28 WAl

POST https://subaccount.apigw.fin—ntruss.com/api/v1/sub-accounts/{subAccountld}/policies

- 2% GilAl (Body)

{
"policyldList": [
"string"
]
1

- SE WAl

"id": "policyld1",

"success": true

APIE St ME AFE AREXAF Zol Zx & KAl
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Services

& Container Registry @ Object Storage & @ Vee
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Backup
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File Safer
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b Securty Checker

App Securly Checker Papago Transiation
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Security Montoring QU

a &

Compliance Guide

]

Key Management Service @8
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a e

curlty Module

ud Securlty Watcher 4

CON# (Domestic)

Data Teleporter SourcePipeline

?r [ Media Connect Center

Object Storage 4t

HH
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@ (FMSXIAEZIAIAED) ‘Bucket Management’ — “+ HZl M2 =610 IS MdgLCH

Object Storage / Buc . o B a
Bucket Management @
AE o gorer| @ X 22 = M2y b
B2 THel E 22|
B nepfin-ohsbk @ : IFAG)
B nopfinbucket
olg a7 ES L

Object Storage HZ! A4

232



=852t | Naver Cloud

@ (FMSXIEHZNAH) ‘Metric Management’ — ‘+ M4 ZLER HH MM8'S Saf MA

— — O

DUEE0| Qe IiY SHAE HO|AKsuffiz S=EILIL.

X 0|2 ® ' obsmetric

CHA 21 ® ncp-fin-obs-bk v
HEAM@

HoM @ -png
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@ (FRIXIHREIAAERY ‘Configuration’ — Template’” — ‘TiA& 12 MA'S Sof AM| ZLIEZO|

LSt Object Storage? HIlS XHEHLICH.

Jg A4 X
JF 0BT 2HE YD, DEW Y LA U E U DB S WHELRL » E U ARYY)
Product Type ® Qbject Storage -
JB0E* png_monitor_groups
JE dd
#
0/300 bytes
e 7k 2 L4 (07H) ! Q
o 44 ©
o
HolE §iE
HEE A i (27)*
oy o4 © HLEE
nep-fin-obs-bk/FKR nrn:FIN:ObjectStorage:FKR:3197934:Bucket/nep-fin-obs- A2 0
bk/1709010314016
neplinbucket/FER nrnFINObjectStorage: FKR:3197934. Bucket/nepfinbucket/ 17133379 24
9RB83
X Fa v 3y

| 72 7-3-6 | ELEZE 4 Object StorageMEd
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Ct.
X

(FHXIRBEIAAED ‘Configuration’ — Template” —
Object Storage2| Metric 20| CHEH AAZES MYEH

EES R
@ vi== 2= 4y (- BT
(o 2o U ArLCH)
Product Type ® Object Storage
g=al 0|2 ® template_obs_metrics
Ay
7
0/300 bytes
HE 4y Cjay @ E =4 Hopury RI&AIZH
REQUEST/p..  putrequests filter: obsmetric re.y Critical v > v 0 SUM ¥ 1 min
e a
| IE 757 | BUEY e HA 3 AAIZE HOl G
olT . . . y ‘ ’ ‘ 'O =]
© (FPSXIHHZAAED) ‘Configuration’ — ‘Event Rule” — ‘Event Rules MA'S Eof
= A EH|Z= o Zt X or= A = 745
JE(Y H2), HEUAZ ), U HYAE Azguct
7|12™e (™2 U3 ArtelLct)
Eo|g* png_upload_monitor
A
Vi
0/300 bytes
Rules F#| £7|
HAl e
e o AN @
nepfinbucket/FKR nrn:FIN:ObjectStorage:FKR:3197934:Bucket/ncpfinbucket/1713337998883
EALEEE
HE2 s =l Y = oy RI&AIZE HAET|
put_request filter: obsmetric; regionCo... CRITICAL >0 sSuMm 1 minute H7|
M e ERt
SMS, EMAIL 2lofel= 0| ¥ / B8 47 OFF
A G|

A
Etd olg
2L HIAIX] S EE S
|TE 7-3-5 | 5% DY #EX QRE BUEY A
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(FHAXFRIERIAAR]) MAHE OJHIE £2 Cloud Insighte] EventOlA ZELIEZ & 4= QIOH,
Folot OHIE E0] W2} O[HIETL ZK|=H X[-st H2XA SMS E£= E-mail 52 Sdl
LEHO0| MSELL.

Event
O[HIE S0 ofsl Wit O|HIES 7|2t M7 = M ZZiof| wf2} HHEst o[ HIES| &4 LSS ZHIE 4 ASLICE
HE O Loj=y| 2 C Mz1d 4
GMT+9(South Korea) - o | 120 | 10 | 1w | custom WE | AEZE v B A o BH ARE 244 o Hel v
< 2024-04-2315:30 ~2024-04-2316:30 B > i
Event Count
0 . T T
04-2315:45 04-2316:00 042311615 04-2316:3C
4ESF A Y =] HE ey = 2 AIEE LAl BER YA 53
Object Storage ncpfinbucket/FKR  filter(obsmetric)... put_request SUM >0 CRITICAL 2024-04-23 16:13 2024-04-23 16:14 v
Object Storage ncpfinbucket/FKR  filter(obsmetric)... put_request SUM >0 CRITICAL 2024-04-23 16:10 2024-04-23 16:12 v
Object Storage nepfinbucket/FKR  filter(obsmetric)... put_request SuM >0 CRITICAL 2024-04-23 16:07 2024-04-23 16:08 v
|E 7379 | B TY A H2E ZLEE G|
[Web&]
[Ncloud] png_upload_monitor
CRITICAL ncpfinbucket/FKR
put_request> 0
| E 75010 | B DY SR A2E U SMS OfAl
0] 2= Cloud FunctionS O|23IH O[MIE 27E TI2H0|EZ A2 CHUSH HEjZ S8Et
7 AU AiMlet Aret2 #A1 Ale 238 Soff 2ol & AU
\ T AR
Zt111] Object Storage A 710|1E
HIE L 0[8 710|=

o |
o [212] Object Storage 0|
o |

Z113] Cloud Insight Event Rule 44 7t0|=
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® D © D
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Cloud DB for

Object Storage 4t

@ (FIMXIEEZAAR) 27 22| 4¥0| Lo

Object Storage / Bucket M:

Bucket Management @

HEC Lo 2 X OEEE

#2! e = g
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® (FISXHEEAAH) 205 MY HI g5 =
MEHSIY 277 22| ANS ARSiCH
23 8| X
3! 0|F : nepfinbucket
Bucket A4 0 = 9} 102 §{oy M=l 4 Q&L CE
NE W 2104 Prefix
ncp-fin-obs-bk - bucketlog
| E 813 2O el 8
@ (FIIRIRBRAAL) 2T MY BN 7|2 232 SQIFHC
Rl Eof #e| 0 nep-fin-obs-bk
HE| T PECE YA UE FP 24 8300M T 1Ho| SolF EE S HALCE
[FAQIE HTUI0] B LEIHE WHE 40 BLES H20| WA YT Fe|5hA7| MELE
& m g & TIRRE MEY ECOE a
oE Eh] SEstEm
= folder?
[z} IQBKJVE 44 22KB 2025-04-16 12:15:40 (UTC+09:00) ~
< m >
| 2 8-1-4 | 7I15€ 23 &9l
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Cloud Activity Tarcer?| 271 uigf MY

@ (FPEXIABZIA[AED) ‘Services” — ‘Cloud Activity Tracer A&

Services

ata Teleporter

Cloud Activity Traceraf

Z Mo

@ (FIAXIRT2Z|A|AED) Tracers’ — ‘+ Tracer AA'S MEHSH|LCE,

Cloud Activity Tracer / Tracers

Cloud Activity Tracer

MEHOMIE  CMEIN  xsENes) @)

Tracer 0|8 Tracer EFgl

Tracer MM MEH
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® (FIMXIKERIAAE]) Cloud Activity Tracer® 22 XA HZI0F T4 HI0JH HAIS £

Rgstn 27 Y Mye tRFLc

Tracer A b4
Tracer EIY] @ © Dpefault Custom
Tracer 0|8 Default_Tracer
Tracer CH& OHIE = @ 2lH
HE
A
Ef2
Cis Bucket 2lE  Korea(finance) -
HAIE  nepfinbucket A
T Hole e Json O csv

[ of2He} 20| Object Storage= 5 0|3 Ho[E|7t H&Y S HolstEaLCt
Tracer T Y8tz AER EF 0/240] Lldks B2, XEE Bucket 2= 2| HEFLICE
£t Tracer A5} 444 A0S HUNEX|2) TH HE0|2E Object Storage = SA] HETIL|CL

Custom EFYS] 22 Li5iLl= oM S Hiojs 7H5-2 Bittol a30) s Basyn
CEBt, V43S Tracer BT SEBI Object Storage H| 82 HES So5 0 S0 wiLc

@ (FFSRHEAAR) MEE Tracer?l A7 ARE SfQIiLICE

Tracer 0|8 Tracer €9} T Bucket (213) HEuaay HEEHUN

Default_Tracer DEFAULT nepfinbucket (Korea(finance)) ® success 2025:04-16 11:34:13 (UTC+09:00) ~

N © B

| J1E 8-1-8 ] Tracer 4d &9l
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® (FFSXrHREIAAR) 2T N WA MH4E Cloud Activity Tracer 215

Bucket Management @
+ Hdy HE o Yo7 2 X b2z C M2y ~
03 nepfinbucket » £ cat-tracer

e o ge|
UE| BHE YSEF VEGX| US BT 2d KT0UM 20f LU0 WO GEE T KL

izl
ST ®: (FAQ)S HToho) ER1EIT) SEITE 2A5S AEIDO| HEET 0] HF RES Fe(orA| bHaLich
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e
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Object Storage O[HIE MK

@ (FHAXIRZEIAARY) ‘Services” — ‘Object Storage’ AZS AMEHSHLICY

Services

& 8 Pap
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curlty Module
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Object Storage && MEH
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Bucket Management @
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@ (HLRHEEZAAL) OHIE FYOIA A AH'E MEISHY, Cloud Functions®| Trigger2t

Action2 M43t Simple & Easy Notification ServiceE Soff &S BIE==E ASZEILICH

B2l OJHIE M X
SE{S} O[S STE F4 D[HES R8T, U O T ChNE STUNICL (%8 e AR
nHEE*

RG]
oHEgH*
x| MM HH (ObjectCreated:*)
244 (ObjectCreated:PUT)
444 (ObjectCreated:POST)
Al (ObjectCreated:COPY)
E| MHE YEE 242 (ObjectCreated:COMPLETE_UPLOAD)
B 2% 47| (ObjectRemoved:DELETE)
Ty ® Cloud Functions - EaH Ay

| 72 8-2-3 | O|HIE MM 2 Cloud Functions ¢HZ

% Object StorageOf|A] 2445t O[HIET} 2HA4GHH Object Storage EIRl E2|H0| O[HIE M7t MEELICEH
HHH OHMIES Object Storage Eted E2|7{0f HZE A FE0M M2H0IEHZ ARSSHH T
228 £ UELCE Object Storage EfR E2|0| MEZ= OHIE GiME= TS0 24Ut
{
"container_name": "my-bucket"”, /7 H3l g
"event_name": "my-event-rule”, /7 OHE 0lE
"event_type": "ObjectCreated:PUT" // OMIE EF
"event_version™: "1.8" [/ OMIE ;o B
"object_length": "1808", /4 WE =9]
"object_name”: "my-object"”, Pea - Il
"region": "KR", /2 olE
"remote_address”: "127.0.0.1", 1798 TP
"remote_user_shaZ56": "efSdd4b34d...", // MEBA Access Key2| SHA256 hash hexi}
"remote_user_type": "user", /) NBR BR
"request_method": "PUT", /798 HME
"request_type": "REST.PUT.OBJECT", /83 ER
"timestamp_finish”: "1627881611929", // SF M27h Bd AN, |42 AT, 2alE
"timestamp_start": "1627881611914" /4 23 MaE MEE AT, RYA AR, 2E
I
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Hardware Security Module:
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ice Monitoring System
%= & Live Station

Cloud Log Analytics @ VoD Station Data Teleporter
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@ (IURRBRAAL) MK HO| A s

o1 O

Sub Account
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yECgll B O M2DY v

@ Korea(finance)

10
ol
===
_U"
S
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D
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|
e
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ARG AH|IA HOF QHHA

8.t

_I::
14

vee
Load Balancer

DNS (Deprecated

Cloud Connect

Papago Transiation

CLOVA Chatbot

CLOVAOCR

CLOVA Speech

haie

CLOVAeKYC (@D

Search Engine Service.

Cloud Hadoop

Cloud Data Stresming Service

SourceCommit
SourceBuild
ourceDeploy

SourcePipeline

Pa 5

Ubuntu 18.04 A/#{0[OIFI(0S) B3

a

loud Security Wat

ud Kubernete:

Dashboard F

Sub Act [ ECURY
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Q  aEmus 2074471
A8 el HA (5)
L Y e EEETI
Notification Reciplent M| L4 52 SYSTEM_MANAGED. o Allow 2024-01-2519.07.44 (UTC409.00)
£l A Notification Recipient AlH| U] 2 7 SYSTEM_MANAGED o Alow 2024:01-2519.07:44 (UTC409:00)
LPANE VPG 718t Control Panel AH| ] %21 SYSTEM_MANAGED o Alow 20240112 16:54:57 (UTC409:00)
! VPG 7]¢t Control Panel M| 14 SE 71 SYSTEM_MANAGED o Alow 20240112 16:54:57 (UTGH09:00)
z VPG 7[2t Cloud Security Watcher Al L 8 7152 SYSTEM_MANAG! o Alow 202311-23 18:34:31 (UTG409:00)
VPG 712t Cloud Security Watcher At Lj 2E SYSTEM_MANAGED o Alow 20231123 18:34:31 (UTC+09.00)
Neloud Single Sign-On AfHIA Lj 2| 712 018 4 SYSTEM_MANAGED o Alow 2025.04:20 18:25:35 (UTC409:00)
Neloud Singie Sign-On At U SYSTEM_MANAGED o Allow 2025.04:20 18:25:35 (UTG409:00)
) g NGHAT VPC 7l Database Migration Service Al L 2 SYSTEM_MANAGED o Alow 2023.02:23 225629 (UTC409.00)
Pinpoint Cloud A1 Lj = SYSTEM_MANAGED o Alow 2022-11-2218:56:57 (UTG409:00)
Pinpoint Cloud AféI 4 2 SYSTEM_MANAGED o Alow 2022-11-22 18:58:57 (UTC409:00)
VPG 7J8t SSLVPN AJHIA L £2) 71351 O[B! 4 2ii= 20 SYSTEM_MANAGED o Allow 20221122 18:58:57 (UTC409:00)
AN Papago Translation Aftl4 SYSTEM_MANAGED o Alow 2022:0818 20:32:19 (UTC409:00)
Media Connect Center A 1f BE SYSTEM_MANAGED o Allow 2022.0818 2026:48 (UTC409:00)
MECT_CE SYSTEM_MANAGED o Alow 2022:0818 20:26:48 (UTC409:00)
SYSTEM_MANAGED o Allow 2022:0421 2055111 (UTG409:00)
SYSTEM_MANAGE o Allow 20220421 205111 (UTC409.00)
! VOD Station AfblA L £ SYSTEM_MANAGED o Alow 2022:0421 20551:11 (UTC409:00)
NeP £ VOD Station Afé2 L 2E 7158 Ojg2 ‘SYSTEM_MANAGED o Allow 2022:04:21 20551:11 (UTC409:00)
) . Cloud Data Box Al L 23 7150} SYSTEM_MANAGED o Alow 202112:21 191218 (UTGH09:00)
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oO~"1 oo =2 o —
Activity Tracer 217} 7|2&|= HZIS MEIGHH XIS AMASH |C}
— [ A=2 -1 o—1=2 ood .
e
HUE UDY S el S (S8 EE B
M Object Storage -
dugt 2714 (2) v BA7I
A (1) ~wl
Q
- Bucket  LifeCyclePolicy
B writeObject createBucket deleteBucket
Slickets] ObjectS 481U HTBLIE Buicke! S S HBLCH BuicketS SHIELIG
changeBueketCORS deleteBucketCORS changeAccessLog
Blickets| CORSE FHLI} Bucka(?( CORSE AEL|EH Buckete] Acesss Log S E SHLI
createLifeCyclePolicy deleteLifeCyclePolicy changeL feGyclePolicyStatus
Bueketod Hi¥ Life Cycle ¥4 4giict Bucketoll 9t Life Cycle 4 & 2xuuich Buketwl Ci2 Life Cycle 9o HEFE wauLe}
changeBucketWebs|te deleteBucketiVebsiie createCloudFunctionsTrigger
Bucket Website 228 $HRLCL Bucket Website S38 AMLICH Cloud Functions Trigger® 2 SgL{CH
changeClaudFunctions Trigger ereateBucketEvant deleteBucketEvent
Cloud Functions Trigger & &3 E] Bucke! EventE 4dgich Buket EventE b gct
changeBucketEvent subscribeProduct sendBucketExtendedietricData
Butket EventE SUILICE Object Storsge® 0|2 {14 T 04K PR HHE ST Buckels| O|WE TOJEIE 2
createBucketMetricFilter changeBucketMetricFilter deleteBuckethetricFilter
Bueke(s] 4 SLIEIG HME ML Buckel2] 44| BLIER Y deet Burker| & @ ARG
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