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{
"auth": {
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"passwordCredentials": {
"username": "user@example.com",
"password": "secretsecret”
}
¥
}
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Body

none form-data x-www-form-urlencoded @ raw binary  J¢

"auth": {

“tenantId":
"passwordCredentials":

"password”:

s 0 Joken id

"token” oud
"id":I“aAZaB?ZedseeAd59949bFZSF5F6ecc66",I
“expires": "2020-84-29T15:31:21Z",
“tenant": {

"id": "f5@73eaa26b64cffbee8d11dfI4cel",

"name”: “"c_VKkasVsh", g
“groupId": “XEj2zkHrbA7modGU", \
“description”: ", ?
"project_domain®: "NORMAL" SP

1

"issued_at": "2020-84-29T03:32:28.000405"
L
"serviceCatalog": [
{
"endpoints": [
{
“region": "KR2",
"publicURL": "https://kr2-api-instance-infrastructure.nhncloudservice.com/v2/f5673eaa26b64cffbee8od11dfadcenl”
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Vaccine Agent 4|
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el
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Vaccine &X|E ¥

C. Instancell H&010] ‘vi agent.sh’'E 226t0] AFZE MfU(agent.sh)S AN/ H261H0]

consoletilAf FAfet AFEES =0 FEUL.
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#® centos@api-test:~

Using username

Authenticating with public key
Last login:

Thu
Japi-test
st

[centos@
[centos@api-te

Y centos@api-test:~

"centos”
Authenticating with public ke
Last login: Thu Feb 29 ©8:01:36 202
pi-test ~]$ vi agent.sh
$ chmod 744 agent.
agent.sh

Using username

"centos”

Feb 29 ©8:01:36 2024 from

~]1% vi agent.sh
~]$ chmod 744 agent.shj

$

Ql

AJEE Tt

imported-o

from

sh

command not found

nnot touch /etc/use
running as_the root user.
pi-test ~]% sudo ./agent.sh

lenable ds_agent service with systemd
mlink from

JqllttDb cpp:629: d a_
[Inf

515 [+@960]:

'thiiptdules"

Perfiission denied
Please try again with root privileges

temfmulti—user.target.want ‘ds_agent.service to
| SQLITE_INFO[283]: recovered
qlite3_logerror | 11DD:7F3FBACDF70@:CScriptT
| Format version /build_dsa-co

5]

7F’F9n(DF/aG CScriptThread

rvice started
Install the agent package succ
HTTP Status 768 - Ol
9 09: 760802 [+0900]:
802 [+0900]:
HTTP Status:
Response:

Attempting to connect to https://1@6.

SSL handsha completed suc
Received
Received
Received
Received
Received
Received
Received
Received
Received
Received
Received
Received
Received
Received
Received
Received
Received
Received
Received
Received

‘GetHostInfo'
'SetDSMCert' command from
etAgentCredential
etAgentEvents"
tDS rt' command from
'SetAgentCredentials
tAgentStatus"
'GetInterface
‘GetAgentEvents'
'GetHostMetaData'
'GetCapabilitie
tAgentStatus"'
'GetAgentEvents'
'GetDockerVersion'
'GetCRIOVersion'
tXDRInformation'

command
command

'GetAgentEvents'
‘GetAgentStatus’
'SetNSMCACert
Command session completed.
centos@api-test ~|$%

F. Console®| vaccine

T AfHIA ARZ0[ AREUH. ALE

st A O

= T

éml

Activation
dsa_control

sfully -
[Connected with (NONE) to peer at 106.
command from the manager.

command
command from

command
command
command from the manager.
command from the manager.

UFHC

5] | no migration needed for db

211:(null) | 11DD:7F3F@ACDF7@@:CScriptThread

will be re-

49.21.88:4120/
initiating command s
249.21.88
the manager.
from the manager.
the manager.
manager.
from the manager.
the manager.

the

rom

from the manager
from the manager.

command from the manager.
command from the manager.
command from the manager.
command from the manager.
command from the manager.
SetSecurityConfiguration'
command from the manager.
command from the manager.
command from the manager.

command from the manager.

Vaccine agent

MH|A &0 instancedi] AX|=l

22 =20 A

25

A5IH agentE

hread
re_m

NX| ATYE

er/dsa

attempted 30 time(s) in case of failure

"KIM-imported-openssh-key"

Jusr/lib/systemd/system/
@ frames from WAL file /var/opt/ds_agent/dsa_core/ds_agent

/cor

ar/opt/ds_agent/dsa_core/ds_agent.db |

op i

X[

s_agent. service.

cripts 9up.lua: get

space/build_dsa-

% Qlon], A8 AX'S
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= HIE 3101 PerfLogs
. Cjeac Program Files 9 @H o
v Program Files (x86) 1
o Wird 2l E ol AHA
indows A —I-
- ap ey “Vaccine AX| A3 mpel AHAM
~- Windows (C) 4 vaccine script ] Window erSt |
3 Ll pC
# HENS B 2 2( Xk CWWindowsWsystem32Wemd.exe - O X

Mi ft Windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. All 1|qh'ra reserved.

administrator>cd. .

file "vaccine script.psl

El2l: C:WUsersHadministrator#AppDatatiRoaming®Trend MicrolDeep Security Agent

/agent _msi

WindowsO|A] vaccine MX|5}7]

B. T =&, 00[ME o8 A= =

O|0IR] =X Al 7101=" 59 &2 'NHN
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=48
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=
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ook
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\ 24 Al
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s ey VPC URL&Appkey  At8XHJHOIE [
% CloudTrail
@ Resource Watcher
og el
VPC M4
private available
O T FIS -
public available
Compute - olg \
test-fip © 327 OILHZ FNSHFHIR. HEXIet 2XF -, '_"et 93 JhsLIch available
Container -
1Pz -
Network -
CIoR ‘ |
| & vec © CIDRHA2| YIERA F4 (0f: 192.168.0.0/16)
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G. VPC1,20] 2tRE 40| 2=EH VPCIt S40| AZE= As 2olg = USUCL

® centos@api-test:~ = =] X

[centos@api-test ~]$% ifconfig ethe

ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1450
inet 10.200.0.61 |netmask 255.255.0.0 broadcast 10.200.2
inet6 teB8@::1B16:3eff:fedd:9dc3 prefixlen 64 scopeid @x

RX pac
RX er
TX pac
TX err

ke bytes 262251148 (250.1 MiB)

ror 1. ped @ overruns @ frame @

ke bytes 218834340 (2@08.6 MiB)

ror pped ® overruns @ carrier @ collisions @

[cent pi-test ~]% ping 172.16.1.61

PING 172.16.1.61 (172.16.1.61) 56(84) bytes of data.

54 bytes from 172.16.1.61: icmp_seq=1 ttl=64 time=1.59 ms
54 bytes from 172.16.1.61: icmp_seq=2 ttl=64 time=0.895 ms
54 bytes from 172.16.1.61: icmp_seq=3 ttl=64 time=0.594 ms

172.16.1.61 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2082ms
rtt min/avg/max/mdev = ©.594/1.029/1.599/8.421 ms
: s@api-test ~

peering S4! =0l
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POST /v2.0/vpcs
“ypc®:
"name": “vpc-testl®,
"10.10.0.0/16"

X-Auth-Token: {tokenId}
"cidrv4":

VPC ‘&g API GflA|

‘£ HIEC= APIE A4eiLICt

8 2-1-9 VPC & API G[A|

D.
AMEX EZ

APl 273 Type

Headers (9) Body

Headers 8 hidden

Key
x-Auth-token

Pre-request Script

Body

aders (9)
binary

x-www-form-urlencoded @ raw

none form-data

1
“vpc":z -l
"name": "vp

"cidrv4":

7

)
VPC A4 APl Q&2
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FEHH

"name"
"state":
cidrv4":
“shared”
'tenant_id
create time

@ Subnet MAMs}7|
A. AEAPOIENAN subnet 4

VPC MEU d83517|
MZ2 MEUS ddgL|ch

X-Auth-Token:

v Oi[A

POST /v2.9/vpcsubnets
{tokenId}

50l

VPC 44 Z1t

dd APl OAIS =1L,

{
vpcsubnet”: {
"vpc_id": "b9f8e7bl-45e8-4eb5-95b2-7256dc60f7ff"
"cidr": "10.3.0.0/16",
"name": "vpc-subnet-1"

Subnet 44 API Of|A|

3 2-1-12 Subnet M4 APl OAI'E HIEC= APIE &
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https://kr1-api-network-infrastructure.nhncloudservice.com/v2.0/vpcsubnets

Autho or Headers (9) Body

none form-data x-www-form-urlencoded @ raw binary

Mo o O
\

"vpcsubnet”:
‘vpc_id"
"cidr":

"name” :

"VpCﬁUbHEt”'
"name"
"enable_dhc
"tenant_id":

id™:
"state": "a

Mo & Y
|

"create_time":
‘vpc_id":
"shared":
"cidr":

"gateway":

Subnet MM APl X LU HNE

® 24?8 HOlE ddol/|

A. AEAZIOIEOIN 2t2E EO|S dd API GIAIS SRIBILICY.
Bl2El flo|= MM}
MZ S 2t2El 50|22 MAMsHLICE
{
POST /v2.0/routingtables “routingtable”: {
X-Auth-Token: {tokenId} "name”: “second_routing_table",
"vpc_id": "e3cllabd-41d9-4f7d-a8cl-a5e62d65bced”,
"distributed": "true"
}
}

otRE EIO|S dd API OfAl
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B. ‘1% 2-1-14 2f2E H|0IZ 44 API OIAI'E HIEC=2 APIE Ao,

Body Pre-requ

form-data x-www-form-urlencoded @ raw binary

"routingtable":

Mo o o

“name" :
“vpc_did":
"distributed":

"routingtable": {
"default_table":
"name" :

"tenant id":
"distributed":
"state":
"create_time":

Mo B Y

2tRE HO|E MY API QHE Y Z

@ =PE ddop/|

A. ARZAIZI0|E0IM 2HRE M APl OIAE =0l

2R E 4Hdst7| v Oi| A
et g H|O|E0| Al 2tREE FIHELCt .

"route": {

POST /v2.8/routes “poutingtable_id": "@101ldbfa-d504-4alf-ae28-45d721e8cf69",
X-Auth-Token: {tokenId} "cidr": "192.168.0.0/24",
"gateway": "172.16.10.19"

}

2tRE 4 APl GiA|
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o "gateway": "1¢
"routingtable id":
LeRdE 2
Hidne
BIQE MM APl QX2 U Ziie
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Headers (8)

Headers 6 hidden

Key

x-auth-token

Raw

"headexr": {
"isSuccessful":
"resultCode": 1,

"resultMessage"

i

"results": [

i
"vmId":

“vmName
"vmIp":

- =
2= =0l

C. &

2| =7t

https://kr1-secmon.api.nhncloudservice.com/v1.0/appkeys
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not-applied-vms
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[

{
"vmList": [
"1bIp": "133.186.154.14",
"vm":
i / </ oyl {
/v1.0/appkeys/tappKeyl/vm "vmId": "9d5cbf7b-4826-4e83-bl3a-ef608bactoes”,
"fixedIp": "192.168.0.9",
"vmOs": "CentOS 7.8",
LoadBalancer H & — "vmIp": ",
"vmName": "mss-test"
Is N
"fixedIp": "192.168.0.18",
"1bId": "8b031032-e0ab-4b36-8a98-642b6d3cad7b",
"lbName": "1b3"
L 1,
{
"1dc707a8-a5be-431e-acal-77c60aflfed9a",

Instance HE —

"vmId":
"fixedIp": "192.168.0.2",
"vmOs": "CentOS 6.10",
"vmIp": "133.186.154.126",
"vmName": "booting-test"
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“vmList": [
!
"vmId":
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"vmOs" :
"vmIp":

"vmName" :

Body C

Pretty

"header": {
"isSuccessful":
“resultCode”: 1,
“"resultMes
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