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o (OClI 22) ' — ‘Compute’ — ‘Instances’ — ‘Crete Instance’0lA1 Winodws 0|0]X| A4
Al Winodws ASIE M {210] M2t E4 2At, 40|, S8= S0| ZatE = H|YHS}
MHZH, 0|F HE A0l= YTt HAQE HES HE
— [Linux] Private Key 7|Et9] Q152 S5t M2 Al

- [Windows] Windows IAQIE FXI0f M2} QS IAQIE AA

r

instance-20240715-0838

Start || Stop | Reboot | [l More actions

Instance information Shielded instance Oracle Cloud Agent Notifications Tags

General information Instance access

Availability domain: AD-1 You connect 1o a running Windows instance using Remote Deskiop. The network that the
Instance is in must allow Remote Desktop Protocol (RDP) access. Use the instance's initial

Fault domain: FD-2 password to sign in for the first time, and then use the password that you set.

Region: ap-seoul-1

Public IP address: 140.238 Copy
Username: opc

OCID: . ndyba Show Copy
Launched: Sun, vu: -, 2024, 23:38:40 UTG

Initial password: 4~9¥0£v¥]Rnl£ Hide Copy
Compartment: ., __t (rootyCLOUD/CLOUD-SPECIALISTSI

) . «ACQ WA 70| ma 54
Comi e O Primary VNIC SR e, A 20l &
2] o5 AR A
Public IPv4 address: 140.238

Private IPv4 address: 10.0.0.95

Instance details

Virtual cloud network: Defaull VON(Intermetgateway)
Network security groups: None Edlt @

Subnet: public subnet-Defaull_VCN(Internetgateway)
Private DNS record: Enable

Hostname: instance-20240715-0838

Internal FGDN: instance-20240715-0838... Show Copy

Maintenance reboot: -
Launch mode; NATIVE

Instance metadata service: Versians 1 and 2 Edit (i)
Live migr Use recom default Change

M y action: Rest

CIE 1| oFMSE 2T IAQIE MM

- https://cloud.oracle.com/compute/instances?region=ap-seoul-1
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o (OCl &) ‘& — ‘Compute’ — ‘Instances’ — ‘Create Instance’0flA] Windows O|0]X| A4
Al Windows H|ZHS #20] M2} S5 At 20|, ST S0| ZatEl &= H|ZHSIt ML,

Winodws 21921 £ Password reset 82 Solf Winodws H|ZHS 20| 2t QF&st

RASIE A

instance-20240715-0838

Start || Stop | Reboot | I GEEE  More actions -

Instance information Shielded instance Oracle Cloud Agent Notifications Tags

General information Instance access

Availability domain: AD-1 You cennect 1o a running Windows instance using Remote Desklop. The network that the
instance is in must allow Remote Deskiop Protocol (RDP) access. Use the instance's initial

Fault domain: FD-2 password to sign in for the first time, and then use the password that you set.

Region: ap-seoul-1

Public IP address: 140.238 Copy
Username: opc

©CID: . ndybfia Show Copy
Launched: Sun, vu: (-, 2024, 23:38:40 UTC
Compartment: ., ___{ (root)/CLOUD/CLOUD-SPECIALISTS!

Initial password: 4~3Y0£v¥]Rnlf Hide Copy

. ; HEL MAC FE0) M2} 54
S A O Primary VNIC R A S, MAR Hol 2
EJ| 2uip mAp= ¥y
Public IPv4 address: 140.238
Private IPv4 address: 10.0.0.95
Network security groups: None Edli (7)
Subnet: public subnet.Defauli_VCN(Intemetgateway)
Private DNS record: Enable
Hostname: instance-20240715-0838

Internal FQDN: instance-20240715-0838... Show Copy

Instance details

Virtual cloud network: Defaull VCN{Intermetgateway)
Maintenance reboot: -

Launch mode: NATIVE

Instance metadata service: Versions 1 and 2 Edit (i)

Live migr Use recom default Change
M y action: Resk

| IE 20 oS 27| HARIE MY
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- https://cloud.oracle.com/compute/instances?region=ap—-seoul-1
X 0|2 2 EM0| 7|xxl= https://cloud.oracle.com22 A|XSH= BE URL2 OCI
A-o| 2915 AEHOIATE HZ 7HsEt Oracle Cloud 2& Ul X H|O|X|QIL|Ct.
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24 At

- L AR AZOIM FEZZIA) A MY O sudo E= su BHUHE HAol0]

HARIEZ 7t QIBES 6lOF Bttt

Welcome to Ubuntu 22.04.4 LTS (GNU/Linux 6.5.0-1025-oracle x86 64)

* Documentation: https://help.ubuntu.com
h ://land g ical

* Management:
* Support:

System information as of Mon Jul 15 09:47:11 UTC 2024

System load: 0.12 Processes:

Usage of /: 8.6% of 44.96GB  Users logged in: 0
Memory usage: 0% IPv4 address for ens3: It
Swap usage: 0%

* Strictly confined Kubernetes makes edge and Iol secure. Learn how MicroK8s
just raised the bar for easy, resilient and secure K8s cluster deployment.

Expanded Security Maintenance for Applications is not enabled.

17 updates can be applied immediately.
5 of these updates are standard security updates.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

Last login: Mon Jul 15 09:45:12 2024 from 119.
ubuntu@instance-20240603-2044:~% su -
Password: [J

- [3 party 22N L] OCIHA 7HMTAC RE HH B2 Al 2= 7t 0I5 £H2 XI5t
UX| X2 TH TAOH Google Authenticator?t 22 TOPT7 |8 2FA XME3tH M8 7HsEt
1) Google Authenticator AX|

Bash
sudo apt—get update
sudo apt—get install libpam-google—authenticator

2) Google Authenticator A4d
- Zb AP 2K+ =0 CHah Google Authenticators &M

A PH0AM B|E 712 QRIEZ A ELIC. 0|2 Google Authenticator 0i| =7t
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Bash
google—authenticator

[l 217.142) (ubuntu)

Terminal ns View Xserver Tools Games Settings Macros Help

* % = x O = = @

Servers  Tools  Games ions  View split  Multiexec Tunneling Packages

A [%]2. 217.142.129.217 (ubuntu)

Do you want authentication tokens to be time-based (y/n)
|/ Do you want authentication tokens to be time-based (y/n) y
Warning: pasting the following URL into your browser exposes the OTP secret to Google:
https: //www.google. com/chart?chs=200x200&ch1d=M| 8&cht=qgr&chl=otpauth://totp/ubuntu@instance-20240603-204
ZLHQZVFDGKACIQWRNHA%26 1ssuer%3D instance-20240603-2044

[ Remote monitoring

[[] Follow terminal folder

QRIE 441 3

3) PAM 7d Wt +H

- /etc/pam.d/sshd U Hof Lt5 £ F7t
Bash
auth required pam_google_authenticator.so
4) SSH Hi2 4% 3
- /etc/ssh/sshd_config Y2 G Ot &2 &H

Bash
ChallengeResponseAuthentication yes

5) SSH Cll= XHAZ

Bash
sudo systemctl restart sshd
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- Winodws®| 2 RDP &&01 thet 267 QIB(2FA) &S flchM= 7Ha AH0| DUO

o=

S2H0|MES E==2 dXJoli 0lZ(https://duo.com/solutions)
1) DUO AHH MM 2 MY

DUO Security #AIOIENN A™ES MM5tD OiES2A08S EF
2) DUO ZS2i0|E HX|

Windows 7 AH20 DUO 22t0[¢E dX
3) DUO &H

https://duo.com/product/multi-factor-authentication-mfa

- DUO : https://duo.com/product/multi-factor-authentication-mfa
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2% A

o (OClI 24) ' — ‘Compute’ — ‘Instances’ — ‘Create Instance’S Sol QIAEHA MM A
Private SubnetQZ FM5tH ZQI |PS &dsh 4= Q2 2|AA Y JThs

A
1) 7k A0 BE Jkstt 32 IP(QR) tHES Fdotl MA

Primary VNIC information Collapse

Avirtual network interface card (VNIC) connects your instance to a virtual cloud network (VCN) and endpoints in and outside the VCN. Having a
public IP address is required to make this instance accessible from the internet.

VNIC name Optional

Primary network

© Select existing virtual cloud network  Create new virtual cloud network ' Enter subnet OCID
VCN in (root) (Change compartment)

VCN-B s
Subnet

An |P address from a public subnet and an internet gateway on the VCN are required to make this instance accessible from the internet.

° Select existing subnet _ Create new public subnet

Subnet in s root) () (Change compartment)

private subnet-VCN-B (regional) $ ‘l
Select a subnet P
Public subnets Private Subnets ﬂE—,! Al
public subnet-VCN-B (regional) 10| o|stct
Private subnets S2lP 0/2g

private subnet-VCN-B (regional)

Private IPv4 address
© Automatically assign private IPv4 address | Manually assign private IPv4 address

| 72 1.4.1 | Private Subnet@2 HEY3 7o

10
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South Korea Central (Seoul) \/

Compute » Instances » Instance details » Work requests

instance-20240524-1117
| Start || Stop | Reboot \ More actions v

Instance information Shielded instance Oracle Cloud Agent Notifications Tags
General information Instance access |
Availability domain: AD-1 This instance cannot be accessed directly from the internet because it's in a private subnet. |
RUNNING |
Fault domain: FD-1 .
Primary VNIC |

Region: ap-seoul-1
Public IPv4 address:
OCID: ...pjojpq Show Copy.

|
Private IPv4 address: 172.168.1.233 |

Launched: Fri, May 24, 2024, 02:18:02 UTC |
|

Public IP Network security groups: None Edit (7)

Compartment: ~  (root) =
Capacity type: On-demand ul %ug Subnet: = -
Private DNS record: Enable

Instance details Hostname: instance-20240524-1117

Virtual cloud ni rk: VCN-B Internal FQDN: instance-20240524-1117... Show Copy |

Maintenance reboot: - "
Launch options
Launch mode: PARAVIRTUALIZED
NIC attachment : PARAVIRTUALIZED
Instance metadata service: Versions 1.and 2 Edit (2) aftachment ype ‘
Remote data volume: PARAVIRTUALIZED |
Live migration: Use recommended default Change |
o . - Firmware: UEFI_64 |
Maintenance recovery action: Restore instance |
Boot volume type: PARAVIRTUALIZED |
|

Image details In-transit encryption: Disabled

) |
Operating system: Oracle Linux Secure Boot: Disabled :
|

Version: 8 Measured Boot: Disabled

Trusted Platform Module: Disabled
Image: Oracle-Linux-8.9-2024.04.18-0

Instances in i &% (root) compartment

An instance is a compute host. Choose between virtual machines (VMs) and bare metal instances. The image that you use to launch an instance deterr

software.
s
| Name ‘ State ‘ Public IP I Private IP ‘ Shape OCPU count Memory (GB)
[ instance-20240520-1456 @ Terminated - - VM.Standard.E4.Flex 1 16
| | instance-20240524-1057 @ Running 131. 172.168.0.123 VM.Standard.E4.Flex 1 16
|:—\ Instance-20240524-1117 @ Running - 172.168.1.233 | VM.Standard.E4.Flex 1 16
|| Instance-splunk @ Stopped 146. - 10.0.0.76 VM.Standard E4.Flex 1 16
<
0 selected

| 1201421 VNIC IPEH 3tH

1
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- M| QIAE A(Instance) 2|AA = Public SubnetC2 AE 0 Q= St= & 29I P(28)2
=}

MR UE AHAS M| YsiME OCI Cloud GuardS S8 20l U &7

OCI Configuration Detector Recipe (Oracle managed)

This is an Oracle managed Oracle Cloud infrastructure recipe with configuration detector rules. To create your own recipe, clone an existing Oracle managed recipe from the root compartment.
Learn more

| Clone |
Details ‘
OCID: ...iejxazeaba Show Copy
Created: Mon, Jun 15, 2020, 02:02:35 UTC
Compartment: ; (root)
Detector: Configuration
Type: Standard
Resources Detector rules
Detector rules ‘ Q Filter by detector rule
Filt ] ‘ Detector rule v Risk level ‘ Status Settings configured ‘ Conditional group ‘
ilters
e T [ | Instance is publicly accessible @ Critical Enabled Not allowed No g v
Risk level -
‘ All ot ‘ [ Instance is not running an Oracle public image Low Enabled Not allowed No i v
O | Instance has a public IP address @ High Enabled Not allowed No i v
Status o
‘ All o3 ‘ [ 1AM group has too many members ' Medium Enabled Yes No i v

| 121 1.4.3 | Public Subnet@Z FMEl OIAEA EIX| 2

- Hot 3 Sy —E—HIE DLIHHSIIA} of= A W& & X8| HE|E Instance has a public IP

Problems

~ Aproblem is any action or setting on a resource that could potentially cause a security threat. All list scope and filter settings are persistent and will remain in place until they are cleared or reset.
Learn more

First detected start time First detected end time Last detected start time Last detected end time
| May 6, 2024 16:30 UTC £ | May6, 2024 16:30 UTC Bl | Apr24,202408:18 UTC B9 May 24,2024 09:18UTC =

Filters

L [ Problem name =| ]

AV USTH Lapaiiiues [1Hudiicy =
| |AM User created L
|AM group has too few members | LLLS
1AM group has too many members <
7 IMDS Version is Deprecated B
B [ Import Image L
,| I Instance has a public IP address | z j

~Instance is not running an Oracle public image

| Instance is publicly accessible i

| E 1A ] == HeE XIFE

12
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Problems
A problem ks any action or sefting on a resource that could potentially cause a security threat. All list scope and filter settings are persistent and will remain in place urtil they are cleared or reset.
Leam more

First detected start time First detected end time Last detected start fime Last detected end time
May 20, 2024 09:30 UTC i | May 24, 2024 08:30 UTC BH Apr 24, 2024 02:37 UTC B May 24, 2024 02:37 UTC =
Filtars

Froblem name = instance has a public IPa . x  Enfer search filters

Reset all

Wil Markas esolved | | Dismiss | ¢
Problem name Risk level »  Detector type Resource Target Regions Labels

Instance has a public P address @ High l Configuration  oratb2405 South Korea Central {Seoul) CI5_0CI_V1.0_NETWORK COMPUTE C
Instance has a public IP address @ High Configutation  win2016 US East (Ashburr) CIS_OCI_V1.0_NETWORK COMPUTE C
| | Instance has a public IP address @ High Configuration  un-vm South Korea North (Chuncheon)  CIS_OGI_V1.0_NETWORK,GOMPUTE C
| | Instance hasa public IP agdress @ High Configuration  test! South Korea Central {Seoul) CIS_0CI) V1.0_NETWOH(;ODMPUTE‘C.
1| Instance hasa public |P address @ High Configuration 240522 veldy South Korea Cenfral {Seoul) G!SfoctﬁW.OfNETWORK.CQMPUTE‘C.
| | Instance has a public IP addiess @ High Canfiguration centos Japan Central {Osaka) Cis_OC|_V1.0 NETWORK COMPUTE.C
1| |nstance has a public [P address @ High Configuration  ,,.2-20240520-1537 South Korea Central (Seoul) Cis_ocr_w.o_NEEWORK.coMPUTEﬁ
Instance has a public P address @ High Configuration  redis South Korea Central {Seoul) CIS_OCI_V1.0_NETWORK COMPUTE €
| | lostance has a public IP address @ High Configuration  23al_app US East (Ashburm) GlS__OGI_ﬁVLU__NE‘F\"«'ORK.DOMPUTE,C‘
71 | insiance nasa pubiic IP aadress @ High Configuration  un-vm2 Souh Kerea North (Chuncheon) CIS_DCI_VLD_NETWORK.COMPUTE‘C:
Instance has a public |P address @ High Configuration  ...5-20240520-1586 . South Korea Central {Seoul) cts_oct_m_o_NE‘rwom.coMPuTE‘c.
« | —— il

0 selectad sShawing 11 tems ¢ Page1 >

| 7121 144 Public IP 3| Z1}

Cloud Guard » Alerts » Prodlem detalls

Instance has a public |P address
Chechs public IP only Leam mom

Mark 2 fosoived | Disriss

Dotails

General information Additional details

Problem OCID: . acciffiqasa Show Capy 1 el 1. oot ap-saoul-

Res: . - 1 r WicasTgr TnicAta
ouants 10: . ATLRZTTS: SN, Cosy. chmentDisplayName il vnickd" "ocidd ynic 001 apsseotil

nmmrw ‘Cannguration 1 abuvigipn TWnicDig

playNama™"oradb2405" "wninPuiclp's 132,226,138 =9%]

Subnel Access Type and Public [["subnelbcoess Type™ Public® *wnicPubscip™ 132 2261
IPs: ]

Resource name: sk 105
Risk level: @ High
Recource type: Insiance

stats: Open
Compartment: L0 LT

Reglons: South Korea Central [Seoul)

Target: |

First detected: Tue_ May 21, 2024, 06-3118 UTC

Last detected: Thu, Msy 23, 2024, 22,1647 UTC

Labels: CIS_OCI_V1.0_ NETWORK, COMPUTE, CIS_OGI_V1.1_NETWORK

Recommendation

Caralilly consider allewing mtefhel actess to any Instances. Far example, you do hot wanl o
‘accisentally allow Intzmet sctess 10 sensilive database Instinces,

Resources Problem history
—  Evenisieuledlolhis problems
Problem history :
Time updatad  ~  Eventstatus Actor  Explanation Deita Commant
Respondes acivity
wnic Details : [ *ogidi ap-ssaul-1.anuwgi V27T vawnz
New problem " "l “vnichd" " ecld? wnic.oc . ap-seoul
::Mu:?j;cm‘ Cpen g:; detocted by Cloud -1 i D Foradb2an
! Gusrd  SumkPublicip®*132,226.175.74] Subnet Access Type and Pusilc IPs : ['subnetaceessType™*Publl

o vnicPubiclp™ 132.226.176.74") Hide Comy

Showing 1 lem < Page 1 3

|2 1451 Mg B

13
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Resource Explorer =
Search for resources in this tenancy.

Advanced resource query

Select a sample guery o

query all resources where identifier=="ocid 1 instance.oc1.ap-seoul-1.anuwgljrvsearyiowkf¥ axb4 2yy2pbcfixhiedtuitabribSfuozbkai 7a*

“You can perform a structured search of resources by using the query language for Search. For help constructing querles, see Search Language Syntax.

Any results include only matches In supported resource types and resource attributes. For mare information about what resources and attributes you can find In Search results, see
Supported Resources.

- Show basic search mode

| 1 results
| Display name Resource type ocip | Compartment Status Time created
. ocid1.instance.oct.ap-seou
Tue, May 21,
012405 Instances aﬂwnﬁmmma!mgg pE———— @ Running oz
vozbk2{7a Hide Copy 01:38:51 UTC
. Showing 1item ¢ Page i )
| 7121 1.4.6| Resource Explorer 33
Gompute s Inslancess Instance defsils @

oradb2405

| st | swop || Reboot

| Mors actions =

Inslance mlormation Shielded instance Oracle Cloud Agant Notificabions Tags

General information Instance access

Availability domain: AD-1 You cofmect 1§ running Linu inStance Using a Secure Shell (SSH) conneion, You'll need
RUNNING ) the private k=2y from the SSH key pair that was used 1o creale the 3

Fauft domain: FO-1 Inssance,

Reghon: ap-seou1 Public P address: 132226 | Copy

OCID: . 2ji7a Show Cupy Wsername: ops

Launched: Tus, May 21, 2024, 0738:51 UTG
Compartment: © ¥ | (rool YLICENSE/LIC-FSEPEHTE
Capacity type: Cn-demand

Primary VNIC
Public IPv4 address; 132226~
Private IPv4 address: 10.0.10.196

Instance details Natwark securlty groups: Nons Edi (T)
Virtual cloud netwerk: CRAOAC Subnet: SEN.ORA_DAC

Maintenance reboot: - Private ONS record: Enabie

Launch mode: PARAVIRTUALIZED Hostname: oradh2405

Instance meladata service: Versians ¢ and 2 Edll (3} Internal FGDN: aragh2405... Shaw Cony

Live migration: Use recommended default Change

) ’ Launch options
Maintenance recovery action: Restore instance

NIC attachment type: PARAVIRTUALIZED
Image details Remote data volume: FARAVIRTUALIZED
Firmware: UEF| 64
‘Boot volume type: PARAVIRTUALLZED

Operating system: Cracle Linux

Version: 3

Image: Oracie-Linue-8,8-2024.04 190 In-transit encryption: Disablec
Secure Boot: Disabied

Shape configuration Measured Boot: Disabied

Shape; VM, Slandard, Ed Flax Trusted Piatform Moduie: Disabied

OCPU count: 1

Metwork bandvidth {Gbps); |

Memory (GB): 16

Local disk: Elock slarage anly

| 12 147 QAEA(Instance) MY ME
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2) 2 IKsE P T o] 4

- OCI Security ListE Solf H 7ts8t |

= IP Y2 AF(Ingress

Rules IP/CIDR, Port, Protocol7|Eto] F=2 X4

Networking » Virtual cloud networks » HUB VCN » Security List Details
Default Security List for HUB VCN
Instance traffic is controlled by firewall rules on each Instance in addition to this Security List

Move resource || Addtags  Terminate |

Security List Information Tags

oCID: ..oy7y6a Show Coy Compartment: YONGMIN.HAN
AVAILABLE v B
Created: Tue, Jul 2, 2024, 00:32:02 UTC
Resources Ingress Rules
Ingress Rules (3)
Egress Rules (1) ! Source Port Destination Port
' Stateless v Source IPProtocol | Range Range TypeandCode  Allows Description
TCP traffic for ports: 22
| N 000,00 Tcp Al 2 SSH Remote Login Prot
ocol
ICMP traffc for: 3, 4 De.
stination Unreachable: F
1N 00000 icmP 3,4 ragmentation Needed a
nd Don't Fragment was
set
N 10.00.016 icMP 3 1M tema for st

0 selected

ation Unreachable

Showing 3items ¢ 1of1 >

| 72 1.4.8] Ingress Rules 8™ 3}H

Add Ingress Rules

Ingress Rule 1
Allows TCP traffic for ports: all

Stateless (D)

Source Type Source CIDR

IP Protocol (2)

‘ CIDR s ‘  Example: 10.0.0.016

I | TeP

<>

Source Port Range Optional (i)

Destination Port Range Optional (©)

‘AII ‘ ‘A!I

Examples: 80, 20-22 Examples: 80, 20-22

Description Optional

Maximum 255 characters

+ Another Ingress Rule ‘

| 721 1.4.9] Ingress Rules &3 3tH

15
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3) VPC ¥ 9t 122 S5t L2 HEYT o

12
o
M
%
¥l

L\ T A

- [VNIC &3] https://cloud.oracle.com/compute/instances/create?region=ap-seoul-1
~ [Public IP 2OIHA]
https://cloud.oracle.com/cloud—guard/detector_recipes?region=ap—-seoul-1

- [EQt2UER] https://cloud.oracle.com/cloud-guard/problems?region=ap-seoul-1
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=F8EA 1+ ORACLE

1 \WE
Algs = g
FHAb X F& A| HOL B0 ) )
1.5 AP: 2 as A OISRt 7t At &5 Al QIS QISHEXIE Solf T&5ol0{0F StCt.
TdA
m \ MY
HZ5I0{0F Ele
HE O|=
LO

=20
P RFE(QIAEA) B& Al HHBH HAS Sofl B2
W 7|l

o O|2Xte| 714
Al QRS AR &(ex. ID/PW

= =S5 A
1) SSHE &%t H%
HIAl A _‘Ei)
o1 710
Q2 T 15 = = = = ===} A L
2) FRASE o BH0IN BN MY Al OFHS 015 WA HE(HY UAHAS S 4 Yl
o H =
Hets Xd OIgXRIX| EE 3)
-\ oA |
22 A
A (= = =
o (OCl 2&) ‘& — ‘Compute’ — ‘Instances’ — ‘Create Instance’S Eoff QIAEIAS MM Sy,
i |- H ; = o =
HIB== SSH Private KeyE Mot ID/H|ZHE LA0] OfH Key 215 HAIZS Soll 7hd
o P L
AR B ks
The selected VCN and subnet combination does not support IPv6 addresses. You must enable IPvB addressing on the VCN and
subnet before you can assign IPv6 addresses to this instance.
=5 show advanced options
Add SSH keys
Generate an SSH key pair to connect to the instance using a Secure Shell (SSH) connection, or upload a public key that you already have.
© Generate a key pair forme | Upload public key files (pub) | Paste public keys | No SSH keys
O Download the private key so that you can connect to the instance using SSH. It will not be shown again.
L Save public key
L, omarmnn
Private Key X%
Boot volume
A boot volume is a detachable device that contains the image used to boot the compute instance.
|| Specify a custom boot valume size
Volume varies with ize. Default boot 46.6 GB. When you specify a custom boot volume size, service limits apply.
"<& Al Private Key 7[8te] AHEX} Q1B

| IE 1B Tk R
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Session settings

@ = o o ¢ 7@

SSH | Telnet Rsh  Xdmcp RDP VNC FTP  SFTP Serial File Shell Browser Mosh Aws S3

| Terminal setting

X11-Forwarding Compre Remate environment: | Interactive

SSH-browser type | SFTP protocol [] Follow SSH path (experimental)

%5 Expert SSH settings
¥

Private Key7|4t AI2X} 15

9l 217.14 (ubuntu)
Terminal ons View Xserver Tools Games Settings Macros Help
* =2 x O = = o
Tools  Games Sessions  View Split  MuliExec Tunneling Packages
A 721714 (ubuntu)

o= B B ? Direct SSH
e ? SSH compression
|fhome/ubuntu/ 7 SSH-browser
¥ Name ? X11-forwarding

v
v
v
v

(remote display is forwarded through SSH)

s » For more info, ctrltclick on help or visit our wel
Jssh
0-day

F Welcome to Ubuntu 22.04.4 LTS (GNU/Linux 6.5.0-1020-oracle x86_64)
W Fuzzing

BB MITRE_ATTACK * Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Tue Jun 4 06:44:11 UTC 2024

profile

-python_| System load: ©.0 Processes:

B :sudo, s Usage of /: 8.1% of 44.96GB  Users logged in:
Memory usage: IPv4 address for ens3:
Swap usage:
* Strictly confined Kubernetes makes edge and IoT secure. Learn how Microk8s
just ratised the bar for easy, resilient and secure K8s cluster deployment.

https://ubuntu.com/engage/secure-kubernetes-at-the-edge

Expanded Security Maintenance for Applications is not enabled.
0 updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

—
Remote menitorin; :
= g **% System restart required **x
[ el Rerrinal Fokfer Last login: Tue Jun 4 05:05:04 2024 from
sl ubuntu@instance-20240603-2044:~$

UNREGISTERED VERSION - Please support MobaXterm by subscrbing to the professional ediion here: hitps://mobaxterm.mobatek.net

7ha Kt B2 Al Private Key 7|8 AKXt Q15
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- [Compute] https://cloud.oracle.com/compute/instances/create?region=ap—seoul-1

- [IAM] https://www.oracle.com/kr/security/identity-management/
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s 7= g

1.6 OIS} 7+ X Het 2%

\ Mo
o O|2X 22 2 H3H| M2 A AHEYE H2SH 2oKHEHSHNE 5)8 £8610{0F STt
1) 7k X1 E5E MI2EN 2ot £2(ex. IAME 53 H2HTH 22))
- 0= TR KO M2 7EsS Roled| CHoliAME Z|A QIR40f| CHoHARE FEOd
o2& A

ol

o (OCl &) ‘& — 'ldentity & Security’ — ‘Policies’ — ‘Create Policy OlA AFAt 22 3
ool Mt 7he AHEE B2 S gets 3
= 7H Ao B2 7tsst 24 RE HIEHE(Compartment)E XI5, Policy
Builder — InstanceZ ZMGH0] “Let admins manage Compute instance””t HL&HE

Yug Mo

= ORACLE Cloud

Create Policy

Name

| InstanceAdmin

No spaces. Oy letiers, numeras, hyphens, periods, or underscores

Description

[ \

Comparment | Bx| FHAKE 2las D2IE Sl
| oo ooy | E149] RootHIIEHE RE - ‘
Policy Builde Show manual editor | . 5
24 e a» Instance 7|S/E 2 Instance Admin &% Z3|
Policy use cases Gommon policy templates /v
Al s ‘ e =

3= Show advanced options

Let users launch Compute instances on dedicated virtual machine hosts

Let admins manage Compute instance configurations, instance pools, and cluster netwarks

as atemplate

fons using existing instan

Let admins manage Compute

Let instance users use existing instance pools

Let users aunch compute instances from custom images

Let database admins manage DB systems or Exadata instances

| 1% 1.6.1 | Create Policy
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— Identity domaint Groups, Location2 MEHGIH Policy Builder/t 44t &34

=
MO
-7
At

rio
g
o
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rH
ro
nx
2
o
40
gg
|
[
nE
>
0f0
>
nfu
on
i
_O'ﬂ
2

0%
>

rio
o
it
L

Policy Builder  Snow manualeditor (|

Palicy use cases Common policy templaies
‘ All Fos ‘ Let users launch Compute instances b3
Ability to fio everything with instances launched into the cloud network and subnets in the selected focation, and attach/detach any existing
volumesfhat already exist in the selected location. The first statement also lets the group create and manage instance images in the selected
locationffIT the group doesn't need to attach/detach volumes, you can delete the third Usethe A option to ize the
policy. :
Identity domain © Groups Dynamic groups Location
OracleldentityCloudService \'; | | InstanceAdmin z ‘ ‘ W wdl {root) £
Policy Statements
Allow group "o ice’ in’ to manage instance-family in tenancy st (root)
Allow group "0 ity ice’ dmin’ to read app-catalog-listing in tenancy s (rooty
Mgl Instance Admin &%
Allow group 'Oracl y I Admin' {0 use volume-family in tenancy st (root)
Allow group 'O f dmin' {0 use virtual-network-family in tenancy mpesissssi (root)

25 Show advanced options

| 1% 1.6.2 | Policy Builder

-5 S MEA S52 O WES &lolo] Xt Mt dd

= ORACLE
Create group

Name

InstanceAdmin

Description
InstanceAdmin

User can request access N
Instance Admin Groupd|
EET I+ ALET RHE

Users Optional
Select users o

|| First name Last name

| 1% 1.6.3 | Create group

21
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- (A o Hsta]

https://cloud.oracle.com/identity/domains/policies?region=ap-seoul-1

- [AF8X} 12] Identity ) Domain ) EHQIGHY) > Groups
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1) 0I8APE BR3HD QU= TS SHIOH £ 5)
2) 2ERE MYEAVE YEIE SHERE S S)
3) #il 5 HAV} 27h5E BAY AL 1 $E( Esis AMTS SHiYR 28
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0 222 St IPISY0[A0ME Hi
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HEZ &

=
AlHHS 1= 1t
91 4T MY ME HELA 224 2td W 9F SX0f| OHE HERIE F45100F otct.
' 74 *HY RY 8RS
o\ Mg
o 2R Y U g SH0HY, )Y, 9 5)0 M2 HEYI 24 L HEKJIZL H
HiotZ2 ~Eole{0F SHTCt.
1) VPC & HEQ3 &H J|l58 £t HEYZ 74
EXN(QI/0IRHIRE BX| 5)

2 SA

= S|
ol =
2) EO1T1Z(Security Group) = NACL(Network ACL) 59| 7|52 S5t HEY3 74 g
o\ 22 A

1) VPC S HESRZ &A 7|55 St UERT 714 & Xl

ok= VCN(Virtual Cloud Network)g F+46t1 X s

=~ O
o (OClI 2&) ‘& — ‘Networking’ — ‘Virtual cloud network’ — ‘Create VCN' A &2 ZX0f|
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= ORACLE Cloud

' VON-DEV o_ DB Y YEYT PN

Create In Compartment
e root) @) VON 714 WERIA7) MAE AR XY

IPv4 CIDR Blocks

You can assign up to 5 IPv4 CIDR biocks to a VCN. There must be at |

IPv4 CIDR Blocks
1000016 x (€)) 1P CIDR Blocks  10.0.0.0/162 X

1Pv4 Example: 10.0.0 0/16

DNS Resolution
Use DNS hostnames in this VCN
Required for instance hostname assignment if you plan to use VCN DNS or a third-party DNS. 1

DNS Label
‘ VCNDEV

| 3% 2.1.1 |

VCN HE®3I 74 3tH

- MA= \VCN(Virtual Cloud Network)dt HEQ3I &&H ZAAS

AVAILABLE

Resources

Subnets (0)

CIDR Blocks/Prefixes (1)
Route Tables (1)

Internet Gateways (0)

Dynamic Routing Gateways
Attachments (0)

Network Security Groups (0)
Security Lists (1)

DHCP Options (1)

Local Peering Gateways (0)
NAT Gateways (0)

Service Gateways (0)

VCN-DEV

‘ Move resource H Add tags ‘m

VCN Information ‘ Tags

Compartment: [0 (root)

IPv4 CIDR Block: 10.0.0.0/16

IPv6 Prefix: -

OCID: ..wxndpq Show Copy

Created: Mon, Jun 24, 2024, 07:37:26 UTC DNS Resolver: -

Default Route Table: Default Route Table for VCN-DEV

DNS Domain Name: vondev.oracleven.com

Subnets in gt (root) compartment

Create Subnet

Name

‘ State ‘ 1Pv4 CIDR Block IPV6 Prefixes Subnet Access

No items found.

| 2120 VCN &3 2|lAA St
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2) &9t 12 (Security Group) EE= NACL(Network ACL) Z2 7|52 &85 HEY3ZE
M5t SHI(2/0IRHIRE SH S)
o (OCl 28) ‘8 — ‘Networking’” — *Virtual cloud network’ — *Virtual Cloud Network

c

Details’” — ‘Network Security Groups’ — ‘Create Network Security Group’

Move resource Add tags

VCN Information Tags

Compartment; - _.._... ... OCID: _.y5bk5a Show Gopy
Created: Wed, Mar 20, 2024, 02:33:51 UTC DNS Resolver: yon-20240320-1436
AVAILABLE 1Pv4 CIDR Block: 10.0.0.0116 Default Route Table: defaull route table for ven-20240320-1436
IPvE Prefix: - DNS Domain Name: von202403201436 oracleven.com
Resources Network Security Groups in . - .. _...... . .. compartment

Anetwork secunty group consists of a sat of VNIGS and 3 el of security rules that apply 10 those VINICS. For example: you create a network securty group for all the instan|
have the same security posture. For comparison, a VCN securlty list consists of a set of securty rules that apply o all the YNICs in the subinets that the security fist is assoq

Subinets (2)
about network securily. groups.

CIDR Blocks/Prefixes (1)

Create Nelwork Security Group

Route Tables (2)

Intermat Gateways (1) Name State Created

Dynamic Routing Gateways | Noitems found.
Altachments (0)

Network Securlty Groups (0)

Showin

| 712 2.1.3 | Network Security Group A

- Ingress(QHIRE), Egress(OFRHFRE), Source CIDR(IP F4), IP ProtocolE X|&ot0

HEYT 7Y U SX| WOt 4

Create Network Security Group Help

g BasicInfo Add Security Rules
Security Rules Optionally add one or more rules to the network security group. Learn more about security rules.

~ Rule

|| stateless @
Direction Source Type @ Source CIDR (®
oi Ingress b2 ‘ CIDR s

IP Protocol (D Source Port Range Optional () Destination Port Range Optional (@

2Vl ~
e[\ Al Protocols @A (4]
| Common =

1

ICMP
RDP (TCP/3389)
SSH (TCP/22)
TCP 4
upbP I ‘
All Protocols
All Protocols
—| 3PC

AN —_——
+ Another Rule

Any 0-hop protocol

Any distributed file system

Any host internal protocol

Any local network

Any private encryption scheme -

| 12 214 Add Security Rules 8™
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- [VCN HIE®IE F4] https://cloud.oracle.com/networking/vens?region=ap-seoul-1
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\ 7=
AlHHS S L2
ZQC B U URY 7Y Al BO SH woig 4¥stn
2.2 HEY HESZ HOt EX ) )
g HER =™ x83510{0F it
\ M
o ZRQC B U LEUS TSI H QU Q| HQI} B S0z HSE 4 QE2 ot

SHl LS Holl M50 oftt.
1) VPC S HEYT #H 7IsE Sot HEYZ 2 SHERIHAY §)
2) HotT1E(Security Group) == NACL(Network ACL) 59| 7IsS S8t WEYA

TE(Q1/0rRHRE SH S)
3) UEYC= A5ist 7HIXE(MH, HIO[EHH0IA S)0 3¢ IP DiEd

P SXl S

rOII

4) Lele MHIAE St

\ 24 A

1) VPC £ YEQ3 o 7|52 E5t YEQT M2 EFM(QIEUL 5)

— ‘Networking” — ‘Virtual cloud network’ — ‘Create VCN'& Safl VCN 444

—

o (OCl 28) &
HAY S

HEXZ 82 SHl 7Is -

b=

- ‘Create VCN'2 Sdlf VCN A&t [If, Route Table % Security List, DHCP § WER3 7|2

T4 QA2 7Y (5 ZEZ VCNS 7M6HH Internet Gateways= TAEX| 242)

- ‘Create VCN'($SE2E)Z MASH VCN HEQ3I 74 HF
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d Market; South Korea Central (Seo

Networking » Virtual cloud networks » Virtual Cloud Network Details » CIDR Blocks/Prefixes

VCN_TEST
| Move resource | | Add tags ‘

VCN Information ‘ Tags

Compartment: i = = (root) OCID: ..fwiyha Show Copy
Created: Mon, May 20, 2024, 14:56:12 UTC DNS Resolver: VCN_TEST
AVAILABLE IPv4 CIDR Block: 10.0.0.0/16 Default Route Table: Default Route Table for VCN_TEST
IPVv6 Prefix: - DNS Domain Name: vcntest.oracleven.com
Resources CIDR Blocks/Prefixes

AVCN must have at least 1 CIDR block. It can have multiple CIDR blocks as long as their IP address ranges do not overlap with each other or with a peered V
CIDR blocks and cannot have more than 5 IPv6 Prefixes. Leam more

Subnets (0)
CIER Blocks/Prafixes (1) Add CIDR Block/IPV6 Prefix
Route Tables (1)
CIDR Block/Prefix - ‘ Type IP Address Range # of IP Addresses
Internet Gateways (0)
10.0.0.0/16 IPv4 CIDR 10.0.0.0 - 10.0.255.255 65536

Dynamic Routing Gateways
Attachments (0)

Network Security Groups (0)

Security Lists (1)

DHCP Options (1)

Local Peerina Gatewavs (0)

| 2 2271 VCN 74 4%

-HEQT B2 MOE Qo Z9F 22(Security List)Q T4 Al S101 3l AH

Networking » Virtual cloud networks » VCN_TEST » Security List Details
Default Security List for VCN_TEST

Instance traffic is controlled by firewall rules on each Instance in addition to this Security List

‘ Move resource “ Add tags H Terminate |

Security List Information | Tags
OCID: ...q25uwgq Show Coj Compartment: | ~ (root,
AVAILABLE q q Copy pal - (root)
Created: Mon, May 20, 2024, 14:56:12 UTC
Resources Ingress Rules

Ingress Rules (3) Add Ingress Rules

Edit ‘ | Remove ‘

Eoress Rules (1) - Source Port Destination Port
~ | Stateless v | Source IP Protocol Range Range Type and Code Allows
TCP traffic for ports: 22 S
| Ne 0.0,0.0/0 TCcP All 22 SH Remote Login Protoc
ol
ICMP traffic for: 3, 4 Dest
— ination Unreachable: Fra
] e 00000 1CMP a4 gmentation Needed and
Don't Fragment was Set
1 No 10.0.0.016 VP 3 ICMP traffic for: 3 Destin
o ation Unreachable
0 selected N

| 121 2.2.2 | Security List 71M
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2) E9t J=(Security Group) = NACL(Network ACL) £9| 7|52 E6t
THQI/OIRHIRE EX| 5)
o (OCl 2&) '8 — ‘Networking’ — *Virtual cloud network’ A HERZ 22t J&(Network
Security Group)0| 8 VCNS MEHSO] HOt 7Z|(Security Rules) AH
1) HEHZ 2t J&(Network Security Group)s 3t HEHZ 22
- =8 MEU(Public Subnet)ol| TSt QIHFR2E(Ingress) Halg AHGIH HTTP, HTTPS
Emot 58

- I210[|H! EUI(Private Subnet)Of| CHEH QHIRE HZIS AX010] SSH, RDP EzZ{TDt 512

rOII

HERZ

Create Network Security Group Help
g Basic Info Add Security Rules
Security Rules Optionally add one or more rules to the network security group. Learn more about security rules.
v Rule b
| stateless @
Direction Source Type @ Source CIDR @
| Ingress s coRr 2| | 0.0000 |
Specified P addresses: 0.0.0.0-255.255.255.255 (4,294,967,296 1P
addresses)
1P Protocol () Source Port Range Optional (D) Destination Port Range Optional @
‘ RDP (TCP/3389) sl | | ‘ 3389 |

Allows: Allows RDP (TCP/3389) traffic

Description Optional

Maximum 255 characters

+Another Rule |

| 712 2.2.3 | Network Security Group 7+

3) LifYo=z FHE JHd Xp2(MH, HIOJEH|0|A S)0l= S IP O/gF
=’ (0]

=
o (OCl 28) ‘& — ‘Compute’ — ‘Instances’ 0flA] LHEHOZ A= ZHIEE] OIAHAQ 2Ol [P

o|arct
= o
Compute Instances in compartment
An Inslanse &5 8 compute host. Cheose between virual machines (VMis) and bare metal Instances. The image thal you usa to launch an Instance cetermings s aperating system and other
Cverview -saftware.
Instances

Actions -

Deedicated Virteal Maching Hosts

Name State Public IP Private IP Shape OCPU count Memory (GB) Avallabllity domain
Instance Canfigurations.
Instonce-PU2E0R14-1018 @ Smpped 183123286 234 10.0.0.69 WML SantAm E4 B 6 128 A1
|nstance Pocls
Clusier Netwaris o 1 @ Sppes - 10.0.10.155 VM. Slandard E3Fley € 128 AD-1
Campute Glusters ok 1 @ Stopped - 10010168 UM Standard E3Flex 8 128 AR
Autascaiing Canfigurstions ol 4 2 @ Slopped - 10.0.10.252  VM.SandardE3Flex & 128 Al
Capanity Reservations J
O seiecled Showingditems ¢ 1of1 )
Camtom Images |
List scops
Camparnmant

ARkt { ooty OUDTL U SFECIALIST S
RGN HA

ret
o
o

5

| 12 224 WE Compute Instance &2 IP 20§
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4) Yol MHIASE &EDIP SH S

o (OCl 2&) ' — ‘ldentity & Security’ — ‘Firewalls’ — ‘Network Firewalls’ — ‘Network

Firewall Policies’ — ‘Create network firewall policy’ — ‘Security rules’ — Create Security

rule’ Al Source addresses/Destination addressesOlA| EX|6IIAt of= IP 228 1M

Identity & Security » Firewalis s Netwark firsive policies » Network firswail policy detais » Sscurity nies
network_firewall_policy_20240422-0238

Rename | Clonepalicy | Moveresource  Addiags [EsEEE

Natwork firewali policy information Tags

Comparntment: {roo1)
OCID: . ghbbkq Show Cany

Creatad: SUR, Apr 21, 2024, 17:38:10 UTG

Lastupdated: Sun, Apr 21, 2024, 17:3810 UTC.

ACTIVE
Polivy resources Security rules
Securlty nas are enforced after decryption rules. Craate @ maximum af 10,000 security rules for each policy.
Desryption nias (0)
Sacurity rules {0) H Traffic will be denied of afty rewall associated with this poiicy [f no ruies are speoifie
Applieation lists (0} — =
Import secutity rules () Searth
Applications (0}
Service it 0) Order Name Aetion
Senices (0) No ftems found.
UL 538 (0]

Showing O itams £ Tof1 3

sess iy

Create security rule

Match condition

Define the sources, destinations, applications and URLs that must match for this rule.

Source addresses

Select address lists
Any source address matches the rule.

Any address ‘

Create or select a list of source addresses to match the rule.

| Select address lists | ‘ Create address list ‘ ‘ Remove |

M ‘ Address list name Address list type Address count

No items found.

0 selected

Showing 0 items

Destination addresses

Any address Select address lists

Any destination address matches the rule.

Create or select a list of destination addresses to match the rule.«/

| Select address lists | ‘ Create address list ‘ ‘ Remove |

M ‘ Address list name Address list type Address count

No items found.

| 72 225 HEY3 gsiH(Network Firewal)2 &3t IP EX MM 1M
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- [HERZ 74| https://cloud.oracle.com/networking/vens?region=ap-seoul-1

- Hot EXIE e VCN(Virtual Cloud Network) MEH — Network Security Groups —

Create Network Security Group — Basic Information &4 — Add Security Rules &
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Z2H0F Al SRIQCHOEIMH|A HOF B2| 1A | 2. HEYT T2

| S39C & U 283 JIMKIYS B55| et YIEYT Hot
23 HEST HOt | 33 jEH i 283t 7HAIIS HSo1| 25t HESY

\ Ny

o SHRE 28 W JMAEE ESop/| ol HEXS 22F HHE +Aot00F Si.

1) SREIA HOF T MHIAS HS5I0] T 2SS L LMGHs HEYT EHT oS
Sg 28) - IZE0 20122 UEYI EAT AISS 9Bt HAES ARGIYUOM, £3
B O ABOIE oY

2) SRE MHIA HSAPVL MSohs 7SR 2SS I8 HERT HORHA 2 |A
7|s(DDoS, WAF §) &&
3) SRE MH|A HMSAPt Mot 7HXtE ESE 2ot HESRT 2oRM & RAH s &8
o (OCl 28) '8 — ‘ldentity & Security’ — ‘Cloud Guard — ‘Overview

Overview

Cloud Guard is changing the risk level of Configuration detector rule "User does not have MFA enabled” from Medium to Critical.

Never show this mformauon agaln

Security score rating (i) Risk score (7) Security recommendations (i)

« Resolve Bucket is public problems in target ASEM-CG-01

8689 « Resolve VCN Security list allows traffic to restricted port problems i...

Poor

Security score 30

Problems snapshot Problems
Grouped by Detector iype

| Detector type = I Configuration X Activity X Threat X

[$3

Instance Security X

' h m Critical
\ m High Configuration NI -
8694 l

Actviy I Threat

Total Loy Instance Security Il W & Critical

m Minor
Threat

| 712 231 ] Cloud GuardE E%t E& HOt HDL|EZ
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- MITRE ATT&CK Framework 7[8to=z Lokt HOF 2@g ZLEZGH! 23 HEE NS

30-day risk score trend
100

o 5 ‘ .

§ Date : Apr 5, 2024

& Risk score : 26.27 \

E 80 Risk level : Medium [ -

-o- Risk score
Tactic : INITIAL_ACCESS
25
3/16/2024  3/19/2024  3/22/2024  3/25/2024  3/28/2024  3/31/2024 4/3/2024 4/6/2024 4/9/2024  4/12/2024  4/15/2024
Sightings
Sighting type ‘ Tactic Technique ‘ Severity ‘ Confidence = Sighting score = Regions First Last
g Defense
Impair Evasion Impair Defenses: Disable or @ Medium @ High 7 South Korea Central Thu, Apr 11, 2024, Thu, Apr 11, 2024,
Defenses Modify Tools (T1562.001) (Seoul) 03:23:29 UTC 03:23:29 UTC
(TAQOO5)
South Korea Central
Impossible Valid Accounts: Cloud . Tue, Mar 19, 2024, Tue, Mar 19, 2024,
Travel I8l ACGESS s ccounts (T1072.004) Lo @ High 38 (Seaull.UK South 10:15:39 UTC 10:15:39 UTC
(London)
: Defense .

Impair & Impair Defenses: Disable or (o e o South Korea Gentral Thu, Mar 14, 2024, Thu, Mar 14, 2024,
Defenses (TA00S) Modify Tools (T1562.001) 9 (Seoul) 10:23:33 UTC 10:23:33 UTC

| 72 2.3.2 | 30-day risk score trend

o (OCl 28) ' — ‘ldentity & Security’ — ‘Web Application Firewall — ‘Create WAF
policy’ 0lA OWASP Top 100f 7[8tet WAF HOt 3 EfX| Fis AH

Create WAF policy

@ Basic information Basic information
Access control WAF policies encompass the overall configuration of your WAF service.
Rate limiting
Name
Protections
R | webappfirewallpolicy20240417022553 ‘
Review and create 'WAF policy compartment

| ) 2 |

~ Actions (3)

You can define common actions here that can be reused between different WAF modules (access control, rate limiting, and protections) in the next steps.

l Delete ‘

M ‘ Name ‘ Action type () Rule usage (1) | Edit

| Pre-configured Check Action Check 0 \E‘ v
| Pre-configured Allow Action Allow 0 ‘Eﬁ‘ v
| Pre-configured 401 Response Code Action Retum HTTP response 0 ‘Et‘ v
0 selected Showing3items ¢ 1of1 >

25 Show tagging

| 2331 WAF

oz
=2
ux
0
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- OWASP Top 100f 7[8ret &l 524 Xt HHMs 25t
- X2 HM{(Access Control) 2 XK Action) NS &3}

‘ Key ‘ Name ‘ Description ‘ Collaborative ‘ Tags
vendor-oracle, db-oracle, db-mysgl.
vendor-microsoft, db-mssq|, db-
stgresgl, rdbms, PCI, Request-
SaL Injection pe
gazo7o  (SQL)Common  SGL Injection (SQLI) Attempt: Common attacks gﬁ{é’:ﬁfgﬂ}fgﬁ?;g_&%‘fﬂ' v
SQLI attacks for against msql, oracle, and other dbs detection 2021, CAPEC-A 06'0 CAPEC.152
VRGOS o CAPEG-248, CAPEC-66,
Command Injection, SQL Injection
(SQLI), CVE-2023-0875
db-mysql, db-mssq|l, db-mongocdb,
db-postgresql, db-oracle, db-sqlite,
rdbms, nosql, Request-Body-
Inspection, PCI, Collaborative,
Recommended, OWASP-A1-2017
SQL Injection ’ "
(saLl) SaL Injection (SQLI) Attempt: SOLI Filters via ﬁﬂﬁi‘%ﬁiﬁﬁ}éﬁﬁ‘ggﬁ)
9420000  Collaborative libinjection - Detect Database names - PHPIDS - Yes CVE—202|3-0630 CVE-2023 -OéTS v
Group - SQLI Converted SQLI Filters. CVE-2023-2866'1 CVE-2023- !
S I il 23488, CVE-2023-23489, CVE-
2023-23490, CVE-2023-26325,
CVE-2023-28659, CVE-2023-
28660, CVE-2023-28662, CVE-
2023-28663
Cross-Site HTTP, PCI, Request-Body-
Scripting (xsS)  Sross-SHe Scripling (XSS) Altempt XSS Fiters ., Lacaiitbosin e
° _ -
|E 2540 ¥ 33 XH B

‘W¥eb appication firewalls Policles » Poilcy details

OCI WAF - Security Manager
| Rename Move resource  Add tags E

Folicy informatien Tags

OCID; . Tadlga Show Copy

Created; Tue. Ape 16, 2024, 1745_(?9 uTc

Compartment: {root) Updated: Tus. Apr 18, 2024, 17:15:25 UTC
Policy Summary
Sy | » Access control - request (2)
Firawalls
i | » Access control - response (0)
Rate imiting:
FProtectons
| » Rate limiting (0)
Aclions

|~ Protection (1)
Rule name Pratection capabliities Default action name Bady Inspaction
Add protection rule 16 Pre-configursd Chesk Actlon Disabled e

Showing 1hem ¢ Tof1

| 23 2.3.5]

36
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T A

— [Cloud Guard] https://cloud.oracle.com/cloud-guard/overview?region=ap-seoul-1

- [Web Firewall] https://cloud.oracle.com/waf/policies?region=ap-seoul-1
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TRE0F 48 SALCHALMHIA HOt TRl AN | 2. YEYT 2

AlHHS 1= LHE

SR HES SO S/ME Y A e Al LiESHL 22[61K
24 S/ & M HERT 22| LRSI ARSHY A0] B9 S/E SUU(0ls DMZ)S
Toiot ITGHAH HSo0{0F BiLt.

\ Mg
o 22RE 2E2E S5 IME E MHO| B2 HESAUI 22|50 ESAMUN QEEAT ALO]
HEO| S E SAYUN| Feiotn B2 X1| 2=ai3I0{0F SHTt

2) 3ME & M A HZ Al SHIACL S)oil 2t %E%ETE'EW | SOHM Eot=S &

o\ 24 A

o (OCl 2&) ‘& — ‘Networking’” — Virtual cloud network’0ilA {E-AXI(Hub-spoke)
O |EIXZ 7|HtoZ 9 M2} HHAR(Bastion) SAEZ 1M

0OC| Region
| Hub VCN @ Spoke VCN @

I
: 1 ;
1 i 1
1 | 1 [N I
I 1 1! 1
1 : } :
i L ve/tocat Pesring —! | LILIL e o
b (00 YWealee o |OOO|  HER
i g i (& C Pl
¥ B I o
: i Service VM | ! i Workload VM b
% A\L"""_"""""J i :“;’_’_’_’;’_’_’_’;:’_’_’_’:i__:
i
A\, Rz !
Internet Internet !
Gateway 1
[} 1
1
@ — Site-to-Site VPN ar Fast(nrmere——@ !
L e e
DI';!G ! | Spoke VCN :@
Or;‘]EP{ir‘:raies i i Management Subnet i i i Workloads Subnet i
1 i D i
(] 1 | 1
I Q1010 [Hexs] 4 e OO Mexx]
: i Q00 =% :—\!CN/LocaIPeenng—: i Q00 = :
4 - B ) : o
il Bastion b i WorkloadVM | |
L i 1 I i 1

| 12 2,417 | Hub-spoke architecture
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1) VCN & Subnet #4(Hub-spoke O}7|ElX])
o [Hub VCN A4

- CIDR Block : 10.0.0.0/16

— Subnets
- Public Subnet(DMZ) : 10.0.1.0/24
— Private Subnet : 10.0.2.0/24
o [Spoke VCN 4]
- CIDR Block : 10.1.0.0/16
- Subnets
— Public Subnet : 10.1.1.0/24

- Private Subnet : 10120/24
- Hub VCN M4

= ORACLE Cloud Search resources, services, documentation, and Marketplace South

Create a Virtual Cloud Network

Narmo. © nusvons wasn,
pr— Compariment HiIE XIH

Create In Compartment

ET ([ ALISTSYONGMIN HAN

IPv4 CIDR Blocks

! *You can assign up to 5 IPvd CIDR blocks to a VCN. There must be at least one IPvi

IPVEQIDR Block © cioR Block :
_ L
10000116 % 10.0.0.0/16°0% X4

IPv4 Exampie: 10.0.0.016

DNS Resolution
® Uso DNS hostnames in this VCN
wed for instance i3 W you plan o use VON DNS or a thid-pasty DNS. This choice cann|
DNS Label
HUBVCN

Generated rom virual Cowd network name if not specified
DNS Domain Name Read-only
HUBVCN.cracleven.com

Generated from vinual cloud network name if not specified.

| 12 2421 VCN 2% 313
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= [=]

- Hub VCN Subnet AA&(Public)

Create Subnet

Name
Public Subnet

Grante In Comparimant

SRR (IRCL OUOICT CXUE SPECIAL IS SYONGMIN HAN
Regional (Recommended) Availability Domain-specific
instances in The subnet can be ceated i any avakabilty comain e ubined

the reglon. Uselul for high avallablilty, || mainin the region.

iy be created in one do-

IPv4 CIDR Block

1Pv4 CIDR Block
10010724

@ rublic Subnet CIDH Block : 10.0.1.0/24 X8

pectted (7 aa0resses: 1007 0-90 0.1.255 (256  aadroases)

IPvG Prefixes

- WMaximum amount of O [PV8 prefixes per Subnet. 1P ranges of he [PVG prefixes must not overlap., Leam mere.

Roulw {Change co
Seiect 2 rouls =bic

Bubrat Accass

Private Subnet Public Subnet

Prahik public (P addresses for Inslances in this Subnel. Allow public (P agdiesses for Instances in Iis Subnel

Pt o @ Fublic Subnct A1

| 7% 2.4.3 | Create Subnet(Public)

-~ Hub VCN Subnet AA(Private)

Create Subnet

Name
Private Subnet

Create In Compariment

‘apackrs<! (Dot CLOUDICLOUD SPECIALISTSYONGMIN HAN

Subnet Type

<

Regional (Recommended)

Instances in the subnet can be created In any avallability domain in
the region. Useful for high availability.

' Availability Domain-specific

Instances in Ihe subnat can only be created in one availability do-
|| mainin the region.

IPv4 CIDR Block Private Subnet CIDR Block :
. ~ 10.0.2.0/24 X8
I1Pv4 CIDR Block
10.0.2.024
Sumaulr:'mm. 1ﬁﬂzﬂ-1hmﬁﬁlzﬁﬁlFimmj

IPV6 Prefixes

. Maximum amount of 0 IPv8 prefixes per Subnet, IP ranges of the IPvG prefixes must nat overlap. Leam more,

Routs Table Compariment in (Change compartment)

Select a route table -
Subnet Access o Private Subnet A&

Private Subnet Public Subnet

Prohibit public IP for % y 4 " || Aliow public IP addresses for Instances in this Subnet

| 72 2.4.4 | Create Subnet(Private)
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HUB VCN
Move resource  Add tags |

VCN Information Tags

[

Compartment:( 1 OCID: ._hnodna Show Copy

Created: Tue, Jul 2, 2024, 00:32:02 UTC DNS Resolver: -

IPv4 CIDR Block: 10.0.0.0/16 Default Route Table: Default Route Table for HUB VCN

IPV6 Prefix: - DNS Domain Name: hubvcn.oracleven.com

Subnets in compartment

Name | State IPv4 CIDR Block IPv6 Prefixes Subnet Access Create
Private Subnet @ Available 10.0.2.0/24 - Private (Regional) Tue, Jul
Public Subnet ® Avallable 10.0.1.0/24 - Public (Regional) Tue, Jul

| 72 245 Hub VCN Subnet 2M 3}H

- Spoke VCN A4A

Create a Virtual Cloud Network Help

Name

| SPOKE VCN

o- ]squqxtvcns-‘sﬁan; Compartment 93 |

Create In Compariment

IPv4 CIDR Blocks

n ‘You can assign up to 5 IPv4 CIDR blocks to a VCN. There must be at least one IPv4 CIDR block assigned to a VCN. Learn more.

il @ CIDR Bleck : 10.1.0.0/162% &%

£

10100H46 x

Pvd Exampie’ 10.0 0 0116

DNS Resalution
® Use DNS hostnames in this VCN
Required for instance hostname assignment I you pian 1o use VON DNS or 3 Mir:pary DNS. This choice c2anot be changed afies the VN i crester) Leam more.
DNS Label
SPOKEVCN

Generated from wirss oowd nefwork name f rot speciied,

| 7% 246 Create VCN
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- Spoke VCN Subnet

o
e

MM(Public/Private)

al

0x
oo
mjy
I
40
n
n\ll
Ja
om

AHIA EOL 2

=

2|

FOM 2. HERZF 22

Create Subnet

Public Subnet

Create In Compartment

€ rubiic Subnet CIDR Block © 10.0,1.0/24 &1

Subnet Type

Regional (Recommended)

the region. Useful for high avallabilty.

Instances in the subnet can be created in any avallability domain in

Availability Demain-specific

maln in the region.

Instances in the subnet can only be created in one avaliability do-

IPv4 CIDR Block

1Pv4 CIDR Block
| 10.1.1.0024

Specthed IF aooresses: 101 1 0-10 1 1 255 (286 1P addresses)

Public Subnet CIDR Block
10.1.1.0/24 x|z

IPv6 Prefixes

. Maximurm amount of O IPv prefixes per Subnet. IP ranges of the IPv6 prefixes must not overtap. Learn more,

Route Table Compartmant in

Seiect a route table

(Change compariment)

© Public Subner A3

Subnel Actess

Private Subnet Public Subnet

Prohibit public IP addresses for Instances in this Subnet Allow public IP addresses for Instances in this Subnet v
DNS Resoluton
B UseDNS s n this Subnet

| 72 2.4.7 | Create Subnet(Public)

Create Subnet

Mame
Private Subnet
Create In Companmant
Subnat Type
Regional (Recommended) Availability Domain-specific
Instances in the subnet csn be crested In any avallabiilty domain In Instances in the subnet can only be crealed in one avaliabillty do-
the region. Usefud for high avaiabiity. main in the region. '
IPv4 CIDR Block Private Subnet CIDR Block -
10.0.2.0/24 I8
1Pv4 GIDR Block

l 10.

120024

Specified IF sdwesses 1017090 1 7 255 755 addesses)

Houle Table Compartment in

IPv6 Prefixes

! Maximum amount of 0 IPY6 prefixes per Subinel. IP ranges of the IPVE prefixes must not overlap, Learn more.

(Change compartment]
Seiect a route tsble s
Subnet Access
Private Subnet Public Subnet
1P o in this Suhnet o I Alow oushiic: 1P aridresses for Instannes in fhis Rubnet

| 7% 2.4.8| Create Subnet(Private)
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Move resource. | | Add tags

WCN Information Tags

(]

Compartment:__ 1 OCID: ..y4nénq Show Gopy

Created: Tue, Jul 2, 2024, 01:11:49 UTC DNS Resolver: SPOKE VCN

IPv4 CIDR Block: 10.1.0.0/16 Default Route Table: Default Route Table for SPOKE VCN

IPv6 Prefix: - DNS Domain Name: spokevcn,oradeummm

Subnets in " compartment

Name State iPv4 CIDR Block IPv6 Prefixes Subnet Access Created
Private Subnet @ Available 10.1.2.0/24 - Private (Regional) Tue, Jul 2
Public Subnet{DMZ) @ Available 10.1.1.0/24 - Public (Regional) Tue, Jul 2

| 121 249 Spoke VCN Subnet A 3}H
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2) 24 |0 HOIELI0(LPG) ¥ 2t HIOIE 74

- 6{2(Hub) VCNI} AT (Spoke) VCN 7t 2Z I0{2! HO|EY0[(LPG)E M

EIMH|A HOF | ATM | 2. HEYT #2

Create Local Peering Gateway

Name

I Local Peering Gateway

Create In Compartment

| (roolyCLOULNCLOUD-SPECIALISTS!

HUB VCN

Move resource || Addtags [MBEEE

VCN Information Tags

Compartment: ©CID: ...hnodna  Show  Copy
Created: Tue, Jul 2, 2024, 00:32:02 UTC
IPv4 CIDR Block: 10.0.0.0/18

IPvG Prefix: -

DN5 Resolver: HUB VTN
Default Route Table: Defaull Roule Table for HUB VTN
DNS Domain Name: hubven.oracleven.com

Local Peering Gateways in " compartment

Create Local Peering

Name State Peering Status Route Table @ Peer Advertised CIDRs Cross-Tenancy Created -
Mew - Not connectec toa p Tue, Jul 2, 2024, 01:
Logal Peering Galewsy @ Avallable eer, 4317 UTC

showing 1 ftem ¢ 1ol B

| IE 240010 22 TofE AOIEOI(LPG) ¥d
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- Hub VCN 2t28 H0|Z

AVAILABLE

Resources

Add Route Rules

Impartant:
For a route rule thal targets a Private IP, you must first enable "Skip Source/Destination

Route Rule o Hub VCNOJA 2t2% EO|Z0| Local
"~ Peering GatewayZ HE3}3 Spoke VCN
Target Type
CIDR Block addressZ X|3sj0{ HEstE
| Local Peering Galeway g
Destination CIDR Block
10.1.0.0116
Exammple 100000024

Target Local Pearing Gatewsy in (Change compartment )

© wu@ 32 Loy A=l XY

l Local Peering Galeway

Dascription Optional

Metworking » Winual cloud nemwerks » HUE VN> Route Table Datalls

Maximum 255 characiors’
Default Route Table for HUB VCN
Move rescurce | Ao tags. | Termnate
Route Table Informatian Tags
OCID: .. poZans Show Cogy Compartment:

Created; Tue, Jul 2, 2024 00:32:02 UTG

Route Rules {1}

Route Rules
Trsfic wiini the VA s nancied by the YEN's Incal muting By defaul, Inba-EN roing allnws you mors coniral aver rouling betwsen subnets, Leam mon. it you'e having problems, uss
Metwark Path Analyrer to chack your connections.

Add Route Rules

Destination & Target Type Target Reute Type Deseription
07,0006 Lecal Peering Ganemr Local Peering Gateway b
O selecled Showing 1iem & 1ol1 >

| 23 2.4.11 |

2rQE MY
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- Spoke VCN 2I2E HO[E

Add Route Rules

Important:
For a route rule that targets a Private IP, you must first enable "Skip St

Spoke VCNO|A{ 2t2g ElO|S0j
Route Rule Local Peering Gateway & 45§86} 1
Targel Type Hub VCN CIDR Block address & %|
Peering Galowy Bofo| AARES WH-

Destination CIDR Block

10.0.0.0/16
Example: 10.0.0.024
Target Local Peering Gateway in § {(Change compartment)

Local Peering Gateway

Description Optional

Maximum 255 characers
Default Route Table for SPOKE VCN
Move resource . Add tags | Terminale
Route Table Information Tags
OCID: ..clchja Shaw Copy Compartment:

Created: Tue, Jul 2, 2024, 01:11:43 UTC

Route Rules

Traffic: within the VGN Is handled by the VGN's local routing by default, Intra-VGN routing allows you mare confrol aver routing between subnets, Leam mare, If you're having problems, use
MNetwork Path Analyzer fo check your connections.

Add Route Rules Edit Remave

«  Target Type Target Route Type Description

[ 10.00016 Local Peering Gateway Local Peering Gateway Static

0 selected Showing 1item ¢ 1ol1

| 28 2.412| 28 4™
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3) 2 HOIEQI0IIGW) £F
— Hub VCNOi| QIE{S! HOIEOI(IGW) &

Create Internet Gateway

Name
[ Intemet Gateway|

Create In Compartment

{reotMCLOUDICLOUD-SPECIALISTS”

=& Show advanced options

HUB VCN

Move resource | Addtags MEEES

VCN Information Tags

Compartment: OcID: . hnodna Show Copy

Created: Tue, Jul 2, 2024, 00:32:02 UTC DNS Resolver: HUE VON

IPv4 CIDR Block: 10.0.0.0M16 Default Route Table: Defauli Route Table for HUE WVCN

IPvE Prefix: - DNS Domain Mame: hubven.oracievcn.com
Internet Gateways in compartment

Create Internet Gateway

State ‘ Route Table Created -

Internet Gateway @ Auailable = Wed, Jul 3, 2024, 03:14:31 UTC

Showing titem  { 1of1 3

| 1E 2405 QEY AHOIEI0I(IGW) 2
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4) Mg ¥ MH &

- Spoke VCN 2+30 S0 & MHE F4ot, 3 HOt E5(Security List)E HY

—

= ORACLEC

Create compute instance

Create an instance to deploy and run applications, or save as a reusable Terraform stack for creating an instance with Resource Manager.

MName

Public WebServer S8 Bt

Create in compartment

<>

21X Compartment X|&
" PDE NS BeRRESeE TS Y ONGMIN HAN

Placement Collapse

The availability domain helps determine which shapes are available.

Awailability domain

AD 1
fO:AP-SEOUL-1-AD-1

25 Show advanced options

| 712 2,414 Create computer Instance

- Spoke VCN, Public Subnetdf| ?IX[GI=2 HERT +4 4H

Primary VNIC information Collapse
A virtual network interface card (VNIC) connects your instance to a virtual cloud network (VCN) and endpoints in and outside the VCN. Having a

public IP address is required to make this instance accessible from the Internet.
VNIC name Optional

Primary network
© Select existing virtual cloud network Create new virtual cloud network Enter subnet OCID

ven in I tnnangﬂmmanmcml
SPOKE VCN 1P Spoke VCN Networkoll $1%|

<r

Subnet
An IP address from a public subnet and an interfet galeway on the VCN are required to make this instance accessible from the intemet.

© Select existing subnet Create new publisubnet

Subnet in IS (©) (Change compafiment)
[PmtlcSuMet (regional) =~ Lo Spoke VCN PublicOl %

<r
—

| 2 2405 HEY3 #4
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Public WebServer

s || 5w | Rosor: | [ | o acions ~

Instance information Shilded instance Oracle Cloud Agant Notifications: Tags

General information Instance access
. Availabliity domain; AD-1 The instance must be running before you can connect o it
PROVISIONING

Fault domain: FD-3 Public IP address: 146.56.1577 | Copy

Reglon: dpseouk:} ISF;JTE ECBI'aDIEEinc Subnetof _-'Lﬂ\.lsemalné‘.'opc

OCID: ..hw3aca Show Copy

Launched: Wed, Jul 3, 2024, 05:15:57 UTG Primary VNIC

Compartment:  ( Public IPv4 address: 146.56.15770)

Spoke VEN 9i%10] 74 Capacity type: On-demand Privata IPv4 address: 10.1.1.104

Network security groups: Nons Edil @

Instance details Shibhet Buble Sinet

Virtual cloud network: SPOKE VCN Private DNS record: Enable

Maintenance reboot: - Hostname: public-webserver

Launch mode: PARAVIRTUALIZED Internal FQDN: public-webserver... Show Copy

Instance metadata service: Versions 1 and 2 Eait (7)

Live migration: Use recommended default Ghange Launch OpﬁOﬂS

Maintenance racovery at:ﬁlm: Restore instance NIC attachment type: PARAVIRTUALIZED
Eemnte data volume: TLALIFED

| 8 2406 QAHA MY SHH

-3 E AH2| TCP 80, 443 ZE| Uisl], Source IPE ‘Any’ HHECZ HOF Z=(Security

List)g AH

Add Ingress Rules

Ingress Rule 1

Allows TCP traffic for ports: all

| stateless (@)

Source Type Source CIDR IP Protocol (&)

| CIDR 2| ‘ 0.0.0.00 ‘ ‘ TcP 2 ‘
Specified IP addresses: 0.0.0.0-255.255.255.255 (4,294,967,296 IP addresses)

‘Source Port Range Optional (©) Destination Port Range Optional ()

| 80,443 ‘ ‘ Al ‘

Examples: 80.2022  |ngress :0.0.0.0/0 TCP 80,443 S1&(Ajt) ~ Eampies 502022

Description Optional

Maximum 255 characters
Resources Ingress Rules
Ingress Rules (5) | Eat | | Remove |
Egress Rules (1) B ination Port
~ Stateless~  Source IP Protocol Source Port Range Range Type and Code Allows
O Ne 000000 Tcp Al 2 TCP traffic for ports: 22 SSH Re

= mote Login Protocol

ICMP traffic for: 3, 4 Destination
. No 0.0.0.0/0 ICMP 3,4 Unreachable: Fragmentation Nee
ded and Don't Fragment was Set

| No 10.1.0.0/116 ICMP 3 ICMP traffic for: 3 Destination Unr

‘eachable
| No 0.0.0.0/0 TCP 80 All TCP traffic for ports: All
| No 0.0.0.000 TCP 443 All TCP traffic for ports: All
‘ 0 selected

| 1% 2,417 | Security List 8%
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5) HiAX(Bastion) SAES A5t HO B=(Security List)g &%

Create compute instance

Create an Instance to deploy and run applications, or save as a reusable Terraform stack for creating an Instance with Resource Manager.

Name

Bastion host

Create in compartment

L g

Placement Collapse

The availability domain helps determine which shapes are available.

Awvailability domain

AD 1
fHO:AP-SEOUL-1-AD-1 e

25 Show advanced options
==

Primary VNIC information GCollapse

A virtual network interface card (VNIC) connects your instance to a virtual cloud network (VCN) and endpoints in and outside the VCN. Having a
public IP address is required to make this instance accessible from the internet.

VNIC name Optioral

Primary network

© Seloct existing virtual cloud network Create new virtual cloud network Enter subnet OCID

VCN in (Change compartment)

| HUB VCN v
Subnet

An IP address from a public subnet and an Internet gateway on the VCN are required to make this Instance accessible from the internet.

© Select existing subnet Create new public subnet

Subnet in * @ (Change compariment)

<>

Public Subnet (regional)

| 23 2.4.18| QUAEA HH
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- HiAZX(Bastion) SAES| HOt 22(Security List)d| TCP SSH E2iHES 32512 AH
Default Security List for HUB VCN
Instance traffic |s controlled by firewall rules on each Instance In addition 10 this Security List
Maove resource | Add lags Terminate
Security List Information Tags
OCID: _.oy7yBa Show Copy Compartment:
Created: Tue, Jul 2, 2024, 00:32:02 UTC
Ingress Rules
Source Port Destination Port
Stateless +  Source IP Protocol Range Range Type and Code Allows Description
- TCP traffic for ports: 22
No 0.0.0.0/0 TCP All 22 ‘SSH Remote Login Prot
ocol
IEMP traffic for: 3, 4 Des
tination Unreachable: Fr
No 0.0.0.00 ICMP 3.4 agmentation Needed an
d Don't Fragmen! was S
ol
No 10.00.016 IMP 3 b
0 selected Showing 3 items ¢ 1of1 >

| 1% 2,419 Security List 8%

- [VCN] https://cloud.oracle.com/networking/vens?region=ap-seoul-1

- [Bastion host] https://cloud.oracle.com/compute/instances?region=ap-seoul-1
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SAMHIA HOF 2| N ¢ 2. HEQS #2|

=S80 &8 SUREUR

1 \WE
T I g
L5 MEWI A PRA U Y SUOC HUS SO LRY UEYS P Al A IPRO S
- 2OIZ 2S5, RIP K52 X100 Bit
o\ My
71802 Hetg HEGIOOF STt

o SRAPE B U UEY YEYT 78 A ARLIPS Hoftn
1) QIE{ HOIERI0l, NAT HOIESI0| S B 7152 Saf ALIPRO 2 P 2
S0l et 271N HE 3

2) A2 1P EY E

S22 A
1) CIES! HIO|EY0], NAT AHO|EQI0] & & 7|52 2ot AtE IP B0 2 P 22| 43
- 0CI9 &2}0|8! MEUlI(Private Subnet)d||

!

il
e
1>

OIAEIAZ MAMGIH Z0I |P(Public IP)E

-

UEE 2AZN US

Create VNIC

VNIC |IP addresses

Private IPv4 address
Manually assign private IPv4 address

© Automatically assign private IPv4 address

Public IPv4 address

| | Automatically assign public IPv4 address
If you're not sure whether you need a public IP address, you can ahways assign one later.

You must select a public subnet to assign a public IPv4 address

| 212 2511 VNIC 44
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2) AR IP BT SEl0f Thet 37|K HE 2
o 7k AHe Z2AAH) ‘8 — ‘Networking — ‘Virtual Cloud Networks” — ‘VCNMEH —
‘Virtual cloud network details’ — ‘CIDR Blocks/Prefixes’

- CIDR Blocks/PrefixesOlA| Private I[P Address RageZE A& L 30l Jis

- Compute — InstancesOilA] MESH AIEME(Compartment)2| MA| =Z0|A Private IP

0!

ral
ofor
jo
o

- Actions(Table settings) HI=0IA X 2 &=8 FIH/ANGIEZE XY

s+
Name ‘ State ‘ Private IP ‘ Shape OCPU count Memory (GB) Availability domain Fault domain Created
FSS_perf_test @ Stopped | 10.0.1.226 VM.Standard.E4.Flex 4 64 AD-1 FD-2 Tue, Nov 21,
instance-20240205-1026 @ Stopped | 192.168.0.199] VM.Standard.E4.Flex 1 16 AD-1 FD-3 Mon, Feb 5,
instance-20240205-1030 @ Stopped | 192.168.0.200 VM.GPU.A10.1 15 240 AD-1 FD-1 Mon, Feb 5,
instance-20240213-1603 @ Stopped | 10.0.1.142 VM.GPU.A10.1 15 240 AD-1 FD-1 Tue, Feb 13,
instance-20240308-1608 @ Stopped | 10.0.1.120 VM.Standard.E4.Flex 1 16 AD-1 FD-1 Fri, Mar 8, 2
netperf_test @ Stopped | 10.0.1.250 VM.Optimized3.Flex 10 140 AD-1 FD-3 Thu, Feb 15,
ubuntu router @ Running | 10.0.0.117 VM.Standard.E4.Flex 1 16 AD-1 FD-3 Tue, Apr 30,
ubunitu_client ® Running | 10.0.2.105 'VM.Standard.E4.Flex 1 16 AD-1 FD-3 Tue, Apr 30,
bu Servel @ Running | 10.0.0.130 VM.Standard.E4.Flex 1 16 AD-1 FD-3 Tue, Apr 30,
 ————SS——————_—_—SSSSSSSSSSS—S————————SSSSSSSSSSSSS— 00
9 selected Showing 9 items  { 1of1 »

| 12 2521 Private IP

rot
dlot
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(>

o

OCl 228) ‘& — ‘Networking’ — ‘IP management’ — ‘IP Address Insights 0l VCN LHOf|

2 HERI MEHL 2AAS EOIS HHZ 20lE - US

Networlong » IF mansgement » IP Address insights

P management |P Address Insights
IP address insights across your ienancy with hisrarchical visibelty info VGN, subnels and Individual resources, and ability 1o review 1P conficts, preflx uliization leved, etc. centrally for ease of IP
Ove admintsiration.
rview
Reserved putiic IPs Last updated: Tue, Jul 8, 2024, 09,3093 UTC
BYOIP Claar () Enter keyword Search
Pubiic (P pools
Resource = | Resource Type CIDRIPrefixiP Utitization (1) Overlaps DNS Domain & Hos
IP Address Insights
> Detaull WCN VGN 10.0.0.0'18 L% A\ soveriaps defaully... Show G
Filters \mmﬁm
S Defaull VON(Intemetgateway) VEN 1000018 Q0% A soveraps defaulty. Show Gt
Soarch rosults (1)
Commiia ssiascly resils M Showsl v HUBVCN VEN 10.00046 0.01% A Sovertaps Pubwen. Show Co
subnels and resources
Cisaa) Privale Subnet Subnat 10.02.094 l 117% = privates. , Show o
| BIQIE \ v Public Subnat Subnet 10.0.4.0124 | 1,56% N publicsu... Show G
Uirzation greater than or equatto. () Resaurcet Resaurce 10.0.1.122 (VNIC: Baslion host) - - Baston-,., Show C(
o 3 I~ -
" v SPOKEVCHN VN 10.1.0.048 LAGES = spokevon.. Show [
Adddress type
& Privale Subnet Subnet 1012024 ! 1.97% - privales... Show G
v Public Subogt Subnet 10.1.1 024 ' 150% - publicsy... Show ©
Resourcet Resource: 10.1.1.104 (VAIC: Pute WebServer) - = publicw,.. Show Cx
y tkevoreguick-clusler|-35460187  VON 10.0.0.0(46 002% A\ Soncaps cluster!.. Show Gt
¥ von-20230301-Fuzzing-Autonomous VOGN 1000048 = A\ Soveraps ven03070... Show 1
3 20240415 VGN 10000016 001% A\ 5 oneitaps ven20240.,. Shaw 1
4 »
| 7% 253 IP Address Insights

- [VCN] https://cloud.oracle.com/networking/vens?region=ap-seoul-1

- 22|t X}t k= VCN MEf — Virtual Cloud Network details — CIDR Blocks/Prefixes
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o (OCl 2%) 8 — ‘ldentity & Security’ — ‘ldentity’ — ‘Domain’ — ‘=021 MEH — ‘Users’
— ‘Create Group 0ilA 0|2Xte] HetH(Dev, Ops, Sec &) 152 MMotl!, Zt 250 St

HBIS 204 Tfs
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al
=

2

=

5t

el

=

Create group Help
Name
| TEST IAM_GROUP ‘
Description
| TEST IAM_GROUP ‘
|| User can request access
Users Optional
Select users to assign this group.
| Q == X
s ‘ First name Last name Email
_= g s Doracle.com
- - pmpE——=oracle.com
s il luliDracle.com
i Fm 0wl N Eigoracle.com
s . =3 EEoracie.com
e - [ oracle.com

Create Policy

Name

‘ TEST_IAM_Policy

Na spaces. Only lefters. numerals, hyphens, perieds, or underscores.

Description

‘ TEST_IAM_Policy

Compartment

‘ = (root)

Show manual ed

Policy Builder

Palicy use cases

Common policy templates

~
~

Data Lake

‘ Let Data Lake Admin to create and manage Data Lake

Rl —

Database Migration Service

© Groups | Dynamic groups

Location

Database Management

‘ TEST IAM_GROUP

2 ‘ = (root)

Email Management
Events L
f
Functions

of
GoldenGate Service

Key and Secret Management i

Data Lake 5

>''TEST IAM_GROUP" to read users in tenancy

2''TEST IAM_GROUP' to manage palicies in tenancy

>/ TEST IAM_GROUP' to [TENANCY_INSPECT} in tenancy
2 TEST IAM_GROUP' to manage lake in tenancy g (root)

allow group _'I'TEST IAM_GROUFP' to manage data-catalog-family in tenancy ki wfl (root)

allow group " IREEEFESES TR TEST IAM_GROUP' to inspect data-catalog-family in tenancy

|IE 3 A SE0A A
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o (OCl 28) ‘& — ‘ldentity & Security — ‘ldentity — ‘Domain’ — ‘=HQl MEH —
‘Groups OflA Z&¢| HRE e 5= Aot offd 0| AH|A 2F0IM HQECE 4F

- 2l Bkt 5 ddotd, el &SRS oid 280 Y

—

= ORACLE Cloud it a =
Create group @i

Nama
| Tenancy Agmin

Peseriptan
| Tenancy Admin

| User can request acress

Ussis: Cppliesal
Eedect usem to assign this group.

O I X

Shawing 2 umers  { Page 1 »

| 12 3.1.2 | Create Group

- EfAA] &2|XTenancy Admin) 2180 2& Het B¢

- [ OAl] “Allow group (& O|E) to manage all-resources in tenancy’

Create Policy

Name

‘ TenancyAdmin

No spaces. Only lefiers, numerals, hyphens, periods, ar underscores.

Description

‘ TenancyAdmin

Compartment
~

| it (000)

Policy Builder ~ Show manual editor ‘)

IAIIow group "OracleldentityCloudService'/ Tenancy Admin' to manage all-resource in tenancy I

name] where

Example: Allow group [group_name] to [verb] [resource-type] in

25 Show advanced options

| 7% 312 3™ MH(Create Policy)
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r

Groups in OracleldentityCloudService Domain

‘ Q) Search by group name or description. ‘

Create group | More actions

Name

Description ‘ Created o

Tenancy Admin Tenancy Admin

Sun, May 19, 2024, 14:25:34 UTC

| 7% 3131 18(Group) AN stH

- https://cloud.oracle.com/identity/domains/overview?region=ap-seoul-1
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=F8EA 1+ ORACLE

AEHS 7IE
2P AHIAS 08
3.2 O|2XIE QI ALt & =
xt o E R0 S

g
St UHOIZKNY 915 U2

L\ uY
o SURE MHIAE 0|8dt= AXHOIBANYE 21T HE FO0GI00f olH, R Al F/IRISS
HESH 4= QIOoF SiCt (FAIH L)
1) IAM(Identity and Access Management) 7|5 S& 0|20o10] 0|2A1H QI54H M
2) 9% S2E0] M2 MFA F7} 2IB(0TP, HO|Q 215 §) 13
L2 M
o (OCl 28) ‘& ‘Identity & Security’ — ‘ldentity’ — ‘Domain’ — ‘=@ MEH —
‘Security’ — ‘Two—factor authentication’0flA| 2154 (Mobile-app, Phone, Email &) &=

20{ Jt5

Identity » Domains » OracleldentityCloudService domain » Security » Two-facter authentication
Security Two-factor authentication in OracleldentityCloudService Domain
Terms of use Mobile app ‘ Phone number Security questions Email Duo security FIDO passkey authenticator
Administrators : s
Mobile app settings
Adaptive security
Configure the mobile app settings for MFA.
Identity providers
1dP policies v Passcode policy ®
Sign-on pelicies Passcode length Hashing algorithm
Network perimeters ‘ 6 ‘ ‘ SHA1
ite:
fPpgateways Passcode generation interval (seconds) Secret key refresh interval (days)
Account recovery ‘ 30 ‘ ‘ 60
MFA The time interval should be in muttiple of 30
Two-factor authentication
OAuth
Delegated althertication ~ Notification Policy
Enable pull notifications ()
Allow the moebile app to pull any pending notification requests
2l o 2 = ALC} Y
| E 320 M 0|IZAE 25 +H RO
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o (OCl 22) ' — ‘ldentity & Security’ — ‘ldentity’ — ‘Domain’ — ‘EH|Ql MEH —
‘Security’” — ‘MFA'0A OfE QIB(MFA) HH0| 7ts

Identity » Domains » OracleldentityCloudService domain» Security » MFA

Security Multi-factor authentication (MFA) settings in OracleldentityCloudService Domain
Terms of use
Factors
Administrators Select the factors that you want to enable. What are the different MFA factors?
L || Security questions Email
Adaptive security Configure security questions. Configure email settings
Identity providers ==
Bl Bypass code || DUO security
IdP policies ‘Configure DUO security,
Sign-on policies Fast ID Online (FIDO) passkey authenticator
N rk perimeters Configure FIDO passkey authenticator
App gateways Phone number
Mobile Configure phone number.
Account recovery Configure mobile app passcode.
MFA g ,
Mobile app passcode Text message (SMS)
Two-factor authentication B o -
Mobile app notification | | Phone call
OAuth

Maximum number of enrolled factors

| 5

Delegated authentication

Enter the maximum number of factors 2 user can envoll in.

Trusted devices
n Enable trusted devices
If checked, rusted devices wor't require the user to provide secandary authentication each time the user signs in.

| I 322 tE UBMFA) 23

- https://cloud.oracle.com/identity/domains/overview?region=ap-seoul-1
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DENCES

o (OCl 2%) '8 — ‘ldentity & Security’ — ‘ldentity’ — ‘Domain’ — ‘=021 MEH — ‘Users’
— ‘User list — ‘AX MEf' — ‘More actions’ — ‘Delete or Deactivate’ A QIAHZAOQ]

HIMSE O|2Xt0| HAMS AGHAHL HIEHSKDeactivate)d & US

% - P a3
Identity domain Users in L& p;ﬂmjﬁ Domain
Overview ‘ Q Search by user name, first name, last name, or email address
Users
Groups
Dynamic groups || | Userna Import users S Email Lastaccess
i Export
Integrated applications e dve (S pESEEracle.com Mon, Mar 4, 2024, 14:22:51 UTC
i M Export all users
Dtecie Ciotd Serviees O — fve e e smfieiracle.com Wed, Feb 21, 2024, 01:23:01 UTC
g0 = Activate [ »
] =maw stive e il cOM Thu, Feb 1, 2024, 07:59:15 UTC
BEpoits — Deactivate )
(. ive i rmgmail.com Sun, Feb 4, 2024, 14:59:38 UTC
Security - o
- Resend invitation
. L1 m tive e wamanall.com
Settings -
o Reset password
Notifications ] - itive — COIT)
- Reset all passwords
Branding [ el itive IETET rom Fri, Jan 12, 2024, 05:36:17 UTC
N Delete
] ey stive et com Thu, Jan 11, 2024, 10:42:16 UTC
Tag filters add | clear o
] s a———mer ® Active —————— COIT Mon, Jan 15, 2024, 04:55:11 UTC
no tag filters applied —t
[ ======n ® Active e ———| COM Sat, Jan 13, 2024, 05:20:08 UTC
(W @ Active i EE_—om

| IE 350 OI8A A 8H HYE
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o (OCl 22)

— ‘User list — HYH QX%

=M HE 22 — ‘Reset password’

UM 3 AE & ES 2

‘S’ — ‘|dentity & Security’ — ‘Identity’ — ‘Domain’ — ‘E=HQI MEH — ‘Users’

‘ Q) search by user name, first name, last name, or email address
[N} Username a ‘ Status ‘ Email Last access ‘ Created
= LR, 5 = W P @it s udcom  Thu. Feb28, 2019, 00:24:42 Wed, Feb2 View details )
h i R i . utc uTtc 2
Copy OCID /
0 B ol ® . g Tue, Feb 1, 2022, 14:05:04 Mon, May & %
| eeESsSSRsacle.com Iaciive e e=cle.com e uTC Reset password | *
- ‘ed, Feb 19, 2020, 08:10:18 Fri, Jan Delete
(O] eESSEEEDracle.com @ Active il S el zOM ‘IfJVTC‘ ’ ! UT'C b
- . e ws Bei@oracle.  Mon, Jul 17, 2023, 05:25:26 Thu, Oct 13, 2022, 07:06:52
] =g pege(@oracle.com @® Active = uTe uTe
™ il 5o @ Active s wgE—le.com Wed, Jan 17, 2024, 08:02:07 Wed, Sep 23, 2020, 06:02:27
- uTtc uTtc
O] "o com ® Active IR B Eracle.co Wed, Jan 31, 2024, 04:24:00 Mon, Jan 21, 2019, 04:32:39
= = uTc uTc
- ) Tue, Mar 5, 2024, 04:42:37 Wed, Nov 16, 2022, 02:52:07
El Ba SN s lsacie.com @ Active Emgsm smggmancle.com
- utc uTc
O = 7 o ® hdiive g s goracle.co  Mon, Mar 16, 2020, 05:56:17  Thu, Jan 24, 2019, 05:21:20
= uTtc uTtc
O = 0 @ Active mF = mgeracle.co !\L.;I‘?g, Mar 4, 2024, 00:48:41 :\JA-?E, Jan 21, 2019, 03:50:42

| 23

o API(CLIOIM '——user—id [text] DH7HHLE 0| AFRAL AX MM,

A

ol
T MO

5321 38 AE HIZHs #HYE

L

A S A SHE BHE

St
=

6l) oci iam user delete [OPTIONS]
# oci iam user delete —user-id $user_id

| 38 3.3.3]

0|8t AY SH HE

- https://docs.oracle.com/en-us/iaas/tools/oci—cli/3.37.11/oci_cli_docs/cmdref/iam.html

https://docs.oracle.com/en-us/iaas/tools/oci—cli/3.37.11/oci_cli_docs/cmdref/iam/us

er/delete.html

S\ =T AR

- https://cloud.oracle.com/identity/domains/overview?region=ap-seoul-1
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‘Identity & Security’ — ‘ldentity’ — ‘Domain’ — ‘=HQl MEH

1) (OCl 28) & —
Multi-factor 215 S F7}

— ‘Security’ = ‘MFA’0|AM Mobile, Phone(SMS), Email S

Hot Q4 S8
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Identity » Domains » OracleldentityCloudService domain » Security » MFA

Security Multi-factor authentication (MFA) settings in | s m s o s swmum Domain
Terms of use
Factors
Administrators Select the factors that you want to enable. What are the different MFA factors?
|| Security questions Email
CepiiveScoun) Configure security questions Configure email seffings
Identity providers -
iy Bypass code || DUO security
1dP policies Configure DUO security
Sign-on policies Fast ID Online (FIDQ) authenticator

: Configure FIDO authenticat
Network perimeters e

App gateways Mobile Phone number
Configure mobile app passcode. Configure phone number.
Account recove 8
| MFA / Mobile app passcode Text message (SMS)
Two factorauthentication Mobile app notification || Phone call
OAuth
Maximum number of enrolled factors
Delegated authentication ‘ 5

Enter the maximum number of factors a user can enroll in

Trusted devices
Enable trusted devices
If checked, trusted devices won't require the user to provide secondary authentication each time the user signs in.

Number of days a device can be trusted

‘15

Enter the number of days a device is trusted before prompting the user again for secondary authentication.

Maximum number of trusted devices
T

| 12 3411 MFA Settings 2tH

1. Mobile (Oracle Mobile Authentication) 215
(1) OMA ZHIY & CIRZE
- 2H7| QIB(2FA) S5 HAL 20 OMA ¥g ZHIY 7|7|0 Ch2=Est= At
- https://docs.oracle.com/en-us/iaas/Content/Identity/mobileauthapp/download-
mobile—authenticator—app.htm#download—-mobile—authenticator-app
(2) i H 7IE 2HIY 7|7] HSE
- Mobile app notification : 2HA Q15 Q& Al ZHIY 77|19 LEHUHAN 25 HES
EECICIRMES
— Mobile app passcode : Z2HIY 7|7|0jAf OTP Q1& ZEE &Qlst £, 215 o}HN| OTP
TEE Y=ol 21
- https://docs.oracle.com/en-us/iaas/Content/Identity/mobileauthapp/registering_
mobile_devices_with_oma.htmi#registering_mobile_devices_with_oma
(3) OMA H2|At 4 2|
- OMA = AREolH AE 27|, PIN #t2], &8 &2t 22 7le= e 25 884 =
US
- https://docs.oracle.com/en-us/iaas/Content/Identity/mobileauthapp/manage—or

acle—mobile—authenticator—app.htm#manage-oracle—mobile—authenticator—app
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Two-factor authentication in

Mobile app ‘ Phone number Security questions Email Duo security FIDO authenticator

Mobile app settings

Configure the mobile app settings for MFA.

v Passcode policy ®

Passcode length Hashing algorithm

E  sHAt 3|

Passcode generation interval (seconds) Secret key refresh interval (days)

30 | 60 |

The time interval should be in multiple of 39

~ Notification Policy

Enable pull notifications (@)

Allow the mabile app to pull any pending natification reguests

v App protection policy L=

App protection (@)

None

<>

~ Compliance palicy

Mobile authenticator app version check

|| Require latest updates

Block users from using an outdated zpp.

| 12 3.4.2 | Two—factor authentication A& 3™

=20
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2) (OCI 22) ‘& — ‘ldentity & Security’ — ‘ldentity’ — ‘Domain’ — ‘THQIMEH —
‘Security’ — ‘Sign—on policies’ — ‘Create Sign—on policy’
o 2HA - M 23921 HAH(Sign-on policy) THE7|

Sign-on policies in e &l Domain

In order to further improve the security posture of your tenancy, Oracle recommends that you keep multi-factor authentication (MFA) enabled for users with administrative privileges. See
OCI Security recommendations.
oo | B
(] | Name Description Status
|| Default Sign-On Policy Default Sign on Policy for Tenant ® Activated H
|| ds-policy TEST Policy @ Deactivated H
(] proxevi TEST @ Deactivated H
"] Security Policy for OC| Console The Security Defaults to secure OCI Console @ Activated H
[ fest TEST of Policy @ Deactivated
"] Test-Sign-on Policy. - @ Deactivated :
[ testaadf S @ Deactivated :
]t ttt @ Deactivated H
0 selected Displaying 8 policies < Page 1 >
(P=

Create sign-on policy

ST Add policy
Add sign-on rules
Name

‘ 20240327 MFA Policy

Add apps

Description Optional

Add sign-on rule

Rule name

Conditions

Speclfy all the conditions required by this rule and the actions performed when conditions are met.

Authonticating identity provider Optional

‘ Mobile App Passcode X

Thie icentily providers 1o use o aullienticate e user accounts evaualed byltis 1ule.

Group membership Optiorral

H OGI_Administrators X MI'A_[olicy_Test % |

Groups that the user MUt be a member of to meet the criteria of this rule

[~ Administrator

Require the user to be assigned to at least one administrator role to meet the criteria of this rule.

|| Keep me signed in
Keep me signed in must be enabled Tor the identity domain and the user must have an active keep me sign-in session present o use this condition

Fxelude users Opfional

‘ Select...

One or more user accounts to exclude from this rule.

| 121 3.4.3 | Sign-on Policy A4
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- Authentication identity provider — Mobile app passcode & AIH

- Group membership : 7|&0] ¥&E I&(Group)g XY

L\ T A

- https://cloud.oracle.com/identity/domains/overview?region=ap-seoul-1

- https://docs.oracle.com/en-us/iaas/Content/Security/Reference/iam_security_topic-ia

m_mfa_with_identity_domains.htm#iam_security_topic—iam_mfa_with_identity_domains
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AlHHS 1= LHE

SRRC JIAXI BRIAIAR] O|2X} 7HAKIS ZE|A|AS MO AM0| CHSH QHRSH 2701 HEIS

3.5 2791 = 3 £=Zol0{0F St}
0\ g
0 O|2Xt= THAYE 2A2| U 34 S0 CHSot7| IoH 7HaRM B A|AED A0 CHeh OtMet

2701 FEIS £5{0{0F BTt

1) 2701 QR0 T2 2otsH Het +8 S
e A
o (OCl 2&) ‘& — 'ldentity & Security’ — ‘ldentity’ — ‘Domain’ — ‘=@l ME" — “Setting’

— ‘Password policy — “MAst A= HA — ‘Edit password rules A QtFESH 27791

A 2 s

Edit password rules Help

Select the password policy strength

Simple H Standard H Custom v l

The following criteria apply to passwords:
Password length (minimum})

E |

Password length (maximum) Optional
| 40

Ne fimit if feft biank

Expires after (days) Optional
| 120 ‘

Account lock threshold Optional
E |

Enable automatic account unlock ()

Automatically unlock account after (minutes) Optional (E)

E |

Previous passwords remembered Optional @

* |

|E S50 BXE 3400 ti38ske AE He 2F
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AlgHS yIES L
SR TR E_k AE‘" O HX™ HA Al H|2IHS =
3.6 15 HUMS 7 23 © r'_" e _hl | |AR 27101 A1 MY Al HIZHE H2IS
+2ot0] HME5I0J0F it
L\ ug

g= =3

0 SHRE TSR EeAAE F2 Jkse A dd Al Qe HIZEE AlE Eiol0]
MEol0{0F ST,
1) HMIBXE7E

UHS Ky A

It

A exg 4+ o

rr
=

DENCES

o (OCl 22) ‘& — ‘ldentity & Security’ — ‘ldentity’ — ‘Domain’ — ‘=21 MEH — ‘Setting’
— ‘Password policy’ — “MAst AE FAM' — ‘Edit password rules 0|A] HIHHS A

A 2 s

defaultPasswordPolicy

Password information ‘

Name: defauitPasswordPolicy
Description: Default out of the box policy
Priority: Not applicable

ACTIVE

Resources Password rules

B | est password poiicy

Password rules

Custom password policy

The following criteria apply to passwords:

Password length (minimum): 12

Password length (maximum): 40

Expires after (days): 120

Account lock threshold: 5

Automatic account unlock: Enabled

Automatically unlock account after (minutes): 30

Previous passwords remembered: 4

Passwords must meet the following character requirements:

Numeric (minimum): 1

| 12 36,1 | O|2At HUHS MM &I
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AEHS 7|E L
22IREE E5l /I ¢ MHE 2Yol= 4L ™2 AHS
37 '3'7“%%!*1”" ’é,"E 71'@ I‘"CEI’_I‘ xE |'T =2 o H o Ho = 1H-|E o |'_ oT Hi IoE

\ Mo
o 22RE 2EZ Eoll S/ME ¥ MHE 2Yol=s 4% B2 AES MESHA Mietott{0F ottt
1) A- &2 7152 Eof 2718 ¢ MBI M2 JIst A-EE 1018 206t 22|
2) 20 € MHO| HZ 7IsSt A™OR 201 Al FIRIZ 4H M2 S

\ 24 M

0
ro

o (OCl 22) & — ‘Compute’ — ‘Instances’OlA Z/ME ¢ MH QIAHAZ

HUEHE(Compartment)E 4&otil, 0|2 s HIUIEHUEN AAHAS Y

ORACLE Cloud Search resources, scumentation, and Marketplace

Create compute instance

Create an instance to deploy and run applications, or save as a reusable Terraform stack for creating an instance with Resource Manager.

Name

‘ instance-20240517-1036

Create in compartment

‘ [Search compartments - ‘
= mp— (rOOt} e = ‘
©om  mpartment —EJH% -E!kiH'l ?'_?'%

- =

“mbs-manuf Al %E %—"mEﬂE
5 - - gk]
B e -

“mmmmmssompartmentForPaaS
Cmmmmeznt-Agents

B ®
w
1

N -
@ % B RY_COMPARTMENT TO BE DELETED
“  ExclusiveCompartment .

Security Edi

Shielded instance: Disabled

CIE 3T SHE ¥ M 4

74



LR

1 ORACLE

= ORACLE(

Create group

WehSarver_Ops_Group:

WebSenver_Ops _Group

User can rmougst access

Users Optional
Selerd users o assign thisgroup.

Showng2users  { Paget 3

| 02 372 ¥ M H2XE 9

ol

ot 28

r

al
=<

AMEX XIE

Create Policy

Name

‘ WebServer_Ops_Policy

No spaces. Only letiers, numerals,

Description

hyphens, perieds, or underscores.

‘ WebServer_Ops_Policy

Policy Statements

Allow group 'OracleldentityCloudService'/'WebServer_Ops_Group' to manage compute-management-family in tenancy il (root)

Compartment
e oot ry
Policy Builder ~ Show manual editor C’
Policy use cases Common policy templates
Compute Management 2 ‘ ‘ Let admins manage Compute instance configurations, instance peols, and cluster networks a
Ability to do all things with instance configurations, instance pools, and cluster networks in the selected location.
Identity domain © Groups  ( Dynamic groups Location
| OracleldentityCloudService = ‘ ‘ WebServer_Ops_Group & ‘ ‘ === = oot) Z

g ¥
Hu2

| 23 3.7.3 |

#elok=

o A

M M

o=

A X

= O

AMEAHIE)0| siE HIEHE(Compartment)dilA HetS X2
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MEIEs TR0 CHoAE 253t Hg
1) 22t9Co| 7| Ba| MHIAZ S8 CS

2) 2a19C0| 7| B2 MHIAZ S5 0

3) OIZAP} 2 HSH= Key2 UB3l S

2 A

1) 2EREQ| 7| #2| MH|AE Eol CSP AIRIAtel &2l KeyE U535}
o (OCl %) ‘& — ‘Storage’ — ‘Object Storage & Archive Storage’ — ‘Buckets’ — ‘Create
Bucket' & MEHSH S '@2}2 #2|H 7|(Encryption using Oracle managed keys)E& X|&56H0

CSP AtRdALS] el 7= HOHE &

—
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= ORACLE Cloud a South Korea Central (Seoul) v/ 0

Create Bucket

Bucket Name:

N bucket-20240507-1433

Default Storage Tier
© standard
_ Archive

‘The defauit storage tier for a bucket can only be specified during creation. Once set, you cannot change the siorage tier in which a bucket resides. Leam more about siorage fiers

|| Enable Auto-Tiering
Automatically move infrequently accessed objects from the Standard tier (o less expensive siorage. Leam more

| Enable Object Versioning

Create an object version when a new object is uploaded, an existing object is overwritten, or when an object is deleted. Leam more

| Emit Object Events
e based on object \ges using the Events Service.

| Uncommitted Multipart Uploads Cleanup
Create a lifecycle rule to delete muttipart ider than 7 days. Leam more

Encryption
© Encrypt using Oracle managed keys
Leaves all encryption-related matters to Oracle.

_ Encrypt using customer-managed keys
Requires & valid key from a vauit that you have access to. Learn more

Resource logging

Enable resource logging to allow resource tracking, troubleshooting, and data insights

o Resource logging disabled

| 212 4111 Oracle managed keyE %t &53st

2) 2CIREQ| 7| #| MHIAE Salf 0|EXt 22[d Key YSst
o (OClI %) ‘& — ‘ldentity & Security’ — ‘Key Management & Secret Management” —
Vault' OilA Z|= OtAE 7|12 Mde & UCH, 0|t 7| ESE 3t of=H0/AZEY 0, Y53t

gielE, 71 20| d8 S48 HE

rol

and Marke South Korea Central (Seoul) \/

Create Key !

Create in Compartment

‘_ . (root) bl

Protection Mode (D)

Key Shape: Algorithm (® Key Shape: Length

AES (Symmetric key used for Encrypt and Decrypt) o3 ‘ ‘ 256 bits $ ‘

|| Import External key

Create a new key by importing a wrapped file containing key data that matches the specified key shape. For more information, see Importing Keys.

25 Show advanced options

| 12 412 Key ManagementZ £%t Master key A
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FEE0F o8 SLHRCLATEAMH|A HOP Ha| M | 4. UE 7| #e
-2 7|2 &8510 Autonomous Database, OCl Function H|0|E 53t
Descriphion
| Finansial Security Agency |
Encryption Key in BEENSEN (root) (1) (Chanos compartment)
|"l"“_li=!' :|
Automatic secret generation Manual secret generation
Use auto secret generation ko aulomatically genaraie the secrer Lse MAanuial SECret GENeraton 10 MAnLaty provice e SEcre oven,
content.
Generation type (&
|Paasm :|
Gengration comtext (£
|seuasmpesswaru 3|
Secsst mngth. (3
| 1" |
Secsst format. Optional (3}
| SGENERATED PASSPHRASES |
Secret rotation
Ttz systenn ypss CGpfeantsl ()
| {Shared and D g
Target system id (5
| |
B cooble euto ofaon (71
Rotatsn nterval (0
| & mondres c.
| 1% 4.1.3 | Secret rotation A%
- &2 7|12 2010 Object storage HI0|H AS3t
documentation, and | South Korea Central (Seoul) \/ D)
Create Bucket Help
Bucket Name
bucket-20240507-1225

Default Storage Tier

© Standard

~ Archive
The default storage tier for a bucket can only be specified during creation. Once e, you cannot change the storage tier in which a bucket resides. Leam more about storage tiers

Automatically move infrequently accessed objects from the Standard tier to less expensive storage. Leam more.

Enable Object Versioning

Enable Auto-Tiering
Create an object version when a new object is uploaded, an existing object is overwritten, or when an object is deleted. Leam more

Create automation based on object state changes using the Events Service.
than 7 days. Leam more

Emit Object Events
Uncommitted Multipart Uploads Cleanup
Createa delete
Encryption
_ Encrypt using Oracle managed keys
Leaves all encryption-related matters to Oracle.
© Encrypt using customer-managed keys
Requires a valid key from a vault that you have access t0. Leam more
Vault in [ ¥ (root) (Change compartment)
sw 2 ‘
Master Encryption Key in EjE=i (root) (Change compartment)
hym_key 2 ‘
=1 nl |3 |E EE?.;I-O:I OI';;I-
| IE A A HEY TIE 2ESHH Bucket A28
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3) 0|8t & #2lot= Key2 233t
o (OCl 2%) ‘& — ‘ldentity & Security’ — ‘Key Management & Secret Management’” —
‘External Key Management” — ‘Create Vault Al O|2X7} 2UE0A ZE|=E= 7|12 2F

288 4 T2 X

= ORACLE Cloud  se South Korea Central (Seou) v [5] 2 () @

Create Vault @

+ Register third-party key management system as confidential resource App in IDCS. Leam more.
« Create external vault in External Key Manager and register KMS client application id.

Pre-requisites
« Create Private Endpoint in OCI KMS.

Name

Create in compartment

S (root) 2|

IDCS Account Name URL
Hittps:// ‘

Key Management Vendor

Thales 2 ‘

Client Application ID @

Client Application Secret (@

Private Endpoint it (Change

No data available. Please select a compartment with vaild private endpoint e

External Vault URL

Hittps:// ‘

25 Show advanced options

| 12 415 8 7| #2|(External Key Management)

NS - P\

oo

- [H2 A4 Al YS3H
https://cloud.oracle.com/object-storage/buckets?region=ap-seoul-1

- [Key Management & Secret Management]

https://cloud.oracle.com/security/kms?region=ap-seoul-1

- [External Key Management]

https://cloud.oracle.com/security/external-hsm?region=ap-seoul-1
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42 A4S 7| &2| ot 8 ASSt 7|5 0|8 Al &S 7| &2|LOrS SO0 St
\ Moy

o 953 Jls 012 Al UB 7| B2 YotS AFSI0I0F BiCt

1) KMS(Key Management Service)g St &Sst 7| 4ot (MY, HE, 17| 8)
2) 2URE MHIA HSAZE 2Y MESots LSs7| 012 Al HEsH Ha|wor 3
3) 7| MBI 47 U US 7| 9F SO ThST 4 UES 7| AK U KNS B Tls 4
4) MAlSH UBEIIS OESPI BT 4 QU WOt 28 S
2 M
1) KMS(Key Management Service)E St Y535} 7| 22| Yot fE((MY, HE, I7| 5)

o (OCl 2%) ‘& — ‘ldentity & Security — ‘Key Management & Secret Management’ —

Vault’ — ‘Vault Details’ 0N 253} 7| MM HZA(Rotate), H7|& &= U2 K¢

swW

EditName | Addtags | Move Resource \

Vault Information ~ Tags
|

General information

Compartment: spast=a=* (root) Virtual Private: No

Endpoint:

ACTIVE OCID: ..3j6flq Show Copy
Created: Mon, Jan 16, 2023, 10:02:38 UTC ks gpasu
ZLoracledloud.com (&)
HSM Key Version Usage: 3 () —

management kms.ap-

Software Key Version Usage: 2 ()
1oradecloudcom (D)

Resources Master Encryption Keys in mgasksmat (root) Compartment
Master Encryption Keys I | olBst 7| AA
Caod Name ‘ state Protection Mode (7) Algorithm Created
List scope hym_key @ Enabled HsM AES Tue, May 7, 2024,
@ Enabled Software AES Sun, Apr 21, 2024,

Compartment

| 08 427 ¢35 7] MY
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- LS 20 ol Wt f2st 7|19 3 FIIS dol| 7| wA|(Rotate)S HE

Master Encryption Keys in igatn t (root) Compartment

Name ‘ State Protection Mode (7) Algorithm Greated -
hym_key ® Enabled HSM AES Tue, May 7, 20% View Key Details
| 7
= @ Enabled Software AES Sun, Apr 21, 2¢ Copy OCID / :
=8 7 @ Pending Deletion Software AES Fri, Apr 19, 2* Rotate Key | N
[ @ Enabled HSM AES Mon, Jan 16,2 Disable n
Showin Move Resource ;
View tags [l
Add tags
Delete Key

| 8 420 2453t 7] HA(Rotate)

- S SHO0| AREUAL MEoHK| e 7IE F/IMLE dEof, ER0| Mt fs9

3

ol

AL HGHOF

O

H71E

Master Encryption Keys in g hemnt (root) Compartment

Name ‘ State ‘ Protection Mode () Algorithm Created -

hym_key @ Enabled HSM AES Tue, May 7,20 View Key Details | ¢

0 1 @® Enabled Software AES Sun, Apr 21, 2¢  Copy OCID {_

P @ Pending Deletion Software AES Fri, Apr 19, 20z Rotate Key n

" . @ Enabled HSM AES Mon, Jan 16,2 Disable B

Showin| Move Resou ;

View tags i
Add tags

[ Delete Key |

| E 425 Azet 7] AH|
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2) 2RE MHIA MSAE 2E MSotks Y2st 7] 018 Al HES #2| Eet -

- O 57kX| Yoz @22 SRS/t MiZots =et 7| 0|8 Al &2 et 7|

M
i
HI
fol
0
2

[7] 4d] =95t H0[EQt AARS HSEYE o Qs ZJHst ASst LU2ES

AE(AES-2568 st Y1E2|E X|F)

[7] WY F7] 22]] 7|2 M, 2ds), Hgdst H7| § 7|9 oH =8 F7|1E2 Felsti!

|
@ 7| H2 Mo

[H2 MH] OCI 220N 7] 22|t 2= IAM HHS MY (W2 801 EY J50|Lt

AR 7|12 Mot 2 = UESE HEH
® 7| A2 2UHE ¥ =2

[ZAF 23(Audit Logs)] OCl Audit AHIAZ ARSI 7|9 AR 0[S 7|25l

DUHEF S MY, B2, A8, AH 89 2= 858 212 )

[OJHIE =] OCI O|HIE(Event) A{H|AL| 22(Notification) AH|IAZS GAGH 7|2 2=
S2ct OHIE &M Al L. OIE S0, 7(9 HIZHHQ! B2 A=E ZLEHIH! YES
S = U
@ Ho|H 2Yz3t

[Hlo|E 253t ME] OC| 7| 2l(Key Management) AH|A0A AMASH 7|2 Ar26H0

ME Ho[Et ME& H0|HE =3t

[SAH MHIA ARE] 2212 OHlO|HH[0|A, 25 AEZX|, QEME AEZ|X| S OCI

MHIAOM HiSoh= 712 Ysst 7IsS A8
® HorgM 3 A8E

[7#d =] HIPAA, GDPR, PCI-DSS S1 Z2 MY A™S F4617| Lol LSt 7]
2] BXE 43 (8 & Q7AR0N T2t 719 2t X, M2 Mo, AN S7ARS

22))

—
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3 7| A 7|17 HF 2 25 7| RE S0l UiSY = U=F 7| AN ¥ MM A 7|5 15
o (OCl 2%) ‘& — ‘ldentity & Security’ — ‘Key Management & Secret Management’” —
Vault’” — “Vaults in (root) Compartment’ — ‘H% 7| MEf' QEX M7 HES Z2I6t 7|

= =27
AR 2 HEES e 71 ZHOM & £ UEF AH

HEM Key Version Usage: 3 (7) RO -
Software Key Version Usage: 2 (i) management. kms.ap-
seoul-

Master Encryption Keys in I (root) Compartment

Create Key

state Protection Mode () Algorithm Created -

Name
hym_key @ Enabled HSM AES Tue, May 7,20 View Key Details | :

Sun, Apr 21, 2¢ ©opY OCID

Mon, Jan 16,2 Disable

Saftware AES Fri, Apr

e .

Showin  Move Resource |
View lags

Add tags

|

| IE 4240 ddst 7] MR R 7| HE
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4) MASEt 153} 7|3 OHMSHH HEE & QU= Wot 48 S

o (OCl 2%) ‘& — ‘ldentity & Security’ — ‘Key Management & Secret Management’” —
Vault OlA S35t 7|82 QNS Ea#e 4= QU= Protection mode XIS
- 455t A AJAEl(Database, Object storage §)0t W2 80| W2} R3S Protection

modeE MEISIH S 7|8 EEe o UEE XH

Create Key

Create in Compartment

| ll® (root) < |

Protection Mode (©)

| HsM 2

Software |
g 1

Key Shape: Algorithm @ Key Shape: Length

| AES (Symmetric key used for Encrypt and Decrypt) ks ‘ | 256 bits = |

v

| Import External key

Create a new key by importing a wrapped file containing key data that matches the specified key shape. For more infarmation, see Importing Keys.

<5 Show advanced options

| 72 425 &8 7| Protection mode

- [Key Management & Secret Management]

https://cloud.oracle.com/security/kms?region=ap-seoul-1
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1) &S 7| B2 MHA Z2|Kt HEE xA QI
SUEY 23

o (OCI %) ‘& — ‘ldentity & Security’ — ‘Domain’ — ‘Default Domain’” — ‘Groups’ —
‘Create Group’ Ol 3535t 7| &2| MHIA XS ZA QIHOZ M

o (OClI 28) '8 — ‘ldentity & Security’ — ‘Policies’ — ‘Create Policy’ilAl Policy builderE
£dll Policy use case, Common policy templatesS At2ot0] Z|A CINAH LS5 7| 22

MHIAS] &R} Hots XZY = US
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- QS5 7| MR XM 5t AFRKF 12 MY

|dentity» Domains » OracleldentityCloudService domain » Groups
Identity domain Groups in OracleldentityCloudService Domain
Overview Q) |search by group name or description.
Users
Groups Create group ‘ More actions «
Dynamic groups i Name Description
Integrated applications | KeyManagement OCI Key Management
Oracle Cloud Services |
| | Webserver-group -
Jobs
|| MEA_Policy Test -
Reports
|| TESTIAM_GROUP TEST IAM_GROUP
Security

| A3 Ysst 7| #e| MH|A #E|RE Aot 2F

- 5Ot Z2|XI7t Vault, Key, Secretsg &2|& 4= UTZ2 ol

. Identity » Domains » OracleldentityCloudService domain » Groups» Key Management

Key Management

Editgroup || Addtags [EREELS

Group infarmation Tags

OCID: .. kkeoba Show Copy

Name: Key Management
D P OCI Key Manag
User can request access: No

Resources Users
Users PES I LTSl Remove user from group |
Inisgreded appii-ationg Username Display name Title Email
] I ————————
[ | IBM_TEST |
D selected

| Z1E1 432 Policy Builder #2|Xt #8t X|IH
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Create Policy

Name

I KeyAdmin

Mo spaces. Oniy letiers, numerals, hyphens, peniods, O Underscares.
Description

. Managing Encryption Keys

Compariment

| (o)

i3

Palicy Builder ~ Show manual editor (|
Palicy use cases GCommon policy templates

Key and Secret Management o Let security admins manage vaulls, keys, and secrets

-~
-

Abliity to do all things with the Vault service in the selected location. This makes sense if you want to have a single set of
admins manage all the vaults, keys, and secret components (including secrets, secret versions, and secret

bundles) in the selectgd location,

Identity domain © Groung Dynamie groups Location
OracleldentityCloudService 2 | | Key Management S| | I (root) <
Policy Statements

Allow group 'OracleldentityCloudService'/'Key Management' to manage vaults in tenancy [ (root)
Allow group *OracleldentityCloudService'/'Key Management' to manage keys in tenancy [ (root)

Allow group 'OracleldentityCloudService'/'Key Management' to manage secret-family in tenancy - (root)

| 121 4.3.3 | Policy Builder 2|kt H3t XN

- o153t 7| BRI et 20| AR

KeyAdmin
‘ Edit Policy HiAddtags ‘

Palicy Information Tags

OCID: ...ghteogqwa Show Copy

Compartment: 7 (root)
ACTIVE Description: Managing Encryption Keys
Created: Tue, May 14, 2024, 04:44:59 UTC

Resources Statements

Statements Edit Policy Statements

Allow group 'OracleldentityCloudService'/'Key Management' to manage vaults in tenancy

Allow group 'OracleldentityCloudService''Key Management' to manage keys in tenancy

Allow group 'OracleldentityCloudService'/'Key Management' to manage secret-family in tenancy
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2) AEAPL WEsh= 2 7|0l Ee MEXIE XIS = QU0{0F 5tH, ZH 22404 M2} E|A5te)
A5t 20| 5
o (OCI %) ‘& — ‘ldentity & Security’ — ‘Domain’ — ‘Default Domain’” — ‘Groups’ —

‘Create Group'OilAf 2S5t 7[4 182 MY

o (OClI 28) ' — ‘ldentity & Security’ — ‘Policies” — ‘Create Policy’ Al Policy builderE&
= M%IM MM 2+ 7|(OCID)O| CHal ArEA &S AIEstd, 7| Ot #2|XE XE5H=S
ISF=!

- AFSAPE Aot 4SSt 7|0} #He| FHME 2ol’| o 152 M4(Custom Key Manager
1-n)

Create group Help

Nama
| Custom Key Manager 1

Description
| Cusiom Key Manager 1

|| Usarcan request access

Users Optionial
Select users to assign this group.

e @

| [ First name Last name Email

1 selected Showing 2 users (Pagni).

2z Show advanced antinns

| JE 4S5 s 7| @2l MB|A 2R Heh 4

—_
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=Z8H2H |+ ORACLE
- MEAPE ddet 2t A==t 710 et Hets 2
Key Management & Secret Management » Vault» sw» Secret Details

hym_Secret_Key

hym_Secret Key
‘ Rotate | ‘E| ‘ Move Resource ‘ ‘ Add tags ‘

Additional information

Vault: sw
1 On

Secret Information ‘ Tags
OCID: ocid1.vaultsecret.oc1.ap-seoul-1.amaaaaaavsea’yiakgs4dp4dwovecdquoiciovméfyqy
Auto g
Auto rotation: Off

T4rwbuhxq2h2rzdiq Hide Copy

Created: Tue, May 14, 2024, 07:14:51 UTC

ACTIVE
Compartment: st (root)
Table Scope Versions
RulES Version Number Status Content auto generated
Work Ry ts )
i 1 (latest) @ current (7) True
| IE 436 ABA ddet 2& 7] OCID #f &2l

- HoF fi2

IXt7} Vault, Key, Secretsg #2[6t=SE 618

Create Policy

Name

Na spaces.
@ Reguired

Only letters. numerais, hyphens. periods, or underscores.

Description

Compartment

Policy Builder

. (root)
Show manual editor ‘)
Allow group 'OracleldentityCloudService'/'Custom Key Manger 1' to manage keys where target.key.id = 'ocid1.vaultsecret.oc1.ap-seoul-

1.amaaaaaavsea’yiakgs4dp4dwovcdquoiciovmbfyqu74rwbuhxq2h2rzdiq'
[SAMPLE] Allow group {group—name) to manage keys where

target.key.id = (key-ocid)'
Example: Aliow group [group_name] 1o [verb] [ type] In name] where
| 121 4.3.7 | Policy Builder Z2|X} &5t X|H
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- [Identity]

https://cloud.oracle.com/identity/domains/overview?region=ap-seoul-1
- [H 3 HsEH]

https://cloud.oracle.com/identity/domains/policies?region=ap-seoul -1
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=F8EA 1+ ORACLE

il
el
2
2
ro
il

AEHS 7IE
44 A5 7| B3 WS WA Z2ALC oS5 7| 5F WS B
\ My
8, o5 7| #F, AH 52 0|20 Het Y

o Ears,zn: oI5 7| SE0| st AFRKYSE ES
HolH| 20fotil &2[5t0{0F STt
Al X0 m2p Het 20

20| Mt ME
1) oIS 7| ZZIMHIAKMS)E Sdl &5 7| 5=
SIS st 2PLIEZ 2 F7|1X HE 43

2) Y= 7| =& He

o\ 22 A
of 253t 7| & Al A0 2t Aot £
st 7| &

‘—1

_J.\_)
=

1) ¥33t 7| &2| AHIAKMS)
— ‘ldentity & Security’ — ‘Policies’ — ‘Create Policy’ OflA &S

o (OC
t

=H0| Mt Hele MRHCE 88 s

s, documentation, and Marketpl

Search resources,

= ORACLE Cloud

Create Policy

Name
No spaces. Only letters, numerals. hyphens, periods, or underscores.
@ Required
Description
Compartment
| (roay 3
Policy Builder ~ Show manual editor ()
Policy use cases Common policy templates
Key and Secret Management o ‘ H iSelect a common policy o] M
Let users read, update, and rotate all secrets

%5 show advanced options

fs3st 7| Het M2

| 3% 4.4.1|




S8R0 4& SoHREATEAH|IA HoF 22

- ‘Key and Secret Management 0| &S3st 7| S =0 25t Aot

gHs As2= 4

=

Policy Builder ~ Show manual editor (|

Policy use cases Common policy templates

Key and Secret Management £ | Let security admins manage vaullts, keys, and secrets

<>

Ability to do all things witl

e Vault service in the selected location. This makes sense if you want to have a single set of

Allow group {group name} to manage vaults in {location}
Allow group {group name} to manage keys in {location}

Allow group {group name} to manage secret-family in {location}

Identity domain © Groups  _ Dynamic groups Lacation
OracleldentityGloudService / % | ‘ Select a group o | ‘ Select a location &
Policy Statements

25> Show advanced options

Policy Builder  Show manual editor D

Allow group 'OracleldentityCloudService'/'<Insert Group Name>' to manage vaults in compartment <Insert Location>
Allow group 'OracleldentityCloudService'/'<Insert Group Name>' to manage keys in compartment <Insert Location>
Allow group 'OracleldentityCloudService''<Insert Group Name>' to manage secret-family in compartment <Insert Location>|

Exampie: Allow groLp [group_name] to [verp] [resource-type] in compartment [compartment_name] where [condition]

25 Show advanced options

| E 442 UBE 7| &

h]
H
o
s

MK
U
X
i
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2) 455t 7| 55 W MO St BUER o F7|N HE 4

7|(‘'KeyManagementService’) & Hst sigts ZLIEZ

o (OCl &) ‘& — ‘Observability & Management — ‘Logging — ‘AuditOlA 453}

Audit Events /in " (root) Compartment

Note: Additional results may be added to the end of the table as they become available.

©

Start date End date
| May 1, 2024 00:00 UTC B3| | May21,2024 00:00 UTG =]
Keywords Request action types
‘ KeyManagementService ‘ ‘ Select types 2 ‘
o
Event time ‘ User ‘ Event source ‘ Event name ‘ name qi action P status
Wed, May 15, 2024, 00:02:08 UTC vaultsecret KeyManagementService GetVault sw GET OK (200) v
Wed, May 15, 2024, 00:09:51 UTC vaultsecret KeyManagementService GetVauit sw GET OK (200) v
Wed, May 15, 2024, 00:15:42 UTC vaultsecret KeyManagementService GetVault sw GET OK (200) v

Showing3items ¢ Page1 >

Event time
Men, May 13, 2024, 00:00:04 UTC

{
"eventType": "com.oraclecloud.KeyManagementService.GetVault”
"cloudEventsversion”: "@.1"
"eventTypeversion™: "2.6"
"source”: "KeyManagementService”
"eventId": "c39027¢9-3216-4735-8d2¢-B41b995ce 375"
“eventTime": "2024-95-13T00:00:84.3762"
“contentType": “application/json”
(O "data": {
“eventGroupingId": HULL
“eventName*: “Getvault"
“compartmentId™: “ocidl.tenancy . S ——1
“compartmentiame”: =~ "
“resourceName™: “sw"
"resourceld": “ocidi.vault.ocl.ap-seoul-1.crrdkifSaac2a.abuwgl jrfdhBundbrigifxemi7kthflgrdvumadebjasguhdjebrijs3jsffq”
“availabilitypomain™: "Ap1"
& "freeformTags”: {...}
® "definedTags": {...}
© "identity™: {
"principalName”: “"vaultsecret”™
"principalid™: "vaultsecret/BBE16CCS02(811ABEESCAEFBALZDSBAT3/B6E813568723047FAD2CAIECAE"
"authType": “service”
"callerMame”: NULL
“callerid": NULL

"ranantTA" s "aridl fanancu a1 2a333sssu]l aladbecaeabblushdeutvindatauhEAtuladi iamdSel Anhiiavn®

L\ &z

| 12 443 o453 7| 3 DLEHA

>
oo

- (a2 Hst B

https://cloud.oracle.com/identity/domains/policies?region=ap-seoul-1
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1 \WE
AlHHS S L2
45 OIxisH AS3} ANRIE XM AUSSt 7|5 0| Al QiMst A5t U 2|ES MESIH0F St
\ Mg
o &35t 7' 0|2 Al QHNer &S st Yi12|ES MEot0{0F St
1) O|2XP7t &#2olks &Sst 7|2 UGSt 7|5 M Al QiXs S35 e2|E M
2) 22RE KMS MHIAE Soff A3 Al OHNSH U535 Y1215 S MiZok=X| =0l
\ 24 A
B Al Ot 53t 2ualE HREEE

st 7|12 =3t Jls

1) OIZA7t &elots ¥2

US7|s &8 710|E &)
— ‘ldentity & Security’ — ‘Key Management & Secret Management’” —

A 3 _ ’
o (OCl 28) ‘'
3 I “ y
Vault” — ‘Create Key
= ORACLE Clou Maskutpla South Korea Central (Secul) v [ /[ (2) & O
Create Key
Craals in Compaitisent
I o) 2
Frobsction Made (T)
HSM s
Kame
Ky Shape: dgontnm (D Ky Shape: Length
AES :symmwlc Ry uzed Tar Emu angd Decrypl) 250 bits. o
{.&aymmmc ka'y Usea ta Encr,lpL uec.wp!. SIgn ard Verlty)
ECDSA (Asymmetis key used for Sign ano venty)
m.»&.wﬂwmmﬂmm Apctind iy thapa [Ty main micrmaben sss mpertog Key
=0 Shiw efvanced oplions
|OE 45| Y% MRS B Y 95 UE
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- 37| YSst 2|5 (KISA EIOARC! 128bit014~256bit0)d 25 X|H)

Key Shape: Algorithm @ Key Shape: Length

256 bits
128 bits
192 bits

AES (Symmetric key used for Encrypt and Decrypt)

<>

<>

| Import External key

Create a new key by importing a wrapped file containing key data that matches the spedﬁeﬁﬁ'@

| JE 452 ty7| 20| &HH

-3 7] U5 YI2IE (KISA HIAFEOI 112bit~128bit0|AS X|H)
- 2K 7| 5 YMEE HOF ZE(ZIY F) ¢ 112:2048, 128:3072, 192:7680

Key Shape: Algorithm Key Shape: Length

‘ RSA (Asymmetric key used for Encrypt, Decrypt, Sign and Verify) 2 | 2048 hits

~
w

- | 2048 bits
|| Import External key | 3072 bits ‘

Create a new key by importing a wrapped file containing key data that matches the specified key shape F

| 28 4531 347 20| 3tH
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- e HI s LS

NIST(@IZ) | CRYPTREC(2E)
(2015) (2013)

(2018)

F3E]] e SEED
o AES AES Cailia HIGHT
e 3TDEA? Camellia Serpent ARIA
(E223) LEA
SHA-224
SHA-256 ey
SHA-224 b SHA-512
SHA-256 S Taise SHA-512/224
SHA-384 o SHA-512/256
SHA-512 S Sl SHA3-224
st SHA-512/224 b S SHA3-256
SHA-512/256 SHA-512 SHA3-shake128” SHA3-384
SHA3-224 ot SHA3-512
SHA3-256 el LSH-224
SHA3-384 BLAKp(I)EEZSG LSH-256
SHA3-512 STANE 2 LSH-384
e | o,
LSH-512-256
o1
ECIES-KEM
os | BRE8 MQV ECDH e v ECDH
o ECMQV
=
'g,'g! RSA RSA- OAEP RSA-OAEP RSAES
g B e
amgs | (2ot e |
(HoRAE) BMZIHIE) | HAZI(HIE) |
_ 2011440141
H|E ' - B
1124 112 112 2048 2048 224 224 e
128H|E 128 128 3072 3072 256 256
192 H|E 192 192 | L—¢se 268 364 364 20304 0|%
256 HIE 256 256 15360 15360 512 512
| 2 454 KISA ¢ &12|5 2 7| 20| 0|8 QLM - 2018
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82 1 ORACLE

2) 22I2E KMS AH|AQ| OFMGt ot& 5}

e

25 HES 0% ol

- OCI KMSE AES, RSA, SHAS} 22 Zi=i3t 153t 2ueisg MBai0f HOJES ordiap

=PI O GIAFE I BES F45N FIPS USS LS HSUOIM 715 22pio
o

* AES-256 : AES= UF 7| €152, Sl 7|= H0|HE Y2kl =53}
266bit keyS AFESIH 2 HPt &S MS

+ RSA-2048(2048bit key), RSA-3072(3072bit key) : RSA= HILHE 7| YW2|ECE, SN
712k JHQ1 7| ME A

* SHA-256 : 256bit oAl &= ddotk= oM UelEC2, F= HI0|HO| 22d ASMH M2

I,

ol

\ ED LS

- [Key Management & Secret Management]

https://cloud.oracle.com/security/kms?region=ap—seoul-1

- [H=

https://docs.oracle.com/en-us/iaas/Content/KeyManagement/Concepts/keyoverview.htm
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a| 3}
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=3 R ZLE

L\ E
Algs 7| LHS
I X1 0 M A,
61 HE =;ﬂ ﬂ}'f(?:; ,_;J}'; OI8XIQ| 7Ha XFRI(MH], GIOIE{HIO|A, AERIX| S) 0|8 2
' i STTEE ST soamN@T 5)g SEsi0io} it
2 ek
o O|2X1Q] 7 Ajel 02 2 URQ| S| THEH FHMS SHESH 4 Ql= HIOH| OF%/0{0F BiTt,
1) 7RI BIZ ARSION T BRI, HA, AR 5)
2) 7R KRRl HATH YA, HEAF Y HIS E0IF 4 U= FIIR
St QUA|, AR U J1AF RFRAO| SHEH(MH, TIO|EHI01A, AERIX| 5) SH0IE

A L
o= HR7I=

ALY, HE, AH S)
‘Observability & Management’ — ‘Events Service’ — ‘Rules’ — ‘Create

o\ 24 A

1) 7b Xpa HE AR 2ot

o (OCl28) & —
Rule’OiM 7t Xt elaAS XIFol0] del g 2HHE JIs
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1M 0 b 2Z H ZLHY 22

Events

Rules

Metrics

List scope

Companmant

s (00! <

Filters

stae
Any stale 3

Rules in mmawrwt (root) Compartment

Rules trigger actions for selected event conditions, Lear more,

Description

Stats

Thete are no Rules |n the SIS ('oof) companment that match the fiter erteria,

Created Date

Showing O ftems € Page 1 >

| 38 5.1.1 |

te A 018

Mg ZHHY

2%

- L = Act] — ‘Notification’ = ‘C ' MASE TopicS K|MGHH ozle
Otz Ml = Actions otification ompartment’ — 4%t Topicg A[’ZolH LEHS
Hi71 I- ;l.h |:|-||0| aj S| k £02 |.A|- I.O Ol éHolE |AI'|O_'E_ org| dt |-E A Ol

— =3 ] = 4~ - -
X ol= MY F Slack S22 7Hy AHEQ| HRIE XEHHC= LTS 2HotE = US
Create Rule Hep
Display Name
‘ Resource traceability ‘
Description
‘ Resource traceability ‘
Rule Conditions
Limit the events that trigger actions by defining conditions based on event types, attributes, and filter tags. Learn more Rule Logic
Condition Service Name Event Type
MATCH event WHERE (
Event Type 3‘ ‘ Object Storage C‘ Bucket-Create X Bucket-Delete X Bucket-Update X eventType EQUALS ANY OF (
x ¢ X com.oraclecloud. objectstorage.createbucket,
Object-Create X Object-Delete X Object-Update X com.oraclecloud.objectstorage. deletebucket,
com.oraclecloud.objectstorage.updatebucket ,
To emit events for object state changes, enable Emit Object Events on the bucket details page. Learn more. oo, oraclecloud. objectstorage. createobject,
com.oraclecloud.objectstorage.deleteobject,
Condition Service Name Event Type com.oraclecloud. objectstorage. updateobject,
= - com.oraclecloud. computeimagingapi . deleteinage,
‘ Event Type v‘ ‘ Compute v‘ Imaging - Delete X Instance - Change Compartment Begin X % s 3 com. oraclecloud. computeapi . change nstancecompar tmen
E > t.begin,
It Temielo i e i com.oraclecloud. computeapi . terminate nstance.end,
com,oraclecloud. computeap! . updateinstance,
. ) com, oraclecloud. databaseservice. automat ichackupdata
Condition Service Name Event Type base . begin,
‘ Event Type (:‘ ‘ Database 3‘ Database - Automatic Backup Begin X  Database - Create Begin X Al x ﬁom‘orm'edwd datebasenary|oe;orenteditshase heg
Database - Information X Database - Move Begin X ¥ ﬁom oraclecloud. databaseservice . database. informatio
5 cém‘oraclecloud‘databaseservlce‘movedatabase,begm
" )
‘ + Anattier Geridtion View example events (JSON)
Validate Rule
Actions
Actions trigger for the specified event conditions. Learn more.
Action Type Notifications Compartment Topic
‘ Notifications 3‘ ‘ (root) 2 ‘ ‘ CloudGuardTopic o ‘
|+ Another Action ‘
2l I |AA AMA ol 4 | I- orz| MX
|j-|:| 512 E—l—— =20 =X JE'X =20 =20
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o (OCl 22) ‘&

ORACLE

M43 YA,

‘Observability & Management’ — ‘Logging’ — ‘Logs’ — ‘Create custom

log OflA] 7Ht XHRIO| AJAEI 22 AZI5I0 Hd YUA|, E

XI- ol II:-IIE.O SO|gFt A Ol=

HLI=

3 HZ7IS(Log) =l Its

Search resource:

= ORACLE Cloud

ices, documentation, and Marketplace

South Korea Central (Seoul)

mim— (root)

ORACLE Cloud

Create custom log

Logging Logs in mmmeisrwn) (root) Compartment
Search .
Create custom log m Enable service log
E
Saved Searches Custom logs contain diagnostic information from custom applications, other cloud Service logs are logs that are emitted by Oracle Clc
providers, or an on-premise environment. To select which hosts you want logs such as AP Gateway, Events, Functions, Load Bal
Logs from, you must configure your dynamic or user greup first. VCN Flow Logs.
Log Groups
g h (==Ll Learn more  Manage dynamic groups I Enable service log [ERCEIREI]
Agent Configurations
Connectors Log name | Log type ‘ Status ‘ Details ‘ Created v ‘ Last updated
Audit KeyManagementAP| Custom ® Active Agent Configurations: None Tue, May 14, 2024, 13:58:47 UTC Tue, May 14,
g
List scope
Compartment

South Korea Central

@ create custom log
é Create agent config

@} Pre-requisites - To configure custom logs, you must have completed the following:

1. To select which hosts you want logs from, you must configure your dynamic or user groups. Leam more (7

2. Ensure the Logging & Monitoring agent is enabled on your hosts. Learn more

Manage dynamic groups 7

For more information about custom logs, see documentation.
Custom log name

‘ Instance_log

Compartment

| g (root)

Log group

‘ SPLUNK-LOG

25 show additional options

| 38 5.1.3 |
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- Agent configurationg Sall Input type: Windows, Linux(path)S X[Hot0 CHISH A|A

21 oS XH

Create custom log

Grete cusiom log Create agent configuration
Create agent config
Create new configuration Add configuration later
‘You can create a custom log with a new configuration v ‘You can create a custom log and add new configuration later

Pre-requisites - To configure custom logs, you must have completed the following:
1. To select which hosts you want logs from, you must configure your dynamic or user groups. Learn more 7

2. Ensure the Logging & Monitoring agent is enabled on your hosts. Learn more (7
Manage dynamic groups (%

Agent configurations allow you to configure what custom logs you want to ingest across your hosts. Specify which hosts you want to collect logs from, log inputs, and log destination settings. Learn more

Configuration name

Description
Compartment
| ooy 2]
Host Groups
Group type Group
User group 2 ‘ ‘ Select user group 2| X
+ Another host group
Agent configuration
Configure log inputs
Input type Input name Event channels
‘ Windows event log & ‘ ‘ m Select channels 219
» 5 This field may contain any character and has a
Windows/Linux A|ARL e ime orzss craracers fcation
Appl
HOt 0|2 AHO|M 277 4= @ s tiews required and nas a maximum imit of
x| 255 characters. Security
System
+Anomer fog input
Select log destination
Compartment Read-only Log Group Read-only Log name Read-only
_ 7 (root) ‘ SPLUNK-LOG o ‘ ‘ Instance_log &

| 12 5.1.4] Agent Configuration 3HH
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=&) ‘8 — ‘Observability & Management — ‘Logging’ — ‘Logs’ — ‘Al
MEFOIN AE HE

r
Il

AMEXH & 7he KH2Q| HEH(MH, CIOJEH0]A, AERX] 5)

iy

Log
HIESIT #1725 Ci¥st 20t BUIEIROY Ciat 37/%01 HET TH5o1E= XIgd

£ Create custom lo
"

Enable service log

Service logs are logs that are emitted by Oracle Cloud Infrastructure services,
such as AP| Gateway, Events, Functions, Load Balancing, Object Storage, and
VCN Flow Logs.

Custom logs contain diagnostic information from custom applications, other cloud
providers, or an on-premise environment. To select which hosts you want logs
from, you must configure your dynamic or user group first,

(o =E L TLGIIGY I Leam more Manage dynamic groups [ Enabie service log [MECEGRIIE
Log name ‘ Log type ‘ Status ‘ Details ‘ Created - Last updated
log_20240319_EventService_rul Service @ Service: Events Service; Category: Rule Execution Tue, Mar 19, 2024, 11:21:56 Tue, Mar 19, 2024, 11:21:56
€ Active Logs uTtc uTtc
Showing 1item(s) ¢ Page 1 »
=1 I—l:l.l =2 -IX;I-lol; AHA
| 2 515 HZIIES NG| fIgt Custom log MM
Z T T~
log_20240319_EventService_ruleexecutionlog
Dissme Leg Bl GhamgeLag Group || Add tags m
Lo Informaton Tage
BI0: | KShasa Seew Capy Log Detalls
Compartment gt {mat PCLOUDHGL OUD-SPECIAL ST Log Type: Sarvice lag
ACTIVE Log Greup: Loglousiilzasig _Service: Evers Sanvice
Cromtect Tus Waw 16 2024, 173756 UTEC Resource: JOFA010 EvnneSantken
Retantion Patfod: * ot [oefoult) {50 dayn) Log Category: Fise Execibon Logs
Legacy Archival Logs: Disatled
Status: @ Acihe
Resolrces Explore Log
Borf Fikor ¥ bma
ore
Fape el Mewes! 2 Pl Sminules » Aons
Metrics
s MUkt of 1o punnts per mieute
wn
ne
a0 -
et 28,0228 Ve 20 0200 War 20 2231 Wi, 9232 Tolini 20,0233 Wi 7, 02,34
datgtime: npe | datamassage »
Nioe 305 2024, 02 2400 UTE pearim e rvernils nisarsotionkg Evart dodenmd In (4 scooemydaly -~
JEON Before & Aflar
i
datetlomT: 17100000 e
S} "logrontent™: |
Sy *data
“ErentT: A5 B~ 1 76-AT5e- D3R pRc IR M5
Tmatsaps t dellvered to o successtully”
Frudeld™: “cclal.eventruleoedd. onsecal 1 - = -
Srarget™: "ocidl.onvtopicios . ep-seanl-om . g =y T I e
I'
Mid'y Y EnclBEhS #os 1 aCTR-B5dd - LaTaedr 11T
Siveracke™: |
“compartmeatid®s “orid. conparment oo = 3 * " ey
CinpeztedtineT: "POA- - FITEZD M.
"loparoupid” 1 Lo ot L. o~ eyl -1, S e S A
“logid™ " ¥ leg oot can-0ni ] - 0, e— — e = - e b - b
"ranantld™: "ocldi.tenancy (001, o e — - - —

CEERPRLTEN o i
prwies. evantruke.rulasecationlag”

¥
“reglonid®: Tapeseoal-1T
1

| 72 516 J1d Xt H2 712 HE
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- A= 270N Actions — Explore with Log Search — Explorer or VisualizeE ME{G10]

O
dots HEU 21 49 ARZE 5SS =3 + U= TS M5

Explore Log

Sort Filter by time
 Newest S| | Today ¥ Actions =
Explore with Log Search
~ Number of log events per minute
24 Wrap lines
16
[e:3
00
Mar 20, 00:00 Mar 20, 01:00 Mar 20, 02:00 Mar 20, 03.00 Mar 20, 04:00 Mar 20, 05.00 War 20, 06.00
datetime type ¥ | datamessage X
Mar 20, 2024, 02:34:03 UTC eventsservice eventrule.ruleexecutionlog Event delivered to ONS successfully %
Mar 20, 2024, 02:34:02 UTC evenisservice.eventrule ruleexecutionlog Rule has maiched event v
Showing 2item(s) ¢ 1of1 >

Search ng

%= Show Advanced Mode
Custom filters Select logs to search
‘ Enter search filters ‘ ‘ s m/LogGroup20240319/log_20240319_EventService_ruleexecutionlog x ‘ ‘
Filter by time
‘ Today < More search options
Reset Search | Save search ‘ ‘ Create connector ‘
Autorefresh
— oFF o
Explore Visualize L "
Visualization Type X Axis Interval Group By
[ Stacked Bar 2 ﬂ ‘ datetime x 2 ‘ ‘ 1 Hour & ‘ ‘ Select group by 2 ‘
Stacked Bar
Pie
Donut
Line
12
o8
04
a0 -
Mar 20, 00:00 Mar 20, 01:00 Mar 20, 02:00 Mar 20, 03:00 Mar 20, 04:00 Mar 20, 05:00 Mar 20, 06:00
Time in UTC

| 517 2O BN 715 M

- [Event Service] https://cloud.oracle.com/events/rules?region=ap-seoul-1

- [Logging] https://cloud.oracle.com/logging/logs?region=ap-seoul-1
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Algs = g

O[2X} 714 XHl HL|EE ) )
5.3 7:: ;5% B ZHEE e o e o) me SUER Jse aesio0; s
o =

T\ u3

o O|8At 7Hd At 71E8dE &Eoll HOHSE *let ZLHE 7SS =E0ol0{0f
1) 7FAF XK AR RLEE (MR, EXfm 22 5)

_IOOO

2) 7k M Foi 2UEY (0§ 2 Al A SAI S)

ro
o

24 A

1) 7K KR AR BUEY (M8, EAY 8Y S)

oo
o (OCl 2&) ‘& — ‘Observability & Management’ — ‘Monitoring’ — ‘Service Metrics’ 0f|A]
MHIAE 712f BLEHY 7Is8 MS

: 5 LS4
Service Metrics %
Compartment Metric namespace (0
‘ & (root) s | ‘ oci_computeagent s ‘I

Dimensions » Add oci_blockstore

oci_cloudevents

Start time End time
oci_compute_infrastructure_health
Mar 21, 2024 23:59:57 UTC (] | ‘ Mar 22, 2024 00:59:57 UTC
oci_compute_instance_health
oci_computeagent
CPU Utilizatit i
izgfion (@) ‘ Options ~ ‘ oci_internet_gateway ‘
Interval | auo ¥ | Statistic | Mean ¥ oci_logging
100 oci_logging analytics
20- oci_nosql

80~

40~ 40~
N /\/\ *
(o} - - - - -

| 7% 531 Metric ME4

Percent
Percent
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Resource overview
Resources in South Korea Central (Seoul) region,

Compute
Instances 1
Custom Images 3
Oracle NoSQL Database

Tables 1

Application Integration

Network Byte In
South Korea Central (Seoul)

15

120

Netwkayesin - e

(root) compartment

Block Storage

Backup Policies

Messaging

Streaming

Resource Manager

3. 3. ¥ I W 3

R P T T

23 Infrastructure Billing

= Charges
Virtual cloud networks
1 Virtual cloud networks 5
¥#69,666,058
Al Services
1 Digital Assistant 1
Identity

H Network Byte Out
South Korea Central (Seoul)

= Defaul, nstance-spiunk, FAULT-DOMAIN-2.

Days elapsed

20 /31 Days

== Defaul, instance-splunk, FAULT-DOMAIN-2. -

3. 3. . 3. 3. 3. 3. 3. 3. 3. I 3

Time in UTC Time in UTC ]
Compute CPU Usage i | Compute Instance State H
South Korea Central (Seoul) South Korea Central (Seoul)
% e
5 I Detau, nstance-spiunk FAULT-DOMAIN-2 £ e ccidt instance et ap-scoul§ S
A %zu
'3 3 3 3 3- N 321724, 1141 PM 321024, 11:48PM
Time in UTC. Time inUTC
+
| 12 532 BLEHE AIEE
o (OCl 2%) '8 — ot Dashboard” ME4
- S2SC PAA 5 RS BE RS HALCO| F71510] ZUERIO| TKs

ORACLE Cloud

Get started

Dashboard

v Service links

Search resources, services, ¢

yeumentation, and Marketplace

PINNED

RECENTLY VISITED

# Audit Identity & Security

o Events Service Observability & Management
o Buckets Object Storage & Archive Storage
# Instances Compute

o Virtual cloud networks Networking

IMonitoring Observability & Management

Cost Analysis Cost Management

Billing Billing & Cost Management

Cost Management Billing & Cost Management
Cloud Guard Cloud Guard

Search Logging

RECOMMENDED - (Update)}
Pelicies Identity
Autonomous Database Autonon

Logging Logging

Tenancies Organization Manage

| 18 5.3.3 |

HHAIRE 49
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Create new dashboard X

Create a dashboard to monitor resources, diagnostics, and key metrics for your tenancy. You can start from a template, or design and build a dashboard
from scratch.

= - Start from a template I — | Build from scratch
| $am |
.-lm“-f- = Choose from a collection of dashboards designed for = —— Start with an ampty dashboard and manually choose
L o 1& | cOmmon use cases. Templates are populated with _' i | which widgets to add and configure.
preconfigured widgets that you can modify as needed
v
Template
Cost Analysis s

® show dashboard format @

Widgets (5) Sample layout
1. Resource overview
2. Infrastructure Billing @ resource overview © iniastructure biling
3. Cost by service — — — — —
4. Cost by compartment
5. Cost by region
omwmn oﬂmwmw-mm omhmsh-

Dashboard name

OCI Menitoring

The name can contain uplomdmwets

| I 534 HANERE MY

110




=F8EA 1+ ORACLE

Q) Filter widgets

Monitoring

Resource explorer
wlhl'  view and compare metrics

View resources by compartment

gl

Infrastructure Billing
View current billing cycle information

Markdown
Add and format text

&l
bl

Cost management for

infrastructure
Analyze your current cost

Logging chart

Visualized and analyze log data

&
¥)

Logging data table E Resource query

View and explore log data View resources filter by RQS

| B35 fA 4

— CHAI2E0] Ofefiet 22 2f0|0kR0] Y-d=H, ConfigureE MEol0] ZLHE 24 dH

New monitoring chart :

‘ @ Configure

| 2 536 Ho|orR AN
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CpuUtilization

| DiskBytesRead
DiskBytesWritten
DisklopsRead
DisklopsWritten
LoadAverage

MemoryAllocationStalls

MemoryUtilization

NetworksBytesin

| e 7
e

Dimension value

’ Select dimension value

-+ Additional Dimension ‘

TEE0F 48 SURCTFTEAMHA HOt #a| oM o 6 22 ¥ ZLEHY

Set visualization parameters

Chart type Interval Filter by time

* Line Chart 3‘ | 1m :‘ ‘PastShours s
B

S

A4

3

M

"

5N

Mar21.23.45 ar 22, 00:60 Mar22 00:15 Mar22. 06:30 Mar22 0045
Time in UTG

Configure metric query &
Region Namespace in s (root) (Change compartment)
‘ ‘South Korea Central (Seoul) k! | ‘ oci_computeagent o |
Metric Name Statistic
N NetworksBytesin 2 g

| 72 537 Config

ure metric query




%

=850 |+ ORACLE
3 |-° N, |-| | -IE_ (XI‘ H HEAH | CICh I- a1 | E)
2) 7% XEI oo ELEC)' oo =20 A gait SK| S
TA) S 3 o ) ‘ . . ) ‘ )
o (OCl 2&) ‘& — ‘Observability & Management” — ‘Monitoring’ — ‘Alarm Status’0flA] Z0H
S} 2lAA QS (Compute, Storage, Networking S)2 AXI&6t4, Notification Service2| Topicat
=35 ol 1 X O&{H ozl d A O M
Hsoto] A0 23 Mol g LEs 2olE & UE 4%
Create Alarm
Define alarm
Alarm name Alarm severity @
j 20240325 Alarm Test Warning 2|
Alarm body Optional ©
[ Enter notification content. Example: High CPU usage alert. Follow runbook instructions for resolution.
l.lmned 101000 characters (1/1000) ’
Tags (optional)
Tagging is a metadata system that allows you to organize and track alarms within your tenancy.
Tag namespace Tag key Value
None (apply a freeform tag) o | | Entera tag key Enter a tag key first X
-+ Additional tag
Metric description
The metric to evaluate for the alarm.
Compartment Metric namespace Resource group Optional @
[ e (root) S oci_compute_infrastructure_health pd | No resource group 53
No resource groups for selected compariment and namespace
Metric name @ Interval © Statistic ©
instance_status o 1 minute & Mean f2
Metric dimensions
Dimension name © Dimension value @
Select a value 2 Select a value S|
Aggregate metric streams © + Agdltlonal dimen;Ion
Trigger rule
The condition for putting the alarm in the firing state.
Operator @ Value @ Trigger delay minutes
greater than 3‘ ‘ 1 ‘ ‘ 1
Show Data Table
a»
instance_status
| Noy daits for Hhis e Fange |
on:30 0200 030 0300 o330 0400 0430 05100 0530 05:00 06:30 o700
Time (UTC)
Adjust x-ais (window of data display)
T ‘ ‘ ‘ ‘ ‘ , . ‘ ‘ ‘ —]
10:30 11:00 1130 1200 1230 13:00 1330 1400 1430 1500 15:30 16:00
» Query 1(0 metric streams)
instance_status[im] means
= o5
| TIE 558 AMA”AM HAY Fof R XIF
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Define alarm notifications

Destination

Destination service @

Compartment ®

Topic ®

Create a topic

‘ Notifications $ ‘ ‘ | —

(root)

o} ‘ Il Topic_ODP

xc\l

Message grouping

© Group notifications across metric streams

_ split notifications per metric stream

Message Format

© send formatted messages
| Send Pretty JSON messages (raw text with line breaks)

_ Send raw messages

| 18 5.3.9]

ol

@ 20240325 Alarm Test

ak

B s s enabled BT alarm suppression

Mave Hesoures | Actions

]

AR RY Al fives when the Mean of instance_status iz greater than he Brestod value o1, wilh a ligge delay of a minute.
ALARM SSVERITY A, Waming
ALARM DETHLE Cempartment: f— o0 Motifications:
acib: s.gkniogfZca Show Coy
A R Destination: Hotfications
Mamespace: c.cl_uom:te_mrmmre_hedm Tople: Tople_0DP
Pasuikoa paun: bl Metifications grouping: Group rofificstions across metnc streams
Metric: instance salus
it Message Format: Foimnatted messages
Statistic: mean
0 Fepest notification: Does not repeat
Intervalk 1
m Suppression: ot suppressed
Aggregation: MNone.
Dimensiocns: Mo dimensions
Last updated: Mar 25, 2024, OT:20:20 UTC-
Fe] Defined tags {é}
Cracle-Tags.CreatadBy: orackeldentitycaudsenics mma
Cracle-Tags.CreatedOn: har 25, 2024, 07:20:20 UTC
Alarm data
Start tme Erd time ek selacts Shiorer Dt Tt
Mar 25, 2024 DE:20:43 UTC El! War 25 2024 072123 UTC B3| | Lesthour 2 r:)
T— p— ;
| H e o s e r e
o ™ T; T T T T T T T T
s s - a3 shas s e e v v wiss i
Tims {UTC}
SRS e-a0s Vando ot data waiay!
i . i o g man ik = e m
=1 X HIAH OF2| MX
|1 B30 Foidd uE HY =
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o (OCl 28) ' — ‘Observability & Management” — ‘Monitoring’ — ‘Health Checks’
Health check MHIAZ E3dff Instance(VM)E K&K 02 TLIEZ

Create health check @

Heaith check name

Il Instance(VM) Health check H

Create in compartment

| e (root) s ‘
Targets
| o 105-instance-splunk X :‘

Vantage points @

| Select vantage points z ‘

Maximum: 25

Reqguest type @

| Ping z ‘
Protocol @
| icMP 3‘
Timeout (&
| 30 seconds o ‘

| 72 5311 | Health Check 84X 3}H

- OCl 2&0|M Metrics Explorer 7|52 Edll, 2 ZUEHEZ 7|5 HZ

Metrics Explorer E

Start time End time Quick Y-Axis Label Y-Axis Min value Y-Axis Max value
Mar 18, 2024 07:59:12 UTC = ‘ ‘ Mar 25, 2024 07:59:12 UTC = ‘ pelcets ‘ Gustom y-axis label H Custom minimum val H Custom maximum vz
]
Show Data Table

»

8,000
6,000
4,000
2,000
0 T T T Y ) T e T T T T T T
Mar 18 0300 Mar 19 03:00 Mar 20 0300 Mar 21 03:00 Mar 22 03:00 Mar 23 0300 Mar 24 03:00
Time (UTC)
Adjust x-axis {window of data display)
Mar 19 12:00 Mar 20 12:00 Mar 21 12:00 Mar 22 12:00 Mar 23 12:00 Mar 24 12:00 Mar 25 12:00

Close query editor

Query 1 7 @ Query 2 || Advanced mode
Coullt 111zat fon[1n] {avai labi | ItyDonaln = " ftto-

Compartment Metric namespace () Resource group Optional @
Query 2 70 @ | me—— (rOot) 2 ‘ ‘ ocl_compute :‘ ‘ No resource group 3‘

YoluneReadops [ 1n] . nean()
No resource groups for selected comparment and

| Add Quel’y ‘ namespace
Metric name (@ Interval @ Statistic @
| VolumeReadOps o] ‘ ‘ 1 minute 3| ‘ Mean ~ ‘

| 7% 5312 Metrics Explorer &}H
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— [Monitoring] https://cloud.oracle.com/monitoring/?region=ap—seoul-1
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=850 |+ ORACLE

1 \WE

AlHHS IIE g

APl A2 (2= ChA, SZXL,
5.4 SE A S)0o st HA APl AL 0|20 LS P FXH(RED S)2 SHSH0{0F S,

ZMN g

L\ Ny

o APl AtE O|=H0|| CHot &P FHMS =tHGIHOF ottt

Al 8)

1) APl &0 ot

24 A
‘E" — ‘ldentity & Security’ — ‘Audit’ — ‘Keywords AA A ‘APl
2 400 ME UE X3))

o (ks AtEzAAH
o= =2
E

)
7|YEZ Audit Log & APl 350 st B X3| 7|52 HZ( |7t

Audit Events in k=== & & I (root) Compartment

Note: Additional results may be added to the end of the table as they become available.

Start date End date

| Mar 21, 2024 00:00 UTC [l | ‘ Mar 22, 2024 00:00 UTC = ‘
Keywords Request action types

| api | ‘ Select types < ‘

| I 540 BUEHZ Y XI™H(API AL)
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"eventTime":

“application/json”

© "eventType": "com.oraclecloud.ComputeApi.GetImage”
"cloudEventsversion™: "0.1"
"eventTypeVersion": "2.8"
"source": “"ComputeApi™
"eventId": "a2cd75eb-3676-483a-9cd4-76f@9bedb111"
"2024-83-21T00:08:28.4117"
"contentType™:
@ "data”: {...}

Event time User Event source ‘ Event name ‘ Resource name ‘ Request action ‘ Response status

ocidv1:cloudguard-agent:oc:a
Thu, Mar 21, 202| | p-seoul-1:cloudguard-agent:aa -
4,00:0052UTC| | BT N ObjectStorage GetNamespace GET OK (200)

-

Thu, Mar 21, 202 . " RequestSummar .
4,00:04:41 UTC budgetscontrolplane UsageApi izerliages - POST Forbidden (403) v
Thu, Mar 21, 202| 1 RequestSummar =
4,00:04:43 UTC budgetscontrolplane UsageApi izedUsages & POST Forbidden (403) ~
Thu, Mar 21, 202 . . RequestSummar .
4, 00:04:47 UTC budgetscontrolplane UsageApi izedlisages = POST Forbidden (403) ~
Thu, Mar 21, 202 : RequestSummar <
4,00:04:55 UTC budgetscentrolplane UsageApi izedUsages - POST Forbidden (403) v
Thu, Mar 21, 202| < RequestSummar y
4,00:05:11 UTC budgetscontrolplane UsageApi izedUsages - POST Forbidden (403) v
Thu, Mar 21, 202| | tenant-manager-a 2
4,00:08:14 UTC L = _ =" pl-cp-external ListSubscriptions - GET OK (200) v
Thu, Mar 21, 202 tenant-manager-g : _—
4, 00:08:14 UTC e pi-cp-external GetSubscription - GET OK (200) v
Thu, Mar 21, 202| :
4,00:08:28 UTC h Fa ComputeApi Getlmage Oracle-Linux-8.9-2024.02.26-0 GET OK (200) ~
{

| OE 542 RLHY Y

X|H(API AtR)

- https://cloud.oracle.com/audit/events?region=ap—-seoul-1
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s 7= g

HESRS 23 MH|A(VPC,

0|20 2L HEQT AH|A 0|2 A| LHASH= ALSH| CH!
55 5918, ACL S0 B3t o = (; C)'Q*; s OB A et B
%{%}_l -’_f-&!g QE o'I"I T 1o Sl 5 o|-0=| I: or I'
L\ M
o SBQC SAN HEYT MHIAPC, NAT S) AR Al SAi5H= A0l CHEH 349 ExiA (27
%

DR

o (OCl 28) ‘& — ‘Observability & Management” — ‘Events Service’ — ‘Create Rule 0f|lA]
Rule conditions — ‘Condition” — ‘Service Name' — ‘Networking’ — ‘Event type’ — VCN,
Security List, NAT S UERI AMHIA AR Al 2MSH= AR Ofa 2LEZ(Notification

Email, SMS &) 7ls2 H&

o
‘ Describe what the rule does. Example: Sends a notification when backups complete.
Rule Conditions
Limit the events that trigger actions by defining conditions based on event types, attributes, and fiter tags. Leam more Rule Logic
Condition Service Name Event Type
MATCH event WHERE (
‘ Event Type 2 | Networking & || securiy List- Change Compartment X Securty List- Create X el UALS ANY OF (
ecloud. virtualnetwork.changesecuritylistco
Securly List-Delete x Securty List- Update %
Service Gateway - Atiach Service X
Service Gateway - Change Comparment X
x Begin x o|| %
Service Gateway - Delete End X
Service Gateway - Detach Servce: X
Service Gateway - Update X VCN-Create X VCN-Delete X
VCN - Update X
~+ Another Condition |
)]
)
View mpl its (JSON|)
Validate Rule
Actions
Actions trigger for the specified event conditions. Leam more.
Action Type: Noifications Topic |
Notifications 2| [ < Eventservice 20240319 | T|X
I

[ 72 551 BUHZ A& XIH(Networking)
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Application Integration » Events Service » Rules » 20240319_EventService

20240319_EventService

\ Validate Rule || Disable | Move Resource | More actions v |

Details Tags

&

Rule Information

OCID: ...umvskpazfq Show Copy
ACTIVE Compartment: w = =% (root)
Created: Tue, Mar 19, 2024, 07:45:28 UTC

Resources Event Types

Metrics Edt | | Remove
Event Matching (14) = ‘ e

Actions (2)

| Security List - Change Compartment
Logs

Security List - Create

| Security List - Delete

Security List - Update

| Service Gateway - Attach Service

Service Gateway - Create

| Service Gateway - Delete Begin

| Service Gateway - Delete End

i Service Gateway - Detach Service

Service Gateway - Update

| VCN-Create

| VCN-Delete

| VCN- Update

Service Gateway - Change Compartment

|2 552 HEYT 9 =XA

s

Application Integration » Events Service» Rules » 20240319_EventService

20240319_EventService

‘ Validate Rule H Disable H Move Resource H More actions

Details Tags

Rule Information

OCID: ...umvskpazfq Show Copy

ACTIVE Compartment: s == (ro0t)
Created: Tue, Mar 19, 2024, 07:45:28 UTC

‘ Enable Log

@ Erevies

Resources Logs
Metrics Category Status Log Name
Event Matching (14) Rule Execution Logs @ Active log_20240319_EventService
Actions (2)
Logs

Showing *

| IE 553 ¥R FHY E

- BlAA W ABO| HYIEENS LogsZ HH 53

- Logs — Enable Log — &43t (21 NS i Log Group Mg

120
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Logging Log Groups in mgm=s==as (root) Compartment
Log groups are logical containers that allow you to manage and organize your logs. Log Groups provide additional fiexibility for setting access control of your logs. For more information aboutTogs
S and log groups, see documentation.
e
Logs — [
Log Group 4 Description Created
Default_Group The log group auto created for the users in selected comparmtent e} Reni22021,/09t01:%2 H
Agent Configuratios
Connectors ckwls_log_group WebLogic for OCI logging group Vuvﬁg 0Wet, 2022, DOAEAS E
Audit —
Sl SPLUNKLOG Timfvat 202502120 ;
List scope - o " . z
logging_analytics_automatic_discovery_sou  This log group was automatically created when you configured log collection for OCI resources in logging ~ Wed, Oct 4, 2023, 15:26:32 :
rce analytics. UTt N
Compartment
sm—(1001) 2 \ Cli 20240518 CloudGiuard Log {\311:33 Mar 18,2024, 065301
| Audit Audit logs by in the H

Showing 6 item(s) { Pagel >

| 121 554 Log Group A

ACTIVE

Resources

Explore Log

log_20240319_EventService ruleexecutionlog
Duathe Log || B3t || Ghangs Logmup  ct ugs | [

Log Information Tags

OCID: . kihdea Show Copy Log Details

Companmant: b (rooN/CLOUDICLOUD-SPECIALIST SOm—— Log Type: Service log

Log Group: LogGrup20240318 Service: Evenis Service

Created: Tue, Mar 18, 2024, 11:21:56 UTC Resource; 20240318 EveniSeryloe
Ratention Period: 1 manth (default) (30 days) Log Category: Ruie Execubion Logs
Legacy Archival Logs: Disabled

Status: @ Aclive

Explore Log

Sart Flat by tere
Newest Z | Past Sminutes -
w Number of log events per minuie
12
og
o4
o
hear 20, 0225 Man 20, (2:30 e 20,0231 M 20,022 hlas 20,0255 Ider 20, 0234
datetime | tpe . data.message
Mlar 20, 2024, 033403 UTC EENESEVITS BVENTIE rissecuneniog Event delversd fo ONS suctessiully
JEON Befora & After
{
Fiatet Ime™: 1710003083000
(E"leglontont™: |
aa” "
©dara®: {
TeventId"s “d et FF6 A2he-Seh-dbc 397 M Fie”
“messape™! “Event delivered to WS sUccessfully®
"ruleld”: "ocidl.eventrule ool ap-seoul-1. e M SR T P
“farget™: Tocidl.onstepic.ocl.ap seoul-oom Aoy g P S el 1 T T g
b
"id" s T2acbesbs-Bc51- 073 - bhad - Ta2I6E0CIA1LT
TOTIEL. COMPArTIRTL. O, i T B 2 o wF AT B
OTIRA-83- FT0I 4108, 60017
*loggroupld™: "ocidl. laggroup . ocl ap- seoul - 1. Sk bt Lo argny I N M el L
*Togid®: Yo 01, log. 08 1. Ap-seit ]+ 1 | e —— M e e e el
"renantid"| "ocidl.TORANCY. 001 . o mm———— - e . — e

¥

“sourca”: "20040310_FventService”
"sprrversion”s "1.0%

Actlons =

| 721 555 HEY3A 2AA Q| XM QI
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- [Event Service] https://cloud.oracle.com/events/rules?region=ap-seoul-1

- [Logging] https://cloud.oracle.com/logging/logs?region=ap-seoul-1
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Az 7= L2
56 A HES AfSlof CfSt siQ S2RE AE HE ARSI CHSH 39 FHY(RT 5)2 SHH6H00f
D zEy Ew BiCt,

o\ My

ror
o

o SoRE AY HE AR ofet Y FHE(=2L S)S =2ol0{0f
1) 22RE OCl 2& F& AF &g, HE, Aol 2et A

2) SSIRE Thd MM, CIOEHI01A 5) B4 A 4, #E

= H— ’

AR 23 ARt

2% A

1) SHRE JHY X HZAAR HE AN MY, HE, ARO| 245 AL

O (7H KtAZZAAH]) ‘E — ‘Observability & Management’ — ‘Events Service’ — ‘Create
Rule’0lA Rule conditions — ‘Condition” — ‘Service Name’ — ‘ldentity’ — ‘Event type’
— A HA ASHAMA AR £)0f el ZLE{ZI(Notification Email, SMS §) & 22 7|58

Mis
o
Create Rule €
]
Display Name
‘ 20240319_EventService
Description
‘ Describe what the rule does. Example: Sends a notification when backups complete.
Rule Conditions
Limit the events that trigger actions by defining conditions based on event types, attributes, and filter tags. Learmn more Rule Logic
Condition Service Name Event Type
MATCH event WHERE (
Event Type s ‘ : ‘ Identity 2| [ Dynamic Group - Create x  Grant- Delete x eventType EQUALS ANY OF (
com.oraclecloud. ident | tycontrolplane. createdynamicg
Group-Add UserTo X  Group-Create X  Group - Delete X roup,

com.oraclecloud. ident | tycontrolplane. deletegrant,

Sioun-Remave Userfrom; X | Group'=Update: X com.oraclecloud. ident | tycontrolplane. addusertogroup

Password - Create or Reset X User -Activate X x g |[X ;
com,oraclecloud, ident itycontrolplane, creategroup,

User-Greate. % User- Deactivate’ X User-Delete X com.oraclecloud. ident | tycontrolplane. deletegroup,
com,oraclecloud, ident itycontrolplane. updategroup,
User-Update X  User State - Update X com.oraclecloud. ident Itycontrolplane.createorresetp
assword,

Verification Email - Send X com.oraclecloud. ident I tycontrolplane. act ivateuser,
com,oraclecloud, ident itycontrolplane createuser,
com.oraclecloud. ident | tycontrolplane. deact i vateuser

‘ — Another Condition com.oraclecloud. ident | tycontralplane.deleteuser,
—_—— com,oraclecloud, ident i tycontrolplane, updateuser,
com.oraclecloud. Ident [tycontrolplane, updateuserstat

e,

com.oraclecloud. ident | tycontrolplane. sendverificati
onemall,

com.oraclecloud. ident | tycontrolplane. removeuserfrom
aroup

| 12 561 2UHEHZ 2AA XH(Service Name2 IdentityZ2 A7H)
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Actions

Actions trigger for the specified event conditions. Learn more.

Action Type Notifications Compartment Topic

Notifications c‘ ‘ i R s H Notification20240319 s

Application Integration » Events Service » Rules » 20240319_EventService

20240319 _EventService

ZGUCY  Validate Rule | Disable = Move Resource H More actions v

Details ‘ Tags

Rule Information

OCID: ..q24ynfkkaq Show Copy.
ACTIVE Compartment: s === (root)/Cllla R M S S SN

Created: Tue, Mar 19, 2024, 11:20:39 UTC

Resources Logs

Metrics Category Status Log Name Log Group Enable Log

Event Matching (15) Rule Execution Logs @ Creating log_20240319. i it LogGroup20240319 ; | Enabled
Actions (1
' G Showing 1 item
Resources Event Types

Metrics Add Event Type | Edit | ‘ Remove

Event Matching (15) . ‘ Event Type

Actions (1) o

] Dynamic Group - Create
Logs

| | |Grant - Delete

O Group - Add User To

|| |Group - Create

O Group - Delete

™ Group - Update

1] Password - Create or Reset

|| |User - Activate

] User - Create

| |User - Deactivate

[ User - Delete

|| |User - Update

| |User State - Update

| |Verification Email - Send

| |Group - Remove User From

| E 562 EUHY AL XPAYEE U OMES ZUEZ) 3 L4

09

NPy

- [Event Service] https://cloud.oracle.com/events/rules?region=ap-seoul-1

- [Logging] https://cloud.oracle.com/logging/logs?region=ap-seoul-1
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AlHHS 1= LHE

HE HE ALlof] 2ot SR MHIA 012 A HE A(MY, AF S)0f et 22
SLER A X HUEHIS FA6IH0{0F Sttt

o\ My

oSS ABIA 012 A WA Al mE
1) A $Z AR B e | BLEY 43

H

LHZS +&lott{0F

ro

Ct.

2) HAZSLEHY 2 IS LAY SU| 2YH F700) X0 71N HE 43
3) TR A Cioiils 01 Sol 48 5

2% A

1) AE HE A0 245 HA| ZLEE 3

o (OClI 28) ‘& — ‘Observability & Management” — ‘Events Service’ — ‘Create Rule 0f|lA]
Rule conditions — ‘Condition” — ‘Service Name’ — ‘Identity’ — ‘Event type’ — AN #H4
AFHAN, AR S)0fl Tl 2LEI>(Notification Email, SMS 8) & 2 7158 M3

Create Rule [C
i
Display Name

‘ 20240319_EventService

Description

‘ Describe what the rule does. Example: Sends a notification when backups complete.

Rule Conditions

Limit the events that trigger actions by defining conditions based on event types, attributes, and filter tags. Learn more

Rule Logic
Condition Service Name Event Type
MATCH event WHERE (
Event Type C‘ d ‘ Identity ol Dynamic Group - Create X Grant - Delete X eventType EQUALS ANY OF

con.oraclecloud. ident | tycontrolplane. createdynamicg
roup,

com.oraclecloud. ident | tycontrolplane. deletegrant
com.oraclecloud, ident itycontrolplane. addusertogroup

Group-Add UserTo X  Group-Create X Group-Delete X

Group - Remove User From X Group - Update X

Password - Create or Reset X User - Activate X x 3| X ;
com,oraclecloud, ident itycontrolplane. creategroup,
User-Create X User- Deactivate X User-Delete X com.oraclec|oud. ident | tycontrolplane. deletegroup,
com,oraclecloud, ident itycontrolplane. updategroup,
User-Update X User State - Update X com.oraclecloud. ident | tycontrolplane. createorresetp
assword,

Verification Email - Send X

com.oraclecloud. ident | tycontrolplane. act ivateuser,
com,oraclecloud, ident itycontrolplane createuser,
com.oraclecloud. ident | tycontrolplane. deact | vateuser

‘ - Another Condition ‘ com.oraclecloud. Ident | tycontrolplane. deleteuser,
—_— com,oraclecloud, ident itycontrolplane, updateuser,
com.orac|ecloud. ident | tycontrolplane. updateuserstat

| 02 571 BUHZ 2|AA X|H(Service Names IdentityZ2 A7)
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Actions

Actions trigger for the specified event conditions. Learn more.

Action Type Notifications Compartment Topic

Notifications c‘ ‘ i R s H Notification20240319 s

|02 572 BUHY ¥ MY

Application Integration » Events Service » Rules » 20240319_EventService

20240319_EventService

Edit Rule Validate Rule ‘ Disable ‘ Move Resource More actions v

Details ‘ Tags

Rule Information
OCID: ..q24ynfkkag Show Copy
ACTIVE Compartment: g s (ro0t)/C- i Rl T ey T RN

Created: Tue, Mar 19, 2024, 11:20:39 UTC

Resources Logs
et Category Status Log Name Log Group Enable Log
Event Matching (15) Rule Execution Logs @ Creating log_20240319 i i LogGroup20240319 ) Enabled
Actions (1)
Showing 1 item
Logs

5y 22

O 573 #

i}

43}

o

- BlAA W ABIO) HE FMMS LogsWl HH 35 X4HOR HEY 4 TS HT
2

)

- Logs — Enable Log — g3l (21 MYS o Log Group A4 H

Resources Event Types

Metrics A ol | Edt | | Remove

Event Matching (15) Event Type

Actions (1
i) | | |Dynamic Group - Create

Logs
O Grant - Delete

|| |Group - Add User To

[ | |Group - Create

| | |Group - Delete

|| |Group - Update

| | |Password - Create or Reset
[ | |User- Activate

| | [|User-Create

| | |User - Deactivate

| | |User- Delete

| | |User- Update

| | |User State - Update

|| |Verification Email - Send

| | |Group - Remove User From

0 selected

| 574 WY FRM MM 30l
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(OCl 2&) ‘& — ‘Observability & Management — ‘Logging — ‘Logs — “MAs
, HERIA $HE 5 ket 2ot HLIEZO0 tiet =7|X01 HEJ} 7isol==

—/

t Log
X

Create custom log @ Enable service log
Custom logs contaln diagnostic information from custom applications, other cloud Service logs are logs that are emitted by Oracle Cloud Infrastructure services,
providers, or an on-premise enviranment. To select which hosts you want logs. such as API Gateway, Events, Functions, Load Balancing, Object Storage, and
from, you must configure your dynamic or user group first, VCN Flow Logs.
(e EICETEGI LI Leamn more Manage dynamic groups [ Enable service log =TT
Log name ‘ Log type ‘ Status ‘ Details ‘ Created w | Last updated
log_20240319_EventService_rul Service [ ] Service: Events Service; Category: Rule Execution Tue, Mar 19, 2024, 11:21:56 Tue, Mar 19, 2024, 11:21:56
e Active Logs
Showing 1 item(s) ¢ Page1 >

| IE 575 W7 AR O3t 20 57 HE

log_20240319_EventService_ ruleexecutionlog

Disable Log || Edit || Ghange Log Gioup Mdraga|

Log Information Tags

OCID:  kihden Show Copy Log Details
Companment: st (T0oNCLOUDICLOUD-SPECIALIST SO Log Type: Service iog
AGTIVE Log Group: LooGroup20240318 Service: Evenils Senvice
Created: Tue, Mar 10, 2024, 11:21:58 UTC Resource; Z0240318_EveniService
Ratentlon Period: 1 manth (default) (30 days) Log Category: Ruie Execubon Logs
Legacy Archival Logs: Desabled
Status: @ Active
Resources Explore Log
sart Filet by tere
Log Newest S | Past 5 ministes. - Adtlons -
Matrkce
w Number of log events per minute
17
08
04
0e s
hear 20,0229 Mar 20, 0230 et 20,0231 e 20,0232 Mar 20,0233 e 20, 0234
datetime [Ttpe ®  datmessage x|
MMar 20. 2024, 023403 UTC evRniEsevice Bl rssecuionkg Event debversd fo ONS successiully
JSON Befora & Aftar
{
Tlatet lme: 171907043000
@ logrontent”™s |
@ mdarats {
TeventId": “d et FF76 A2he-Seh-dic 397 M Fie"
“messape™t “Event delivered to WS sUccessfully®
Truleld: "ocidl.eventrule.ocl, ap-seoul-1. e Vi - e O = L
"target™: “ocidl.onstopic.ocl.ap seoul-om gy’ gl g § o v = Ay 3
b
“id": " 3acboabh-esi- 4073 biad yasIoBdCIa1L"
: Tocidl. comparteent. o0l e - 1 A= .S g L S ]
*ingestedtime”; “3074 23 JTRI:34:68, 60277
"loggroupld®: "ocidl. laggroug.ecl . ap- seoul -1, s 4 - F AR L B o el "
“ogid"s “ocidy, log.or ), ap-weonl- 1 | se—— S e i s
"teanantid"i "ocidl.Tenancy. o0l . o mm———— - = . e w o aa”

b
“sgurce: TR0240319_FventSoervice”

“wprrversion”s "1.0%

| 576 2RE 2as e FHY =l
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- M= 270M Action — Explore with Log Search — Explorer or VisualizeS MEHSI

Hole BEL 21 dd Al S5 X2 + U= 7IsE HS

5. 22 4 DLHE &)

Explore Log

Sort Filter by time
‘ Neuwest c\ ‘ Today

<>

| Actions v

~ Number of log events per minute
24

1.8
08

00

Explore with Log Search

Wrap lines

Mar 20, 00:00 Mar 20, 01-00 Mar 20, 02:00 War 20, 03:00 Mar 20, 04:00 Mar 20, 05:00

Mar 20, 06:00

datetime type X datamessage

Mar 20, 2024, 02:34:.03 UTC vice. itrule 1

Event delivered to ONS successfully

W

Mar 20, 2024, 02:34:02 UTC eventsservice.eventrule.ruleexecutioniog Rule has matched event

v

Showing 2item(s) ¢ 1of1 >

Search

Q

Custom filters Select logs to search

25 Show Advanced Mode

‘ Enter search fiters | ‘ | mLogGroup20240319/log_20240319 EventService ruleexecutionlog x | ‘

Filter by time

<>

‘ Today

More search options +

Reset Search | Save search H Create connector ‘

Explore ‘ Visualize ‘

Autorefresh
oF ¢ ‘

Visualization Type X Axis Interval Group By

l‘ Stacked Bar

<

‘ datetime X 3‘ ‘ 1 Hour C‘ ‘ Select group by "‘

Stacked Bar

08

04

00

Mar 20, 00:00 Mar 20, 01:00 Mar 20. 02:00 Mar 20, 03:00 Mar 20, 04:00 Mar 20, 05:00
Time in UTC

» 2 records found

Mar 26, 05:00

|2 577 2O BM I HIZ
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- [Event Service] https://cloud.oracle.com/events/rules?region=ap-seoul-1

- [Logging] https://cloud.oracle.com/logging/logs?region=ap-seoul-1
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AlEHS 7|1=
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6.1 API e = S Te
SHE X510 HOtME &

U\ ay

o APl SE Al O|BAE ¢
1) APl 50| 7ks8t IP
2) 1AM 7|51t HS5HH APIE

Al AMEE= QISU

0

3) APl 3%

o\ 24 A

o (7t KHHAAH) ' — ‘Identity
Policy £ Sl AFRXIIZ0| APl 55 HstS st 4 US
1) IAM 7|51t ¢1S0tH APIE S&8 4 s #Heh Mo
A 188 MyEIde €9)

- APl 2&5 flet A8
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[=}

Create group

Help

User can request access

Users Optional
Select users to assign this group.

Q

First name Last name Email
|
T

0 selected Showing 2 users ( Page1 )

25 Show advanced options

Ideniity » Domains » OracisldentityCloudServics doman » Geoups » APICallers

APICallers
e o [

Group information Tags

OCID: ..goTebg Show Copy
Name: APICalory
Description: -

User can request access: No

Integrated appboations

Showing 1 item ¢ Page 1

- ScRE TR A H2|E flol s @39 20| 2 OCI Mu|A0| CHet APIE MISsHH,
IAM PolicyE &oll A8A J1E0] Oiet Xl AlE #Het 3! APl A8 Hets MO

- |IAM Policy Builderg AtEst st AF A
2] MH|A S0 Compute AHIAO Cigt Hotg AH™ok= 4, Policy BuilderOfiA

Compute Instance ZA & Let users launch Compute instancesS MEHGH0] 23

of

rH

ﬂJIO

43

ne

1IQ6H Show manual editor 22 £ SHQst M2 XA
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Create Policy

Nama
APICallerPolicy

No spaces. Only letters, numerals, hyphens. penods, or underscores;
l;)es,cripﬁm
APICallerPalicy

Compartment

™

{3

Policy Builder ~ Show manual editor (|11}
Policy use cases Gommon palicy templates
All Z | Letusers create, deploy, and manage functions and applications

o~
Ability to create, deploy, and manage Functions applications and functions. These policy statements give the group
access to Cloud Shell, repositories in Oracle Cloud Infrastructure Registry, logs, metrics, traces, vaults, keys,
functions, and networks. These policy statements also give the Functions service (FaaS) access to apm-domains,
image signatures in Oracle Cloud Infrastructure Registry, read keys and verify signatures,

Identity demain © Groups Dynamic groups Liseiat
OracleldentityCloudService T | APICallers x 2 | 2
Policy Statements

Allow group 'OracleldentityCloudService'/'APICallers' to use cloud-shell in tenancy

Allow group 'OracleldentityCloudService'/'APICallers' to manage repos in compartment CLOUD:CLOUD-SPECIALISTS I

Allow group 'OracleldentityCloudService'/'APICallers' to read objectstorage-namespaces in tenancy

Allow group 'OracleldentityCloudService'/'APICallers' to manage logging-family in compartment CLOUD:CLOUD-SPECIALISTS: Y
Allow group 'OracleldentityCloudService'/'APICallers' to read metrics in compartment CLOUD:CLOUD-SPECIALISTS: [

Allow group 'OracleldentityCloudService'/'APICallers' to manage functions-family in compartment CLOUD:CLOUD-SPECIALISTS: Yl
Allow group 'OracleldentityCloudService'/'APiCallers' to use virual-network-family in compartment CLOUD:CLOUD-SPECIALISTS SN

Allow group 'OracleldentityCloudService'/'APICallers' to use apm-domains in compartment CLOUD:CLOUD-SPECIALISTS: I

M

M1 H XXH AHAS

o1 OO

ol
o
ek
i
ro

- IAM 7|52 Sofl API

Ol
T

r

Policy Builder  Show manual editor (@)

Allow group 'OracleldentityCloudService'/'APICallers' to manage instance-family in compartment CLOUD:CLOUD-
SPECIALISTS I
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A GAI(HE)

’ |
£ =2

Allow group APICallers to manage instance—family in | Manage instance—family :

APl Compute  compartment MyCompartment QIAEA MY Bz, MEY 5
instance0|| CHEt el &Y o
SE Allow group APICallers to read instance—family in Read instance—family : QIAEIA
compartment MyCompartment 2E X3 ME HH 20| 52

use functions—family :
FunctionsE &&otd Aalist £
U= Het

OCI Functiond| ' Allow group APICallers to use functions—family in
st & #Hst  compartment MyCompartment

o (T RrEEEAAH) ‘S — ‘|dentity & Security’ — ‘Domains’ — ‘Users’ — ‘AF2XA} AEH
— ‘APl Keys' & Soll §F AEAt E= ARBA IE0H T APl S2 dHotg 2Ye = US(API
Gateway, Function S)

2) APl S A MEHE= QIEUE HY| QEUCE M8 S
gt Q1502 Al XtA ZH(IAM Federation,
Instance Principal == CLIE &dli Y52 HSolH, 0] EZ2 E ARt 300t
QE@|=X0Z A7t A|Tf 24A17h

- Temporary Session Token, OCI2| MM 7|

OCID: _owgyna Show Cony Emat: EEEEE— ()
Username: INP—— Recovery email: I
ACTVE Profix: - Instant messaging address:
First name: I Home phone number
Last name: Foderated: No
Authenticated by [DCGACH
> User preferences.
> Work information
» Other information
Resources API keys
e [
Integrated sppieations Angerpriit Creatad
AP hays
Pt TSaR Bo: o Beedal 4b:05 87: 1 b ba Wind, May 19, 2021, Y8.08:50 UTC t
Auth Toksns
0 selectnd Showing | APIkey  { Page ! >
QAL 7.0 char Crecantian

134




=850 |+ ORACLE

re o
r1°

- MME APl 7|2 ~/.oci/config DtU0| =7}

plantext

[DEFAULT]
user=ocid1.user.oc1..{user_ocid)
fingerprint=¢api_key_fingerprint)
key_file={path_to_private_key)
tenancy=ocid1.tenancy.oc1..{tenancy_ocid)
region={region)

— k"ﬁ EE_ I:Il':L
{region)2 At &2 OCI 2|F™(0f: South Korea Central(Seoul))

bash
oci session authenticate ——region {region)

- BERM0IAM 201610 2155 2t=ol™ CLIZE YAl MM EZS Mdotd,
~/.oci/configtl F7t&t

plantext

[TEMP_PROFILE] security_token_file=~/.oci/sessions/{session_name)/token
user=ocid1.user.oc1..{user_ocid)

fingerprint=Capi_key_fingerprint) tenancy=ocid1.tenancy.oc1.. {tenancy_ocid)
region=Cregion)

- APl 3 O|lA| (0], Python sdkZ &&3HCtD 5HH)
MM EZS AREotH APl 20| et
——profile TEMP_PROFILEZ ®{0A ddot MM EZ Z=2Ms &E
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Python
import oci
# OCl 88 =2
config = oci.config.from_file("~/.oci/config", "TEMP_PROFILE")
compute_client = oci.core.ComputeClient(config)
# ZOMEME OCID
compartment_id = "{your_compartment_ocid)"
# CIABEA B2 X3
response = compute_client.list_instances(compartment_id=compartment_id)
instances = response.data
# 20t =49
for instance in instances:
print(f'Instance: {instance.display_name}, State: {instance.lifecycle_state}")

Text (£ OAl)
Instance: Mylnstance1, State: RUNNING
Instance: Mylnstance2, State: STOPPED

NPy

- OCl API Reference: https://docs.oracle.com/en-us/iaas/api/
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6.2 APl 3= A| 22N A= 2R T X 22|12 IS APl S& A| R2AMZ HZIGHO0}
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o APl 5% Al 53 HIAKI 3f125/0{0} Bir,

ZYS BEOI= YWot2
h

=
1) APl H9t 71t MBS &

ro
"
P
0L
Rl
-]
a
ry
oin

\ 24 M

o MB(Signature) 7|8t Q15 & HE YA
1) OClI APl RZd 432 F= Authorization oIHIE Sl OIFO{X|H, APl 7HQ! 7|2f

RSA-SHA256 Z112|E5S Sofl MBEHN 79| T9 6=t HO[E Hx YIS 2He

- APl MH(Signing)
OCl APl= X0l Mot FZH2 HSotH, S20|HE= HILT|(Private key)E
A28l QHo| ZQ QAZ J|Ht02 HMAC-SHA256 A AAIEH 0] GiAl=
Authorization Gi|IEI0| Zef=H, M= S7H7|(Public key) = APl 7|15 ARgoll MBS
ASot0] 2F0| HALX| pIU=K| 20lgt

- Authorization a4 +4

Authorization: Signature
version="1" keyld="{tenancy_ocid)/{user_ocid)/<{key_fingerprint)",

algorithm="rsa-sha256",signature="(A{H)" headers="(request-target) host date ...’

- OCl APl 224 2%
Request Al QA(O: URL, SM, HO|Z2E)7t MO ZESZZZ, =70 GI0|E7t
HEEH MFO| Y
Xgtot] MTs SA(Replay Attack)2 ®X[E
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oA o4 24y HE 24
- 2 A0 RSA(2048/4096) E= ECDSA 7|
A= Ay - M7t i Public Key2 “7t
1. 71 4 448 2 - Public KeyS OClI 2& — AKX} — API KeysO|  AMEM=XE Aldotd ASE 4= US
=5 = Private Keye QEDA| L2
- 85 Al "RIEl= **Fingerprint(K2)** 1t AFZX} QHHSH Ht He
OCID(ex: ocidl.user.oc1..aaaa...)’t &=
- £ 59 7t bE W 3ot
- B 6l date(*t= x-date), host cfj‘%w ;Haof,' Fte la Ii—l_yqouw
- (POST/PUT Al) content—type, content-length, -r:;st‘— AL §"‘6F—p o3 e
. = = = =0
2 s Z=H| opc—content-mdb E£= x—content-sha2b6 s CHOI/A=HOIEQ} AUR[5H0F Bt

- HiO| 224 oiAl: 2F HiD| MME
MD5/SHA-25622 dli+l & Baseb4Z &(Body
ESEIN))

opc—content-md5(E=
x—content-sha256)2 ==20|
HAXEX| EUSS =0

3. N8 2AE 74

- M 2ol =52 ol &M2 EAgE 1Y
@ HTTP HME & QF AZ2(MH|A0| M2t HE)
@ date/x—date, host, HIC| oiiA| S &l

@ 2 3= MOj0| T3 E= S PEX Y

- OflAl:

POST /20160918/instances HTTP/1.1

date: Fri, 10 Apr 2025 12:34:56 GMT

host: iaas.ap—seoul-1.oraclecloud.com
content-type: application/json
content-length: 349

opc—content-mdb:
d41d8cd98f00b204e9800998ecf8427¢

ol + HIC| SHA| + HIME ZEE 25
Tefeh 2AE0 M8 — 2F X

X OjRE B0l Tks

- oM = EXAES 42! 7|(Private Key)2 RSA
= ECDSA MY

- MY ZE Base64Z QUTYGHM KISt

- 0l: mZbw/3AB...==

- 2l 7IE JHKIAL Qs AEXAERE O]

NS SHZA 44 7t —~
AS(F7t BRE=A) + R2Y 2Y

5. Authorization
st 4%

- & 2F oo =32 20| A:

“http

Authorization: Signature version="1",
keyld="ocid1.user.oc1..aaaaaaaa.../{fingerprint)",
algorithm="rsa-sha256",

headers="date host content-type content-length
opc—content-mdb”,

signature="mZ5w/3AB...=="

ARNY

- keyldOll= Af2XAL OCID/7| X2 A
- headers

EE= X M0l ArEet
o 0I5 s#e=z 7=

- MH7L 0] YEE HIgC= ME #4S

6. AH(OCI) &&

- MHE keyldMEXL OCID + 7| XIR) 7[HIC2
S24 Public Key Zx3|

- Q¥ ZEtE Sl + HiC| SHAIR MY 22X Ty
2, Public Keyz2 ME {24 435

— date(or x—date)’} AfH{ AlZI +5& LHRIX| 20

- MEO| FH0I0{0F SIH(REY), AlZt=

22010k &H(Replay HXI).
SiGLt HiC|7t St HHY T MY
A0 AIf — BHZX HiX|
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T A

- https://docs.oracle.com/en-us/iaas/Content/API/Concepts/usingapi.htm

- https://docs.oracle.com/en-us/iaas/Content/APl/Concepts/signingrequests.htm#Req

uest_Signatures
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APl & Al 215 7| HS APl 3F A| QIZE= RUIT allex. 2Ot 7| )2 ATSH 2t

6.3 CH=H & 2 22|5t040F St
\ Mo

o APl 35 Al QI85= QUIT Zlex. B9t 7| S)2 OIS BB U 22I510{0F Bict
1) APl SE0| Msls Bl ASE= B 7|, A5 S2 =
(CSP ARIRIOIME ZIE AP 2OF 77} MNE I 5 worg g TRJt 9I9)

M
il
el
el
|.|-|
Jhu
el
o
Q'B
2
(=)
ro
il

\ 24 At

o (T KHAZEIANAR) ‘E — ‘ldentity & Security’ — ‘Vault — ‘Create Vault'OlA Vault2
HMHotl, Vault L Secret MMO= 0|Sot0] HES Mdold, IAME Sdf HI2Y = U=
AERE, & = 2AAE Mokt

1) OCI Vault At
OCl Vaultz= OCION HEot= &2ld MH[AZ, HIE 7|, Y5, QSAM, APl 7| &9 I
HHE SUOM OHToHH| Mol 8 F7|1E &2l = U ShELCh
(1) &z L4
- OCI VaultO H|Z(Secret) ZIAAZS MMGII, 04710 .pem 70l 7| MOl LIS
AL
- APIE SZ0li0f ol= OHE2|AH0|M(E= Compute Instance, Function S)2 1AM
FHO| ofiE Vaulte] £ HIZ'E Y = U= Bt 2o
- OfEZ2|A 0|2 OCl SDKE &off VaultOilA 21 HIY 712 HZ2|Z2 UM AL
(2) ZH
— X0 20| HOE FIPS 140-2 Level 3 2152 B2 HSM(GI=HI EOt 2E)CZ 7|12 ES
- Y A2l ¥ ZAE 2= HY ZE FHIO| st 200t 7S50 F&5H| 20|

- 1AM &g OCl9| ZHst IAM ZME Sdff MEste &2 M7t 7ts
- N WA 7] WA 715 2okl NMsst ks
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oA

- OCl Vault (OCI QIAHA ZHQ} VaultS AESH Secret X£3)

- https://www.ateam-oracle.com/post/using-the-oci-instance—principals—and-vault-w

ith—-python—to-retrieve—a—secret
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[=}

\ 7=
ez T S
6.4 APl 0|8 =& QL3 22 71 X1 2|2 ol APl 71s 01 A, MM {8 7|7t

T~
X |UI AR SO gt 2tzr kS BE5I0{0F Bt

o APl MM 2 M 210l CHEt 95 7|7t AESHD, QLA ZHEQ 7| S) 9F WX (o= otz
JI7te ®2sI6i0F it
1) APl S& MIM9 R& 7|7t &AH
2) Ngio| 95 717t &l
3) APl £0t 7| otg 7|17t AH

4) RUA Lt 71 3) WY| H Mg JIsLz Ur It &

A
= T

.
on

\ 24 M

o (OClI 2&) ‘& — ‘Identity & Security’ — ‘ldentity’ — ‘Policies’ —
MEXIENH APl 25 Hotg &Y

L= =20

1) APl & M9 RE 7|2t 8%

‘Create Policy & Sal|

A O]
T M

d
a|o

L

APl 2& M9 Ra /iKis AEHCE AFdks 7VIs2 M MSEX| Ha
OCI9| APl 2I& iIAUEZ ME

Eis
7|8KSignature—Based) EAIS ALESHH, 0| 2HAl Xt&|7t
M9 Rads Edots S8 Al Mefs E&
* Request Signature Timestamp (23 MY EtUAERHI)
- 2} APl 2F0IL MEE Solf Rads 2
HOot ol Qlolf 5EL= Mg
- OCI APl & A| HTTP 23 5lH0]| x-date f= date BEO| Zalk= EfQJARIZ
QO| M4 A7t 20l Ts

AN 0] MBS 7= 772 OCIe| W&

2) ME9 w& 71ZF =l
[E2 718t QIS Mld R 712t 2F]

o
- OCI CLI == SDKOIM EZ2 7|8t QI5(0: oci session authenticate)s At2e AL,
MM EZo| 05 J|7tS MxE

A Ol
2o= T MO
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- 71272 6020|MH, ——session—expiration-in-minutes It2t0|HE Salf 520A 602

NOIZ 95 77t MF 15

‘Oﬂ) oci session authenticate ——session—expiration—-in—-minutes 30 ‘

3) API Hot 7| Btz 7[7h 4H
- (OCl 2&) ‘& — 'Profile’ — ‘User Settings’ — Tokens and keys’ — ‘APl Keys'&
Eoff 7|1& API 7|2 AtKlotd, M &7 712 &
- OCI API M3 7| XA0fl= 2= 7|.7_fO| KR Eot kS flo /K2 IS WA[ok!
IAM o= HMAS Kolole Az HEolH, 7| WA= OCI 250 M22 S 718
P20l 71d MYS QUH0|Est= YAlo=Z Tl Jks

v South Korea Central (Seoul) [

Identity domain: OracleldentityCloudService
=== N (g

Language: English

User settings

_ : Console settings
able in preview, will be permanent soon. If you haven't already started

sition. Sign out

Actions Vv

Details My groups My requests My resources Tokens and keys Saved passwords Security Tags

i1 API keys !

Q
Add API key

a Fingerprint T4 Created T
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Add API key

O Generate APl key pair
@ Choose public key file
O Paste a public key

Publickey

Drop a file or select one

File extension must be gem.

v South Korea Central (§

Note: An APl key is an RSA key pair in PEM format used for signing API requests. You can generate the key pair here and download
key pair, you can choose to upload or paste your public key file instead. Learn more

- {HEX0I Pte Mo

Asst AFEE: OCI Functions EE= 218 AJEHEE AIZSIH API 7|2 MM, AK|, WHZE
NEEER IS
* o0 B0 Exk= Ol S8k FX
SecOps team Automation
( Start ) 3
OC| Resource
Scheduler
[ Configure threshold }
) —>[—=
‘ O ornar paramatess | =
OC! Functions
validate
expiry
£ €
‘ AP| key ‘ ’Authmk'en g;gggg;
- = H\“\

,/.' S
—_ Exceeded threshold? ——
. S
N S
S e
-

warning critical expired

o T
- .
o

. .
<« Opt-in weekly/

~_ s
S = o

5_f
=

=5 ) )
S— yes —# Email report to SecOps }—
- monthly report? -

o yes —# Email user notification

L e
i ,/ -\\_\
el S
<_ User exempted?
~ o~
\‘\_\ // 5
R -

i

Delete expired secret ;

144




=F8EA 1+ ORACLE

g
OCI SDK Ax| pip install oci
~/.oci/config TN OCI 215 HE(Tenancy OCID, User OCID, API 7|, Region 5)& &%

[DEFAULT]
user=ocid1.user.oc1..{user_ocid)
fingerprint=¢key_fingerprint)
key_file=~/.oci/oci_api_key.pem
tenancy=ocid1.tenancy.oc1..{tenancy_ocid)
region=ap-seoul-1

IAM HEo=z AP| 7| 2| #Hst 2o

OCl 78 &8

=]
fo
rol
[}
rol

Allow group {your—group) to manage users in tenancy
Allow group {your—groupy to manage api—keys in tenancy

import oci

import datetime

from oci.identity import IdentityClient
import o0s

# OCl 848 2=
config = oci.config.from_file("~/.oci/config", "DEFAULT")
identity_client = IdentityClient(config)

# LS AFRAF OCID (BHF Hi7+ L= 6/=25)
user_ocid = "(target_user_ocid)"

# 1. 7= APl 7| 2 X3
def list_api_keys():

return identity_client.list_api_keys(user_ocid).data
MZ Python ATRE
# 2 JIZ APl 7| 4K
def delete_api_key(key_id):
identity_client.delete_api_key(user_ocid, key_id)
print(f'Deleted API key: {key_id}")

# 3 M AP 7] 44
def create_api_key():
#M 7)Y MY (RZ0M 88 = 371 7] FRE)
key_file = "new_api_key.pem"
public_key_file = "new_api_key_public.pem"

# OpenSSL HENHZ 7| MY (ANZ= subprocessZ Adll 7Hs)
os.system(f'openss! genrsa —out {key_file} 2048")
os.system(f'openssl rsa —pubout —in {key_file} —out {public_key_file}")

with open(public_key_file, "r") as f:
public_key = f.read()
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e

HI
%

Python
# APl 7| 2E
response = identity_client.upload_api_key(
user_ocid, oci.identity.models.CreateApiKeyDetails(key=public_key)

)
print(f"Created new APl key: {response.data.id}")
return response.data

# 4. 02l 2%
def rotate_api_keys():
# 71 7| 238
api_keys = list_api_keys()

# 90 Ol & 7] AAl (Of: MMY 7IF)
for key in api_keys:
created_date = key.time_created
if (datetime.datetime.now(datetime.timezone.utc) - created_date).days )
90:
delete_api_key(key.id)
# M 7| dd
new_key = create_api_key()
ZRAl M 71E VaultOl] MESHAL L8 ME (He +
prmt( API key rotation completed.”)
if _name__ =="_main_"
rotate_api_keys()

EOI20M ATEHE &
bash
Python rotate_api_keys.py

1. OCI Functions &%
OCI Functions AMH|AOIAN Python HEIRIOZ A Function 44
- 2 AFJEEEZ Function ZEZ Y=L
- TSt &4 #(0f: user_oicd) MY
2. AEE
OCI Events?t OCI Resource SchedulerS Ar2all 7|5 AsH(0f: 0f 90¥) MH
- Of: Event RuleZ “Of 37HE0OCH E2[{” A™ £ Function 8=
EE= R AHEH 0|18
Crontab: crontabl = ATJZE Al AAEHE JHset

rd
g
[

i

[>

A

my oo

oL |m
=
oo
na

OCl Functions2
Nl

0

3) LA (=S 71 B WY H Mg VIslz Ur It F+
- Uz J)2F 29 222 ScREs API 7| A0 CHol If% Uz 28 /s BN, dd =
0 ol A5 U=EEE XFoke 59 7Is2 MSEA t5
- 222 Z2RE 2& E= APIE Sl APl 712 ANIEX] A7) E= MUS(MER
APl 7| ¥4) 75
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oA

- Required Headers — APl MY 7|

- https://docs.oracle.com/en-us/iaas/Content/API/Concepts/apisigningkey.htm#Requir

ed_Headers

147



https://docs.oracle.com/en-us/iaas/Content/API/Concepts/apisigningkey.htm#Required_Headers
https://docs.oracle.com/en-us/iaas/Content/API/Concepts/apisigningkey.htm#Required_Headers

SE=0F 48 SCIRCHREAHIA Ho H2| FHM 1 6. APl 22

s IIE g
= - o 1o 7"'9-6}0=IOF BH:_I‘
o d2otdE StAtE

0 APIE 8¢ 2tRE JhY A | = Al HIERIA EdiY Es5 7

MEol0{0F ST,
) SSL XH&Z(ex. TLS 1.3)

—

RPN |
o SSL ME : OCl API @82 HTTPS%t SSL Protocol TLS 1.3 D|X[#
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el

L

O\ 7E
AEHS 7= )
AELX SH0| [2t F JJi XfH S XHAHst MIAEXNE
71 AEaK H2 Ha 2R SHO| Wt oe SH AT S MHE HIEHE
=3USI00F St
o

o AEZX| SN0 M2t Q8 S7i AtH S HES T ot 3
1) 20 S7H7H LR gl AEZ|X[0f CHohii= MEE AMA X S Yot Mg
2) AEFX| ERE 2 7tsE AY 2| 2HIAM 7|5 52 E8
3) ©= URL & ME’;‘ 20| HeHE URLE F2 Al SH| 2ot 2E(FH2 7ts AlZh IP ®HO| S)

24 A

— ‘Storage’ — ‘Object Storage & Archive Storage’ — ‘Buckets’ — ‘Create

o (0Cl 2%) ‘&
BucketOlA HZ! AEZ|X| MAM(Default: Private)
1) 2S00 747t HL Sl= AE2X(0| iohM= HEZ WMA XH S Hot Mg
g Al Private B2 M40, OCI Cloud GuardE Safl Public &EHZ
t Ofe

- B2l AERK| A
I 49 Public

HE Al BX & X0 SEY 4 USLIFH SHoks 2E2X|17t 0

HEZ HESIH2E BMZ Private &EiZ AtE HE FME MBS 4+ UAS)
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- B2 AEZX| MY

Create Bucket

Bucket Name

e e

Defouit Storage Tier
O Standard
Archive
The cialoul! Btorige tee tor § Buckst can ony D ADecled furing Caton. Once el you coniof changs e Alorgs e = shsch 8 buchel reides e

Enable Auto-Tiering
ects frovm (1 Siancaed e 10 /eas sxgenmve SIMQH. LExrn mire

Enable Object Varsioning

Crmate 8 SO woruion s & s GDISCT & UOKaded. B sxsing Ol 8 overarilien, of when o cbiect & dehessd. Liarm mon

Emit Object Events

Crmateh mACTRIER Dt R ODpeCT Slate changes using e Everts Senice.

U itted Multipart Uiploads Cleanup

Comte & ifmcycin ruls o ol W T das. |
Encryption
© Encrypt using Oracle managed keys

Lawves o8 0 Ol

Encrypt using customer-managed kays.

Fadures. & valid hey WO & vaull INAT you Pires Bccead 10, LA Mors

| = P | H

- MME HZ] AEE|X| AE{(Private)

Buckets in _ Compartment

Object Storage provicdes unlimited, high-performance, durable, and secure data storage. Data is uploaded as objects that are stored in buckets. Laarn mor

Name =~ Default Storage Tier Visibility Created
bucket-20230226-1628 Standard Private Tue. Feb 28, 2023, 07:28:39 UTC
hugcket-KISA-C-TAS Standard Private Tue, Nov 28, 2023, 07:19:58 UTC H

Showing 2 tems ¢ 1of1 >
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oo

0

- Public EiQ! HZ! AEZ|X|9] HUHZS Sol ZAIZE 201 H &R &Y 23

OCI Cloud Guard, Configuration Detector Recipe

Cloud Guard » Toegets » Tarpel details » Detoctor recipe

[ - OCI Configuration Detector Recipe

Hana tost
Dotails

OCID: . mifyurwSa Shaw Copy
Created: Tus, Jul 25, 2023, 17:34:23 UTC
Compartment: apacect ool

Resources Detector rules

F Detector rude a  Risk level Status Settings conligured Conditional group
Bucket & public [ J- b bt Fic i Mo i

i vl |

g = Description: Object S10rage suppors anonymous, unauihenticated sccees 1o a bucket. A publc bucket that has rad access snabled for Snonymous users allows anyone to obtain
abject metedata, download buckel objects. and oplonalty kst bucket contents.

Conditional group: Norm
Datnbass Systern has pubiic IF ncdress ® High Enabied Mot aliowed Mo H
Oatnbase System is publicly accessible @ Critcal Eratied Mot altwed Mo
Instance has a publc 1P sddrens ® g Enabied Not abawed No
Instance is nof running an Cracks pubiic mage Low Enabied Mot aliowed Mo i
Instance is publicly accessible @ Crivcal Enatsied Mot alawed Mo
Instance is running an Oracle publc image: Low Drsabled Mot aborwed No i
Load Bafancer has pubiic IP address @ High Enatied Mot aowed Mo H
VN Sacurity liut allows traffic 1o non-public port from all sources oc E No "o 1

00.0.07)

w

ShowingDiterrs  { 1elt )
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- OCI Cloud GuardE Safl AlH= Public bucket 25

B Include child compartments
Statys BRI | ok ot rmschved | | Dfsmas ¢
Open o]
Problem name  Risk level +  Detector type  Resource Target Regions Labels
Renource type
Backiad - Bucket i public @ Critical Configuraion  _ hap-media 12345 South Ko Central (Seaul) €18 OCI V1.1 OBJECTSTORAGE ObjectSto
Bucket is public @ Ceitical Configuration AR02010111928 US East (Ashburn) €15 OCt V1.1 OBIECTSTORAGE OtjectSto
Bucket moublic @ Criticat Configuration 1-20230112-1436 South Korea Central (Seoul) CI5_0CI_V1,1_OBJECTSTORAGE ObjectSta
Bucwet m pulic @ Criticad ‘Configuration ~1-public-Duckit LS Mictwest (Chicago) Cis_DC1 V1.1 _OBJECTSTORAGE OtyectSio
Buckat is bl @ Crtical Configuralion onva-models South Kores North (Chuncheon]  CIS_OCI V1. 1_OBJEGTSTORAGE DtisctSta
Buchet is pubiic @ Critical Configuration hop-medis-54321 US East (Astiburn) C15_OCI_V1.1_OBJECTSTORAGE.ObjectSto
Buckst m mibls @ Criticat Configuration  buckst South Korea North [(Chuncheon)  CIS_0C1 V1.1_OBJECTSTORAGE OtiectSto
Buchat m oublic @ Cetical Configuraon  _ heo-media-54321 US West (Phosnis) C15_0C1V1.1_OBJECTSTORAGE ObjectSto
Buckt is putilc @ Critical Configuration  _server mig_test South Korsa Central (Seoul) €15 0C1 V1.1 OBJECTSTORAGE ObjectSto
Bucket m putc @ Criticat Configuration  Bueun-chject US East jAshburm) CI5_0C1_V1.1_OBJECTSTORAGE ObjectSto
Bucket @ il @ Crticl Corifguration  Di-tucket US Esst (Ashturty C15_0CI_V1.1_OBJECTSTORAGE OtysctSto
Bugket i muilic @ Critical Configuwation _ ushop-mesdia-321 South Korea North (Chuncheon)  CI5_OC1 V1.1 OBJECTSTORAGE ObjectSto

- 7| W2 HorMRo| M2t 2= HAIE Private MEIZ2 RX|ot7| QehA R ARZXE7t
Public EiZ HZSICIE: L= Private 4EIZ X HE 7158
Responder activity?] L2 Cloud Guard, Responder recipeli| M2t ZH| HAE HZ

AEZX| O|E3

Sl0|aF A O]
=

o
=2 T MO

Bucket is public

Object Stomge supports anonymous. unauthenticated access 1o a bucket. A public bucket that has
dewnioad blcket objects, and opticnaly st bucket contents. Learm mom

_m-m Disrnisa

Details

usars afiows amyone 1o obtan cbyect metadata.

General information
Problem OCID: . Irewfisea Show Copy
Resource ID: . ada-12345 Snow Cooy
Detector type: Configuntion
Resource name: niushop: media- 12345
Managed: Local

Risk levet @ Critical

Rasource type: Buckat

Status: Open

Compartment: IE——

Reglona: South Korea Central (Seoul

Target: I

Firsl detected: Sat, Mar 22, 2005, 22-57.58 UTC
Last detected: Mon, Apr 7, 2025, 205401 UTC
Labels: Ci5 OC1 V1.1 OBJECTSTORAGE, CbectStomgs

Recommendation
Description: Enuure Tat the buckst s sanchoned for pubic access. and If not. direct the

OCI acmirsstralor to nesirict the bucket polcy fo allow only specific users.
BOCEES 10 11 MESOLITES requinsd 10 BCOOMplsh M j00 functions

Resources Responder activity
Respondérs ralated (o tha problems.
Probiom history
Respander name T updated = Activity Responder sxscution status Cammant
Rasponder activity
Cloud Event Sal. Mar 72, 2005, 22°58:30 UTC Comgieted @ Succesded Successliuly responded
Cloud Event Sat, Mar 22, 2025, Z2.58.30 UTC Started @ Succesded Automatically Trggered
Mako Buckst Private Sat, Mar 22, 2025, 275830 UTC Startad @ Awatting confirmation Aatormatically Trggored

Snawing 3 tems { Page ) )
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=

— ‘ldentity & Security’ — ‘ldentity’ — ‘Policies’ — ‘Create Policy’ 0llA{

ofal, X1 BLEHE U Hzls

o (OCl 22) ‘&
E= ML OES ddotd

Object storageoﬂ et AIEAt
A7I/MT| & HeHE SigstE
2) AEPX| BFE T2

HHE AEZX| 2% or IIESHN,

- 25, Ijg, 24
NEXF XA

- AISR I8 M ¥

Create group

Name
ObjectStorage_Policy

User can request accass

Users Optional
Salect users 1o assign this group.
<

| O ——

First name Last name Email
rESES—S—S—S————————sSSSSSSSSSSSsSsSsSsssssssssssssss
BeBeEeeee——————————————om——————

oset A

Common policy templateslAl objectZ2 ZAIGH0] CHQ¥

mjo

— Policy Builder,
Sest 4 QI
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Create Policy

Mo spaces. Only ellers. numerals, hyphens, periods, or underscores.
@ Requiren

Description

Compartment

<>

Policy Builder ~ Show manual editor | 11
Policy use cases Common 1
All T | object

(%]
SN

Let Data Flow resource use Object Storage
$3 Show advanced options Lzt users and resource principal access and use Object Storage for a given workspace
Let users search objects within a workspace
Optional policies to let users create manual backups in ObjectStorage
Allow Data Lake Service to Access and Use Object Storage as External Table or External Mount
Allow log collection from object storage
Let Object Storage ad ge bucksts and obj
Let users write objects to Object Storage buckets

Lat users download objects from Object Storage buckets

- 02 4t MAEMIEMEARE)M XIgE HLMEHE W QEME ARZ|X| HZI0A

AHMA)S THR2E 7hsol== of8oh= EM X|1F

Policy Builder ~ Show manualeditor (1)
Policy use cases Common policy templates
Al 2 Let users download objects from Object Storage buckets S

Ability to download objects from any Object Storage bucket in the selected location. This consists of the ability to
list the buckets in the location, list the objects in a buckel, and read existing objects in a bucket.

Identity domain © Groups  ( Dynamic groups Location
OracleidentityCloudService Z | ObjectStorage_Policy x ¢ I &
Policy Statements

Allow group 'OracleldentityCloudService'/'ObjectStorage_Policy’ to read buckets in compartment CLOUD:CLOUD-SPECIALISTS: I
Allow group 'OracleldentityCloudService'/'ObjectStorage_Policy' to read objects in compartment CLOUD:CLOUD-SPECIALISTS: YN

=2 Show advanced options
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- URE AERX| HIHS HF U

ldantity » Policien » Poicy Details

Object_Access_Policy
Eatpoiey | Acctags (R

Policy Information Tags

OCID: . S3aigia Snow Gooy
Compartment: IR (oot
Description: Otwect Access Policy
Crwated: Mon, Agr T, 20285, 10:51:30 UTC

Resources Statements

Soterecte [ €4 Potcr Storris |
Allow group ‘O e rou Policy’ 1o mad buckets in companment CLOUD-CLOUD-SPECIALSTS
Allow group 'O ityCh jcw 7 OO Puiicy’ to read objects in compariment CLOUD:CLOUD-sPECIaLISTS T

o (OCl 2&) ‘& — ‘Storage’ — ‘Object Storage & Archive Storage’” — ‘Buckets’ — ‘Bucket’
MEH — ‘Pre-Authenticated Requests’ — ‘Create Pre-Authenticated Request’OW A gt 48
3) &= URL & MY 40| Z&E URLE H2 Al SH 2ot +(E2 7t AlZh IP Mo S)

- ME= URL(Pre—authenticate Request) A4 3l 7|2 MK

- MME 7 E URLZ M2 Al SX| 2ot MB0| LS 2j4A MeH

[ B |

Object Storage & Archive Buckets in NN Compartment

S!oraga Obpect Storage gy p durable. ard secure dats storage. Data is uploaded as objects that wre siomd in bucksts. Lo mon

Bucksa | omes et |

Private Endpornts Mama = Default Storage Tier Vinibitity Created

buchet- 20230228 1628 Swundord Privets Tue, Fob 28. 2023, 072838 UTC

trichnl-KIBA-C-TAS Standarg Private Tus, Mov 78, 2029, 07:10:58 UTC i
- s L W
[ D

Servica iogs Marsage logs
Resources: 2 (4 total logs) (@

Logs anablea: 2

Legs not enabled: 2

Tiag s et | Cher

M tag s A

- OCI Object StorageOld MEE URLE 58 Zix| = HZ
HZ2 5i80k= URLE HZl, QEME F Target2 MEIGHI, T 'T":Ia(%lﬂ

OI7|/M7|)J_ P OIR AIZFS MAFE 4~ A=

>\u
=2
=
ron
>
ﬁ
:
[~

il
9
10
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Create Pre-Authenticated Request Holo

Nama

par-bucket-20250408- 1001

I_h—#ulmnh:mau Request Target

Bucket Object Objects with prefix

Craate a pre-authenticated requaest that Craate o pre-authanticated request that Craale o pre-authanticated requaes! that
apples 1o all objects In the bucket, v apphes 1o a specific object. apples o all objects with a spacific prefix,

Access Type
O Pormit abject reads
Parmit object writes
Parmmit obpact reads and writes

Enabie Object Listing

List unmrs. B! e chjscis n M bucked

Expiration

[hpt15.202501,0'| uTe E}

¢ April 2026 > Time (UTC)
Su Mo Tu We Th Fr Sa 00:00
1 2 3 4 5 0030
& 7 8 9 10 1 12 01:00
13 14 [ 16 17 18 19 01:30
0 21 22 23 24 25 26 02:00
27 28 20 30 0230
03:00

- HA/RQEHME AEZX| FZHES, Ttz A)ZI0| 4% = ddE URL

Pre-Authenticated Request Details

Name Read-only

par-bucket-20250408-1001

Pre-Authenticated Request URL Read-only

https://obj ap-seoul-1 p/EXNhUveG6a1JQjWnjSALoLNmiPdFHUxso8jRil |j|

Copy this URL for your records. It will not be shown again.

We recommend you use dedicated endpoints with the following URL:

https://== - " - ""i.obje -seoul-1.0ci. i.com/p,
EXNhUveG6a1JQiWnj5ALoLNmiPdFHUXxso8jRifux1kaYPs-48qRm6ZrqR-qRigl3/n/~~~~"

bucket-20230228-1628/o/

However, your current URL is still supported. Learn more about dedicated endpoints

Close
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- W7l AEZ|X]: https://www.oracle.com/kr/cloud/storage/object-storage/

- HOoF BLIHA: https://www.oracle.com/kr/security/cloud-security/cloud—guard/
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72 AE[X H3 ma AE2|X| X0 Wt 97|, 47| Sof Hig Bastolof B,

23

2\

sict

o AESR| SH0| Wt &7], 27] So| Hets M=ot XEaf0{0f ¢t
71, 271 B2 MZsfolt] SH0i| M2t MEo0{0F St

AEBIR| HHO BBt AH
5.1(2) Hxlet £

1)

2) AE2|X| 3t &

N \$¢Mw
— ‘Identity & Security’ — ‘Policies’ OIA| AEE|X| Z2HSS 502

St
=

o (OCl 238) '
4 Qo0 FI|HOZ 7| Mt HASS TUHY oo}

H0j SHE0| thet TLEZ 2 71N AE 28

A | | LS
1) AEZ|X| st
- N | AAMSE A | | S |A
71BN dget ARG Het 2AE
Overview Create Policy ‘ Delete ‘
2o | Name Description
Network Sources
ot ( Storage_policy_read Storage_policy
Policies o
C rt 1t
SuPallss ] Storage_policy Storage_policy
Federation
Storage_policy_read

EditPolicy  Add tags

Policy Information ‘ Tags

OCID: ...2izdo3fq Show Copy

Compartment; oo

Description: Storage_policy

Created: Fri, Apr 18, 2025, 04:05:23 UTC
Resources Statements
Statements Edit Policy Statements
Allow group ‘OracleldentityCloudService'APICallers' o read buckets in compartment CLOUD:CLOUD-SPECIALISTS -
Allow group ‘OracleldentityCloudService'/"APICallers' to manage objects in compartment GLOUD:GLOUD-SPECIALISTS: ™" where any {request permission="OBJECT_CREATE', request.permission="OBJECT_INSPECT'}
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2) SCIRE ¥ 2& U &9 At 2OE 2o MY Rz LR2E ol 2 2

L\ 2a A
1) AEEX| MHIAE HEZ MY 2l AS0H0 S| ZA 277 8
Oracle Cloud Infrastructure(OCHOIA 2Aot= Q| ZIAF 279 HE7|7E2 365U0|H,

57| @lall, OCI9 Logging, Service
AtsstE Y HAE #5010 OCl

Ofi
I

T3 Ol4 50 Sk Al 2 22F 7RIS
Connector hub, Object Storage AH|AS HZ510
LHOIAM 2719 7| E30| 7hs
(1) 74 Y
T 22 KAS QHEE AEZ|X| B3] A
OCl 240 AE2|X|(Storage) — HZl(Buckets)22 0|5
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- HAE 21 MUS NYY HZIE Object Storagez A4

Create bucket

Bucket nama
bucket-20250814-2251

Default storage tier
The default storage tier for a bucket can only be specified during creation. Once set, you cannot change the storage tier in which a bucket rasides.

Learn more about storaga tiers
(® Standard

() Archive

« 2HA: 24 MH[A0M ZAF 271 2det 22l
- (Default E43h) HUEAQ TE ZAMEMEN st ZAF 2= EH3E0,
_AuditO|2t= 0159 271 AF=0=2 MMEH /U=
« 3EA: MH|A AHYH 5EE AREolH 21 ME 48
- (OClI %) ‘& — Observability & Management — AH|A HEEH(Service

= [=]
Connectors)C2 0|=
- MIZ511A} GH= Source= RS MENGII, Target2 Object StorageE AEY
- Source: _Audit 2115 MEGIH RE ZAH 202 ANCZ X|F (GH _Audit

= — "1
AMERIE T3

- Target: TSHOA AA

ol

IS

r
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Create connector
. Create a connector to define how data fiows from a source service to a target service. Far more infarmation, see connector hub ovenview.

Connector name

audil-log-backups

Deserpi

Enter 3 description

Resource compartment
|
-
@ Saurce Task {optional) Tanget
Logging ‘ | Task {optional] | ‘ Object Storage

P = - =

Configure connector (0
Source (1) Taget (@
Logging +  DObject Storage

Configure source

|
Object Name Prefix Optional

28 show additional options

ronhgine Soure connetion Query syntax View query syniax documentation ]
Switch o advanced mode
search
“oridlienancy.ocl. qidvZZca)
Compartment name Log groug Lot sﬁtpesqpmwsgw‘:;rbce:mw % il
| mpear tment/ocid 0C1.ap-seul- mum
{roat) S _sudit % 3| selectiog o X 52iqguazqezst Qarymmngs
B irctude_Auitin subcompsrtments
Configure target
Configure target connection
Compartment Bucket
! | Z | bucket-20250617-1541

. ATHY: QEME AERX| HE 7E A
- 19 0|9 Bt QMRS SE0I=S JAG! A2 QIst HI0|E ANE Y
sl Object Storage HIZIO| 2= HZl(Retention Rule) A% #1

- 7|7t2 1H(Years) O[ACR MFstD FEIS AN
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Usage

Approximate Object Count: 0 objects (7)

Approximate Size: 0 bytes (2)

[ itted Multipart pproximate Count: 0 uploads (2)

L itted Multipart pproxi Size: O bytes (1)

Resources Retention Rules
Objects ‘ Create Rule ‘
Mecs Name Retention Duration (i) Lock State (1) Scheduled Lock Time (7)
Pre-Authenticated Requests
No items found.

Work Requests
Lifecycle Policy Rules

Replication Policy

Retention Rules

Uncommitted Multipart Uploads

Logs

Create Retention Rule Help

Name
retention-rule-20250617-1637

Retention Rule Type

Time-Bound Indefinite

Object modification is prevented for the retention duration Object modification is prevented until you delete the reten-
you specify. W tion rule.

Retention Duration

The retention duration that you specify is applied o each object individually, and is based on the object’q Last Modified

timestamp.
Retention Time Amount Retention Time Unit
1 Years &

Enable Retention Rule Lock (7}
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2) S2RC @ Z£ W A A 205 EEO| MY HEiE U0 B2 Bt
OClz 2&0IM Z=lok= MHIA & 7|2H0] Tet XE A 232 Welt= R 7| s

X-”_l_ol'
« OCl 2& ZAKAudit) MH[AOIAN 21X COHRZE (JSON)
(OClI 2&) ‘& — ‘Observability & Management — ZAKAudit)Z O|=

Saved Searches
Logs View query synta:
User Resource
Log Groups
| Add user fter & Addresource filter )
Agent Configurations
Request action types Event type
Connect tors
‘ ‘Add action type filter < Addeventfiter %
| Audit
Custom fiters
Conaer | Enter search fiers
‘ (root) z| Fiter by time Start Date End Date

‘ Custom S Jun4,2025801:13 AM Bl Jun17, 2025 8:06:13 AM B

71242 E] 147X XY

Reset ‘ Convertto search S8
Explore events ‘ Activity stream L Exportlog data (JSON)

Event time ‘ User Resource Action | Type Status

- 18 X3 Al 2O 14, z[0f 500749 21 O[HIE X3l £ o, 0] HY=
OR2E Jts

- 11 0|49 7A+E X3lotHH CLI E= SDK/APIE ARE
« OCl 22 2Z(Logging) MHIANN CHZE (R7], JSON)

(OCI %) ‘& — ‘Observability & Management — ZZ(OCI Logging) — 271
M7 |(Log Explorenz Ols

- TEOIN Joke RS MESHD SearchE Sdl 2118 X3

Ex

- 2| MY 5 ZI 51 = MHO| Action EELIR W2 25t WEL7|(Export) 2
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Logging Search

Search . You can now visualize your Logging queries using OC| Dashboards Dismiss
Saved Searches )
<& Show Advanced Mode

Logs Custom filters

Log G Enter search filters

Agent Configurations Select logs to search

8 I (rooty_Audit x

Audit Filter by time

Past 5 minutes L+ More search options w

Saved Searches
Co Aeset Search = Sawve search Create connector _

3 | oFF s
Explore Visualize

v Number of log events per minute
120

80
40
o

Jun 17, 08:05 Jun17,08:07 Jun 17, 08:09 Jun 17,08:11 Jun17,0813 Jun17,08:15 Jun 17, 08:17 Jun 17,0819
Showing 500 log event(s) for the past 15 minutes starting at Tue, Jun 17, 2025, 08:05:41 UTC ‘ Actions ‘
datetime — x| data.message Manage log fields
Jun 17, 2025, 08:20115 UTC  sch.serviceconnector.runlog Run succeeded - Read 0 messages fromfsq WaP lines
Jun 17,2025, 08:20:15 UTC  sch.serviceconnector.runiog Run started Expand log data
Jun 17,2025, 08:19:42 UTC  LogSearch.SearchLogs SearchLogs succeeded Exportlog data (JSON)
Jun 17,2025, 08:19:41 UTC  LogSearch.SearchLogs SearchLogs failed =
Jun 17, 2025, 08:19:40 UTC  LoggingAnalytics.UploadOCSFile UploadOCSFile succeeded ~
Jun 17,2025, 08:19:40 UTC  LoggingAnalytics UploadOCSFile UploadOCSFile succeeded ~

- 138 =3 Al ZO§ 14, z|0f 500719 21 OHIE X3
OREE Jts
- 1 O|M9| A4E X3lotdfH CLI E= SDK/APIE A2
» Object Storage HHIOA It HE{Z CHRZESI0 HE56} |

- M HAOMN Connectors HubE Salf EE2| Object Storagez= Y =

el

4+ glo, o ©92

02

Objects
| More Actions ~ lQ Search by prefix
O ‘ Name Last Modified ‘ Size ‘ Storage Tier
ocid1.serviceconnector.oc1.ap-seoul-
v I lanm iama3q47: jgi37bhdg5n2362kki3so5hge = w =
gmeéq
[] 20240816T061321Z_20240816T061939Z.0.log.gz Fri, Aug 16, 2024, 06:20:42 UTC  1.92 MiB  Standard
[] 20240816T061935Z_20240816T062739Z.0.log.gz Fri, Aug 16, 2024, 06:28:40 UTC  2.43 MiB  Standard
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I'Rl.

Objects
L i [ ocid1.servi oc1.ap-seoul-1. 'yiama3q47 jqi37bhdg5r yfaméqg s ‘
More Actions v I Q20250601700
O ‘ Name Last Modified ‘ Size ‘ Storage Tier
N -
O [J 20250601T000727Z_20250601T001544Z.0.log.gz Sun, Jun 1, 2025, 00:16:37 UTC View Object Details
(] [0 20250601T001528Z_20250601T002346Z.0.log.gz Sun, Jun 1, 2025, 00:24:32 UTC Download &
() [] 20250601T002329Z_20250601T003150Z.0.log.gz Sun, Jun 1, 2025, 00:32:40 UTC Copy
] [0 20250601T003127Z_20250601T003945Z.0.log.gz Sun, Jun 1, 2025, 00:40:35 UTC Update Storage Tier
(] [J 20250601T003927Z_20250601T004745Z.0.log.gz Sun, Jun 1, 2025, 00:48:08 UTC

Create Pre-Authenticated Request
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1) 22 @ 2& U HMSots 9 ZAF 21 22 Al L S8 g 5+ UA=sE 4%
QEIZ 22 QIPIAEZK(OCIHME 7|EHOZ Audit AHIAZ SASHE0] QIOMH,
DE APl S I ABAL A 2aA MY 2 AN ) A4S TS
0] 2= Audit Logtll M=, 7[28oz fFHES HE 4

2= 97| HELE 11’“E|ﬂ1 AEAZL 2 ol ALL ANE + §1S

—_—O—
2) . AEZX| HY 7|52 Sofl WY FHY X
(1) Service Connector HubE Edlf Ex9| Object Storage= Hf

8.1.1 HE AEZ|X| HS =5 AL 21 U SH= AxX
(2) HZO| AERIKZ 0|5t ZIAF 27 #elo| BS2 sl 3l 2R 2 U
QEE ZARTOA LA 2T K= A|AEIMOZ HSLX|PH 237t MAE Object
AH A ZA] I U A

Storagelt #& 2|AAQ Ofet FH H2 = A 7

43

or

« Event ServiceE AtEoh A A ZX|
X O|HIE(0]: Delete

OCI2| Event ServiceE AtEoIH Object Storage HZ0| Cist 4

Bucket, Delete Object) ZiA| & &g Eg|H AN
EI-I A|'9'X|'o| A ILlE_-IEo_|% Q5 OHIE H&R|l XAHS =7} 7

olr

- Event Rule 244
(OCl 28) & — ‘Observability & Management — ‘Events’2 0| Observability

& Management — EventsZ O|&gfLCY.

169



oy
(10
HI
k=)
0x
oo
mju
I
40
n
oy
Ja
om
x
=4
[>
HL
re
e
it}
oot
k1
x
oo
1=
184
na
=}
ol
_|9£
e
it}

- T 4
» 72 0|28 XIH(0: AuditBucketDeleteAlert)
» O|HIE Q3(Event Type)
- MH|A 0]&: Object Storage
- OMIE R&: Delete Bucket, Delete Object
Create Rule Help
Display Name
Audit Bucke DedeteAler |
Description
Descrite what the rube does. Example Sends a notification when backups complete
Rule Conditions
Limit the events that rigger actions by defini i based on evenl lypes. and fiter tags. Leamn more Rule Logic
Condition Service Name Event Type MATCH everk WHERE (
Event Type T | Obiect Storage O Buckst-Delsle X Otject-Doete x & X eventType EQUALS ANY OF (
To emit events for object state Changes, enabie EMI DDRCL EVENLS o e DUCKEL GELoRs pege. LEA e, : com 4 dek
~} Anather Condition Lmemwmusom
Validate Rulke
Actions
Actions tngges for the specified event conditions. Leam more.
Ao Type Notiications Comperiaelit Tops
Notifications < | Z | storage-integrity-slarms z
-4 Another Action
* Action

- Action Type: Notification

- Topic: 7|& L2 TopicS MESIHLE M Topic2 A-A(0il: Audit Bucket Delete
Notifications)

* Notification A%

Notification ServiceS AHs6I0{ Event ServiceOAl ZX|=l OMIEE UZOZ

HE

- Topic 24: (OCI 2&) 8 — ‘Developer Service' — ‘Application Integration’
— ‘Notification’ @& 0|=
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Create Topic

To create a topic in a different compartment, click here.

Name

> AuditBucketDeleteNotifications

than i © () are allowed.

ion_Optional

C.

S& Show advanced options

Once the topic is created, an administrator needs to create an identity policy to enable access.

- Event Ruledt H&: HZI0| AHE 42, oA st Event Rule2| Action0i|A]

At Topickl S5E oiid O|HTZ LHO| TSEHES 2F

Create Subscription

View steps for creating subscriptions and learn about supported subseription protocols.

Configure Subscription

Protocol
| Email

Email

Email notifications use the sender "noreply” at a region-specific notification dom
Example sender: noreply@notification.us-ashburn-1.oci.oraclecloud.com

5% Show advanced options

~

Uz

(3) Retention Rule
Retention Ruleg &7X5IH, OCl Object Storage AH|A ZEOA RE AK|, HZA
MNEE B = ACH, B9 oE 4% 59 F7F A0| ER 8ls

» Retention Rule A3
BE 2l d4olH, XgE AKX HE Aels sdg o+ glebz, EE9
Object Storagei| diRl=l =211F FAES

- 7A KX Q6 &E Vs HE
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Create Retention Rule Help

Name
retention-rule-20250617-1637

Retention Rule Type
Time-Bound Indefinite
Object modification is prevented for the retention duration Object modification is prevented until you delete the reten-
you specify. || tion rule.

Retention Duration

The retention duration that you specify is applied to each object individually, and is based on the object'q Last Modified
timestamp.

Retention Time Amount Retention Time Unit

il Years v

| Enable Retention Rule Lock (©)

©) Retention rules are active

If you have active retention rules, the actions that you can perform on a bucket are limited. You cannot update, overwrite, or delete objects
or object metadata, or delete the bucket until the retention duration expires or the retention rule is deleted. Learn more

» Retention Rulelf M2 2Z2M 2&
(L
4

- Object0i| Ofgt HE &=

Confirm Delete Object el

Are you sure you want to delete the object ocid1.serviceconnector.oc1.ap-seoul-
1.amaaaaaavsea7yiama3q472wownjqi37bhdg5n2362kki3so5hgegwyfqm6q/20240816T0
61321Z_20240816T061939Z.0.log.gz?

© The operation was blocked by a retention rule.

& -
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NE
» T AA”L O|0IX| 2 52 MX M #iA(Block Volume L Boot Volume 24
- Block Volume 2%

- OCl= ARE QAHAN HEE == =&0 Uet U s Ms

o

o« A A (Full Backup) 2 &2 2 (Incremental Backup): & 7IX| g4l

BE XS SEHQI WY Ts
CHE 7|5t wel Z 7L ORF S D)2 MolE we YAS 2= =5

—_

InY

4
il

’

Hol0f XS3IE Y 43, M2 S0 “Gold Policy'= ¥, F2,
OI7} QIS D TBIGID ATt WIS LK HESIO, "B 4T I
O
=

It AAE OOIX[" e Q-FARSS

ajl
=

* Object Storage XN&: 2= =25 =5 U2 UWEHO=Z OCI Object
Storagelf] ¥S3te|0] X%
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Backup policies

Select backup policy in Sandbox (Change compartment)

’ No Backup Policy Selected

<>

Gold X

__ Silver

J'l

Bronze

- Boot Volume EHR: AAE! MH| 215 QSt “71A AAE! O|0]|X|” HHHAOZ M,
OS 2 A|AERN AHO0| ZetE Boot Volume:e 5 S50 S YA lOo= 8

‘ts

* G|O[EH[0]A =i

ol

- OCle oY
NS
OCI0IM HMSok= 2t Database AH|AO| M2t AM| B 7|5 0], O{7|M=
CHEXOI MH|AQI OCl Autonomous DatabaseES 7|02 XY

S Y 3 x| HHY: YENOZ I1Y S& HMHS sAoldl, = 13| HA| #gS
== 7y

Mab: et BHE 7|17 MY Jhs, Oracle Recovery ServiceS SEoff 23
2 AESI0] CIO|HH|0|A HiY HES MO, H, 28 782 14/6d H&
TFAEEE £&517| ol &7| EZ(Long-Term Retention) Mg HE=Z
AHotHLt, Y HI0|EHE OCI Object Storagelfl = E= Xt=SetE AFEER
SAROIY A7 Bt HR

PITR(Point-in-Time Recovery): £ A™HOZ E+1ot= 7|52 A&t HI0|H

P SFO| HIOIEHHI0IA MHIAS HE, 2t MH|AE Ais U JisS
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< Autonomous Databases
myatp Stopped  Primary Database actions [ Database connection Performance Hub More actions v
Autonomous Database
-—
Autonomous Database information Tool configuration Backups Key history Disaster recovery Refreshable clones ‘Work requests >
Backups are automatically created daily.
‘Backup timestamp: The timestamp when the backup completed.
Database version: The database version of the backup.
‘ Q. Search and Filter ‘ [ Search ‘
Create long-term backup
< Retention Database " P Encr
Backup timestamp | State 1 Type N period N Verdion N Retention expiration date 1 ey
Tue, Jun 17, 2025, 10:52:36 UTC Active Autobackup 60 Days 23ai Sat, Aug 16, 2025, 10:51:18 UTC  Orac
Tue, May 27, 2025, 21:41:13 UTC Active Autobackup 60 Days 23ai Sat, Jul 26, 2025, 21:40:12 UTC Orac
Sun, May 18, 2025, 22:38:48 UTC Active Autobackup 60 Days 23ai Thu, Jul 17, 2025, 22:37:47 UTC  Orac
Wed, May 14, 2025, 08:35:42 UTQ Active Autobackup 60 Days 23ai Sun, Jul 13, 2025, 08:34:41UTC  Orac
Tue, May 13, 2025, 07:39:49 UTC Active Autobackup 60 Days 23ai Sat, Jul 12, 2025, 07:38:33 UTC Orac
4 »
< » Page 10f 1 (1 -5 of 5 total items) Items per page | 10 -

2) MMt MAEE HEE UREESHH 83 HEohs WY My W Ei
(1) Custom Image
(OCl 2%) ' — ‘Compute’ — ‘Instance’2 0|5 Compute — InstanceZ
O|SLCt.

L QIABIAZ MeEfst 3 Q2% 9= NTh S 12 UIRUA ABX FO 0fojx

414-1833  stomed

-— Stop == ]
age Security N os Monitoring Work requests Tags
Reboot
ion Launch antions Terminate
Edit More actions »
AD-1 NIC h
Create custom image J
FD-2 Remote da D

Create instance configuration

ap-seoul-1 Firmware . .
Attach instance to instance pool

« O|0|X| MM &2 H 2 He: AQED, Work requests == Compute — Custom

Images HiF0IN £t &Ets =01 7k
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@ Compute

< Compute
Overview
Instances
Instance Maintenance

Dedicated Virtual Machine Hosts

Custom images

Animage is a template of a virtual hard drive. It determines the operating system and other software for an instance. You c:

images across tenancies and regions, and bring your own image to the cloud.

Applied filters  Compartment JEEGEG_N

Import image

Instance Configurations Name State Original image (B;La,ble size
Instance Pools
my-wehserver-image-20250625 Available Canonical-Ubuntu-20.04-2025.03.28-0 7
Cluster Networks
4 L3 -
G kit Page 1 0of 1(1- 1 of 1 total items)

Autoscaling Configuration:

Capacity Reservation

Custom Images

* Custom Image Export & QHME AEZ|X|Z 0|
(OClI 28) & — ‘Compute’ — =z ™ M5t Available AE{7} E AHAE O[O|XIE

25t & 0|0jX] M HE HO[X| ATl HEL7|(Export) HE =

Compute — &= ™ MM5t Available &E{7t = HAH 0|0|XIE S5t & 0|0|X|
M FE TO|X] HHel LHELZ|(Export) HE 2

& Custom images

my-webserver-image-20250625 i

Custom images
— Edit details S
Details Work requests Tags . _
Edit image capabilities
. . . spens Export
Custom image information Image capabilities ™
Image capabilities are the configuration . Move resource jan
ocip ..zfySvamha72jyh434yeaza  Copy instance from an image. You can edit the options
for instances launched from custom ima
Delete
Original image Canonical-Ubuntu-20.04-

AMD secure encrypted
virtualization

2025.03.28-0 Disabled

2o WELW7]: Object Storage Bucket

— H-l%d OlDleE -|I|'o|- QI:II‘IIE AEE_'Il H—l o I:E |:|-_<?_ EEO-"A—I A‘IEH
- 27| 0I5 B RET Mo 022 Y
- OIDIX| FAL: L2 0j0jxIe) T HAS A

O[OIX| LHELH7| HOM Lies &8
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+ OCl: QCOW?2 0|o|X|2} OCI HEIHOIHE maket @A, THE OCI HIAAIL:
2INOE JtNE mf HE

+ QCOW2: KVM S0IM 22| AM8El= 7hd TaT 4

* VMDK: Vmware 20N AEE= A

* VHD: Hyper-V StE0IAN AEE= A

- Exportimage

® Export to an Object Storage bucket
O Export to an Object Storage URL

Bucket

. Bucket compariment
bucket-20250523-1739

Image name

exported-image-20250625-1425

Image format
Oracle Cloud Infrastructure file with QCOW2 image and OCI metadata (.oci) -

Oracle Cloud Infrastructure file with QCOW2 image and OCI metadata (.oci)

QEMU Copy On Write (.qcow2)
Virtual Disk Image (.vdi)

Virtual Hard Disk (.vhd)

L, SPNRREC U YRGS T Sy USRS T ¥

(2) Block Storage
- OCIOIM XMB3k= Block Storage AH|AQ| BHY 7|[5O=2 HIASH MU AFZA}7t
Y UaEs = s
- joro=z "ol £2 AMRSH MXN OCI Object StorageOf EHSHI, CHA| XiA|
HO|EMEHZ 0|5
- ‘8.6 Y MY A ATX|G Ht ) 2) S Z2AL AbA| HIO|EMEZ AMGI0 21t
Set o2, Mgt HXl= ol g== X

(3) Database
- Autonomous DatabaseOflA 223 MH|A XSdk= Ats B0 CHo AMZXF 21K

CHR2E ol 752 HMSotk| %3
- XtA| CIO|EMIEZ HAS RSk= B2, Data PumpE Sali OCI Object Storaged||
WIS, CHA| XEA| G|O[E{MIE{Z 0|
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(4) Object Storage
- XtA| HIO|HMEMM OCI &8z FH

Storage Sync 7|58
‘3.6 HHOY T2l /74 OpF{X|C!

Hgo=, AiMlet Bxt= o

O;
St

S\ ET AR
22).

- Data Integrity (Object Storage?| H|0|E
https://docs.oracle.com/en-us/iaas/Content/Object/Concepts/objectstorageoverview

.htm#Data_Integrity
- Server-Side Encryption (KM% C|O|H &&3s):
https://docs.oracle.com/en-us/iaas/Content/Object/Concepts/encryption.htm
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1 B
Al 7IE L&
8.4 SSSAL T KT QY MQI IS S5 BT T Q= TAH XL20| S 2ZM0| HAHT|0{0f
' 224 85 St
o\ My
2ol 2Eote{0F Sit.

0 gAY Tt Az Y M2 F F
1) 22HRE MH|IA HSAt MESotks AR X|2 Wioh=

o =N
U B2 £+ UEE

% <

_I
=
2) BRIt SUBH= Rl MR welsts 7S 22

S|

2o 2

B8 AE2X| U o] it Al

1) SHPE MHIA HSAP HSots AESXZ Yo
OI-EI-Q |:||-2 A OIEE MI'I
(1) Retention Rule A% (OIHE S=2O2 MHE)

T TS S, KE AR EI%‘,' xoig e
X
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Create Retention Rule Help

MName

retention-rule-20250617-1637

Retention Rule Type
Time-Bound Indefinite
Object modification is prevented for the retention duration Object modification is prevented until you delete the reten-
you specify. v tion rule.

Retention Duration

The retention duration that you specify is applied to each object individually, and is based on the object'q Last Modified
timestamp.

Retention Time Amount Retention Time Unit

1 Years <

Enable Retention Rule Lock (T)

@ Retention rules are active

If you have active retention rules, the actions that you can perform on a bucket are limited. You cannot update, overwrite, or delete objects
or object metadata, or delete the bucket until the retention duration expires or the retention rule is deleted. Learn more

— Object0i| tiet HE E= AH QF2 20| M2t X=X S

Confirm Delete Object Help

Are you sure you want to delete the object ocid1.serviceconnector.oc1.ap-seoul-
1.amaaaaaavsea7yiama3q472wownjqi37bhdg5n2362kki3so5hgegwyfqm6qg/20240816TO
61321Z_20240816T061939Z.0.109.927

© The operation was blocked by a retention rule.

Retry Cancel

(2) 2218 &40 tst X5 ST FEY)
OCl QEHME AEC[X|= H0[EQ S2|X &40 o ol 44 W0|= Asl=
S4d dAr R 54
« Z2 W74 OCl QEHE AE2|X|(Object Storage)= 99.999999999% (Eleven 9s)2
Li+dS 28, 02 7t84 ool Yo EHRI0| H0HE &= NE

« XI5 2+4(Self-Healing): M&= 2E 0|0 tho XIEHC 2 MFM(Checksum)S
sloloty] Hi0|e F2d EUHE

« OOIH &4 X A, AAEE U502 S= MY HE AlEs 0|80

—

=6, O] IFE2 AEXA Feglo] FHok

40
mjo

=
—
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— OCI Object Storage U+d 3 53 HT

— -

https://docs.oracle.com/en—us/iaas/Content/Object/Concepts/objectstor
ageoverview.htm
https://www.oracle.com/cloud/storage/object-storage/faq/
https://blogs.oracle.com/cloud-infrastructure/post/first-principles—-redun

dancy-recovery—durability

2) @82V 2ok WY AH= RISk 49 fZo Bt
=T8I 2ok Ui MHZ Y MAUS F7|= 4%, 5 Yo FA4ds B8 3 o
IEHUIME 2l 29X HR. H0E WAL &4 g0 HE2 A=l MZdS FAlotd, A
=55 Fol/| fofl ERE
(1) 724 2% H7HUS
« HE R 0|82 FAM(Source Integrity)
HES Aol M, OCIOf U= E& i O0|H F2d A= 2tE A

- Ol £23 & X/t 274 (Redundancy & Self-Healing)
» OCIe] 858 28 ¥ RE £ AMHlA= HOIHE 02 AEZX| MH2E Fault
Domain0ll 2™ 5°2=2 X%
» OClz= WiRHCZ MIHS Argold MYE HIojH 252 F2ds XSH2=
DLEHY
» 22M QF S22 H|0|E &4(Bit Rot) ZX| Al, AIAHRR XASC=2 LE SXHES
ArEot0] AES 5+

- M™% H0|E ¥S3KEncryption at Rest)

» OCl2| BE 22/2E 25 g} HOIEE 7|2XO02 AES-256 Yn2iE0R
US| XY, HOE JIYNS BF Y HIE WA $7} 85 HE o

HIOE ™& TPYo| 2ZAM(Integrity in Transit)
HHRY G|O[E7F OCIOA &AL i MH= OlSok= S2F HO|E7F R S &4 K| T
_ otaslE HOF M Ay 1=
» AAF HiH: OC| FastConnect2 AFRS10], CIELIS ASSIX| = M2 AR S|M
=, S SAMIMT)E Aot 7H QHMsil QPEAQl ME xigds B8
» VPN(Site-to-Site  VPN) AF2: OIHUIS Eaf Ma A z&5t A5s)
HE(IPSec)Z OI0|H E&

- %4 G0 HZES st SHAI(Hash) % 28

A
=

» TS F 2ANS BRGIE N s 7|8, OXY N2 S [Y0| A=}
3y

215| YRISHEAIS HB(SHA-256)
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- Using Retention Rules to Preserve Data:

https://docs.oracle.com/en-us/iaas/Content/Object/Tasks/usingretentionrules.htm

- Object Storage APl — PutObject:
https://docs.oracle.com/en-us/iaas/api/#/en/objectstorage/20160918/Object/PutObjec
1

- Oracle Cloud for Financial Services:

https://www.oracle.com/financial-services/cloud/
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1) SRl ChY, HQf F7), WY HEK S BA A
2) F7|HoR gl Hal of=i0f Cst PUIER U AE
At
1) HHeY ChY, Ol 37|, WK 5 HA 4
e o “—.“% F7|
OCl Audit Loge= 7|2 365¢ =2t HatE
sie] MM 33X Audit Log A2 OCl Connector HubES ol X&HCZ Object Storaged|
Mok dAloz M=z MY 7= Qs
Block Storage Backup Gold(®d, €&, F, <), Silver(¥, &, =), Bronze(¥, &) 21 Mg M2
BAF X2 (Boot / Block Volume) HQ3{P, ALRAP} HAY wio] HaS =7ja & UL
DB Backup Autonomous Database 7|92 Y XSO = HiHE
(1) Audit Log ¢
- e} 27
- Audit Log 80| Lot AL, =7t Connector HUbE EE610, THAKX|Z HHAGIES

F7} A= W0

I o
7| 282

—

=3
=

- Audit Log”Z} 24
YSESrel AT B B

dst3,

|, Audit Log MH|AOIM HZdH= 7|50| OlLEE HE uHo
OCI Connector HubE &olf X[5X 22 Object Storage=
o 71§ M2 XFotkl= ES

— O

- (OCl 28) ‘& — ‘Observability & Management’ — ‘Logging’ — ‘Connectors 0f|A{

QA MAMSE Connector® 0|S — Connector?] 22 0|s

- Al 20 HY =

HPZ2 XMoo= ML= AS =2 7I5 Observability &
Management — Logging — ConnectorsOflA] Al 4445t ConnectorZ 05 &L
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i
)

Connector? 2712 0|z, Al 20N A = HZ2 X|EHOZ Aldlk= A

4 4 olo
oIt 4 AS

mjo

Jor

Resources Explore Log
Sort Filter by time
Explore Log ( 1 |
‘ Newest < ‘ | Past 5 minutes < Actions ~

Metrics

~ Number of log events per minute
60

40
® - -
0

Jun 18, 15:46 Jun 18, 15:47 Jun 18, 15:48 Jun 18, 15:49 Jun 18, 15:50 Jun 18, 15:51

datetime type X ‘ data.message X
Jun 18, 2025, 16:51:22 UTC sch.serviceconnector.runlog Run started v
Jun 18, 2025, 16:51:21 UTC sch.ser nnector.runlog Run suc ceeded - Read 257 messages from source and ... v
Jun 18, 2025, 15:51:20 UTC sch.se nnector.runlog Run started v
Jun 18, 2025, 15:51:19 UTC sch.se nnector.runlog Run succeeded - Read 8 messages from source and wr...
Jun 18, 2025, 15:51:19 UTC sch.serviceconnector.runlog Run started v

- Q] FHEA 28
OCI IAM H0f| A 81 SR 20| Bt HEekAudit AH|2, Connector Hub,
Object Storage §)2 204

- T ME oA

Allow group BackupAdmins to read audit—events in tenancy

Allow group BackupAdmins to manage serviceconnectors in compartment
{compartment-name)

Allow group BackupAdmins to manage object-family in compartment
{compartment-name) where target.bucket.name=/audit-log—*/

(2) Block Storage H¢]

=
ST

(OClI 2&) ‘& — ‘Storage’ — ‘Block Storage’ — ‘Backup Policies’

OCIOA| 71202 HIZoH= W F&0| YUON, LRSI HAY HMS =713 4 9

glo

Block Storage Backup policies in Project-A Compartment

Block Volumes
Blocichdiiine Bapkins: Name ‘ Policy Type No. of Schedules Copy Target Region Created -
Block Volume Replicas

gold Oracle defined 4 None Sun, Oct 1, 2017, 00:00:00 UTC  §
Boot Volumes

sliver Oracle defined 3 None Sun, Oct 1, 2017, 00:00:00 UTC  §
Boot Volume Backups

bronze QOracle defined 2 None Sun, Oct 1, 2017, 00:00:00 UTC  }
Boot Volume Replicas
Volume Groups Showing 3items ¢ 1of 1 >

Volume Group Backups
Volume Group Replicas

Backup Policies
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ol Kk oM B Kk oW 31 g Bl
o 5 9

3 s 5
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iy

ol

A
T

IEoR

=
T

slz=

H
Storage’ — ‘Block Storage® — ‘Backup Policies’” SE0A] Af

St
=

HHQY A| Region SX|=

—

=
c

- (OCl 28) °

PolicyS

custom-backup-policy

| Duplicate | = Add tags

Edit

Tags

Backup Policy Information

Created: Fri, Jun 20, 2025, 05:48:10 UTC

OCID: ..muit4a Show Copy

Cross region copy target: South Korea North (Chuncheon) (i)

Compartment: I (root)/Project-A

Schedules

Retention Time

Start Time

Backup type

Schedule Type

No items

ShowingOQitems < 1of1
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- Holz AAEE FtE dd
Add schedule Bein

Schedule Type

© Daily Weekly ' Monthly | Yearly

Hour of the day

| 00:00 n |
Retention Time In Days

L |
Backup type

( JFull @ Incremental

Timezone

©UTC  Regional Data Center Time

Add Schedule

Cancel

LS =N
OCI 1AM

Block VolumeQ| i 2 \/olume

© T M oA

HMOR wol TS A

O —1— [

= XA

St
Group0j| Chet #Hetg £

H0dot1l, Boot Volumes &G

to
to
to
to

Allow group VolumeBackupAdmins
Allow group VolumeBackupAdmins
Allow group VolumeBackupAdmins
Allow group VolumeBackupAdmins
Allow group VolumeBackupAdmins to
Allow group VolumeBackupAdmins to use volume-backups in tenancy where
request.permission="VOLUME_BACKUP_COPY'

manage volume—backups in tenancy
inspect volume—attachments in tenancy
inspect instances in tenancy

manage backup—policies in tenancy

manage backup—policy—assignments in tenancy

(3) Database t4¢
OCIOAl KIZ8t= 2t Database AH|AO]| M2} #H && 7|50] ’é* =
047 |Me CHEXQI MH|AQI OCI Autonomous DatabaseZ 7|ZC=Z XM

* Autonomous Database

- ey %)

Autonomous Database= A

A;
_I_OOIII
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¢ Autonomous Databases
atp (Available  Primary Database actions v I [ L ‘ Per Hub ] l More actions v
Autonamous Database
Autonomous Database information Tool configuration Backups Key history Disaster recovery Refreshable clones Work requi >
Backups are automatically created daily.
Backup timestamp: The timestamp when the backup completed.
Database version: The database version of the backup.
[ Q, Searchand Filter ] ‘ Search I
Create long-term backup
2 D
Backup timestamp | State Tl Type T period T version i date T}
Thu, Jun 19, 2025, 11:38:40 UTC Active Auto backup 60 Days 23ai Mon, Aug 18, 2025, 11:37:39 UTC
Wed, Jun 18, 2025, 14:14:14 UTC Active Autobackup 60 Days 23ai Sun, Aug 17, 2025, 14:13:13 UTC
Tue, Jun 17, 2025, 11:29:03 UTC Active Auto backup 60 Days 23al Sat, Aug 16, 2025, 11:27:51 UTC
Mon, Jun 16, 2025, 14:51:25 UTC Active Auto backup 60 Days 23al Fri, Aug 15, 2025, 14:50:24 UTC
e HHOA CHCF |. M
-1 OO X =O
XZHO I:IHO-IO" oos sk Cict |-01|7-|| |=|O:|
OCl 1AM ZMOo=z Hii0)| o Hets EYX T

’Allovv group ADBBackupAdmins to manage autonomous—backups in tenancy

2) F7|HOZ o HA O{20] Cfst RLIEE 2 HE
(1) Audit Log
* Audit LogE tiiol=

Connector Hub?| HIEE0M 2F 2 HE

Errors at source ©

Interval | Auto v Statistic

Sum ¥

Options v

Errors at target ®

Interval | Auto ¥

Statistic | sum ¥

Options v

T T T
Junig 1505 1510 1575 1520

T T
15:25  15:30

T T
15:35 1540 1545 1550 1555

Junig  15:05

T
1510 1515

T T T T
1520 1525 1530 1535 1540 1545 1550 1555

Time (UTC) Time (UTC)
Connector Hub errors @ Options v ‘ Data freshness @ Options v ‘
Interval | Ao v | Statistic | sum v Interval | Ao v | Statistic | Mean v
12%
T 0k
é geo00
& %e,ooo
$ 4000
H
2000
7 T T T T T T T T T T T T 1
Jnis 1505 1510 1515 1520 1525 1530 1535 1540 1545 1550 1555 Ani8 1505 1510 1515 1520 1525 1530 1535 1540 1545 1550 1555
Time (UTC) Time (UTC)
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FEE0F 48 STULELFREMHIA 2Ot 22| UM, 8. W I 0|FESt 22|
« BLHZS 2I5i Connector Hub errors0il #Hz2| Uz AiM
Connector Hub errors '@ ‘ Options + ‘HData freshness |
interval | Ao v | Statistic | sum v Y e FUMBITeR RpleRRriy
1 Copy chart URL -
Copy query (MQL)
E Create an alaémonmlg@usry
I P
Table view
0 - : . - bJ—
o 015 0120 0125 0130 01:35 1:40 Dn:45 0150 0155 02:00 02:05 0110 43
Time (UTC)
- @2 M A] OCI Notification TopicQ2 WA H&6tH, FIPHO=2 Notification

Topictfl Hiet = 48 Sl 0[HE 52

24 7t5

Metric description
The metric to evaluate for the alarm.

Compartment
I ooy s

Metric namespace (©)
oci_sarvice_connector_hub

Interval (D
1 minute

Motric name (D
[ ServiceConnectorHubErrors N CJ

Unit: connt

Resource group Optional (@
o No resource gmup

(%3

Mo Tesource groups Tor sefectad companment and NaTESDIco

Statistic (&)
= Sum

(&)

Metric dimensions

Dimension name () Dimension value (&)

Select a value i

ocid1 serviceconnacton.oc.lad

755okzUZBhZNUrKIdZ... $ X

Aggregate metric streams (&)

|+ Additional dimension

Trigger rule 1
The base condition for putting the alarm in the firing state.

Operator @)
greater than

Value @)

<»
o

Alarm body Optioral (D)
audit-log-1o-object-storage fail alert

Trigger delay minutes (O Alarm severity (©

188




=F8EA 1+ ORACLE

(2) Block Storage {4
* Volume 212} =3 A & OCI Event’t &4
- BHH0| MZSHH, “Create Volume Backup End” O|HIEQ| status 40|
operationSucceedO|11, HIioHH operationFailedO|22, operationFailed 24 Al
Notification TopicQE &2 O[HMIEE F&ESITEE OCI| Event Rule2 745104, et

QFA FERHA SK=HEE HF

Create Rule Help

Display Name

| notify-when-volume-backup-falls ‘

Description

| Using Events to Notify When a Volume Backup Falls ‘

Rule Conditions
Limit the events that trigger actions by defining conditions based on event types, attributes, and filter tags. Learn more Rule Logic
Condition Senvice Name Event Type
MATCH event WHERE (
| Event Type 2 ‘ 1 ‘ Biock Volume 2 ‘ ‘ Greate Volume Backup End % x & | eventType EQUALS ANY OF (
com.oraclecloud.blockvolumes.creat
evolumebackup.end
Conditian Attribute Name Attribute Values ) "
AND
| Attribute = ‘ : ‘ status - ‘ ‘ opeitionFailed X x 4 | bl status MATCHES ANY OF (
operationFailed
‘ - Anotner Gondition | )
| view example events (JSON)
| Validate Rule
Actions
Actions trigger for the specified event conditions. Learn more.
Action Type: Notifications Gempartment Topic
Notifications b ‘ |Fro|sm-A S ‘ ‘ notifications-topic 2

(3) Database &%
* Autonomous Database
- Autonomous Database= A& & H|O|E{H|0[A0|D, 2| MHIAZ K= 21
AIHOY| CHolAM AJARIOIA 2[5t X2

- Using Events to Notify When a Volume Backup Fails

https://docs.oracle.com/en-us/iaas/Content/Block/Tasks/backupstatusevents.htm

- About Backup and Recovery on Autonomous Database
https://docs.oracle.com/en-us/iaas/autonomous—database-serverless/doc/backup=in

tro.html
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B2 QREX|H0]| Athoto] 2ESIC0F Bttt

\ Ny

o g&eeMe SRE0 Ot T Xz 5 5271 =2 L Hoiids &4 ATXAN| Adthotd]

HES10{0F i,
1) 22RE MHIA MSA2| DR AH|IA 0|2

2) =83At XA CIOEMEHZ AMGI0 HEt S

\ 24 M

0 8.3 AL Tt Xtz HATOM BAE "SQLYUFC B2 SHRE AMH|ALL HEHet 52 4F
MY 3 7k AAE O0IX|= 8 TR S 2AH= 07| AdiEl= THYE Block Volume, Object
Storage0f U= At=2td 74

1) 22RE MHIA HMSAe| DR AMH|A 0|8
(1) &40 THY0l ZH OCl MH|AOIM HiSoh= 7IsS Soll &4 X9z =X
* Block Storage
MH 2| Boot Volume & Block Volume0i| et B =H| 7|s= AREol0] HAX|Z At
- (OClI &%) ‘& — ‘Storage’ — ‘Block Storage’ — ‘Boot Volumes' = ‘Block
Volumes™ Of|A 844 CHAM Volume2Z 0| Block Storage — Boot Volumes /
Block Volumes OflA &2 Cha Volumel=Z 0l
- Cross region replicationg2 4% (U 2™ 7|22z SX| =8XZ2 MEY & U=
4 oK 2|dg FIIGH0 4F)

Destination Region

Japan Central (Osaka)

South Korea Central (Seoul) Japan East (Tokyo)

South Korea North (Chuncheon)
Japan Central (Osaka)

South Korea North (Chuncheon) Japan East (Tokyo)

South Korea Central (Seoul)
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Cross region replication

Enables asynchronous cross region volume replication. Learn more

OOoN () OFF
REGION (&) AVAILABILITY DOMAIN NAME
South Korea North (Chuncheon) £ | | MOAP-CHUNCHEON-1-AD-1 | | Web-Server-1 (Boot Volume)

Once this feature is enabled, the volume will be replicated in the selected region and availability domain and your
bill will iInclude applicable storage and networks costs for the volume replica in the destination region. Learn more

Confirm

Cross region replica encryption

© Encrypt using Oracle-managed keys ' Encrypt using customer-managed keys
Leaves all encryption-related matters to Oracle. Hequires you to have access to a valid Key Management key.

* Object Storage(H|O|E{H|O|A EHRY IS

HIO|HHO|A HHY} L= ARBAE 52 4F ILfE2 Object Storagez #MYUS oF F2,

= 39 Party B £2 AR5 Object Storagelil BiisH 4R S8 ZLE50] Object

Storagelf U= AHHO| Cer HAX| 20| 2Rt AR, Object Storage AH|AL| 2

=X 7lss AEol HAXZ At Tk

- (OCl 24) '8 — ‘Storage’ — ‘Object Storage & Archive Storage’ —
‘Bucket’ A CHA Bucket@Z O|F Storage — Object Storage & Archive
Storage — BucketO|A] CHA Bucket@z O|s

- Replication PolicyOlA] A 2X| His MM Ef 2|XMOZ2 2

Create Replication Policy Help

Name

‘ replication-policy ‘

Destination Region

~

‘ South Korea North (Chuncheon) < ‘

Destination Bucket in Project-A  (Ghange compartment)

H Pestination-bucket z ‘l

Raplication ovarwrites any object in th destination bcket that has the'same name as an objact in the sourca bucket, Objects Upiaaded
10 & sourna buckat before palicy creation are not replicated.

2) =83IAL AA| CIO[HMEZ AAGHO] it
(1) Block Storage
OCI0IM HMZok= Block Storage AH|AS| B 7[5O 2 4 E Mot MIAUR ARZATL
A OREE =7IotH, tiete=2 MXA OCI Object StorageOf S4R45t, CHA| XEA|
HO|EMIEHZ O|foh= Hots ArE
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« 19h OCI CLI Object Storage sync &4l
Block Storage IIUAIAEI Lf mAUZ OCI CLISl Object Storage sync 7|s2=&
K™t Object Storaged <=AIGHI, Object Storage®Al Abd| CO[EIMEZ
CR2Esh= Hi

- (OCl 22) ' — ‘ldentity & Security’ — ‘Domains’ — ‘Default Domain'S 22
— Dynamic Group 44 (Object Storage ®Z =H) ldentity & Security —

Domains — Default Domaing Z&gLICt. Dynamic Group #C= 0|50,

o

Object Storage BZE @loif Dynamic Group= AMAEHL|CE.

Name: instance—dg
All {instance.compartment.id = {YOUR_COMPARTMENT_OCID_OF_OBJECT_STORAGE}}

- (OCl 28) ‘& — ‘ldentity & Security’ — ‘Policies’ — ‘|IAM Policy’ A4

Allow dynamic—group Default/instance-dg to manage objects in compartment
{YOUR_COMPARTMENT_NAME}

(OClI 28) '8 — ‘Storage’ — ‘Object Storage & Archive Storage’ — ‘Bucket’
— Bucket M4 (04, backup-bucket)

- BHOY CHAMO| Boot/Block VolumeO| H1ZE Compute QIAEIAN| SSHEZ T4

- oci cli& MX| (&= - https://github.com/oracle/oci—cli)

ot

A
4 i 4

OCI_CLI_AUTH=instance_principal

- OCI CLI #&H0(oci os object sync)2 MIUAAES X|XEH HZ(-—src—dir) SH(0|

KAtE MUS X|™HSH BucketC2 7|3}

oci 0s object sync —bn backup-bucket —-src—dir /var/www

Object Storage BucketON 7|5t Zat 20l

Resources Objects

l Objects ‘ (SN More Actions ~ | Q search by prefix
I

Metics ‘ " Name Last Modified size ‘SwraguTiur

Pre-Authenticated Requests
v B cgi-bin

Work Requests
No items found.
Lifecycle Policy Rules
v I html
Replication Policy -

Retention Rulés [ indexhtmi Sun, Jun 22, 2025, 14:54:05 UTC 29 bytes Standard

Uncommitted Multipart Uploads

Logs

- 2 A, crontab0ll SEa101 F7|XO2 MyEEE 1y
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+ 290 rclone &4
rclone2 AM2SI0, Object StorageZ =Afotil, Object StorageOAl CRA| KbA|
HO|EMEHZ hR2C0k= EY
- (OCl 22) ‘& — ‘ldentity & Security’ — ‘Domains’ — ‘Default Domain'S 2

— Dynamic Group 44 (Object Storage &2 SH)

Name: instance—dg
All {instance.compartment.id = {YOUR_COMPARTMENT_OCID_OF_OBJECT_STORAGE}}

- (OClI %) ‘& — 'ldentity & Security’ — ‘Policies’” — ‘IAM Policy’ A4

Allow dynamic—group Default/instance-dg to manage objects in compartment
{YOUR_COMPARTMENT_NAME}

- (OCl 28) ‘' — ‘Storage’ — ‘Object Storage & Archive Storage’ — ‘Bucket’
— Bucket MM (0, backup-bucket)- (OCI 2&) ‘& — Storage — Object
Storage & Archive Storage — Bucket2Z 0|=6t0d, A& Buckets ZHSLICH
O, backup—bucket

- S CHAC| Boot/Block VolumeO| HZE Compute QUAEAO| SSHE &%

- rclone MX| (&1 - https://rclone.org/install/)

sudo -v ; curl https://rclone.org/install.sh | sudo bash

- rclone config2 OCI Object Storage HZ& M+

rclone config

No remotes found, make a new one?
n) New remote

s) Set configuration password

q) Quit config

n/s/aq n

Enter name for new remote.
name) oci—os

Option Storage.
Type of storage to configure.

41 / Oracle Cloud Infrastructure Object Storage
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Storage) 41

Option provider.
Choose your Auth Provider

3 | each instance has its own identity, and authenticates using the certificates that are
read from instance metadata.

provider) 3

Option namespace.

Object storage namespace

Enter a value.

namespace) {YOUR_OBJECT_STORAGE_NAMESPACE}

Option compartment.

Specify compartment OCID, if you need to list buckets.

List objects works without compartment OCID.

Enter a value. Press Enter to leave empty.

compartment) {YOUR_COMPARTMENT_OCID_OF_OBJECT_STORAGE}

Option region.

Object storage Region
Enter a value.

region) ap-seoul-1

Option endpoint.

Endpoint for Object storage API.

Leave blank to use the default endpoint for the region.
Enter a value. Press Enter to leave empty.

endpoint)

Edit advanced config?
y) Yes

n) No (default)

y/nm) n

Configuration complete.
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y) Yes this is OK (default)
e) Edit this remote
d) Delete this remote

y/e/d> y

q) Quit config
e/n/d/r/c/s/a) q

- Bucket Lf QEHMEZ X3|5l04, Object storage?t HZ =0l

rclone Is oci—os:backup—bucket

- rclone sync 0= Y ZEHE Object Storagez 7|3t

rclone sync /var/www oci—os:backup—bucket

- S7|87t &t& F, Object Storage®A Zu}t &9l

Resources Objects

Upload More Actions v Q Search by prefix

O ‘ Name Last Modified Size Storage Tier

| Objects

Metrics ‘

Pre-Authenticated Requests.
~ I html

Work Requests

[ index-html Sun, Jun 22, 2025, 14:40:08 UTC 29 bytes Standard
Lifecycle Policy Rules

Replication Policy

Retention Rules

- 2 Al crontablf| SSot0 F7 MLz HALEE Y
+ 32h) Commvault & 2 Y £2MHS AESIH Y
(2) Object Storage
Xix| CIO|EMIE{OA] OCI EE22 20| 7Hs5t 42, Object Storageld]| Q= HiglS
CHRE2Cok= 2
« OAl, Xt&| CIOIEMIE W 2lsA 2t

- (OCl 2%) ‘& — ‘ldentity & Security’ — ‘Domains’ — ‘Default Domain’ —
IAM User A4
- APl 358 gt API Key &5

- (OCI 2&) ‘& — ‘ldentity & Security’ — ‘Policies’ — ‘IAM Policy 24" (&g
User®| Object Storage0f| CHEH #SH L0Y)
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Allow group Default/test-user-group to manage objects in compartment
{YOUR_COMPARTMENT_NAME}

- XA HOJEMH W 2lsA MEHO| SSHZ &%

- oci cli AX| (X - https://github.com/oracle/oci—cli)

- APl 332 93t APl Key S2

- OCI CLI H&E0{(oci os object sync)Z Bucket2 S| 422 S7|st

oci 0s object sync —bn backup—bucket ——dest—dir .

- S5 2R &, #A 20 &0l

[opc@web-server-1 test]$ 1s -la
total 0
drwxr-xr-x. 4 opc opc 33 Jun 22 15:00 .

. 8 opc opc 159 Jun 22 15:00 ..
drwxr-xr-x. 2 opc opc 6 Jun 22 14:54 cgi-bin
drwxr-xr-x. 2 opc opc 24 Jun 22 15:00 html
[opc@web-server-1 test]$ tree

i: cgi-bin
html
L— index.html

2 directories, 1 file
[opc@web-server-1 testl$

- EQ A, crontablif %61 F7|HO = HAL|EE 14
(3) Database 4

* Autonomous Database

- Autonomous DatabasetlA #2| MH|A XSol= A& HAS ABAIE AH

HR22E =/ts. MAl HI0HMHZ #MHPS Hdk=e 4%, Data Pump AR

- sqlplus 2 data pump Ax| Q2 (Of: OCI CloudShell AKR)
- (OCl 28) 8 — ‘Oracle Database’ — ‘Autonomous’ —
HIO|E{H|0|AZ O|= — Database connection Hi=0A Wallet It

- C}R2Z2E8H Wallet IAUS A= SliA|

)

mkdir —p ~/wallet_atp
unzip Wallet_atp.zip —-d ~/wallet_atp

- sqglnet.ora IYQ| DIRECTORYZ sqlnet.oral| &3t EH= 4

WALLET_LOCATION = (SOURCE = (METHOD = file) (METHOD_DATA =
(DIRECTORY="/home/kildong/wallet_atp")))
SSL_SERVER_DN_MATCH=yes
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- sqlplus &4 HIAE

sqlplus admin@atp_low

- HIO|EHI0]A X7t Object Storaged| HZ Al AF2E Credentiale MM
- OCI IAM User2t s X2 Auth Token©=2Z Credentials MM

BEGIN
DBMS_CLOUD.CREATE_CREDENTIAL(
credential_name =) 'DEMO_CRED/,
username =) 'default/kildong.hong@example.com’,
password =) {AUTH_TOKEN}' );
END;
/

- Data PumpZ Export A& (Of: hr A7|0= & dumpfiledl ZZ0{ Object
Storage Bucket X|H)
expdp admin/{DB_PASSWORD) @atp_low credential=DEMO_CRED schemas=hr
dumpfile=https://objectstorage.ap-seoul-1.oraclecloud.com/n/{OBJECT_STORAGE_NA

MESPACE}/b/backup—-bucket/o/hr_20250623.dmp logfile=hr_20250623.log
directory=data pump dir parallel=4

- (OCl 28) ‘' — ‘Storage’ — ‘Object Storage & Archive Storage’ — ‘Bucket’

oY Bucket@Z 0|Z56t0] Export ZLE EOl

Resources Ob] ects

Obijects | More Actions + Q search by prefix

Metrics | Name Last Modified Size Storage Tier

Pre-Authenticated Requests
~ I hr 20250622.dmp_segments

Work Requests
[] aaaaaa Sun, Jun 22, 2025, 17:57:44 UTC 740KiB Standard
Lifecycle Policy Rules

St : | [ hr_20250622.dmp Sun, Jun 22, 2025, 17:57:25 UTC 0Obytes Standard
Replication Policy

Retention Rules

Uncommitted Multipart Uploads

- Export 271 =€l
SELECT object_name, created FROM DBMS_CLOUD.LIST_FILES(DATA_PUMP_DIR);
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- Export 271 &0l & ZQ Al £7I2 Object Storageli HUZ=

BEGIN
DBMS_CLOUD.PUT_OBJECT(credential_name =) 'DEMO_CRED/,
object_uri =)

https://objectstorage.ap—seoul-1.oraclecloud.com/n/{OBJECT_STORAGE_NAMESPACE}/
b/backup-bucket/o/hr_20250622.log,
directory_name =) 'DATA_PUMP_DIR',
file_name =) 'hr_20250622.log);
END;
/

- (OCl 24) ‘' — ‘Storage’ — ‘Object Storage & Archive Storage’ — ‘Bucket’

©=Z 0|30t 21} &2l

Resources Objects
Objects | More Actions ~ | Q search by prefix
Metics 0 ‘ Name Last Modified ‘ size Storage Tier

Pre-Authenticated Requests
~ I hr 20250622.dmp_segments

Work Requests
[ aaaaaa Sun, Jun 22, 2025, 17:57:44 UTC 740 KiB Standard

Lifecycle Policy Rules
= [ hr_20250622.dmp Sun, Jun 22, 2025, 17:57:25 UTC 0 bytes Standard
Replication Policy

Retention Rules [0 hr_20250622.log Sun, Jun 22, 2025, 18:03:41 UTC 2,69 KiB Standard

Uncommitted Multipart Uploads

Logs

- Object Storage W &2 I Object Storage THRZE HXIE MHAM XA
HO[EHMEZ O|H

S - n -

- Replicating a Volume

https://docs.oracle.com/en-us/iaas/Content/Block/Concepts/volumereplication.htm
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1 \WE
AS 7IE L2
8.7 xQ mAEH] 0[Z3} ;zz*;?oiﬂ;i gtdS St Qoet g Al FQ THIEHIE
L\ uY
o a82ie 2ARE 2#ds St 28d 7 Al JRdet JlsE 01800 F2 THIEHIE

O0|S=tott{0F St
1) 22URE 7HE 7IsS 01801 F

2) 015 ¢ Al &4 QXS

TLEHI(MH, HOIEH[0|A 5) 0IS3H 719

o\ ex A
1) 22RE M3t 7152 0182010 £ TAREH|(MH, HI0[HH0|A &) 0IF3t 714
OCIOM= AH, CIO|EH|0|A, HEXF, AELX SO HEAM 17I8ES E&ol7| flet

Cidet 7Is2 MS
(1) Mt Ol==t
« HE| Availability Domain(AD) 7|2t 0|&s}
- Availability Domain(AD)= OCI 2|™ LHOIN M2 SE= G|0|EME
- E| ADE X|Hol= 2[MUM= MHE M2 TOfE ADO| Hix[ol Ols2t 4
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Create compute instance

o Basic information ~

Create an instance to deploy and run applications, or save as a reusable Terraform stack for creating an instance with Resource Manager.

Name
Web-Server-1

Create in compartment =
Project-A

Placement

The availability domain helps determine which shapes are available.

Availability domain

AD1 AD 2 AD 3
fttO:US-ASHBURN-AD-1 fttO:US-ASHBURN-AD-2 THOUS-ASHBURN-AD-3

« 9E| Fault Domain 7[gt 0|3}

Tt AD LHOl= 3712 FD7t EXH5HH, Ol= =90 FoliLt X B2 Qlet Jaks
|A3koh| et &

Y ADE ERet M= MHE M2 O FDO| HiX[5l OlS2t 74

T XIHGIK| LO™ AMHE= HIZE Al AD L 374 FDOI| ZSotAH 24 74

|
r_lj_ zal

|
&

o Basic information ~

Cluster placement group

@

Fault domain

FAULT-DOMAIN-1

FAULT-DOMAIN-2

1. The image is
FAULT-DOMAIN-3

When should | specify a fault domain?
niaye

* Load Balancer 0|&&t
- OCI Load Balancerg Sdf O|stE AH= Ec2iT =2hY
- OCI Load Balancers Eoff 0|=3t= MHZ E{ES 2H{SHLLCY
- OCI Load Balancers 7|2X0z2 HE| AD E= &2 AD &40 HE| FD 7|gt

& OlSet HSBES 71 &Y =8R
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(2) CIOJE{H|O|A O|=3t
OCIOIM HZok= Zt Database AH|AO| M2t iR 2 7|

3 s2 A0l5HH, O7|M=
CIEXQI MH|AQI OCI Autonomous DatabaseE 7|F20=2 &M
* Oracle Autonomous Database

- 712 HA HZ, MM Al Local Peer 7|8t DR ++4

< Autonomous Databases

atp Available  Primary

l Database actions v ‘ ‘ Database connection ‘ ’ Performance Hub ] \ More actions
Autonomous Database

Autonomous Database information Toel configuration Backups Key history Disaster recovery Refreshable clones Work requests Guidec >

Local peer: 1, Cross-region peer: 0.
‘You may create up to 1 local peer and 1 cross-region peer for every remote paired region that your tenancy is subscribed to.

{Q Search and Filter ] ‘ Search ]
‘ Add peer database

Peer Peer Remote Automatic Role

Autonomous T e L state T Region T DRtype Tl backup N Failover Tl changed Tl
Database replication data los... on

atp Backup copy Standby ‘South Korea Central {Seoul) Backup-based Disabled =

4 L Page 1 of 1 (1 - 10f 1total items) Items per page

* Oracle Data Guard
- DataGuardE &XA3tolH, Primary-Standby 7t &AIZH EXE S Xt 0K
2K Failover) M&
- ©f 2|™ L MAMst Autonomous DatabaseOf CHoll EH@d 7|HtQ] 7|= Disaster
Recovery 2AlZ Data Guard Y4102 HZASHE 4L, RTO-RPO HE 7HsolHt
=7t HE 2
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Update disaster recovery

Updating the disaster recovery type may impact database billing. Do you want to update the disaster recovery type? Learn more

Region
South Korea Central [Seoul) - Current region

Compartment Project-A

Disaster recovery

Select disaster recovery type
Autonomous Data Guard Backup-based disaster recovery
Autonomous Data Guard's objectives are as follows: Backup-based disaster recovery's objectives are as follows:
Recovery time objective (RTO): 2 mins. Recovery time objective (RTO): 1 hour + 1 hour per 5TB.
Recovery point objective (RPO): 10 secs. Recovery point objective (RPO): 10 secs.
Learn more Learn more

Automatic Failover with data loss limit in seconds
[+)

Required

A Warning
You selected a local Autonomous Data Guard standby database. Local Autonomous Data Guard standby databases incur additional costs of the base CPU of your
primary database and the reserved storage of your primary database. Local standby databases provide protection against outages in the same region as the
primary and with a faster recovery time objective (RTO) than g Data Guard standby databases. Learn more
.

¢ Oracle RAC (Real Application Clusters)
HE| HIO[EH|O0|A =0 TSt Active-Active HA XIS
Autonomous Database= 17t2d1 23H 2HZ 2o WHEXM2CZ Oracle RAC

AE

OCI Base Database ServiceOlA= Enterprise Edition Extreme Performance
editiondflA 2 =& RACE A[&olLf, &2l MH[AZ ARZAPE RAC =EL+ &80
=y B2 27t

Base Database ServiceOlAl= AIZAL RAC =EL AXN0| E2 7ts
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) oIz=t 714 GilAl
QA0 M2t Ol18et g2 Lokl MY + UCH, @ AMHL Autonomous
o
]

, OCIoIN HiESok= 0|18zt

Oracle Cloud Region

Availability Domain 1

Fault Domain 1 Fault Domain 2 Fault Domain 3

Groups Internet
Gateway

Autonomous
Transaction [
Processing Database =
Route
| Table %
ca 100
s [ | 1CIL
L —_—
Instance Instance
Pool Configuration

2) OIEet T4 Al §12] QK| S8 13
(1) 92 oFd x|
« FMEQ TEHET ME| AlOJO] CHt FAR J|ES GOl SRMBSMIIEHEO)

YEAMAY o=~ AF-UHAME Mall=~+ HEO| X 4 Al 112 Al els &, 3¢
Mol Ferd eIy S=0M "= MEQF Moi=T ME= SYet X2 ™E d=

XG0, X2, 23S S0 XIS LO0L0F Sttt Ol= i AL 15~80km

O_=||
FEo| H2j0|H Fde 4 UL XGH SH0 [eh 2t = ATt FA
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1l

* OCl= Dual Region(Two Region) M2F2 Soff @Y =27t L= XY LHO| 2749 2|™S
2

THofl UACH, o

M0 @2 OCl= oh=0fl M

= 2709] 2IFs BER

’

(2) 2zt 015k 714

« OCl MH|A & HiSok= DR AH|A

OC Afél

Object Storage Z|X7t =X

2|70 Object StorageZS =H|&t

Block Volume £X|

Primary, DR 2|%7t Block Volumes Z2X|&t

Oracle Data Guard

DR 2|X0i| StandBy G[O|E{H|O|AS AN

Oracle Golden Gate

2|2t CIO[HH|0|AS AlZE =X

Traffic Management (DNS Steering)

ZOHA| DR AtO|EZ Ez{L Xts Mt

FastConnect & VPN

On-Premise®?} OCIZt A& 0|53}

DB Autonomous Recovery Service

HolH &4 gi= %Y

 Full Stack DR AH|A
Full Stack DRE 2™ 2|y MH|AZ OCI 2/™ ZH| AH, H|O|E{H|0|A, Load
Balancer & 02| AZ0AM DR2 7#40| 75
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DNS

Primary OCI Region Secondary OCI Region
_% Full Stack DR
Orchestration
Load Balancer Load Balancer
:- et T e S S ' :' e ket '

e e e N P
: : : Application  Application  Application

| Oracle Database ) | Oracle Database -(-"-\_ """"" .
1 i
| I=p Data Guard (DG) or /@ 1
: Autonomous DG :
! Baseo - Basa Datab :
\__ Service DBService  Database e Setvice, DB Service | _ Daubase g
____________________________________________ '
Infrastructure Infrastructure

[ B}
Virtual  Block Storage File Storage  Object [ , Virtual  Block Storage File Storage Object
Machine Storage : y Machine Storage
L}
[

)
EENEE = BE) [B5) B3 [

- (OCl 24) ‘& — ‘Migration and Disaster Recovery’ — ‘Disaster Recovery’

— ‘DR Protection Groups’ — DR protection group 244

Create DR protection group

Create a DR protection group. Learn more =

A Warning
Before creating and configuring DR protection groups, ensure that you have set up all the required IAM policies. Learn more.

Name
primary-drpg-seoul

Required
Compartment
= -
Project-A
Required
Compartment Object storage bucket
i 0 -
Project-A dr-plans-execution-bucket
Required
Role
-
Not configured
Required

- Standby 2|HOME 22 YO = DR protection group 444
— Primary 2|2] DR protection groupOliX| LEZX 2| Actions U2l AssociateE

Met
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< DR Protection Groups

primary-drpg-seoul s

DR Protection Group
Run prechecks
-— -
. ) . Execute plan
General information Plans Plan executions Members Work requests Tags
Rename
General information

Associate &y

- MEisE 729 RoleS Primary2 X1
- Peer region@2 Standby 2|&S MESILI, 04 = DR protection groups AIE

Associate protection group
Select the role of the protection aroup primary-drpg-seoul and the protection group that you want to associate it with.
Learn more
Role
Primary -
Required
Peer region .
South Korea North (Chuncheon)
Required
Compartment Peer DR protection group
Project-A standby-drpg-chuncheon v
Required

- YHI0|ETt &t& ZF, Standby 2|F0| Q= DR protection group0| YH0|E EY=X]

SVl
(i ]

Name State Tl Role T} Peer DR protection group Peer region Tl

standby-drpg-chuncheon Active Standby primary-drpg-seoul South Korea Central (Seoul)

- Primary 2|92 =0}7tM, DR protection group®lAl Members ©E Z2/510]

U =7} — Autonomous Database 37t
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Add member

Add a member to the DR protection group. Learn more

A Warning
Adding or removing members requires you to refresh and verify all existing plans in the DR protection group.

B 1 understand that | must refresh and verify all the existing plans

A Policy check

Before adding a member to the DR protection group, ensure that you have configured all the required 1AM policies
for this member. Learn mare.

Resource type o
Autonomous database

Required
Compartment . Database .
Project-A MuShopDB

Required
Standby type for DR drill =
Refreshable clone

Required

- MH| 7} Compute QIABEIAZ F7I511, QIAEAS] VNICO| Standby 2I% Ol
AEE VCN, MEUIS X1 (T2 AHO)| Cfs SYst HACE &8 71s)

Add member

Add a member to the DR protection group. Learn more

A Warning
Adding or removing members requires you to refresh and verify all existing plans in the DR protection group.

B | understand that | must refresh and verify all the existing plans

A Policy check

Before adding a member to the DR protection group, ensure that you have configured all the required IAM policies
for this member. Learn more.

Resource type .
Compute

Required
Compartment . Instance .
Project-A mushop-0

Required

Compute instance type
The instance type cannot be changed after adding the member to the DR protection group.

Moving Instance Non-moving instance

This type of instance is moved from the This type of instance is not moved from the
primary DR Protection Group to the standby primary DR Protecticn Group to the standby
DR Protection Group, during DR operations. DR Protection Group, during DR operations.
Learn more. Learn more.
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VNIC mapping list

A Important
Provide the mappings between the VNIC for each instance and a destination subnet in the standby region to which
the VNIC attaches

Add VNIC mapping

@ 5 Private IP Network
Public Private IP :
VNIC VCN Subnet P address hostname security
label groups

primaryvnic mushop-main mushop-main

- Boot/Block VolumeO| = Volume Group F7HLH2 25 IE0| el =

YNOR HZ Tts5)

O;
25t

Add member
Add a member to the DR protection group. Learn more

A Warning
Adding or removing members requires you to refresh and verify all existing plans in the DR protection group.

B | understand that | must refresh and verify all the existing plans

A Policy check

Before adding a member to the DR protection group, ensure that you have configured all the required IAM policies
for this member. Learn more.

Resource type

Volume group g
Required

Compartment Volume group

Project-A - mushop-volume-group-0 -
Required

Configuration
Compartment L
Project-A L ‘ Destination backup policy = ‘

- Load Balancer &7}
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Add member
A Palicy check
Before adding a member to the DR protection group, ensure that you have configured all the reguired |1AM policies
for this member. Learn more.
Resource type -
Load balancer
Reguired
Compartment Load balancer
Project-A v mushop M
Required
Configuration
A Important
The following configurations are required when executing plans but can be configured at a later time
Compartment Destination load balancer
Project-A B mushop 4
Source backend set Destination backend set .
mushop-icn mushop-yny
Reguired Required
— Primary 2|™2| DR protection groupdi| R 7t £t2 Zut
O Member State Service T Compartment
O mushop Active Load balancer Project-A
O mushop-volume-group-1 Available Volume group Project-A
O mushop-volume-~group-0 Available Volume group Project-A
] mushop-1 Running Compute instance (moving) Project-A
O mushep-0 Iiumfns; Compute instance (moving) Project-A
(] MuShopDB Available Autonomous database Project-A

i
2!
N

- Standby 2|X2] DR protection group®lAl Members §S Z2l6t0{ HH
7t

Autonomous Database?| Standby2?t Load Balancer2t 3

O Member State Service Tl Compartment
Od mushop Active Load balancer Project-A
O MuShopDB ‘Standby Autonomous database Project-A

- StandBy 2|™0Af DR Switchover Plan A4

- Plans B0{A Create plang2 28 HIAEES /o Switchover 23 M4
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< DR Protection Groups

primary-drpg-chuncheon v roe:stanany

DR Protection Group

General information Plans Plan executions Members Work requests Tags

Plans

Q, search and Filter

Create plan
Create a disaster recovery plan to perform disaster recovery i Learn more about DR plans.
Name
mushop-app-switchover
Required
Plan type . |

Switchover (planned)|

Failover (unplanned)

Switchover (planned) X

‘Start drill

Stop drill

iy
>
o2

- MM= DR Plan9Z 0|S510{, A MIZ /5 Run prechecks

< DR protection group details

mushop-app-switchover e

DR Plan

Run prechecks @

-_—r @ w m
. Execute plan

General information Plan groups Work requests Tags

Rename
General information

Add tags

- Run prechecks?| Zu} 30l

210




ORACLE
Tags

280t
General information Plan execution groups Work requests
Name Type
Built-in precheck
Database - precheck
Launch precheck

~ Prechecks - Built In
Compute instance -

state T started T
Mon, Jun 23, 2025, 04:42:16 UTC

Succeeded
Men, Jun 23, 2025, 04:42:15 UTC

Succeeded

Succeeded Mon, Jun 23, 2025, 04:42:15 UTC
Succesded Mon, Jun 23, 2025, 04:42:16 UTC
Mon, Jun 23, 2025, 04:42:15 UTC

Succeeded
Mon, Jun 23, 2025, 04:42:15 UTC

MuShopDB
mushop-0
mushop-1 Compute instance - Launch precheck
mushop-0 Compute instance - Remove from DR protection group precheck
mushop-1 Compute instance - Remove from DR protection group precheck Succeeded
mushop-0 Compute instance - Stop precheck Succeeded Mon, Jun 23, 2025, 04:42:15 UTC
mushop-1 Compute instance - Stop precheck Succeeded Men, Jun 23, 2025, 04:42:15 UTC
Load Balancer - Update source backend sets precheck Succeeded Man, Jun 23, 2025, 04:42:15 UTC
Load Balancer - Update destination backend sets precheck Succeeded Men, Jun 23, 2025, 04:42:15 UTC
Succeeded Mon, Jun 23, 2025, 04:42:15 UTC
Succeaded Men, Jun 23, 2025, 04:42:15 UTC
Men, Jun 23, 2025, 04:42:15 UTC

Source load balancer - mushop

Destination load balancer - mushop
mushop-volume-group-0
Volume group - Switchover precheck

mushop-volume-group-1
mushop-volume-group-0
Volume group - Switchover precheck

mushap-volume-group-1

— Primary 2|X0ilM (OCI 2&

=
e

= EOSUPS I SE

/ji}ll ShOp CATALOG v ABOUT  CONTACT

- Standby 2|0 (OCI 2&

Volume group - Remove from DR protection group precheck

Volume group - Remove from DR protection group precheck

(=

=
[=]

balancer — 94X Primary 2|&0f| 724%= Load Balancer?| Public IPE =QI5tH

50|

Succeeded
Succeaded Mon, Jun 23, 2025, 04:42:15 UTC

— ‘Networking’ — ‘Load balancers’ — ‘Load

Food!

Feed your feline with proven ingredients

AlS
A

— ‘Migration and Disaster Recovery’ —
=

ot Plan

=
[
‘Disaster Recovery’ — ‘DR Protection Groups’
=9
Actions v

- DR protection group?| Actions MI=0A Execute plans

< DR Protection Groups

standby-drpg-chuncheon

DR Protection Group

Active Role : Standby
Run prechecks
Execute plan &

S UL W
Plans Plan executions Members Work requests Tags
Rename

General information
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Execute plan

Create a DR plan execution to execute a DR plan. Learn mare

DR plan
mushop-app-switchover

Enable prechecks

@ ]

Ignore warnings

»

Plan execution name

> Advanced options

Cancel Execute plan

CHA

[«

OiSA0[ At 2td 0] [t &0

5h

]

mushop-app-switchover-20250623-044855-000651  suceeses \ Actions v \
DR Plan Execution —
General information  Plan executiongroups  Work requests  Tags
Plan execution groups
l Q s ) and Filter J ‘ Search |
‘ Expand all ‘
Name Type State Tl Started T Ended 1 Duration
» Load Balancers - Update Source Backend Sets Built-in Succeeded Mon, Jun 23, 2025, 04:49:06 UTC Mon, Jun 23, 2025, 04:49:47 UTG 40s
» Compute Instances - Stop Built-in Sueceeded Mon, Jun 23, 2025, 04:50:07 UTC Mon, Jun 23, 2025, 04:50:45 UTC 38s
» Volume Groups - Switchover Built-in ‘Succeeded Mon, Jun 23, 2025, 04:51:08 UTC Mon, Jun 23, 2025, 04:52:28 UTC Tm20s
» Autonomous Databases - Switchover Built=in Succeeded Mon, Jun 23, 2025, 04:52:38 UTC Mon, Jun 23, 2025, 04:58:26 UTC 5m47s
» Compute Instances - Launch Built-in Succeeded Mon, Jun 23, 2025, 04:58:40 UTC Mon, Jun 23, 2025, 04:59:58 UTC Tm17s
» Load Balancers - Update Destination Backend Sets Built-in Succeeded Mon, Jun 23, 2025, 05:00:11 UTC Mon, Jun 23, 2025, 05:00:55 UTC aas
» Volume Groups - Reverse Repiication Built-in Succeeded Mon, Jun 23, 2025, 05:01:12 UTC Mon, Jun 23, 2025, 05:02:24 UTC Tmi2s
» Compute Instances - Terminate Built-in Disabled None None —
» Compute Instances - Remove from DR Protection Group Built-in Succeeded Mon, Jun 23, 2025, 05:02:42 UTC Mon, Jun 23, 2025, 05:03:21 UTC 39s
» Volume Groups - Terminate Built-in Disabled None None -
» Volume Groups - Remove from DR Protection Group Built-in ‘Succeeded Mon, Jun 23, 2025, 05:03:43 UTC Mon, Jun 23, 2025, 05:03:50 UTC 7s

- Standby 2|F0fAf, (OCI 2&

=

— ‘Networking” — ‘Load balancers® — ‘Load

balancer’® 0|&ot0, 24X Standby2|&0] failoverE Load Balancer?| Public IPE

Sto

SI015101 ¥ ERRXM Ha 0fR ol
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- OCl High Availability, Disaster Recovery, and Reliability: A Complete Comparison
https://www.ateam-oracle.com/post/oci—-high—availability—disaster-recovery—and-reli
ability—a—complete—comparison

- OCI Technology Implementation — High Availability
https://docs.public.content.oci.oraclecloud.com/en-us/iaas/Content/cloud-adoption—f
ramework/high-availability.htm

- SIHNESMNY|ERS(TTA)S HEAAR TS XE
https://cisp.or.kr/wp-content/uploads/2016/09/20160903_082806.pdf

- Oracle Cloud Accelerates Expansion to Bring Infrastructure to Customers Globally

https://www.oracle.com/corporate/pressrelease/oow19-oracle—cloud-accelerates—g|

obal-expansion-091619.htm|
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https://www.ateam-oracle.com/post/oci-high-availability-disaster-recovery-and-reliability-a-complete-comparison
https://www.ateam-oracle.com/post/oci-high-availability-disaster-recovery-and-reliability-a-complete-comparison
https://docs.public.content.oci.oraclecloud.com/en-us/iaas/Content/cloud-adoption-framework/high-availability.htm
https://docs.public.content.oci.oraclecloud.com/en-us/iaas/Content/cloud-adoption-framework/high-availability.htm
https://cisp.or.kr/wp-content/uploads/2016/09/20160903_082806.pdf
https://www.oracle.com/corporate/pressrelease/oow19-oracle-cloud-accelerates-global-expansion-091619.html
https://www.oracle.com/corporate/pressrelease/oow19-oracle-cloud-accelerates-global-expansion-091619.html
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