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B. MEf: &E HES 226K AB7|9 HHE HEY + UL
OIz7|: ‘H7I'E Zelol0] 2157|9| Access Key 2! Secret Key2 X3| 3l ZAIE 4
UASLIC

D. WHYUA: 215719 MELUAE HA[RLICE

E. BIEYUAl: 0157(9] CIRYUAE BEAIRLCL

o p APl S=5}H/|
M & APl QHE Access Key2t IHLE= Secret Keyz US3I610] MHOZ AFRELCEH
| . AUTHPARAMS 2F

II. Signature

[I. AUTHPARAMS 23]

curl =i =X GET

-H "X-Cmp-AccessKey:(Access Key)"
-H "X-Cmp-Signature:(Signature)"

-H "X-Cmp-Timestamp:1605290625682"
-H "X-Cmp-ClientType:OpenApi"

-H "X-Cmp-Projectld:(Project ID)"
{URL}/iam/v2/access—keys

| 18 6.2.3 1 AUTHPARAMS 23 OfjA|

A. X-Cmp-AccessKey: Samsung Cloud Platform ZEOA 2UZE2 Access KeyE
oly5H |C}

B. X-Cmp-Signature: & APl 2832 Access Key2t I Zl= Secret Keyz L3 3|5t
MEC=Z, HMAC ¢33t Yi12|E2 HmacSHA256S8 At&eILICE

C. X-Cmp-Timestamp: 19704 1€ 12 00:00:00 X MAA(UTC)REHS ZHut ARIS
92| =(Millisecond)2 XO|§HC}.

D. X-Cmp-ClientType: Client Type= UZTHLICE (OpenApi)

E. X-Cmp-Projectld: APIZ &doldi= Z=MEO| I=HME O0[CIE USEILICE

126




[Il. Signature A4A]

public static String makeHmacSignature(String method,
String url,
String timestamp,
String accessKey,
String accessSecretKey,
String headerProjectld,
String headerClientType) {
String body = method + url + timestamp + accessKey + headerProjectld +
headerClientType;

String encodeBase64Str = null;

try {
bytel] message = body.getBytes("UTF-8");
bytel] secretKey = (Secret Key);

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = (Secret Key Spec);

mac.init(secretKeySpec);

byte[] hmacSha256 = mac.doFinal(message);

encodeBaseb4Str = Base64.getEncoder().encodeToString(hmacSha256);
} catch (Exception e) {

throw new RuntimeException("Failed to calculate hmac-sha256", e);

}

return encodeBaseb4Str;

| 12 6.2.4 1 Signature M4 Sample Code (Java)
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{script
src="https://cdnjs.cloudflare.com/ajax/libs/crypto—js/3.1.2/rollups/hmac-sha256.js"){/scr
ipt)

{script
src="https://cdnjs.cloudflare.com/ajax/libs/crypto=js/3.1.2/components/enc-base64-min
Js")/script)

{script type="text/javascript")
function makeSignature() {
var method = "GET"; // Method
var url = "url}"; // url
var timestamp = Date.now(); // timestamp
var accessKey = "{accessKey}";
var secretKey = "{secretKey}";
var projectld = "{projectld}";
var clientType = "openApi"; // client type

url = encodeURI(url); // 3t2, E4 At XM
var message = method + url + timestamp + accessKey + projectld + clientType;

var hash = CryptoJS.HmacSHA256(message, secretKey);
return CryptoJS.enc.Base64.stringify(hash);
}
{/script)

| 72 6.2.5] Signature M4 Sample Code (JavaScript)

\

0 APl B2 A QEC2RH MNBY ZAHES Yot Secret KeyZ HmacSHA256 L1e|522
ASS S Baseb42 QUTHSHLICE.
(0] Zt2 x-Cmp-Signature2 AFZEHLICE)
o Samsung Cloud Platform AFZXt 7H0|=0|M= OpenAPl 710|=7F ATHEI] S, O XtAMISt

HES 2 HOAH alid 710|= Fx

o2t

1l A}

ook

(https://cloud.samsungsds.com/openapiguide/#/docs/v3-ko—overview—-overview)
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